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JiInueH3nOHHOE cornawieHue

HacTosLee nuueH3noHHoe cornalleHne (ganee <cornaweHune>) ABnseTcs PUANYECKMM COrnalleHneM,
3aknoyvaembim Mexay Bamu (dunsmueckum unm topyamyeckum nuuom, ganee <nons3osatens>) 1 OO0 <HeTAll>
(nanee <komnaHmsa NetUP>), oTHocuTensHO nporpaMMHoro npoaykta komnaHum NetUP «ABTomaTtunanpoBaHHas
cuctema pacyétoB «NetUP UTM 5», Bkntovatowero B cebsi nporpammHoe obecnedeHune, nobble nevyaTHble
maTtepwuansl 1 Niobyto <BCTPOEHHYH> UMW <3NEKTPOHHYI0> AOKYMEHTaLMIo (ganee <npoaykT>).
1. O6bem nuueHs3unu.

1.1. EBVMHNYHBIV KOMMINEKT NpodyKTa MOXeT ObiTb MCNONb30BaH AN YCTaHOBKW TOMbKO HA OQHOM KOMIbOTepe.

1.2. MpoayKT cunTaeTcs NCNonb3yemblM, €CINU OH 3arpy>XeH B onepaTvBHYIO NaMATb UK 3anMcaH Ha XXeCTKOM
OWCKe, KOMMaKT-gUCKe U MHOM 3anoMUHaloLLEM YCTPOMCTBE OnpeaerneHHOro KoMMnbloTepa.

1.3. NMonb3oBaTenb UMEET NPaBo Ha CO3[aHNe apXMBHOW KOMWUMW, NPeAHa3HAYEHHOW UCKMHOYNTENBHO Ans
VHAMBUAYaNbHOTO UCMOMb30BaHWSA B LIENSIX BOCCTAHOBMEHWS NPOAYKTa, MMbo Ha nepeHeceHne NpoayKTa Ha
)KECTKUIA ANCK NMPUW YCMOBUM, YTO OPUTMHANBHBINA 3K3EMMNIIAP COXPaHAETCS UCKMHOYMTENBHO B KaYecTBe
pe3epBHOro UM apXUBHOTO.

2. lNpaBa nonb3oBaTens n ycnyru, obecneyeHHble rapaHTUAHbIMU obGs3aTenbcTBaMMU, npegocTaBnATCA TOJIbKO
3aperncTpmpoBaHHbIM Norb3oBaTesNndaM.

3. Hactosiwas nuueH3nsa oTHOCUTCA TakKe K AOMNOMHEeHNsIM U 0BHOBNEHMSIM UCXOOHOIO NPoAyKTa,
npepoctasnsiembiM komnaHuen NetUP, ecnu nHoe He yka3aHO B JOKYMeHTax, CONpPOBOXAAOLLMX OOMNOMHEHWE Nnn
o6HoBneHue.

4. MpopayKT paspeLuaeTcs NepeHOCUTb Ha Apyrylo paboyyto cTaHumio. MNepBoHaYanbHbIi Nonb3oBaTenb NpoayKTa
MMeeT NpaBo eAMHOBPEMEHHO Nepefaym ero ApyroMmy nuuy. Takasi nepegada AormkHa BKITHYaTb BCE COCTaBHble
YacTu: NeyaTHble MaTepuarsbl, HacTosiLLee cornalleHne 1 cepTuduKaT NoASIMHHOCTM, eCr TakoBOW UMeETCS.
3anpeLyaeTcs NpefoCTaBnsATs NPOAYKT B MPOKaT, B apeHdy Ui BO BpeMeHHOe Mosib30BaHue.

5. Banpewaetcst niobbiMn cnocobamu pacnpocTpaHsaTe annbl AUCTpUMOYTMBa CUCTEMBI, €€ YacTen unm
NMLEH3NOHHBIX KIOYen.

6. 3anpeu.|.aeTCﬂ BCKpPbIBaTb TEXHONOIMIO NN AeKOMNUNMpoBaTb NPOAYKT, 3a UCKIMKYeHneM Tex criydaeB U TONbKO B
TOW CTENeHu, Koraa 3To siIBHO paspeLleHo ,EleVICTByPOU.I,VIM 3aKoHOA4aTeNnbCTBOM, HECMOTPA HaA Hanun4ne B
JIMLUEH3NOHHOM cornatleHnmn AaHHOro orpaHn4yeHu4a.

7. Mpn HecobnoaeHNN Nonb3oBaTeniem NONOXEHUIN U YCMOBMI HACTOSILLLErO COrnaLleHnsa KoMnaH1s Brnpase
npekpaTuTb ero gencrene 6e3 BO3Bpata nony4vYeHHbIX AeHEXHbIX CpeacTB. B atom cnyyae nonb3osarenb 006s3aH
YHUYTOXNTb BCE MMEKLLMECA Y HEero Konmm npoaykrta n ero COCtaBHbIX yacTten. HapyweHne Hopm [o]¢) OoXpaHe
aABTOPCKMX MpaB MOXET TakKXe noBrieYb 3a cobon rpaxgaHCKo-npaBoByH, agMUHUCTPATUBHYHO 1 YTOJTOBHYHO
OTBETCTBEHHOCTb B COOTBETCTBMM C 3aKOHOAATENLCTBOM PP 1 MeXOyHapoOHbIMU cornalleHnAamMn.

8. I'IpM06peTa9| AaHHOe nporpamMmmHoe obecneyeHune, NONb30BaTENb COrnallaeTcs ¢ TeM, YTO KOMMaHus BrnpaBe
XpaHUTb 1 UCNonb3oBaTb NO CBOEMY YCMOTPEHUIO TEXHUYECKNE CBEeEeHUA, coobLaemble nonb3oBaTenemM c:ny>K6e
TEXHNYECKON NOALEPXKKN KOMMAHUN.

9. B Hanbonbluen ctenenn, JonyckaeMon NPUMEHNMbIM 3aKOHOAATENbCTBOM, HU MPU Kakmx 06CTOATENbCTBAaX
komnaHusa NetUP n e€ nocTaBLUMKM HE HECYT OTBETCTBEHHOCTM 3a Kakon-nmbo ocobbii, CryYanHbIN, KOCBEHHbIV
Unn onocpenoBaHHbIN ylep6 nnu ybbiTku (BKNOYas, HO HE OrpaHNYMBAACh TOMNbKO NEPEYNCNEHHbIM, YIYLLEHHYHO
BbIroAy; yTpaTy KOHmaeHumanbHOM U nHowm nHdopmMaunm; yobiTKW, BbiI3BaHHbIE NEpepbiBaMN B KOMMEPYECKON
UM NPOU3BOACTBEHHON AeATENbHOCTU; HaHeceHWe yulepba 300pOBbi0; HAapYLLUEHNE HENMPUKOCHOBEHHOCTM
YaCTHOW XN3HW; HencrnonHeHne noboro obsazaTenbcTea, BKMYaa 065a3aTenbCTBO AeNCTBOBaTL 4OOPOCOBECTHO U
C pasyMHOI OCMOTPUTENBHOCTBIO; YObITKN, BbI3BaHHbIE HEOPEXHOCTLIO; N0OON MHOM yLLepb 1 Nnpoyne ybbITkn
UMYLLIECTBEHHOIO UM UHOTO XapakTepa), BO3HMKaLMe B CBS3W C UCMONb30BaHNEM MITU HEBO3MOXHOCTBIO
MCMONb30BaHUs NPoAdyKTa, OKa3aHMeM WU HeoKa3aHMeM YCryr No NogAepKKe UM B MHbIX CryyasXx,
npeayCMOTPEHHBIX UMW CBA3AHHBIX C MOMOXEHNAMU AaHHOTO JIMLIEH3MOHHOTO COorMnalleHns, axe B criyyae
HapyLleHns obsi3aTenbCcTBa, BO3HMKHOBEHUS TPaX4aHCKOro NpaBoHapyLleHWs (BKoYast HEOPEXHOCTh),
0OBbEKTNBHOW (HE3aBMCSILLEN OT BUHbI) OTBETCTBEHHOCTU 3a Kakon-nnbo yuwep6, HapyweHuss komnaHmen NetUP
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Unn eé NocTaBLLMKamMy JOrOBOPHbIX MW rapaHTUHBIX 0653aTeNnbCTB, AaXe eCrn KOMMNaHUsA Unn eé nocTasBLLMKK
6bInK 3apaHee nsBeLLeHbl 0 BO3MOXHOCTU Takoro yulepba. Komnanuna NetUP 1 eé nocTaBLymKn He HecyT
OTBETCTBEHHOCTM N HE UMEIOT HMKaKNX 06513aTenbCTB B Cry4Yae HeCaHKLMOHMPOBAHHOIO UCMOMb30BaHWsA
NPoAyKTa, He MPEAYCMOTPEHHOIO HAaCTOSALLMM COrnalleHneMm.

10.HacToswwee cornaweHne BCTynaeT B CUIy C MOMEHTa YCTaHOBKM NPOAyKTa.

11.Bce npaBa coGCTBEHHOCTM, aBTOPCKUE NpaBa Ha NPOAYKT U B OTHOLLEHWUW Hero npuHaanexar komnaHum NetUP
unu eé€ noctasLmkaM. [JaHHbIN NPOAYKT NPeAOoCTaBMNseTCs B NONb30BaHUE (<MMUEH3MPYETCS™), a He NpodaeTcs.

12.BHegpeHne 1 TexHnyeckas nogaepKka npodykTa OCyLLECTBSAIOTCS KOMNaHWel Ha OCHOBaHWN OTAENbHO
3aKMi04YaemMoro AoroBopa C nonb3oBaTenem.

13.Cpok 4eNCTBUSA NULEH3UN YCTaHaBNMBAETCHA PaBHbIM CPOKY NMOMNE3HOro UCNonb30BaHNS NPoAyKTa cornacHo TY m
cocTaBnsieT 9 neT C MOMeHTa reHepaumn Kova.
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Ha3HaquMe,ﬂOKyMeHTa

BBeneHuve

Ha3HauyeHune AOKYMEeHTa

PykoBoACTBO npegHa3HavyeHo Ansd CUCTEMHbIX aAMUHMCTPATOPOB OpraHn3aLuuii, OKa3blBaroLWMX yCnyri 4ocTyna B
NHTepHeT 1 TenedoHun n ncnonbayowmx unnuHrosyto cuctemy UTMS komnanumn NetUP. OnncaHo ycTponcTso
cuctembl UTMS Bepcun 5.3-004, a Takke Heobxoammble Lwarn no eé nepBoHavarnbHOW HAcCTPoike, 3anycKy
JanbHenwen nogaepxke.

YcnoBHble 0003Ha4YeHUsA

B TekcTe BbiaeneHbl cneayowmne aremMeHTbI:
TepmuHbI (MpY NEPBOM MOSIBIEHWN)
MHTepdencHble Hagnucu

Mnepccbinkn

dparMeHTH KOIa M KOMaHI

Brokm koma

(i) Mpumeyarus
@ lpedynpexdeHusi 0 HecoeMecmuMOCMU HO8bIX U cmapbix eepcuti UTM5

(@ Mpoyue npedynpexdeHusi

Cnucok TepMUHOB

CeTeBble TexHonormum

— DNS - Domain Name Service, pacnpeaenéHHasl cucteMa xpaHeHust IP-agpecoB, OMEHHbLIX UMEH 1 NpOoYen
MHopMaUun 0 JOMEHax.

— TCPI/IP - Transmission Control Protocol / Internet Protocol, ctek npoTokonos pa3HOro ypoBHS, UCNOMb3yeMbIX B
KOMMNbIOTEPHBIX CETAX.

— HTTP - Hypertext Transport Protocol, ceTeBol npoToKon NpUKNagHoro ypoBHs Ana nepefayvv aHHbIX.
— HTTPS — HTTP Secure, pacwupenne npotokona HTTP, nogaepxuBatoLlee wnpoBaHme.

— UDP — User Datagram Protocol, ceTeBoin npoToKon TpaHCNOPTHOrO YPOBHA ANs nepefayy AaHHbIX 6e3
NoATBEPXAEHUS NonyYeHus U 6e3 rapaHTUK JOCTaBKM1, He BKIOYAIOLLMIA YCTAHOBKY COEANHEHWS.

— TCP - Transmission Control Protocol, ceTeBol npoTokon TpaHCMOPTHOrO YPOBHS ANS nepefayn AaHHbIX,
BKITHOYAKOLLNUIA NpeaBapuUTErbHYI0 YCTAHOBKY COEAMHEHNST U TapaHTUO0 4OCTaBKM.

— MAC - Media Access Control, ypoBeHb B3anMOAENCTBUS CUCTEM Nepefadn AaHHbIX, PErynmpyoLwni 4OCTyn K
dumandeckom cpege.

— MAC-agpec — yHvKanbHbI MOEHTUUKATOP YPOBHSA AOCTYNa K cpeae, NpMcBavMBaeMblin KaxaoMy unsndeckomy
ceTeBOMY MHTepdpency B koMmnbloTepHol cetn Ethernet.

— SSL - Secure Socket Layer, kpuntorpadguyeckuii NpOTOKON 3aLUMLLEHHOTO COEANHEHWS.

— KommyTaTop (switch) — ycTpoiicTBO, NpeHa3HauYeHHOE [si COEAVHEHUSI HECKOTbKMX Y3I10B KOMMbIOTEPHO CETH
B Npefenax ofHOro CermeHTa.
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Cnncok TepM1HOB

Mpoune TepMUHDI

— XML - Extensible Markup Language, s13bik pa3mMeTK/ CTPYKTYPUPOBaHHbIX AAHHbIX.

Basa gaHHbIX — CTPYKTYpMPOBaHHbLIN OPraHM30BaHHbIN HAabop AaHHbIX.

Knacrep — rpynna KoMnboTepPoB, NUCNOJb3yeMas Kak €AMHbIN BbIYUCNNTENbHbIN pecypc.

BunnuHroBas cuctema — cuctema aBTOMaTU4eCKoro yqéTa nonnatbl ycnyr.

— ANSI — American National Standards Institute, amepukaHckas opraHusaums no BblpaboTke CTaHAAPTOB.

NetUP

ISO - International Organization for Standardization, mexagyHapoaHasi opraHu3aums no BeipaboTke cTaH4apPTOB.
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OcCHOBHble beHKU,I/II/I CUCTEMBbI

OnuncaHue cucrtembl

OcCHOBHbIe (byHKLI,VIVI CUctemMbl

BunnuHrosas cuctema (aBTomatusmpoBaHHas cuctema pacyéto) UTMS5S komnanum NetUP sBnsieTca nonHOLEHHbIM
pelueHneM Ans opraHnsaumm asBToMaTu4eckoro pacyéra onepaTopos CBA3M C aboOHeHTaMu 3a NpefocTaBnsemble
ycnyru. ba3oBbin Mogynb cucTeMbl NogaepxuBaeT 06CHET BblAENEHHbIX NUHWUA. [ToMUMO 3TOoro, cuctema no3sonseT
co3faBaTh M BECTM YYET KaK Neproanyeckux, Tak 1 pas3oBblx ycnyr. MNpy ncnonb3oBaHWM AONOMHUTENBHBIX MOAynewn
cmucTema MoxeT obcunTeiBaThb yenyrv IP-tenedoHnn, kommyTrupyemoro goctyna ¢ yHéToM CTOMMOCTU BPEMEHM U
6ecnposogHoro gocrtyna k cetu (hotspot).

OcHoBHble 06bEKTBI CUCTEMBI (MONBb30BaTENN, YCYrn, TapudHbIE NNaHbI U T. 4.), @ TaKkKe UX XapakTepuCTUKM
nepeyncneHsl B rnase basoBble 06bEKTLI CUCTEMBI Ha CTP. 17. NHTepdenc agMMHUCTPUPOBaHNS ONUCaH B rnase
MHTepdeiic agmuHucTpaTopa Ha cTp. 35. MNpumepbl paboTbl ¢ cucTemMoln npuBeaeHs! B rnase TunoBbie 4eNCTBUA
Ha cTp. 113.

B cuctemy 3anoxeH yHMBepcarnbHbIN MexaHM3m cbopa CTaTUCTUKN NOTPeOnNéHHOro Tpadmka, YTo No3sonsaeT
0OOHOBpPEMEHHO 06CUMTBIBaTbL HEOTPaHUYEHHOE KONMMYECTBO KaHarnoB CBA3W, MOCTPOEHHbIX HA OCHOBE Pa3HOPOOHbIX
YCTPOWCTB.

Cuctema UTM5 nopaepvBaeT BeAeHNe CrpaBoYHMKA KIIMEHTOB, CNpaBOYHUKA GaHKOB, CpaBOYHMKa
MapLUpyTM3aTOPOB 1 MEXCETEBbIX 9KpaHOB (GpaHamMayapoB), crnpaBoYHUKa 30H IP-agpecos, cnpaBoYHKa
MOAKIMOYEHHBIX JOMOB, CNpaBOYHUKA NPENOCTaBAEeMbIX YCIYr U APYrUX ClPaBOYHUKOB.

HacTosiwas Bepcua cuctembl UTM5 co3gaBanachk ¢ y4€TOM onbiTa paboThbl U NoXenaHumn nonb3osarenemn
npeabloyLLmMx Bepcuii nporpaMmmbl. [na ynobcTea paboTsl nporpamma agMUHUCTPUPOBaHUS BbINONHEHa B BUAE
KpoccnnaTtopMeHHOro rpadonyeckoro MHTepdgenca, HanMcaHHOro Ha s3blke NporpaMMmnpoBaHns Java.

CucTtema nNonHoCTLI0 NogaepxuBaeT paboTy ¢ NnpedonnadeHHbIMY kapTaMmy. ECTb BO3MOXHOCTb aKcropTa
CreHeprpoBaHHbIX KapT BO BHeLHUA dann dpopmarta XML. Cuctema noctaBnsieTcs ¢ NoaaepXKon pycckoro u
aHIMUNCKOro A3bIKOB, HO NMPW HEOBXOAMMOCTH MHTepdenChl NoNbL3oBaTeNsa N aAMUHUCTPATOpPa CUCTEMbI MOTYT ObITb
nepesefeHbl Ha Ntoboi A3bik. Cuctema MoXeT paboTaTb C HECKONMBKMMU AeHEXHBIMU eaMHNLAMWN OGHOBPEMEHHO.

CurcteMy MOXHO MCMONb30BaTh A1 reHepnpoBaHns OyxranTepCKUX CHETOB M pasnUYHbIX OTYETOB, BeAeHus 6a3bl
aorosopoB. [ins 6onee ygobHOM TEXHNYECKOM NOAAEPKKU KITMEHTOB B CUCTEME UMEETCS BCTPOEHHas crnyxba obmeHa
COO0OLLIEHNAMMU.

Mpn HeOGXOAMMOCTM cUCTEMA MOXKET GIOKMPOBaTh AOCTYN KNeHTa K ycryram (Hanpumep, npy ucHepnaHum cpeacts
Ha NMLUEeBOM cYéTe).

Monb3oBaTenbCcknii HTEPGENC CUCTEMBI MOCTPOEH HA OCHOBE BED-TEXHONOMIA, YTO NO3BONSAET KIIMEHTY Nony4aTb
OOCTYN K CBOEMY CHETY, BbINMCKaM 1 CTaTUCTMKE 13 NMoOOoN TOYKM MUpa ¢ nomoLLbio noboro 6paysepa yepes
WHTepHert. Mcnonb3oaHue TexHonormm XML 1 wabnoHoB Npy co3faHum KNMMEHTCKOro MHTepderica no3sonseT
agMUHMCTPATOPY CUCTEMbI CAMOCTOSITENBHO MEHATb BHELLHUIA BUA MHTepdelica 6e3 yuwepba ans ero
PYHKLMOHANBLHOCTW.

Mcnonb3oBaHue B cucteme NoHATMA “kracc Tpadhmka” no3BonsdeT BeCTU y4e€T Tpadhmka u3 pasHbix ceTewn, Hanpumep,
pasgerneHue Tpadvka Ha OTEHECTBEHHbIV 1 3apyBexHbIN, MMPUHIOBLIV 1 NOKanbHbIN. PasgeneHne knaccos Tpaduka
MOXHO NMPOM3BOAUTbL MO Pa3HbIM MPU3HaKaM: CETM UCTOYHMKA W Momny4YaTens, NopThl UCTOYHUKA W NofyYaTens, Tun
o6enyxusanus (Type of Service, ToS), aBTOHOMHbIE CUCTEMBI UCTOYHMKA W Nony4vaTtensi, uHTepdgenc
MapLupyTu3aTopa, Yepe3 KOTOpbIii NPOXOAWT NaKeT, U MHOroe Apyroe.

@ Cucmema He noddepxxusaem nepepacyém yxe mapuguyuposaHHbix daHHbIX. B criyyae owu6oyHo20 yyéma
pekoMeHOyemcsi HECMU MomnpaeKy ¢ MoMOWbI0 KOPPEKMUPOBOYHbIX Miiamexed.

CepBepHas YacTb bunnuHra (sapo cMcTeMbl) NpeacTaBnseT cobo MHOroNnoToO4HOE ONTUMU3NPOBAHHOE NPUMOXEHNE,
obecneunBatoLLee BbICOKYIO MPON3BOANTENBHOCTL CUCTEMBI B LLIENOM. OTO 0CODEHHO akTyanbHO Ans ceTer ¢ 6onbLuomn
KnueHTcKon 6a3on n noTpebnsowmx 6onbluve o6bEMbI Tpaduka.
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Cnoco0Obl BKHOYEHUSA CUCTEMbI B CETb

CnocoObI BKITIOYEHUA CUCTEMbI B CeTb

YHmBepcanbHOCTb BunnuHra gonyckaeTr MHOXeCTBO CMOCOD0OB MHTErpaLmmn CUCTEMbI B CYLLECTBYHOLLYIO UNN
nnaHupyemyto nHdppactpyktypy cetn. Cuctema UTMS nogaepxumeaeTt paboTy ¢ MHOXECTBOM annaparHbIX v
NpPorpaMMHbIX MapLUPyTU3aTOPOB M HE HaKNaAbIBaET OrpaHNYeHns Ha KONMYecTBO OAHOBPEMEHHO 06CHNTBEIBAEMbIX
KaHarnoB CBSA3M M TUM NCNOMNb3yeMbIX NMPY OpraHn3aLum 3TMX KaHanoB YCTPONCTB. PaccmMoTpuM OCHOBHbIE BapuaHThbI.

— JlokanbHaga ceTb NOAKMOYEHa K VIHTEpHETY Yepes annapaTtHbIi MapLIpyTM3aTop, NogaepXneatoLmn coop
CTaTUCTUKMN.

MapuwpyTnsatopsl Cisco, Mikrotik, NSG, Revolution n gpyr1x nponssogutenein, kak NnpaBunio, BKIOYaKT BO3MOXHOCTb
3KcnopTa CTaTUCTUKM O NepegaHHoOM Tpadumke. B aTom criyyae cepBep ¢ GUNMMHIOBOM CUCTEMOIN MOXET ObITb
YCTaHOBIEH KaK BHYTPW NOKanbHOM CETH, TaK 1 BHE €€ (HanpvMep, B rofloBHOM odmce, LOCTYNMHOM Yepes VIHTEPHET).
C6op cratucTuku 0 Tpadmke 1 ynpasrneHve MapLupyTusaTopamMmu NpomM3BoanTCS yaanéHHo.

WMHTepHeT
T T
m—mn
MapwpyTnsaTtop
—
|
\ . =
KommyTaTtop
Cepeep UTM S
=—x
ApMUHUCTpaTOop Monb3soBaTtenu

— JNlokanbHag ceTb NoaknoYeHa K VIHTepHeTy yepes nporpammHbi MapLupyTtuaartop (PC-poyTep)

Mpu Takom cnocobe NoakoyYeHNst BUNTIMHIOBYIO CUCTEMY MOXHO YCTaHOBUTL Kak Ha CaMOM poyTepe, Tak U Ha
yaanéHHoM cepeepe. CTaTUCTMKa CHUMAETCS C UHTepdelica poyTepa 1 obpaGaTbiBaeTcsl Ha NlokanbHOM MallvHe (B
NepBOM Crnyyae) unv nepeaaércs No ceTn U obpabaTbiBaeTcsl Ha ApYroM cepeepe (BO BTOPOM Cryyae).

Momnmo onncaHHbIX BhiLLe CriyqaeB Noac4éTa Tpaduka nokanbHbIX CeTEN BO3MOXHO MHOXECTBO APYrMX BApMAHTOB,
HanpvmMep, 06CYET CNYTHMKOBBLIX KaHanos, NMMbo NpPon3BoribHas KOMOMHaLMA NPUBEAEHHbIX Bbille cnocobos
MOAKIHOYEHUN.

— KnueHT noakntoyaeTcs K UHTEPHETY NOCPELACTBOM KOMMYTUPYyEeMOro 4ocTyna

B naHHoM crnyyae cepBepom AocTyna MoxXeT ObiTb kak MaplpyTu3atop Cisco, Tak n PC-poyTep ¢ NOAKMIOYEHHBIMA K
HeMy Mogemamu. ABTopu3aums KNMeHToB nponssoamTcs no npotokony RADIUS. Tapudukauns moxet
NPOV3BOAUTLCS KaK MO BPEMEHU COeAMHEHWs, Tak 1 No 06bEMY TpadmKa KINMEHTOB.

WNHTepHeT
m— | | RADIUS T
MapLupyTrsaTtop
— !
[ —_— = |
KommyTtaTtop
Cepeep UTM
=——{
ABMUHUCTPaTOP Monb3oBaTenu
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CtpykTtypa cuctemsl UTM

— KnueHT nogkntoyaeTcs K UHTepHeTY no texHonorun Wi-Fi

Cuctema nogaepkmBaeT y4€T ycnyr 6ecnpoBogHoro goctyna no texHonorun Wi-Fi, LUMpOKO M3BECTHBIX Takke Kak
hotspot (xoT-cnot). aHHbI cnocob nogkmyeHns YacTo UCMOoNb3yeTcs B MecTax OOLLEeCTBEHHOrO AocTyna
(Hanpumep, rocTMHULEI, kadhe, aaponopThbl).

Ctpyktypa cuctembl UTM

BunnuHrosas cuctema UTM npepcrtaBnsieT co6oi KOMMIEKC NPUITOXKEHWIA, COCTABMAOLLMIA TPY rpynnbl: AP0
CcUCTEMBI, MHTepdenc agMMHUCTpaTopa 1 MHTepdeNC nonb3oBarens.

Anpo cucteMbl — OCHOBHasi porpamma, 3anyckaemMasi Ha cepBepe 1 oTBevatoLlasi 3a hyHKLMOHMPOBaHUe GunnmHra
B Llernom. YCTpoWCTBO sapa onmcaHo 6onee noapobHo B rnaese Aapo cuctemsbl Ha cTp. 137. Kpome sapa Ha cepBepe
MOTYT UCMONb30BaTbCS BCMIOMOraTesibHble YTUnnThl, OTBevarowue 3a paboty no npotokony RADIUS (cm. UTM5
RADIUS Ha cTp. 144), umnopt TekcToBbIX log-thannos (cm. UMnopT TekcToBbIX dpannoB Ha cTp. 159),
HU3KoypoBHeBble onepaumm no npotokony URFA (cm. UTM5 Urfaclient Ha cTp. 179), B3anmoaencTame ¢ nnaTéxHbIMm
cuctemamm n oopmmposanune Web-nHtepdperica nonb3oBarens.

WHTepdeinc agmuHmcTpaTopa (cm. UHTepdenc agmmHucTpartopa Ha cTp. 35) npeacraensiet cobon
Java-npunoxeHue, yctaHaBnuBaemoe Ha pabouyyto CTaHLMI0O agMUHUCTPAaTopa 1 No3BOMsOLLEe HacTpanBaTb
CUCTEMY M YNpaBnaTb ei. [laHHOe NpunoXxeHue ABNAETCA KpoCcCnnaTtoOpMEHHbIM 1 MOXET paboTaTb noa
ynpasneHunem ntobon OC: Linux, FreeBSD.

WNHTepdeiic nonb3osatens — 3To Habop nporpamMm, paboTatoLmx coBMecTHO ¢ Web-cepBepom 1 peanuayoLmx
BUPTYarbHbI KaOWHET Nonb3oBaTesNs CUCTEMBI.

Kpome onucaHHbIX MHTEPENCOB, SAPO MOXET B3aUMOAENCTBOBATL C PasfMYHbIMU MapLLpyTU3aTopamMm u
nocTasLMKaMmn nHdopmauum o Tpaduke, a Take pabotarte no npotokony NXT ¢ BHELLUHUMY NPUINOKEHUAMU (CM.
WHTterpauus c 1C:Mpeanpustue Ha cTp. 260).

MapwpyTtusartop
I'Ioc'raa:q:; : ‘;mc;pmauvm MNMpeo6pa3oBarenb
CTaTUCTUKN
Bpanamayap

MapuwpyTusatop WHTepdeiic
Cisco aAMUHUcTpaTopa

CHEE | NetFlow v5 unm vo - WHTepdenc
g nocraBwmk | Avnepa
h
s WHTepdeitc
Bpanamay?
paxamaysp Kaccupa
NAS

HTTPS

RADIUS auth.
utm5_payment_tool

HTTP

URFA

1]

Stream utm5_send_traffic

DHCP-
cepBep

Stream cepBep

NetFlow 6ydep utm5_send_cdr

YRGS utm5_flowgen [ n
NXT v.1 M

oAynb UHTerpauumn
NXT v.2 € NNaTéXHbIMKU
cuctemamm

Web-

uHTepdenc

Puc. 1. Cxema paboTbl 6a30BOro Mofynst Siapa C BHELUHUM OKPY>KEHWUEM.

NXT (NetUP XML Transaction) — npoTokon npvknagHoro ypoBHsi, ucnone3ytowmin TCP B kayecTBe TpaHCNOPTHOIO
npotokona u SSL ans wudgpoBaHusa AaHHbIX 1 ayTeHTUdMKaumm oTnpasmTens. EanHuuen obmeHa gaHHbIMU
ABNAETCS TpaH3akums. Kaxxgas TpaHsakumsa MoXeT ObiTb agpecoBaHa OgHOMY Ui HECKOIbKUM KOMMOHEHTaM
CUCTEMBI U BKITKOYAET HEKOTOPbLIA HAGOPp CObObITUI, NpeaHa3Ha4YeHHbIX ANa 06paboTKM NONyYaoLUM KOMMOHEHTOM.
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UTM Remote Function Access (URFA)

Stream — GMHapHbLIN NPOTOKON NPUKIAAHOMO YPOBHS, ncrnonb3yowmin TCP B kayecTBe TPaHCNOPTHOrO MPOTOKona
npegHa3HayYeHHbIN AN CUHXPOHHON 06paboTku.

UTM Remote Function Access (URFA)

URFA — 310 Mogyrnb A4ocTyna K iApy CUCTEMbI U3 BHELLHUX NpunoxeHuin. OH NpoBOAMT aBTOpU3aLmMio Nofb3oBaTenen
no cxeme CHAP 1 obecneunsaet paboTy yaanéHHoro nons3osartens. [poTokon nogaepxveaeT nepegady AaHHbIX W
BbI30B (pyHkumi. URFA npoBepsieT, pa3peLuéH nv gaHHoMy Morb30BaTento 4OCTYN K BbI3bIBAEMOW (PYHKLMM U, €CIn
paspeLléH, No3BonsAeT HayaTb 06MeH AaHHbIMKU. B NpoTMBHOM criyvae cuctema oTkasbiBaeT B AOCTYMeE.

Kaxxgon ceccum Bbigensietca 128-6UTHbI crnyvanHblii naeHtudukatop (SID), noBTopeHNe KOTOPOro NCKMHYaeTCs.
9710t SID MoXeT 6bITb UCMONB30BaH NOBTOPHO AN OTKPLITUS AocTyna. B cnyyae c6os npy BOCCTaHOBNEHUN CECCUM
SID 6yneT yoaneH, v nonb3oBaTenb BHOBb OyAET BbIHY>XAEeH BBECTM NOrvH 1 naponb. SID npussasbiBaeTcs k IP-agpecy
KIIMEHTA M aBTOMaTUYECKN yOanseTca Yepes onpeneneHHoe Bpems NpocTosi. BocctaHoBNeHMe ceccrMm BO3MOXHO
NULWb B Criyyae, Korga noryyeH AoCTyn ¢ NpaBamMu CUCTEMHOIO NOMNb30BaTens.

Mpwn OTKPLITUM Ceccum co3gaeTcs Tabnuua pas3pelleHHbIX BbI30OBOB, COCTOALLAA U3 CMCKa d)yHKLI,VIVI,
3aperncTpnpoBaHHbIX Ha MOMEHT reHepaunn B CUCTEME, 1 NpaB A0CTyNna K HUM. Ecnn nocne oTkpbITUSA ceccum 6y,El,yT
3aperncTpupoBaHbl gpyrme beHKU,VIM, TO 3TW BbI30BbI BOMAYT B YMCIO 3anpeLlEHHbIX AN nonb3oBartens. B Takom
cny4ae nonb3oBaTternto Heobx0aUMO MOAKIIOUYNTLCSA 3aHOBO.

Pa3rpaHnyeHune npas

B cncTeme nonb3oBatenu 4enaTcsa Ha TpU KaTeropum: KOHeYHble Nofb3oBaTeny (KNueHTbl, aboHeHThI), aunepsl, U
aAMVHUCTPaTOpbI (CUCTEMHbIE Nonb3oBaTtenu). B 3aBMCMMOCTM OT kateropuu, y nonb3oBaTens eCTb HEKOTOPbIN
CMUCOK pa3peLlEHHbIX PyHKUMA. PyHKLUMM C OTpULaTENbHBIM MOEHTUDUKATOPOM paspeLleHbl 4TS UCMOMHEHNS
KnueHTam, pyHKUMM ¢ ngeHTudmkaTtopamm ot 0x70000000 no 0x7 £ £ £ £ £ £ £ BKNIOYMTENBHO AOCTYMNHBI AUnepam, Bce
ocTanbHble PYHKUMM — TONbKO agMUHUCTpaTopaM. Baanmoaenctane no npotokonam Stream, NXTv1 n NXTv2
pa3peLleHo TONbKO CUCTEMHBIM MOMb30BaTeNsMm.

Bbinyck HOBbIX Bepcui

Mepen kaxgon HoBow Bepcnert UTMS cHavana BeinyckaeTcs ofHa unm Heckornbko Bepcuii Release Candidate,
NPUroAHbIX ANs TECTUPOBAHUSI HOBbIX (OYHKLMIA, HO HE PEKOMEHAYEMBbIX A KOMMEPYECKoW aKcnnyaTauum. 3atem
BblNyckaeTcsa co6CTBEHHO Bepcusa Release, koTopas BkrovaeT B cebs HOBbIN PyHKLMOHAN 1 ABNSETCS CTabunbHON.
Mpw BbIsBNeHnn B Bepcun Release npobnem MoryT 6biTh BbinyLLeHbl 06HoBNeHus (Bepcun Update), B KOTOPbIX
OTCYTCTBYIOT HOBble (DYHKLIMWN, OOHAKO MCMpaBneHbl Npobnemsl, BbISBNEHHbIE B MpoLecce akcnnyaTtaummn Release
BEPCUN.

PekomeHayeTtcsa ncnonb3oBaTb ANs YCTaHOBKM AMCTpuBYyTMB nocnefHen Update Bepcum, a npu oTCyTCTBUM TakoBOW
— nocrniegHioto 13 Release Bepcuio.

XXypHanupoBaHue

Ecnu kakomy-nnmbo KOMMNOHEHTY CMCTEMbI HEOOXOAMMO 3anvcaTb COOOLLEHME B XXypHar, OH obpallaeTcsi K Moaynto
XypHanvpoBaHusa 1 nepefaeT eMy HOMepP YPOBHS M TEKCT COOBLLEeHMS.

CyLLl,eCTByIOT cnegyouime ypoBHU XKXypHanmpoBaHUA:

Homep HasBaHue OnucaHue

YPOBHS YPOBHS

0 EMERG CucTeMHbI c6oW, PYHKLMOHMPOBAHNE HEBO3MOXHO

1 ALERT C6ou B pabote, Tpebytomne HemeaIeHHOrO PacCMOTPEHMS
2 CRIT KpuTnyHble owmnbkm, cbom B pabote

3 ERROR HekpuTnyHbIEe ownbKK

4 Warn MpenynpexaeHns
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WHTerpauus ¢ cuctemon PeHTcodT

Homep HasBaHue OnucaHue

YPOBHA YPOBHA

5 Notice NHopmaums, Ha KoTopyto CToMT obpallaTe BHUMaHue
6 Info MHdopmaums obuiero xapaktepa

7 Debug OTnagoyHas nHdopmaums

8 Trace JononHutenbHasa oTnagoyHas nHpopmauus

9 Stats Cratuctuka

Mopgynb XypHanupoBaH1s NOMeLLaeT TEKCT COOOLLEHNS B 3aBUCSALLUIA OT HACTPOEK MOAYNSA U YPOBHSI COObITUSA NOTOK
XypHanuposaHus. [10TOK XypHanMpoBaHUsa accoLmMmMpyeTcs C yKasaHHbIM B HAacTponkax moayns dannom. Mo
YMOM4aHMIo BCE MOTOKMN acCOLUMMPOBaHbl CO CTaHAAPTHbLIM NMOTOKOM OLLMBOK.

CyU.l,eCTByIOT cnenyrwme noTokn XXypHannpoBaHUA:

HasBaHue nortoka Bxopaswme ypoBHU XXypHanMpoBaHuA
Kputuyeckuin or0pgo2

OcHosHoW ot 0 go 3 nnioc log level

OTnagoYHbI BCE

HekoTopble KOMMOHEHTbI MOTYT aKTUBMPOBaTb BCTPOEHHbIV B MOAYIb XXYPHANMpOBaHUst MEXaHW3M poTaumu (annos.
Ecnu gaHHbIM MexaHn3M akTUBUPOBaH, TO MoOCIe 3anucu cobbiTusa B dhan Modynb NpoBepsieT pa3mep davina Ha
npeBbILLEHME pa3Mepa, YkazaHHOro B KOHMrypauum mogyns. Ecnv pasmep npesbilieH, ann 3akpbiBaeTcs, K ero
umeHun gobasnsertcsa cydumke. Ecnm konuyecTso annos orpaHnyeHo, fobaenserca cyddukc " .0 ". Ecnin
KOMnmMyecTBO (hannos He orpaHuyeHo, aobasnserca cydpdukc " . <timestamp> ", rge <t imestamp> — Bpemsi
3akpbITs darina B popmate unix timestamp. Ecnu dainn ¢ Takum cydduKcom cyLLecTByeT, ero cydduke
yBenuuuBaeTcd Ha eauHuuy. Nocne neperMeHoBaHus Bcex hannos, MPOBEPSAETCS KONNMYECTBO hannoB Ha
NpeBbILLEHNE MaKCUMarbHOTO KONMYECTBA, U €CNW OHO MPEBbLILLEHO, CTapble dannbl yaansTcs.

HacTponkn Mmoayns xXypHanmpoBaHUsi paCCMOTPEHbI MPU ONMUCaHUN KOHAUIYPALIMOHHbBIX ainnoB COOTBETCTBYHOLLMX
KOMMOHEHTOB CUCTEMBbI.

UHTerpauuns c cucremon PeHTcohT

UTM5 mHTerpmpoBaH ¢ cuctemoin PeHTcodT, no3sonsioLeri aboHeHTam 0hOpMIATL EXXEMECAYHYI0 NOANNCKY Ha
anTuempyc Kacnepckoro, ESET NOD32 v gpyrve nonynsipHble aHTMBMPYCbl U NPOrpaMMHbIe NpodykTel. CnucaHue
onnatbl 3a NOAMNUCKY NPON3BOANTCA BMECTE CO CMCaHMEM 3a AOCTYN B VIHTepHeT. Ycnyrn, okasbiBaemble
nocpencTBoM cucteMbl PeHTcodT, He BHocsiTest B cncok yenyr UTMS, ogHako cnncaHus 3a gaHHble yenyru
PerncTpypyoTcs 1 BblHECEHbI B OTAENbHbIN OTHET — cM. UHTepdenc agmuHucTpaTopa: MHAMBMAyanbHble ycnyru
Ha cTp. 73. CyeTa 3a Takune CNMCaHns BbICTaBNATCA HENOCPEACTBEHHO MOCIE CAMOTo CNCaHWS.

Moapo6GHbIE MHCTPYKLMK NO HACTPOVKE MOAYNS MHTErpauun, a Takke opmbl AN BBOAA HEOOXOAMMBIX NapamMeTpoB
OOCTYMHbI Ha canTe PeHTCOMT nocne perncrpauun nposangepa no Cebinke:
rentsoft.ru/provider/new/netup_netup300/ .
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BeeneHune

Ba3zoBble 00BLEeKTbl CUCTEMbI

BBeaeHue

B aToi rmaBe nepeuncrieHbl 6a3oBbie 06HLEKTLI CUCTEMBI, T. €. 06BEKTbI, AEUCTBYOLLME AN BCEN CUCTEMBI B LIENTOM.
BasoBble 06bEKTLI MOTYT OKa3biBaTh Ha NOrMky paboTbl CUCTEMbI HENOCPEACTBEHHOE UMW XXe ONocpefoBaHHOe
BNUSIHNE.

[ NapameTpb! yonyrn |

I NapameTpe! yenyru ]

1A Nnad

Pac4éTHbIe NnepHoabi

Nnuesoin cuer MoaroToBneHHbIe cyeTa ]

MNone3oBaTens

—

- —
Fpynna

nonL3oBarenen

Puc. 1. CooTHoLwweHne 6a30BbIX 0OGLEKTOB CUCTEMBI.

Ob6bekTbl, HENOCPEeACTBEHHO BRUsiIOLLME Ha paboTy CUCTEMBI:

Knacchl Tpaduka (cTp. 49);

Tened¢goHHbIe 30HbI;

TenedoHHbIe HanpaBneHus;
— BpemeHHble guana3oHsbl (CTp. 56).

OGbekTbl, OKasblBaloLLMe onocpeanoBaHHOE BrnAHMeE:

TapudHbie nnaHbl (cTp. 50);

PacuéTHble nepuogbl (cTp. 50);

Ycnyru (cTp. 51);

Bantotbi (cTp. 57).

Hanpumep, Takon o6bEKT, Kak Knacc Tpaduka, BNnseT Ha paboTy CMCTEMbl NOCTOSIHHO U HEMOCPEACTBEHHO,
NOCKOMbKY BCS MHGOopMaLums o Tpadmke obpabaTtbiBaeTcs u knaccuuumpyeTcsa NOCTOAHHO (€Cnu cyLuecTByeT
NoOCTaBLUMK AaHHON MHpopMmaumm). A Takol OOLEKT, Kak BartoTa, okasbiBaeT Ha paboTy cUCTEMbl ONOCPEAOBaHHOE
BMMSAHWE, MOCKOIbKY Hann4yne nnv oTCyTCTBME TOW UMW MHOW BanioTbl B CUCTEME HE OKa3biBaeT BMUAHUSA Ha TEKYLLYIO
paboTy, T.K. BCe pac4eTbl B CUCTEME MPOM3BOASTCH BO BHYTPEHHMX YCIMOBHbIX €AMHULAX U TONbKO NOTOM, Npu
BbICTaBMEHNM CHETOB, aKTMBaLMW KapT UNN BHECEHWUW NnaTexen, NpoOUCXoanT nepepacyeT 13 BHYTPEHHNX YCIOBHbIX
eaVHUL, B TY UMW WHYIO BanioTy.
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[Nonb3oBaTtenu

Monb3oBaTenu

lNonb3oeamersu — 310 KOHeYHblEe NoTpedbuTenu yenyr (IP-Tpaduka, TenedoHun n gp.), onnara KOTopbIxX
KOHTponupyetcs bunnuHroson cuctemonn UTMS. C nonb3sosaTtensamm MOXHO BbIMOMHATL LUMPOKWI KPYT onepaumn:
Ha3HayaTb yCnyru, BbICTaBNATb CYeTa, COBepLUaTh NMaTexu, NpocMaTpuBaTe CTaTUCTUKY U T.4.

Monb3oBaTenel MOXXHO 06beANHATL B 2pyrrbl. Y KaXaoro nofb30BaTens UMEETCst OAMH UM HECKOIbKO NULEBbLIX
CYETOB, C KOTOPbIMW MOTYT ObITb aCCOLUMPOBAHbI YCITYT pasHbIX TUMOB, Kak Mo OTAENbHOCTU, TaKk U B COCTaBe
TapuHbIX NNaHoOB.

CyLuecTByeT pasHOBUAHOCTb MoSb30BaTenei co crneumanbHbIMM CBOMCTBAMM — KAPTOYHbIE NOMb3oBaTeNy,
cosfaBaemble Npy akTUBaLMKU NpeaonnadeHHbix kapT (cMm. KapTbl onnatbl Ha cTp. 49).

WHTepdeic paboTbl ¢ nonb3oBatenamu onucaH B pasgene UHTepdenc agmuHmnctparopa: NMonb3oBaTtenu Ha
ctp. 37. pynnoBble onepaumu onncatel B pasgene NHtepdenc agmmHuctpartopa: Mpynnel Ha cTp. 42. Co3gaHne
nonb3oBarenen n Npoyne onepaumn ¢ HUMKM onucaHsl B npumepe CospnaHue nonb3oBartens Ha cTp. 116u
nocneayoLwyx npuMmepax.

JIlnueBble cyeTa

Jluyeeol c4ém — 3TO OOBEKT CUCTEMBI, CoAepXKaLlnii MHOpMaL Mo 0 PMHAHCOBOM COCTOSIHMM nonb3oBaTens. C
NULEBBLIM CHETOM MOTYT BbITb CBA3aHbI YCNyrM NOCPEACTBOM CEPBUCHBIX Y TAPUMHBIX CBSA3OK.

BrnokupoBku

JInueBor CHET MOXET ObITb 3a0NOKMPOBaH, YTO MPUBOAUT K MPUOCTAHOBKE NMPeAOoCTaBNeHns BCEX CBSA3AHHBLIX C HUM

ycnyr. B cucteme UTM5 npegycmoTpeHo Tpu Tvna 6rokupoBOK:

1. CucmemHasi — BCTynaeT B CUIy aBToMaTuyecku, korga cymma 6anaHca 1 kpeguta nuueBoro cHéTa CTaHoBUTCA
oTpuuaTenbHON unu (Npy onpeaenéHHbIX HacTPoNKax) Korga Ha NMUEBOM CYETE HEAOCTAaTOYHO CPEACTB Ans
CrnmcaHusa Nepnogn4eckon CocTaBnALLENn CTOMMOCTU YCIyr, a Takke Npu NpPeBbILLIEHNN KBOTHI.

2. AbmuHUCmpamueHasi — akTUBMPYeTCA aAMUHUCTPATOPOM, ecrn HeobxoaMMO BPy4HY0 3abroKkMpoBaTh NULIEBON
CYET nonb3oBartens.

3. MNonb3osamerbcKkas — aKTUBMPYETCs Nonb3oBatenem B JIuyHoM kabuHeme (Hanpumep, ecnv Nonb3oBaTtenb He
NNaHNpyeT B TEYEHNE HEKOTOPOrO BPEMEHU MOSb30BaThLCA AOCTYNOM B VIHTEPHET U He Xenaer, YToOobI
aboHeHTCKasi Nnata 3a 9TOT Nepuoj CnuckiBanach B NOMHOM 06LEME).

[nsa kaxgoro Tmna 6roKMpOBKN MOXHO 3aAaTh AOMNONHUTENbHBIE NAPAMETPbl, TaKUe Kak, Hanpumep, nepec4ért
aboHeHTCKOM NnaThl NNy nNpegonnadyeHHoro Tpaduka npu akTmeauum 6rnokMpoBku. ATU 1 Apyrne napameTpbl
BnoknpoBOK 3agatoTcs B HacTpowikax [Nonumuku criucaHusi (cM. MepecyeT npu 6nokmpoBke Ha cTp. 551 Co3pgaHue
NONMUTUKU CNUCAHUA Ha CTP. 52).

@ Obpamume sHumaHue, Ymo rpu br10KUposKe nuyego2o cyéma napamemp MHmMepHem g ceolicmeax nuye8o20
cyéma scez0a MeHsemcsi Ha BbiKito4yeH, Ho He ece2da MeHsemcsi Ha BkirodeH rpu cHAmMuuU 6510KUpPO8KuU.
Ecnu e ceolicmeax nuyeeoezo cyéma 0nsa napamempa MHmMepHem He ebibpaHa onyusi AemomMamuyecku
eKJIro4amb, U br10KUposKa bbinia CHIMa 8pyy4Hyro, mo HeobxoOUMO makKxe 8py4YHYIo 8KITrYUMb docmyr 8
UHmepHem s 0aHHO20 rornb308amerts.

Pabota ¢ nuueBbiMu cyeTamu B MHTEpdeice agMUHMCTpaTopa NPOM3BOAMTCS Ha CTPaHULLE CBOMCTB Nonb3oBaTens
(cm. cTp. 40). Npumep co3gaHust NULEBOro c4éTa nNpmeeaéH Ha cTp. 117.

CucrtemMHble nonb3oBaTenu

CucmemHble nornib308ameriu — 0COBbLIN KNacc nonb3oBaTenen, MMeLWwmnx AoCTYN K adMUHUCTPUPOBaHNIO CUCTEMBI
yepes ueHTp ynpaeneHns UTM5. OTnnuntenbHoNn 0co6EHHOCTLIO CUCTEMHbIX NOMb30BaTenen siBNseTcs
oTpuuaTenbHbIn ngeHtTudgukatTop. O6bIYHbLIN NOMb30BaTENb HE MOXET OQHOBPEMEHHO SIBMATLCS CUCTEMHBLIM, U
Haob6opoT. Mi3Ha4anbHO B cucTeme NpUCYTCTBYHOT CreaytoLmne CUCTEMHbIE NONb30BaTeNu:

— init — yyéTHas 3anMcb CUCTEMHOrO aAMUHUCTPATOPA;
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CuctemHble rpynnobl

web - y‘-léTHaﬂ 3anucb, Nog KOTOPOW NporpaMmma nonb3oBaTenbCKoro MHTepderica ocyuiecTendaeT AocTyn K
cucrteme;

radius — y4étHasa 3anunck, noa koTopon Bxoaut B cuctemy RADIUS-cepsep;

rfw — yuétHas 3anuck gemoHa RFW;

dhcp — yuyéTtHas 3annce DHCP-cepBepa;

collector — y4éTHas 3anucb ANs BHELLHWX KOMMEKTOPOB Tpaduka.

C cucteMHbIM Mnornb3oBaTeneM CBs3aHbl cnegywouine CBOWCTBA: JIOMWH, Naporb, CETb, U3 KOTOPOMW pa3peLLEHO
aBTOPKU30BaTbCA, U CMUCOK rpynn, B KOTOPbIX NMNOJfib30BaTEflb COCTOUT.

WHTepdeinc paboTbl ¢ CUCTEMHBIMM MONBb30BAaTENAMMU OnNucaH B pasgene UHTepdenc agmmHucrparopa:
CuctemHble nonb3oBaTenu Ha CTp. 42.

CucremHble rpynnbli

I'IpaBa CUCTEMHOrOo nonb3oBaTena orpaHn4YeHbl CMUCKOM BbI3OBOB, pPa3peLlUeHHbIX 2pyriraM, B KOTOPbIX OH COCTOUT.
Ecnu cuctemHbIl nonb3oBaTtesb BXOANUT B COCTAB HECKOSbKUX CUCTEMHBIX rpynn, To }J.eVICTByeT npaswuno nobaeneHus:
nonb3oBatesib UMeeT CyMMapHble NpuBunernn Bcex rpynn, B KOTOPbIX OH COCTOUT. Cnyqam Bbl30Ba 3al'lpeLLléHHbIX
onepau,mﬂ 3aHOCSTCS B CUCTEMHbIN XypHan agpa. M3Ha4anbHO B cucteme 3aBeaeHbl cnepyouine CucteMHble rpynnbl:

— Wheel — agMuHucTpaTopsbl (pa3peLleHbl BCe CUCTEMHbIE hyHKLMN).

— Dealers — gunepbl (GOCTYNHbI PYHKLUMK, CBSAI3AHHBbIE C 3aBeEHMEM NOSb30BaTeNeN, Ha3HaYeHeM YCnyr n
BHECEHWEM MnaTexen).

WHTepdbeic HacTporikm NpaB A4S CUCTEMHbIX Fpynn onvcaH B pasaene UHTepdenc agmuHucTpatopa: CucremHble
rpynnbl Ha cTp. 43.

KapTbl onnaTtbl

Cuncrema nogaepxumBaet paboTy ¢ kKapmamu orsiamal, KOTOPbIe MOTyT akTUBMPOBATLCS MOMb30BaTeENs M1 B
Web-uHtepdeiice (cm. Web-uHtepdeirc Ha ctp. 206) nnu npunoxeHun utm5_ tray (CM. YTunurta utm5_tray Ha
cTp. 202). KapTbl MOryT MMETb NMMGO OrpaHUYEHHYI0 AaTy NCMOMb30BaHNSA, MO0 OrpaHNYeHHbI CPOK AENCTBUSA.

Ecnun kapTa akTuBMpoBaHa Ans BxoAa B CUCTEMY, MPOMCXOAUT CO34aHMe KapTOYHOrO nonb3oBarens ¢ 6anaHcom,
paBHbIM 6anaHcy kapTbl. Co3aaHHbIN KapPTO4HbIN MoMb3oBaTesb NOy4YaeT forMH Buga card NUM, e BMECTo card
ykasblBaeTcs npedmke (CUCTeMHbIn napameTp [Ipeghukc noauHa KapmoYHbIX rofib3osamered, cM. Aapo CUCTEMbI:
HacTtpoiiku B uHTepcpeinice agmmHucTparopa Ha cTp. 142), a BMecto NUM — HOMEp KapTbl. TapudHbIA NnaH
KapTO4HOro Mofb30BaTens U HEKOTopble Apyrue ero CBONCTBA 3a4alTCs aAMVHUCTPaTOpOM 3apaHee Npu co3aaHnm
kapT onnatbl. Ecnu k gaHHONM kapTe NpyBsidaH TapudHbIN MnaH, Torga K OCHOBHOMY NMLEBOMY CHYETY Nonb3oBaTens
NoAKIYaTCs YCryru ua atoro TapudpHoro nnaHa. Ecnv 3agaH cpok AercTBMSA KapThbl, TO e€ 6anaHc NocTynaeT Ha CYET
nonb3oBarens B Buae cropatolero nnarexa (cm. NMnatexun Ha cTp. 57) ¢ AaHHBIM CPOKOM UCTEYEHWS.

Ecnu kapTa akT1BMpOBaHa CyLLEeCTBYHOLLMM Nonb3oBaTenemM Ans onnarbl, To eé 6anaHc gobasnseTcs k GanaHcy
Nonb30oBaTessi, a CBA3aHHbIV C KApTON TapUdHBbIA MNaH UrHopUpyeTCcs.

WHTepdeinc paboTbl C KapTOYHbIMK MONb30BaTENsSAMU onvcaH B pasaene UHTepdenc agmmHucTpartopa: KaptouHblie
nonb3oBaTenu Ha cTp. 41. Co3gaHune kapT onnatbl onvcaHo B pasaene UHtepdenc agmmHuctparopa: MNyn kapr
onnartbl Ha CcTp. 44.

Knaccobl Tpacduka

Knacc mpachuka — mapkep, KOTOpbIV ONPeAEenseT, K Kakon Kateropum oTHocutest Tpaduk. Knacendurkaums Tpadpuka
Heobxoauma Ansa ero nocnegyoLen Tapudukaumn.

Tpadvk NpuHaaNexuT Knaccy, ecnu:
— OH MpWHaANeXuT XoTa Gbl 0OAHOMY U3 T0GKIIacCco8 AAHHOIO Kracca;

— OH He nNpuHagnexuTt H1M ogHOMY 13 NogKnaccoB AAaHHOIO Knacca C yCTaHOBﬂeHHOIZ onuuen npOnyCTVITb;
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PacuéTHble nepuogpl

— BpeMs NOCTYNIeHUs MHOPMaLMK O Tpadouke BXOAUT B yKasaHHbIN ANs knacca Tpadvka BpeMeHHON ananasoH,
€Cnu OH 3ajaH.

Tpadwmk npoBepseTca Ha NPUHAANEXHOCTb Knaccam B nopsgke youiBaHus ID. Ecnv Tpadumk He npuHaanexuT Hu K
OHOMY Knaccy, oH nonagaeT B knacc ¢ ID=0 (HeknaccuduupoBaHHbIR).

C knaccom Tpadmka cBsizaHbl apaMeTpbl OTHECEHUS] MeXaboHEHTCKOro Tpaduka U COXpaHeHUs! NepBUYHOIA
WHpOpMaLMu, a Takke napaMeTpbl OTOOPaXXeHWUs 4AaHHOIO Kracca B CTaTUCTUKE.

Mogknacc Tpadmka — Habop NPU3HaKOB, NO KOTOPbLIM ONpeaensaeTcs NPUHaANEXHOCTb K JaHHOMY Knaccy Tpadmka.
OTHeceHure Tpaduka K nogknaccy npoucxoanT Ha OCHOBaHUM Habopa NPU3HaKoB, MPUCYTCTBYHOLLMX B MHpopMaLMn
0 Tpacuke. B kayecTBe Npn3HaKoB MOryT BbICTyNaTb AaHHble, cogepxawmnecs B NetFlow-naketax (agpec v nopt
UCTOYHUKA U agpecaTta), a Takke agpec noctaswmka NetFlow (IP-maplpyTtunsatopa).

Tpadvk NnpMHaanNexuT K nogknaccy, ecnu:

— ajpec otTnpaBuTend n agpec nonyyarend npuHaanexart ceTn oTnpaBnUTeNAa U nonyvartensd, ykadaHHbIX B
napameTpax nogknacca,

— ocTanbHble napameTpbl NetFlow-3anucu coBnagatroT ¢ napameTpamu, yKkasaHHbIMU B CBOMCTBAX MOAKIIACCa;

— |IP-agpec noctaBwuka NetFlow coBnagaert ¢ IP-agpecoM, yka3aHHbIM B CBOMCTBax nogknacca, nmbo B CBOWCTBaxX
nokracca He 3afaH agpec NocTaBLUMKaE.

MHTepdeic paboTbl ¢ kraccamu 1 nogknaccaMmu Tpaduka onucaH B pasgene UHTepdenc agmMmHucTparopa:
Knacchbl Tpadmka Ha cTp. 48.

PacuyéTtHble nepnoabl

PacyémHbili nepuod — 3To Nepuos BpeMeHW, B TeYEHNE KOTOPOro NPOU3BOAATCSA Nepuoandeckme AencTems,
onpeaeneHHble GU3HEC-NOMMKON CUCTEMbI, HAaNPUMEP, YAepXaHe CPeacTB C NULEBLIX CHETOB Nonb3oBaTenei 3a
nepuoanYeckne ycnyrm u ycnyru ¢ nepuogmyeckoi coctaensitolelt CTOMMOCTHU.

PacuéTHble nepuoapbl NCNonb3yoTcs ANsi NPOBeAeHNs pacyeToB ¢ aboHEHTaMU 3a OQHO M TO Xe BPeMSl, Hanpuvep, ¢
NepBOro no NepBoOe YMCIO KaXaoro MecsiLa.

Mpw 3aKpbITUM pacYETHOro Neproaa nNpu HeobxoANMOCTU BBINOMHAIOTCSA Creayolme AeNCTBUA:
— pocnucaHve aboHEHTCKOW Nnatbl C y4eTOM BrioKMpOBOK;

— NepeHOC HENCTPaAYEHHOro NpeaonfadeHHoro Tpaduka Ha criedyoLmin pac4€THbIN Nepuoa;

— BbICTaBMEHNE CHETOB;

— aBTOMaTM4yeckas CMeHa TapudHOro nnata;

- O6HyJ'IeHVIe 6anaHca JIMLEBbIX CHETOB Yy TeX ﬂOJ‘Ib3OBaTeJ'Iel7I, KOTOPbIM Ha3Ha4YeHa Takaa onuua,

— €eCcnv NOAKIoYEH Moaynb AuHamuyeckoro wennmposaHus (cm. UTM5 Dynashape Ha ctp. 177), To nponcxogut
oTnpaBska cobbiTnii CHATUE orpaHuYeHun ans IP-agpecoB u3 cepBUCHBIX CBA30K ycnyr ¢ dynashape n
BbIMOJIHEHNE COOTBETCTBYIOLMX Npasun firewall;

— aBTOMaTUYecKoe Co3fjaHne HOBOro pacyéTHOro nepuoaa. B kavecTBe BpeMeHu Hadana crieayioLero nepmoaa
ycTaHaBNMBaeTCA BpeMsl OKOHUYaHUs npeablayLiero. BpeMsi okoH4YaHWs ycTaHaBnyBaeTCst aBTOMaTUYeCKN B
3aBUCKUMOCTYM OT TuNa nepuoga. Tun nepuoaa (T. e. ero ANUTENLHOCTB), @ TaKKe KONUYECTBO CMUCAHWUM B Heflernto
0CTaloTCs HEM3MeHHbIMU. Bce cepBUCHbIe M/MK TapudHbIe CBA3KM, CCbINAaBLLNECH Ha NpeabIayLLNA pacu8THbIN
I'IepVIOD,, I'IpI/IBﬂ3bIBa|OTCFI K HOBOMy nepl/lony.

WHTepdeic paboTbl ¢ pacyéTHbIMU NepuodamMmn onucaH B pasgene UHTepdenc agmmHuctparopa: PacueTtHble
nepuoabl Ha cTp. 51.

TapudHble nnaHbI

TapudbHbili naH npeacTaBnsieT cobon nakeT npeaocTaBnsieMbIX B koMnnekce ycnyr. Cuctema no3sonseT co3gaBatb
Takme nakeTbl, a 3aTeM ogHoW onepaumen (BbIbop TapudHoro nnaHa) A4obasnAts ycnyru nons3osatensam. Mpu
Ha3Ha4eHun nonb3oBaTento TapudHoro nnaHa HeobxoanMo BbIOpaTb pacYETHbLINM Nepunoa 1 BBECTU HACTPONKM yCnyr
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CoBMeCTUMOCTb TapUHbIX NiaHoB

(yctaHoBWTb TpebyeMble 3Ha4YeHMS CBONCTB CEPBUCHBIX CBS30K), BXOAALLMX B MnaH. 1o OKOHYaHWM pacyéTHOro
nepvoaa, B 3aB1UCMMOCTH OT HACTPOEK, NaH MOXET Nbo NpoaneBaTbCs Ha crneayoLuii nepnog, NMMbo CMeHATLCS Ha
APYrori COBMECTUMbIV NNaH.

MHTepdeic paboTbl ¢ TapudHbIMK NnaHamMu onucaH B pasgene UHTepdeiic agmmHucTpartopa: TapudHble nnaHbl
Ha cTp. 47. CBA3b NMUEBOro cYéTa C TapudHbIMY NNaHaMn OCYLLECTBIAETCS NOCPEACTBOM mapuUgbHbIX C8S30K (CM.
npumep CospaHue TapudHOM CBA3KK Ha CTp. 122).

CoBMeCcTMMOCTb TapuUpHbIX N1aHOB

[lNsi KOPPEKTHOIO NEePEKNOYEHNA HACTPOEK YCIyr He0BX0AMMO, YTOGLI TAPUMHLIN NTaH, Ha KOTOPbIA MPOUCXOAUT
nepeknioyeHne, Gbin COBMECTUM C MOAKMOYEHHBIM B TEKYLLMIA MOMEHT.

Mexay ycrnyramym CoBMeCTUMbIX TapndHbIX NNaHOB MMEETCA B3aMMHO OQHO3HAYHOE COOTBETCTBME. DTO O3HAYAET, YTO
cuctema 6e3 BMeLLaTenbCTBa oneparopa MOXET NMOMEHSTb TapuHbIN MaH, COXPaHAs NoNesHy MHOpMaLmio n3
CEepPBUCHbIX CBA30K, TaKylo Kak, Hanpumep, IP-agpeca B ycnyre nepegayv |IP-tpadwka.

HecoBmecTMble TapuHbIe NNaHbl cUCTEMA TaKKe MOXET Mepexnmouenite

nepeknoyarb, HO YCryru, KOTOpPbIX HET B TapudHOM MraHe | e Ml
cneayoLero y4eTHoro nepuoga, byayT yaaneHsi.

lMpumep. MycTb Nonb3oBaTento NogknoYeHa ycnyra A B coctase
TapudHOro nnaHa 1, n TapudHbIN NnaH crnegyrLero y4eTHOro | S _ Mepesoc nacpoex iy
nepuoga — 2, B COCTaB KOTOpOro BxoauT ycnyra b. [1nsa toro, 4to0bl

NMpPOoU30LLEN KOPPEKTHBIV NEPEeHOC BCEX NapamMeTPOB NOAKIOUYEHHOM
ycnyrn A, Heobxogmmo, 4tobel 06e yenyrn (A n B) nponcxogunu ot

obulero wabnoHa (pogutenbckon ycnyru) B.
Yenyrm

Ycryza — 6a30BbIfi 0GBEKT CUCTEMbI, ONpeaensoLLmMiA Npasuna Tapudukawmm.

WHTepdeic paboTsl ¢ ycnyramm onucaH B pasgene UHTepdenc agmmHuctparopa: Yenyrum Ha cTp. 53. CeaAsb
nonb3oBarens ¢ ycnyramy oCyLLecTBRSETCA NOCPeaCTBOM CEPBUCHbIX C8530K (CM. npumep Co3pnaHue cepBUCHON
cBA3kM Ha cTp. 119). CepBuUCHbIE CBA3KM MOXHO CO34aBaTb NO OQHOW UMK rpynnamMu B CocTaBe TapudHOro nnaHa.

B kauectBe 06Lmx napamMeTpoB yCnyru BbiCTynatoT:

WpeHtndpmkaTop yenyrum;

HassaHue ycnyru (obs3atensHbIi napameTp);

KommeHTapun k ycnyre;

Bug ycnyru;

Twn ycnyru.

Bud ycnyru onpepenset obnacte NPUMEHMMOCTH yCnyru. B cucteme cylecTsyoT cnegytolume BUabl YCyr:
— OO6blvyHas ycnyra;

— Ycnyra TapudHoro nnaxa.

Tun ycnyru onpegensieT Habop npasun Tapudukaumm, 3aaaBaemMblx 4aHHOW ycryroi. B cucteme cylecTeytot
crepytoLme TUNbl YCyr:

Tvn 3Ha4yeHue

1 PasoBas

2 Mepuoanyeckas

3 Ycnyra nepegayum IP-tpadumka
4 Ycnyra hotspot

5 Ycnyra dialup
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Yenyru

Tun 3Ha4yeHune

6 Ycnyra tenedoHum

7 Yenyra IPTV

8 Ycnyra Bugeo no 3anpocy

[ns Kkaxzgoro Tmna ycnyr cyLecTBYHOT CBOU CrieLudUYHbIe NapaMeTpbl, KOTOpble paccMaTpyUBalOTCsA Npy onMcaHum
COOTBETCTBYIOLLMX TUMOB ycnyr (cM. Tunbl yenyr Ha cTp. 53). llorvka Tapudukaumm Takke 3aBUCUT OT TMNa u
paccmaTpvBaeTCcs Npy ONUCaHNU COOTBETCTBYIOLLMX TUMOB YCIYT.

LleHbl yenyr ykasbiBatoTcsa 6e3 yyéta HanoroB. CTaBku Hanora Ha Jo6aBneHHy0 CTOMMOCTb M Harora ¢ Npoaax
YKa3blBaKOTCA B CBOWCTBax nnueBoro c4yéTa nonb3oBaTens u YYUTbIBAKOTCA Npu cnncaHunm cpencTs.

[nsa ycnyr Bcex TMNoB, kpome Pa3oBas ycnyra, CyLLecTBYyOT NapamMeTpbl AaTbl HA4ana v AaTbl OKOHYaHWSA OeNCTBUS
ycnyrv. [lata Havana AencTBns ycryrn — Cpok Hayana npefoCcTaBneHns YCryrv u cCnmcaHui 3a Hee. B TekyLlen sepcum
UTMS5 gaHHbIN napameTp He ncnonb3yercs. [lata OKOHYaHWsA AeNCTBUS YCYyrn — CPOK 3aBepLUEHMS NpedoCcTaBneHns
YCryrv v cnncaHnm 3a Heé. Npw HacTynneHWn aToi Aatel ycnyra 6yaeT yaaneHa, ecrnv Ha Heé He CCblNlaeTcs HU ofHa
cepBuCHas cBA3Ka.

Ons TunoB ycnyr:

ycnyra nepegadn |IP-tpadmka

ycrnyra KoMMyTUpyemMoro focTtyna

ycnyra hotspot

ycnyra teneoHnm

ycnyra IPTV

CyLLeCTBYHOT NapaMeTpbl nepmoanyeckorn CocTaBnsoLwen CToMMOCTH ycnyru. CnmncaHusi co cHeTOoB Mnorb3oBaTenen no
OaHHOW cocTaBnAoLLEen NPON3BOLAATCA aHaNOMMYHO CNIMCaHNAM NO NEPUOLNYECKON ycnyre, HO B OTYETaxX OHU
OTO6pa)KaPOTCF| KaK cnmcaHuna 3a ycnyrm CooTBeTCTBYOLLNX TUMNOB.

Buabl ycnyr

O6bI4Has ycnyra

OGbIYHbIE YCryrK CO34alTCs B TOM Cryyae, ecnv oHu ByayT Mcnonb3oBaTbCs ANs HEKOTOPbIX NOnb3oBaTenen B
cUCTEME B ONpPeAerieHHbIX CUTyauusx, He 3aBUCALLMX OT TapudpHOro nnaxHa, BbiopaHHoro aboHeHToM. Hanpumep,
pasoBas ycrnyra “Bble3g HacTponwuka”.

O6blyHas ycnyra:
— co3faeTcd HernocpeacTBeHHo (6e3 yyacTus wabnoHoB);
— nopoXaaet cepBUCHbIE CBA3KN B HEOrPaHNYEHHOM KOJTn4ecTBe,;

— He MOXeT BXOOUTb B cOCTaB TapudHOro nnaa.

Ycnyra, Bxogsauwas B coctaB TapucpHOro nnaHa

YCnyra, BXOoasLWasa B COCTaB Tapmchoro nnaHa, npegHasHadyeHa Ans BKIKOYeHUsa B TapVI(beIe nnaHbl.
YCnyra, BXoAsLaa B COCTaB Tapl/ld)HOFO nnaHa:

— CO3aaeTcAa Ha OCHOBaHUN I.IJa6]'IOHa;

— MOXEeT UCMNoJfb30BaTbCA TOJIbKO B COCTaBe TapVI(bHOFO nnaHa;

— nopoxgaet orpaHn4YeHHoe KoJin4eCTBO CepPBUCHbBLIX CBA30OK (orpaHquHo KONNYEeCTBOM TapUdHbIX CB$|3OK).
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Yenyru

CneundunyHbIM NapamMeTpoM, OTNINYAIOLLMM OaHHbIA BUA YCyrn oT 06bI4HON yenyru, aensetcs onuus MoaknovaTtb
ycnyry no ymonyaHuto. Ecnv BeibpaHa gaHHas onuusi, TO Npu co3gaHum B pyYHOM pexume TapudbHo CBA3KM Anst
TapudHOro nnaHa, B KOTOPbIA BXOANUT ycnyra, Oyaet oTobpa)KeHO OKHO CO34aHMs CEPBUCHOW CBA3KN AN AaHHON
ycnyru. MNpy aBTOMaTnyeckom co3gaHum TapuHoW CBS3KKM, B KOTOPYIO BXOAUT AaHHasA ycnyra, ecnv gaHHas onums
yCTaHOBMEHa, CepBUCHas CBsi3ka OyaeT co3gaHa aBToMaTUYECKN C NapameTpamMm no yMon4aHumio.

LLa6noHb! yenyr

LLlaGnoHbl ycnyr Mcrnonb3yTcs Npy co3aaHun YCyr, BXOASLWMUX B COCTaB TapUHbIX NaHOB, 1 NPU aBTOMaTUYeCcKon
CMeHe TapuHbIX NIAaHOB B MOMEHT 3aKpbITWS pac4eTHOro nepvoaa.

LLla6broH ycnyru:

— CO3JaeTcsi HenocCpeaCTBEHHO;

— He ABNSAEeTCs YyCNnyron (He NopoxaaeT CepBUCHbIE CBSA3KM W HE BXOAUT B TapudHble nnaHbl);
— Wrpaet pofb poauTens Ans ycnyr TapudHoOro nnaa.

WHTepdeic aona cosgaHns wabnoHoB yCryr 1 onepauuii ¢ HUMu onucaH B pasgene UHTepdeic agmuHmucTpaTopa:
LWa6noHbI ycnyr Ha cTp. 61.

MmeeT cmbicn co3gath no OAHOMY ma6n0Hy AONA Ka)XKOoro norn4eckoro tmna ycnyr. Hanpumep,

OAMH WabnoH ycnyr ans aboHeHTCKoN Nnartbl;

oavH wabnoH ycnyr Anst onnatbl UCNoNb30BaHus peanbHoro IP-agpeca;

OOWH WwabrnoH ycnyr ona nepegadmn Tpaduka 00ObIYHbIX NONb3oBaTenen;

OAMH WabnoH ycnyr Ans nepegayy Tpadvka nonb3osarteneil, McnorbayoLyx o6ocobneHHoe agpecHoe
NPOCTPaHCTBO U1 T. .

B cBoWiCcTBax Kaxaoro Takoro LwabnoHa MOXHO 3afaTb Hanboree 4acTo UCMoMb3yeMble napaMeTpbl Ans 4aHHOro
niormyeckoro Tuna ycnyr. T napameTpbl Gy4yT MCMNONb30BaTLCA MO YMOMYaHMI0 NPU Co3a4aHuK YCryru, BXoasLen B
cocTaB TapuHoro nnaxa.

Tunbl ycnyr

Pa3oBasi ycnyra

Pa3oBas ycnyra npegHasHadeHa aAns e4UHOBPEMEHHbBIX CMMCaHUIA AEeHEXHbIX CPeaCTB C NULIEBOro c4eTa aboHeHTa.
CTonMOoCTb MOXET ObITb OTpULATENBHOW; B 3TOM Clyyae ycryra hakTu4ecku NpUMeHSIeTCa Ansi NOnonHeHus c4éTa
aboHeHTa. Bpems cnucaHus onpegensieTcst napaMeTpamMmm CepBUCHOM CBSA3KU. OQHOBPEMEHHO CO CMMCAaHNEM CPEACTB
MOXET ObITb Ha3HAYEHO yaaneHue nonb3oBaTensi U3 3agaHHOM rpynmbl.

WHTepdeiic co3panus ycnyrn cm. B pasaene UHTepdperic agMuHucTpartopa: PaszoBas ycnyra Ha cTp. 54, a
COOTBETCTBYIOLLEN CEPBUCHON CBA3KM — B pa3gene UHTepdenc agmuHnucTpaTopa: CepBucHas cBs3ka pa3oBou
ycnyru Ha cTp. 104.

NMepunoanyeckas ycnyra

Mepuognyeckas ycnyra npegHasHayeHa Ans nepruognyeckmx cnmcaHui ¢ nuuesoro cuéta aboHeHTa. CnmcanHuns moryT
NPOVCXOAUTbL B Ha4Yarne pac4éTHOro Nepmoaa, B KOHLE pacHETHOTO Neprnoaa, Uv YacTaMu B Te4eHne Bcero nepuoaa.
CrommocTb, cnucbiBaemMasi B Ha4anbHOM PacYETHOM Nepuoge, MOXeT ObiTb NepepacynTaHa B 3aBUCMMOCTU OT
napameTpoB, YKasaHHbIX NPV CO34aHNMN CEPBUCHON CBA3KW, @ CMCbIBaemasi B TEKYLLEM PacY4ETHOM nepuoae — B
3aBMCUMOCTU OT MapaMeTpoB NNLIEBOrO CcHeTa UM NnapameTpoB GNOKMPOBKW, YCTAHOBIEHHOW HA HEM.

WHTepdeic cosgaHusa ycnyru cMm. B pasaene lNepuoanyeckan ycnyra Ha cTp. 54, a COOTBETCTBYIOLLEN CEPBUCHOMN
CBs3kM — B pa3aene CepBUCHasA cBsA3Ka nepuoauyeckon ycnyru Ha ctp. 105.
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MNonutnka cnncaHus

Ycnyra nepenaum IP-Tpaduka

Ycnyra nepegayn IP-tpaduka npegHasHavyeHa ansa tTapudunkaumm tpaduka. CTouMOCTb MOXET 3aBUCETb OT BpEMEHHN
1 OT Konm4yecTBa NoTpebnéHHoro Tpaduka. OnpegenéHHoe KoNMYecTBO Tpadmka MOXET NpornyckaTbest 6ecnnaTHo (T.
H. NpegonnayeHHbIn Tpaduk). Takke MoryT 6biTb 3a4aHbl KBOTbI, MO AOCTMKEHUN KOTOPBIX KIMMEHT BriokmpyeTcs.

WHTepdeic cosgaHusa ycnyru cM. B pasgene Yenyra nepegaym Tpaduka Ha cTp. 56, a cooTBETCTBYHOLLEN CEPBUCHOMN
cBA3kU — B pasgene CepBuUCHas cBs3Ka ycrnyru nepenayum Tpaduka Ha ctp. 106.

Ycnyra hotspot

Ycnyra hotspot npeaHasHadeHa ansa opraHusaumm 6ecnposogHoro goctyna no Wi-Fi ¢ Tapudmkaumeit no Bpemenu n
aBTopu3saumen nonb3oatenen no npotokony RADIUS (ecnu nogaepxusaetca obopygoBaHUeM) unum vyepes
cTaHgapTHbin Web-uHtepdeic cuctembl. MoxHO 3aaaTb pasHyto CTOMMOCTb COEAUHEHUS AN pa3HbIX BPEMEHHbIX
AVanasoHoB.

WHTepdeic cosganns ycnyrm cMm. B pasgene Yenyra hotspot Ha cTp. 57, a cooTBeTCTBYIOLLEN CEPBUCHON CBA3KM — B
pasnene CepBucHas cBsiska ycnyrm hotspot Ha cTp. 108.

Ycnyra dialup

Ycnyra dialup npegHasHadeHa Ans opraHu3amM KOMMYTUPYEMOro AOCTyNa ¢ TapudukaLmeii no BpemeHn. CToMMocCTb
coeauHeHnst MOXeT BbITb 3aaHa PasHOM AN PasHbIX BPEMEHHbIX AMarna3oHoB.

UHTepdeic cosgaHua ycnyru cMm. B pasaene Yenyra kommytupyemoro gocryna (dialup) Ha ctp. 58, a
COOTBETCTBYIOLLEN CEPBUCHON CBA3KM — B pa3gene CepBUCHaA CBsi3Ka yCNyrn KOMMyTUpPyeMoro gocTyna Ha
ctp. 109.

Ycnyra tenedoHunmn

Ycnyra tenedoHny npegHasHadeHa ansa tTapudmkaummn tenedoHHbIX 3BOHKOB. CTOMMOCTbL 3BOHKa MOXET ObITb
3afaHa 3aBu1CSLLEN OT HanpaBreHUsi 1 OT BpeMEHW, a Takke MOXET BKIovaTb MKCUPOBaHHYIO NNaTy 3a coeqnHeHne.
ABOHEHTY MOXET NPefoCTaBsATbCA HEKOTOPOE KONMMYEeCTBO NpedoniavyeHHoro BpeMeHu. BeisbiBatoLwmn nnm
BbI3blBaeMblIVi TeNeOHHbIN HOMEP AOMKEH ObiTb 3aperncTpypoBaH B CBONCTBaxX CEPBUCHOWN CBA3KN YCNyru
TenedoHUW, nHave Tapuukaums 3BOHKOB HEBO3MOXHA.

WHTepdpeic cosganusa yenyrn cMm. B pasgene Yenyra tenedoHum Ha cTp. 59, a COOTBETCTBYIOLLEN CEPBUCHOW CBA3KN
— B pa3gene CepBucHas cBsizka ycnyru tenecdoHum Ha cTp. 109.

Ycnyra IPTV

Ycnyra IPTV npegHa3HadeHa ons npegocTtaenenns n tapudvkauum yenyr IP-tenesngeHus. [laHHas ycnyra
No3BOMSET NPEeAOCTaBNATb U MPUOCTaHaBNUBaTL AOCTYN K onpeaeneHHoMy IPTV-KOHTEHTY B 3aBUCMMOCTM OT
COCTOSIHUSI NNLIEBOTO CYETAa, a Takke NPOU3BOANTL CNMCaAHNSA aHaNorMYHO NEPUOANYECKON yCnyre.

ycnyra BuAaeo no 3anpocy

Ycnyra Buaeo no 3anpocy npegHasHavyeHa aAns npegocraBneHus u Tapudpmkaumm yenyr sugeo no 3anpocy (VoD). Ona
NO3BOMSET Ha BpeMs NPeaocTaBnAaTb AOCTYN K onpeaeneHHomy VoD-koHTeHTY npu npuobpeteHun ero
norneb3oBarenem (apeHga ounbmos).

MonuTtuka cnnucaHus

MonuTtuka cnucaHns - 3To Habop NpaBwn, NPMMEHSEMbIX NMPU CNMCaHUM CPeaCcTB CO cYeTa Nonb3oBatensd. AT
npasuna NPUMEHSTCS B TEX CryyasX, KOrAa KMMEHTY MO Kakow-TO MPUYMHE YCNYr OKa3biBaloTCs He B NOMTHOM
o6beme. OTO BO3MOXHO, HAaNpumep, Npu Co3qaHnmn CEPBUCHOM CBA3KW (KOraa 4acTb pacHeTHOro Nepuoaa yxe npoLuna,
n ycnyra 6yaeT okasblBaTbCs TONBbKO B TEHEHWe OCTaBLLENCS YacTu), Uy Npu BKIKOYEHUN 40O6POBOMLHON G10KMPOBKN
(koraa KnMMeHT He cobupaeTcs NoMNb30BaTLCA YCNyramu B TEYEHME OCTaBLLENCH YacTu pac4eTHOro Nepuoaa, a
nepvoamyeckasi CoctaBnsaioLLas CTOMMOCTW YCIYT 3a BECb YYETHbIV Nepuog yxxe bbina cnucaxa).
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ﬂpaBI/IJ'Ia nepecyeTa nepmonmquKoM COCTaBnAKLEN CTOMMOCTH

MonuTrka cnucaHusi AaeT BO3SMOXHOCTb NepecynTaTb CTOUMOCTb YCIYT B TakUX CUTYaLUsX U CNCaTb MeHbLLee
KONMUYECTBO CPeaCTB, NGO BEPHYTb YacTb CPEACTB, ClM CMcaHue YXKe NPOoM3oLLSIO.

MepecyeT cpeacTB NPOUCXOAUT NPONOPLIMOHANBHO YacTW PacHeTHOro Nepuoaa, B Te4EHUE KOTOPON ycnyra
okasblBanachk unm byaert okasbiBaTbes Mo akTy (NogpobHee o noruke cM. MpaBuna nepecyeTta nepmoauYveckomn
cocTaBnsilolen CTOMMOCTH).

@ Cymma cpedcme, criuchbisaeMbix CO cHema 3a okasaHue ycryeu, onpedernssemcsi He MmosibKo CIMOUMOCMbIO,
yKasaHHoU fpu co30aHuu ycryeu, HO U ceolicmeamu cep8uCHOU C853KU.

Momnmo nepecyeTa CTOMMOCTU, MONUTHUKA CNNCAHNS NO3BONSAET NepecynTbiBaTb 06GbeM OKa3biBaeMbIX YCHYT.
Hanpumep, ons ycnyru npegoctaBnenns goctyna B IHTEpHET, eCTb BO3MOXHOCTb, MOMUMO abOHEHTCKON nnaThl,
Takxke nepecymtatb 06beM npegonnadyeHHoro Tpaduka, a Ana ycnyru TenedoHm - NPoAoIIKUTENBHOCTD
npegonnadYyeHHbIX 3BOHKOB.

I'Ipanma nepec4yeTta nepwop,wlecxoﬁ cocTaBnsiloLWen CTOMMOCTH

MepecyeT neproanyeckon CoCTaBNALLEN CTOMMOCTM YCIYr 1 BO3BPAT CPEOCTB NMOAYMHSAETCH CrEAyoLmMM
npasunam:

[ata v Bpemsi Ha4yana gencreuns
CepBUCHOW CBSI3KM (B ByayLuem)

[ata v Bpems Hayana fencTensa
CEepBWCHON CBA3KM (B NPOLLIIOM)
[ata v Bpems oKoH4YaHus

pacyeTHoro nepuoaa
Tekywme nata

[ata v Bpems Ha4ana 1 Bpems
pacueTHoro nepvoga
)
>
< NG
< | >
1
i .
< >
l2
& »
< >

L
(pac4eTHbIVi nepuoa)

[Jata v Bpemsi Hayana AencTBUs CepBUCHON CBSI3KM MOTYT HE COBMaaaTh C TEKYLUMMM AaTol U BpeMeHeM, a bbiTb
yCTaHoBMeHbI B NpoLusioM unum B Byaywem. B Tom cnyyae, ecnu aTv gaTta v Bpemsi yCTaHOBIEHbI B MPOLLMOM, ANs
nepecyeta BMECTO HUX UCNONb3YTCA TeKyLme aaTta u Bpemsi. T.e.:

nepec4yntTaHHaa CTOMMOCTb = (CTOVIMOCTb BCEero pacyeTHoro nepvloua) x |11/L, ecnu gata u BpeMS Hayana g4encTBums
CEPBUCHOWN CBA3KU YCTaHOBJ1€HbI B 6y/:lyu.|,eM, n

nepecynTaHHasi CTOMMOCTb = (CTOMMOCTb BCEr0 pac4eTHOro nepmopa) x 12/L, ecnu gata n Bpems Hayana gencTeus
CEepPBUCHOW CBA3KN yCTaHOBMEHbI B NPOLUNOM, NMBo CoBNaaaroT C TEKYLUMMWN AATON U BPEMEHEM.

Mo TakoMn e norvke MoxeT ObiTb nepec4ynTaH obbem npegonnaYyeHHoro Tpaguka n NPOACIHKUTENBHOCTb
npegoninavyeHHbIX 3BOHKOB.

MepecyeT npn GNoKNpoBKe

B Tekywen Bepcun UTMS cywectsytoT 3 Buaa GNokMpoBKK - adMUHUCTPaATUBHANA, CUCTEMHAs U NOMb30BaTenbCKas.

— AAMUHUCTpaTUBHasA 6]10KVIpOBKa BKItO4HaeTca agMMHUCTPATOpPOM, eCin Heobxooumo BPY4HYIO 386J'IOKVIpOBaTb
CYeT nosib3oBartena.

— Monb3oBaTenbckas 6IOKUPOBKA BKIHOYAETCS NONb30BaTenem (HanpmMmep, ecnm nonb3oBaTternb He MMaHupyeT B
TEYEHNEe HEKOTOPOro BPEMEHM MNonb3oBaThesl IHTEpHETOM 1 He X0o4eT, YToObl CpeacTBa 3a 3TOT nepuog,
cnuceiBanuch B NorHoM ob6veme).
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Bosspart cpeacts

— CucteMHas 6roOKMpOBKa BCTyMNaeT B CUMY, Korga GanaHc cyeTa CTaHOBUTCS oTpuLaTesibHbIM Unu (Npu
onpefaerneHHbIX HaCTPOolkax) Korga Ha CYeTy HeJOCTaTOYHO CPEACTB AS1A CrMCaHUs NepUOoaNYECcKOl COCTaBNALEN
CTOVMOCTW YCIyT.

[na kaxgoro Buga 6ﬂ0KVIpOBKVI NnoNnTUKa cnnucaHuna gaet BO3MOXHOCTb HAaCTPOUTb crneayrLlime napamMmeTpbl:

He CnuncbiBaTb a60HeHTCKy}O nnarty, Korga c4eT HaxoauTcd B 6J'IOKVIp0BKe;

nepecunTbiBaTb aBOHEHTCKYHO NiaTty npu GroKMPOBKe cYeTa;

nepecuMTbIBaTb NpeaoniadeHHbI Tpaduk Npu BrIoKMPoBKe CYeTa;

nepecynTbiBaTb npeaoniadyeHHble 3BOHKU Mpun 6ﬂ0KMpOBKe cyeTa.

Mpun BCex onepauusax nepecyeta aboHeHTCKas nnarta, o6bem npegonnadeHHoro Tpaduka 1 NPOAOCIPKUTENBHOCTb
npeaonfadeHHbIX 3BOHKOB, YMEHbLUaTCA nponopumMoHanbHO BpemMeHu, nposeaeHHoOMY B 6J'IOKVIpOBKe B AaHHOM
pacyeTHoM nepuoge. T. e. B crniyyae GroKMpoBKM cHeTa B O4HOM pacyeTHOM NEPUOLE U €€ CHATUS B APYroM nepecyeT
npoun3ongeT 2 pasa.

Bo3BpaT cpeacts

BosBpat cpeacts MOXeT NoHaaobuTbCs B TOM Criyyae, ecnm rno Kakon-nMbo npuymnHe co cyeTa Npom3oLLno
M30bITOYHOE CrncaHue cpeacTs. ATO MOXET NPOM30NTH, HANPUMEP, NPY BKITKOYEHNM NONb30BaTENbCKOM BrOKMPOBKMY,
T. €. KOrja pacyeTHbIN Nepuos eLle He 3aKOHYWICS, a CPEACTBA 32 OKa3aHue YCryr B TEYEHNE BCErO PacHETHOro
nepuopa yxe 6bim cnMcaHbl.

Monutnka cnucaHnsi [aeT BO3MOXHOCTb HaCcTpouTb, Koraa MMeHHO 6y,qu npon3eeneH Bo3BpaTt CpeacTB:

= NPU CHATUN 6J'IOKVIpOBKVI;

Npuy BHECEHUN NNaTexa,;

B KOHLIe pac4eTHOro nepuoaa,

npu yganeHunn CEPBUCHOWM CBA3KN.

HacTtpoukn cucreMmHomn 6G11IOKMPOBKU

B HacTpomnku NonuTMKM CNncaHnsi BXOOUT Takke HacTporika CBOMCTB CUCTEMHOW GNOKMPOBKN.

CunctemHas 6rnoknpoBka NPoOMCXoauT B TOM Criyyae, KOorda Ha CYeTy He [OCTaTOMHO CPEACTB ANns CnMcaHus
nepuoanYEecKon COCTaBISOLLEN CTOMMOCTM YCNyT B Ha4ane HOBOro pacyeTHoro nepuoga. lNMonutuka cnucaHuns aaet
BO3MOXHOCTb HACTPOUTL BKITOYEHNE BrTOKMPOBKM 4O UM NOCHE CNUcaHnst cpeacTB. OTO HAcTpamMBaeTcsl OTAENbHO
0N KaXKO0W CEPBUCHOMN CBA3KN.

@ lMepuoduyeckasi cocmasnsowasi cmoumocmu ycryeu Moxxem Obimb CKOpPEKMuUpo8aHa 8 ceolicmeax
cepsuUCHOU CB53KU.

CnucaHune neprnognyeckon CocTaBnsatoLet CTOMMOCTY AN HECKOMNBbKMX YCYyT MPOMCXOANT B NPON3BONbHOM MOPSAKE.
Ecnn nocne oyepeaHoro cnucaHus nuueBo cHeT BnokupyeTcs cMcTeMHon BrioKMPOBKON, TO CMCaHWSA Mo
OCTaBLUMMCS YCnyram NponcxoaaT COrfacHO HAacTPOMKam MOMUTUK CIMCaHUS MPW CUCTEMHOW BIOKMPOBKeE.

BpeMeHHble Anana3oHbl

BpemeHHoU duana3oH — nepvod unu obbeanHeHne nepnoaoB BpeMeHu. BpemeHHble AnanasoHbl UCNonb3yTes Afs
3afaHus ycnyr, 4OCTYMHbIX TOMbKO B ONpeAenéHHble Nepnogbl BDEMEHW, UMK YCIyr, CTOMMOCTb KOTOPbIX 3aBUCKT OT
BPEMEHMW.

WHTepdeic ynpaeneHms BpeMeHHbIMU auana3oHamMmu onvcaH B pasgerne UHTepdenc agMMHUcTpaTopa:
BpeMeHHble anana3oHbl Ha cTp. 61.
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Cxema KoadppnLNEHTOB

Cxema koachcuumeHToB

Cxema K03aghghuyueHmos — 3To NocrnegoBaTenbLHOCTb MPUMEHEHMS KO3(PDULIMEHTOB K NEPUOANYECKON
COCTaBJ'IFHOLIJ,eVI CTOUMOCTH yCnyru. CxemMa no3BonsieT MeHATb CTOMMOCTb ycnyrun no 3agaHHoOMYy pacnucaHuio.

Hanpumep, cToumocTb ycnyru B nepsbit Mecsy, coctasnsaet 50%, co BToporo no wectorn mecsy, — 100%, ceabmoi
mMecsau — 75%, a panee Bcé BpeMsa 100%. B Takom cnyyae, B CXeMY HY>KHO BKITIOUUTL ABa KoadhduumneHTa:
KO3hbMUMEHT NS nepeoro mecsua co 3HavyeHnem 0.50 1 koadbduumeHT aAnst ceabMoro Mecsia co 3HadeHvem 0.75.
B Te nepwuogpbl, korga KoadhPMUNEHTBI N3 CXEMbl HE AENCTBYIOT, CTOMMOCTb ycnyrn coctaensieT 100%.

MoakntounTb cxemMy Ko3pULMEHTOB K YCryre MOXXHO BO BPEMS CO34aHUS UNN peaakTUpoBaHUs yCrnyru (CM.
WHTepdbennc agmmHuctpartopa: lNepuoauyeckas ycnyra Ha cTp. 54).

@ Ecnu Ha ycnyay cecbinaemcsi xomsi 6b1 0OHa cepeucHasi C8s3Ka, Mo K ycryee Heslb3s1 MOOKMoYUmb Opyayto
CcXeMy KoaghghuyueHmos.

WHTepdeic ynpaeneHms cxemammn KoadbdpuumeHToB onmcaH B pasgene UHTepderic agMmmuHucTpatopa: Cxembl
koacdcduumeHToB Ha cTp. 63.

B cxemy KoadhdPMLMEHTOB MOXXHO BHOCUTbL M3MEHeHUs: A06aBNATb U yaansaTe KO3MMULMEHTBI, UBMEHATL UX Nepuos
AeNncTBuA 1 3HadYeHus. MameHEHHas cxema koadduumeHToB ByaeT ncnonb3oBaTbCs A5 HOBbIX CEPBUCHBIX CBA30K U
He MOBNWSET Ha CePBUCHbIE CBA3KW, CO3AaHHbIe paHee (cM. CepBMCHas cBA3Ka NepuoanYecKon ycnyru Ha

ctp. 105).

BanoTbl

Bantoma — peHexHasi eamHnua cuctemol. NetUP UTMS nogaepxvBaet paboTy ¢ nobbiM KONMYECTBOM BartoT.
Cvictema onepupyeT BHYTPEHHUMI YCNIOBHBIMU €AMHMLAMW. BantoTsbl NCNONb3yTCS TOMBKO NPU BHECEHUN NaTexen
W Npu BbICTaBNEHMMN c4HeTOB. [pu BHECEHWUM NNaTeXen BantoTbl KOHBEPTUPYHOTCS BO BHYTPEHHWE YCIOBHbIE €AMHNLIbI
CUCTEMbI A1 onpeaeneHns CyMMbl CpeacTB, MOCTYNALWMX Ha NMLEBON cHeET. [py BbICTaBNEHMN CHETOB BHYTPEHHUE
YCNOBHbIE €ANHMLbI CUCTEMbI KOHBEPTUPYIOTCS B BantOThl ANg onpegeneHns CTOMMOCTM NO3MLMIA B CHETE, HANOroB U
CyMMbI cHeTa.

C kaxkon BanoToN CBsA3aHbI: KypC, NPOLEHT (MCKYCCTBEHHAs Nnonpaska K Kypcy) 1 UCTOPUst UBMEHEHNS Kypca 3a BCE
BpemsA paboTbl cuctembl. VicTopurs ncnonb3yeTca Ans onpeaeneHns Kypca npn oMHaHCOBbIX ornepauunsx,
NPOBOAMMbIX 3a4HUM YMCITOM. MIMeeTcsa BO3MOXHOCTb online-o6HoBneHus Kypca.

WHTepdeic ynpasneHuns sBaniotamu onucaH B pasgene UHtepdenc agmmHucTpatopa: Bantora Ha cTp. 64.

3a kaxabliM aboHeHTOM 3aKkpenneHa BantoTa, B KOTOpon ByayT NpoucxoanTs onepawuumy B3aMmMopacHeToB Mexay
nposangepomM n aboHeHTOM. o ymonyaHuto 3akpennéHHas Bantota aboHeHTa onpeaenseTcs 3Ha4eHMeM CUCTEMHOIO
napameTtpa ISO-k0d cucmemHoUl santomsbi (cM. UHTepdenc agMuHucTpatopa: Hactponku cuctemsl Ha CTp. 74).
NetUP UTM5 nossonseT B fto60 MOMEHT BPEMEHU CMEHUTL 3aKPEMMEHHYIO 32 aODOHEHTOM BantoTy Ha nobyro
OpYryto, 3aperMcTpupoBaHHyto B cucteme. B pesynsrate cMeHbl BanoTbl BCe cHeTa Ha onnaty ycnyr 6yayT
oTobpaxaTbCs B HOBOV BantoTe, HE3aBUCUMO OT TOrO, KOraa OHW Bbinv creHepupoBaHbl CUCTEMOMN - A0 UK nocre
MOMEHTa CMeHbI BantoThbl.

YnpaBneHue 3akpennéHHow BanioTon aboHeHTa onncaHo B NyHkTe : [lpyroe Ha cTp. 39.

Mnatexu

lnamexu B cucteme MOryT BBOAUTbCA HECKOJTbKUMU crnocobamu, a UMEHHO:

— aBTOMAaTMYECKMI BBOA MnaTexen Ha NMueBon cHeT aboHeHTa npu onnare aboHEeHTOM ycnyr npoangepa yepes
ONEKTPOHHbIE NNnaTeXHble CUCTEMbI,

— aBTOMaTM4ecKuiA BBOA Nnatexen Ha nuueBol cHET aboHeHTa U3 CTOPOHHEro NporpaMMHoro obecneyeHns ¢
NOMOLLBbIO YTUNUTBI utm5 payment tool;

— PY4YHOM BBOZA MraTexa agMUHUCTPaTOPOM CMCTEMBI (ONepaTopoM) NOCPEACTBOM LeHTpa ynpaeneHusa UTM5,
uHTepderica gunepa unn nHtepderica kaccvpa.
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[oKkymeHTbI

BBop nnartexa agMMHUCTPaToOPOM UM ONepaTopoM CUCTEMbI MPON3BOAUTCA Ha CTpaHuue BHecTu nnartex,
BbI3bIBAEMOV OOHOMMEHHOW KHOMKOWM 13 Cnmncka nonb3oBaTenen nnm u3 okHa getanusauum nHgopmaum no
Nnonb30BaTen:o.

Ha cTpaHuue BBOAa nnarexa aAMUHUCTPATOPY NpefocTaBnAaeTCcAa BO3MOXHOCTb YKa3aTb CyMMY, BantoTy, Aaty
nnartexa, a Takke HeKOTopble Apyrme AaHHbIe. B yacTtHocTU, nMeeTcs Heobsi3aTenbHbIN napamMmeTp —HOMep BHELUHEro
NN BHYTPEHHEro NnaTteXHoro JOKyMeHTa, ABNALWerocda OCHoBaHMeEM 014 niartexa.

MoxxHo BbIGpaTh B CBOMCTBax nrarexa onumio BknrounTb Internet, 4tobbl OTKPLITE NONBb30BaTENO AOCTYM B
WHTepHert, ecnu 6anaHc nocre NpoBeAeHWs Nratexa OKaKeTCH NOMOXUTENbHbIM.

MoxHo yka3aTb AaTy ncrtedeHusi nnatexa. llnaTexu ¢ ycTaHOBMNEeHHOW AaTON NCTEYEHUST Ha3bIBaAOTCA c2oparoujumu
nnaTtexxamv 1 CyMMMUPYIOTCS B OTAENBHOM OTYETE. Ecnn nnaTéx nctpayeH He NONHOCTLIO (T. €. eCnNy Cymma CnMcaHni
CO cyéTa 3a BpeMs, npoLueaLiee C MOMEHTa BHECEHMS 3TOrO MaTexa, MeHbLLE CYyMMbI NIiaTexa), TO Mpu HaCTynreHun
OaTbl UCTEYEHUS NNaTéx cropaeT. HemctpayeHHbI OCTaToOK NraTexa u3bIMaeTcs Co cHETa KnueHTa. Ecnv 4o BpemeHu
MCTEYEHMS NOCTYNaKT Apyrve croparoLLme nnarexu, To CropaHne Bcex oTkNnaabiBaeTcs A0 caMou No3gHen Aatbl
NCTEeYEHMS.

MiMeeTcsa BO3MOXHOCTb BHOCMTE nnatexu MmetogoM KpeauT. MNnartexu gaHHoro tuna otobpaxarotcs B 6anaHce
NLEBBIX CHETOB KIMEHTa OTAENbHOW KONMOHKON. Y nnatexen Tuna KpeauT Takke obs13aTenbHO ycTaHaBnNMBaeTcs
Aarta NCTe4yeHus, Npy HacTyNeHNM KOTOpOK NNaTéx aHHynmpyetcs. MNpun 3ToM NpoBepsieTcs 00U KpeauT cYETa, U
ecnv npu Bo3spare NOMHOWM CyMMbI KpeauTa OH ctan 6bl oTpuuaTenbHbIM, TO BO3BpaLllaeTcs MeHbLUas cyMMa, Tak,
4YTOObI OOLLMI KpeaMT cHéTa cTan HyneBbIM. [TOMUMO KpeaWTHBIX NNaTexel U BO3BPaToOB, OOLLMIA KpeauT cHETa MOXHO
N3MEHUTb BPYYHYIO B MHTEepderice agMmuHucTpartopa (cMm. : Kpegut Ha cTp. 102).

WHTepdeic BBoga nnatexen onucaH B pasnene UHTepdenc agpmuHnctpartopa: BHectn nnarex Ha ctp. 101.

OTkaT nnaTexa

B cucreme UTMS5 peanusoBaHa cyHKUMA omkama miamexa. Onepauus otkarta nnarexa BbIMoNHAeTCs
agMUHMCTpaTopoMm nnu onepartopom cucteMsl UTMS yepes LeHTp ynpaeneHus. dopmanbHO oTKaTt NPOUCXOAMT Yepes
BHECEHME MraTexa ¢ NPOTUBOMOMOXHON CyMMOM U CO cneumanbHbIM METOAOM nnaTtexa — OTKar.

Mpouenypa oTkata HENPUMEHUMA K CropaloLLUM U1 KpeaUTHLIM nnaTexam.

OTkaT nnaTtexein NPOM3BOAMTCS Yepes KOHTEKCTHOE MEHIO B OTYETE Mo nnarexam, cM. UHTepdeic
agMuHucTpaTopa: OT4eT no nnarexam Ha cTp. 69.

N OoKyMeHTbI

Cuctema nosBsonsiet dopmmpoBaTb cnegywouime Tunbl JOKYMEHTOB!

MamaTkn nonb3oBaTens;

[oroeopa;

KsuTaHuuu o6 onnare;

Cyera;

Cyeta-hakTtypsl;

AKTbl BbIMNOSTHEHHbIX pa6OT;

[eTtanusaumm c4HeTOB.

[OKyMEHTbI reHepuMpyoTCa aBTOMaTUYECKN Ha OCHOBE MMEILLMXCS WabnoHos (cM. LLlabnoHbl AOKYMEHTOB Ha
cTp. 83).

C(bOpMMpOBaHHbIe OOKYMEHTbI, KpOMe [JOroBOPOB, B CUCTEME HE XPaHATCA, a reHepupyrTCA HenocpeaCTBEeHHO nepen
ncnonb3oBaHNeM.

Monb3oBaTenbCcKkne JOroBOpPbl MOryT ObITb CHOPMMPOBAHLI HA OCHOBE LWAGMOHa UK 3arpyxeHbl n3 avina. Kaxabii
ChOPMUPOBAHHbIN UMK 3arpy>XeHHbIV OroBOP COXPAHAETCA B aHKETe nonb3oBaTtens Ha cTpaHuue [JoKyMeHTbI.
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IP-agpeca

CueTa

Cuerta 3a ycnyru coopmupytoTcs Ha cTpanuue JJoKyMeHTbl B MHTepdenice agMmmHucTpartopa (M. OT4é€TbI No
AOKyMeHTaMm Ha cTp. 70). CyeTa MOXHO BbICTaBMATb BPYYHYIO U aBTOMaTUyecku. MNpy py4HOM BbICTaBNeHNn cHETa
6anaHc nonb3oBaTens He U3MeHSeTCS.

CyéT 3a pas3oByto ycryry BelCTaBnsieTcs cpasy nocrne eé nogknodeHnsi. Cyeta 3a nepuoguyeckme ycnyrm u
NepuoaNYECKy0 COCTaBMSIOLLYH CTOMMOCTM CrieLanM3npoBaHHbIX YCIyr BbICTaBMASKOTCA MNOMb30BaTENto B Havyarne
pac4éTHOro nepunoaa, ecnv B CBOMCTBAxX yCryrn 3ajaH MeTof, CHATUS cpeacTs B Hayane pacuyéTHoro nepuopa u 'y
COOTBETCTBYHOLLIETO NMNLIEBOrO CHETA NONb30BaTeNs ycTaHOBNEH napameTp Pa6ota no npepgonnare (CM. : OCHOBHbIe
napametpbl Ha cTp. 39). B npoTvBHOM cny4ae — B KOHLEe nepuoaa.

Mpv aBTOMaTUYECKOM BbICTABIIEHNM CHETOB NO3MLIMN B HUX arperMpyroTcs No TapudHbIM CBA3KaM (3a UCKMHYEHUEM
ycnyr TenedoHum, KOTOpble BbIAENSAIOTCS B OTAENbHbIA CHET) M MO pacyeTHbIM nepuoaamM. Hosble ycnyru,
NOAKITYEHHBIE B TEYEHUE TEKYLLEro neproaa, He Y4nTbIBalTCA Npy arperaumm, eCnm y NMUEeBOoro cCHETa yCTaHOBMEH
napameTp Pab6ora no npepgonnare.

BbicTaBneHHble cyeTa reHepunpyroTca n3 wabnoHoB HenocpeacTBeHHO nepen ncnonb3oBaHMemM n MoryT ObITb
oTpeaakTupoBaHbl Ana neyatu, HO be3 COXpaHeHuA.

Cuerta c oTpuuartensHon ctaBskor HOC B cucteme He oTobpaxatoTcs.

IP-agpeca

MHorne obbeKkTbl CCTEMbI BKIIOHAKOT B KA4eCTBE OAHOIO M3 CBOMX CBOMCTB Anana3oH IP-agpecos (T. e. IP-agpec n
macky nogcetu). B untepderice agmmHuctpatopa IP-agpec n macka NoAceTw, Kak NpaBuiio, 3a4atoTcs B O4HOM
obuem none BBoga B hopmate <IP-ampec>/<uuciio 3Hadammx 6ur>. ECnm 3agaH Toneko IP-agpec, To oH
WHTEPNPEeTMPYETCH Kak AuanasoH ¢ MakCMMarbHO y3KOW MacKoW, cogepxallen equHCTBEHHbIV agpec.

UTM5 nopnoepxmBaet agpeca IPv4 n IPv6. Agpeca IPv6 3anucbiBatoTcsl cTaHAapTHbIM 06pa3om ¢ BO3MOXXHOCTbIO
cokpalueHus (Hanpumep, 2001:0db8:0000:0000: 0000:0000:ae21:ad12 cokparyaetcs go 2001:db8::ae21:ad12).

NetUP 29



|_|OJ'Iy“IeHI/Ie JINLUEH3NOHHOIO KIo4a

YcTaHOBKa cUcCteMbl

HonyquMe JIMUEeH3UOHHOrIO Krko4ya

B nnyHom kabuHeTe knueHTa Ha cTpaHuue netup.ru/UTM5/customer.php B pasgene JILeH3MOHHbIE KNOYM
umeeTcs popma 3anpoca kniova, akTuenpyemas nocrie onnarbi.

3anpocuTb KoY

Bbl MoxeTe CreHepupoBaTe 3 NUUEHINOHHBIX KIo4eR

3anpocuTe nMLlEH:WIDHHI:Iﬁ KN4
Mons BelAENEHHbIE HUPHBIM I.I.IPMCI}TOM oBfAzaTenkHEl ANA 3anonHeHus
HaseaHne oprakusaunu |
HazeaHne nonpasnenenu;l:l
E-mail. |

Koa ctpanbl | Russia j

PernoH:

Fopop,
WHH:
Kn:

|

I

I

|
KOHTaKTHOE NHLIo" |
Tenedok: |
|

I

K

daKc:
Web-cailT
pUOMYECKUiA agpec

WHpexc:
Aapec: |

DaKTUHeCKWH agpec
WHaexc:
Aapec I

OTrNpaEHTE OUNCTHTE

3anonHnTe Bce Heobxoaumble Nonsi U HaxXMnUTe KHOMKy OTnpaBuTb. [ocne ycnelwHon o6paboTkm 3anpoca
nosaBndeTca CbOpMa akTnBauuu. ﬂ,]‘lﬂ Kaxgoro Mmoayns, A0CTYNHOro no ycrnoBuUAM NUUEH3UN, 0To6pa>KaeTc;| KHOMKa

AKTMBUpPOBaTb, NOCME HaXaThsa KOTOPON MOABMNSETCA 3HAYOK E:i (AkTBMpPOBaH). AKTMBMPYNTE HeobxoanMble
MOZYIN N HAXXMUTE {T}nnﬂ 3arpysku kntoda (cpamna reg. sql).
JocTynHble NUUEH3VOHHBIE KITHOUK

Mogyns Dial-UP

M M WHTepdei
ORI - MOMYIE b chape URFA-client Ounep  1C PP nuop cepgep IPTV  CPORTALMEGOGO LIFESTREAM OrpaHiieHns Koy
_TenedoHun HotSpot Kaccupa
VPMN-coegnHeHni
(] @ @ (] (] @ @ @ @ @ @ @ (7] EcTs ¥

OpraHusaums: ZAO NetAP

Hata: 2016/04/15

Moanucka Ha obHoBNEHWA aedcTeyeT Ao 29.06.2016
QOHOBMTH NOAMMCKY HA OOHOBNEHNA

B cny4vae I'IpVIOGDETEHVIH HOBbIX MO,D,yJ'IEIZ Heobxoa4NMO 3aHOBO BbIMOMHUTE aKTUBALMIO U cKadvaTb HOBbIM KIHOM.

HauunHag ¢ Bepcun 5.3-004 B nnLIEH3UIO BBOAUTCS HOBbIV NapaMeTp - MakcumanbHas gata penusa. [JaHHbli napameTp
onpegenseT, A0 KakoW AaThbl IMLEH3NA AEACTBUTENbHA A8 YCTAHOBKM U NCMOMb30BaHUSA HOBbIX COOPOK M MX
o6HoBeneHwn. [lata penu3a 3agaetcsa npu cbopke yCTaHOBOYHOTO NakeTa u 0CTaeTCst HEM3MEHHOM AN BCEX ero
0o6HOBRNEeHWI, koTopble ByayT BbiNyLLEHbI nocne Bbixoda penu3a. Hanpumep, ansa céopku 5.3-004-release n
o6HoBneHus 5.3-004-update10 3apaeTca ogHa 1 Ta e garta penusa. [ns yctaHoBku c6opok n 06HOBNEHNIA,
BbIMYLLEHHbIX NMOCMe MakcMMarnbHOW AaTthl penuaa, notpebyercs 0OHOBUTL AaTy penusa B NMNLEH3UN B INYHOM
kabuHeTe Ha cTpaHuue netup.ru/UTM5/customer.php . [py 3ToM Ha COOTBETCTBYHOLLLYIO AATY AOIMKHA AEACTBOBaTb
ycnyra nocTaBku OGHOBMNEHWUI UNN TEXHUYECKON nopgaepkku. Mo ncredyeHnn cpoka oencTBmMa CaMon NNLEH3NN 98P0
UTMS5 nepecTaHeT 3anyckaTbCs.

B Clly4yae yCTaHOBKMU 6e3 NULEeH3MOHHOrO Krto4a cuctema 6y,CI,ET pa60TaTb B AEeMO-pexnmMme C orpaHn4YeHnAaAMNn.
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YcTaHoBKa 6a30BbIX KOMMOHEHTOB CUCTEMbI

NHdopmaumio 06 orpaHnyeHnax Ans KaXaoro Moayns CUCTEMbl MOXHO HaWTu Ha cTpaHuue JTuueHsnmn B nHTepdence
agMuHucTpaTopa (cMm. : JluueHsum Ha cTtp. 101)

YcTtaHOBKa 6a30BbIX KOMIOHEHTOB CUCTEMBbI

NpeaBapuTenbHble AeNCcTBUA

Ha cepBepe gomkHa ObITb ycTaHOBNEHa 64-paspsgHas onepaunoHHas cuctema Debian Jessie (pekomeHnpyetcest) /
Wheezy, CentOS 5/6/7 nnun FreeBSD 10.x. Takke TpebyeTca cepep 6a3 gaHHbIx MySQL (pekomeHayeTcs) nnu
PostgreSQL. CYB[1 moxeT 6bITb yCTaHOBNEHa Ha oTAernbHOM cepBepe. [ng MmakcumanbHON HaAEXHOCTU XPaHEHUS 1
LIeNOCTHOCTU AaHHbIX HAaCTOATENbHO pekomeHayeTcs ucnonb3oatb MySQL ¢ nogaepxkon InnoDB.

@ PacwupeHue SELinux, ucrionb3yemoe ¢ HacmpoUKamu Mo yMOIHaHUr, MoXem rpernsmcemeosams pabome
Hekomopbix KomrnoHeHmos cucmembl UTMS (Hanpumep, Web-uHmepdgbelica nons3osamerns). Heobxodumo
nubo npasunsHo Hacmpoums SELinux, 4mobbl He Hapywanack paboma komrnoHeHmos UTMS, nu6o
OMK/IKYUMb 0aHHOE pacliupeHue.

Mepen Havyanom yctaHoBKM ybeoutech, YTO NokanbHOE BPEMS CepBepa, Ha KOTopbI ByaeT ycTaHOoBMEHa cucteMa
UTMb5, cooTBeTCTBYeT TekyLleln aare. B npoTMBHOM crnyyae cuctema MOXeT paboTaTb HEKOPPEKTHO.

Momumo mecTa ang yctaHosku, cucteme UTMS HeobxoanMo ANCKOBOE NPOCTPAHCTBO AN hannos C NepBUYHbIMU
AaHHbIMK O Tpadmke, pa3Mep KOTOPbIX 3aBUCUT OT Harpy3ku Ha CUCTEMY U MOXET JOCTUraTh 3HAa4YUTENbHbIX BEMUYMH,
a Takke ans log-gannos.

@ Heobxodumo makxe ycmaHosumb web-uHmepdgbelic nonb3osamerisi. [Topssi00K ycmaHO8KU rpueedeH 8
omoernbHol enase (cm.Web-uHmepdgpelic: YemaHoeka Ha cmp. 206). [ns ucnons3o08aHusi web-uHmepcgbelica
mpebyemcsi web-cepsep Apache.

nOpﬂAOK YCTaHOBKMU
1. YctaHoBka naketa UTM5-3.004:

— B Debian BbinonHute komaHay :

dpkg -i utm5-3.004.deb

@ Ecnu e cucmeme omcymcmeyrom kakue-nubo 6ubrnuomeku, npornucaHHbIe 8 3a8UCUMOCMSAX yCMaHO804YHO20
nakema, Nosi8UMCS coomeemcmayrouiee coobujeHue, U ycmaHoska 6ydem npuocmaroerneHa. B amom criyqae
8binosiHUme komaHoy apt - get install -f.

Bbydym ycmaHoerneHbI ece Hedocmarouwue bubnuomeku, u ycmaHoseka UTM5 nipodomxumcs.

— B CentOS BbinonHute komaxay (V - Bepcus CentOS: 5, 6 unun 7) :
yum --nogpgcheck localinstall utm5-3.004.x86 64-centosV x64.rpm
— B FreeBSD BbinonHute komaHay:

pkg add utm5-3.004.tbz

@ Hns FreeBSD moeym nompebosambcsi doronHumernbsHble bubnuomeku: openssl , | i bxn 2.

B pesynbrate 6yaet cosgaHa gupekTopus /netup, coaepxallasi OCHOBHbIe paboume dparinbl, harnbl KoHurypauum,
avpekTopuio Ans log-channos, a Takke cKONMPOBaHbI CNEeAyoLLMe CKPUNTLI 3anycka:

— B Debian n CentOS:

* /etc/init.d/utm5 core
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YcTaHoBKa 6a30BbIX KOMMOHEHTOB CUCTEMbI

* /etc/init.d/utm5 radius

* /etc/init.d/utmb5 rfw

* /etc/init.d/utm5 dhcp

* /etc/init.d/utm5 traffic collector
— B FreeBSD:

* /usr/local/etc/rc.d/utm5 core.sh

*

/usr/local/etc/rc.d/utm5 radius.sh

*

/usr/local/etc/rc.d/utm5 rfw.sh
* /usr/local/etc/rc.d/utm5 dhcp.sh

* /usr/local/etc/rc.d/utm5 traffic collector.sh
2. MNpoBepka/penakTvpoBaHue KoHUrypaLmoHHoro davina.
Mepen nepBbIM 3anyckom sigpa cnegyeT NPoBEPUTL U, NPpU HEOBXOAMMOCTU, OTPeaaKTUpPOBaThb
KOHpMrypaLmMoHHbI dan utm5 . cfg. B yacTHoCcTM, HEO6X0AMMO NPOBEPUTL NapameTpbl, OTBEYaKOLLME 32
B3aumMoaencTeme ¢ 6a3on AaHHbIX.
Moppo6Hoe onucaHne koHdUrypaLmoHHoro daina sapa npuBeaeHo B pasgene Sapo cuctTeMbi:
KoHdurypaumoHHbin chann Ha cTp. 139.

— Ecnu 6a3a gaHHbIX ye CylwecTBYyeT, TO Ans TOro, YToObl Npy NEPBOM 3anycke S4p0 MOAKMHYUIIOCH K HEN,
TpebyeTcsa ykasaTb B KOH(bUrypaumoHHom channe ee napameTpsbl (Tvn ncnonbdyemon CYB[, Ha3BaHwe,
noruH/naponb, KOAMPOBKa U Ap.).

— Ecnu 6a3bl AaHHbLIX HET, TO NPy NEPBOM 3anycke siapa oHa OyaeT co3gaHa aBToMaTUYeCcKU C napamMmeTpamu,
3afaHHbIMK B KOH(pUrypaumoHHom danre.

— MOoXHO Takke BKIIOYNTbL aBTOMaTU4eckoe 0OHOBMEHNe CTpykTypbl B n nHaekcos npu 3anycke sapa. 3a 310 B
KOH(UrypaumoHHOM paine oTBevaloT napameTpbl verify database Mverify database index
COOTBETCTBEHHO. [0 ymMOn4aHuIo NepBbIv NapaMeTp BKIHOYEH, @ BTOPOWN OTKITHOYEH.

@ YyemHas 3anuck nonb3oeamens B/, ucrnons3yemas sdpom UTMS, domkHa obnadame npasamu co30aHusi u
usmeHeHusi mabnuy 6/].

3. Banyck sgpa.
Ecnu yctaHoBka naketa UTM5-3.004 npoLuna ycnewHo 1 B KOHUrypaumoHHoM darine 3agaHbl Bce
HeobxoguMble NapaMeTpbl, CKONUPYITe han NMUEH3NOHHOTO KItoda reg. sgl B QUPEKTOPUIO /netup/utm5/ 1
3anyctute sS4po OMNNNHIOBONM CUCTEMbI KOMaHOOM:

— B Debian n CentOS:

/etc/init.d/utm5 core start

— B FreeBSD:

/usr/local/etc/rc.d/utm5_core.sh start

Mpu 3anycke siapa 6yaeT aBTOMaTNYeCckn akTMBMpOBaHa NNLEH3Us, nocrne Yero dann reg. sql Oyoer yaaneH.
Anpo NoaKNIoUNTCS K CyLLeCTBYOLWEN 6ase AaHHbIX Unn, ecny 6asbl HET, CO34ACT HOBYHO B COOTBETCTBUM C
napameTpamu B KOHUrypaumoHHom channe.
4. Tonbko gnsa CentOS. [1na Toro 4ytobbl sapo UTMS aBToMaTtunyeckn 3anyckanocs npu 3arpyske OC, BbINONHUTE
cnegyowmne Komanabl (TpebytoTca npaBa cynepnonb3oBartens):

chkconfig --add utm5 core

chkconfig utm5 core on
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OOHoBEeHMe

1, NpyY HEOBXOAMMOCTM, aHaNOrM4YHble KOMaHAbl Ana Apyrux mogynen cuctemsl UTMS.

@ B onepauyuorHbix cucmemax Debian u FreeBSD ckpunmel 3anycka modynel cucmeMbl agmoMamu4yecKu
dobaernisomces 8 CrUCOK asmo3azpy3Ku rpu ycmaHosKe nakema.

OOHoBRNeHue

MNpenBapuTenbHble oeNCTBUS

Ecnn obHoBneHve nponssoanTcs co cbopku 5.3-001-update6 nnu 6onee paHHel, HACTOATENbHO PEKOMEHAYETCSA
TakKe N3y4nTb UHCTPYKLMN NO OBHOBMNEHNIO U CMIMCKA U3MEHEHUI ANS NPEAbIAYLLNX BbIMyLLEHHbIX COOPOK (CM.
VIHCTPYKLMIO Mo o6HoBNeHuto bunnuHroson cuctemsl UTMS5 o Bepcum 5.3-004 B pa3gene [lokymeHTaumus Ha
cante netup.ru).

Mepen Havanom oGHOBREHUS CrieayeT Takke 03HAaKOMUTLCS CO CMUCKOM nofaepkuBaeMbiX BepCcUi
nporpaMmMHoOro oéecneyeHus .

B c6opke 5.3-003-update10 6bin NONHOCTLIO NepepaboTaH MexaHN3M B3aMMOAEeNCTBMSA C NNATEXHBIMU CUCTEMAMM MO
3KBaNPUHroBON cxeme, peanunsosaHHbln B Web-nHTepderice nonssosarens. Ecnv obHoBneHne npon3soamTcs ¢
6onee ctapou cOopkN 1 ITOT MEXaHM3M MCNOMb3oBancs, To cnegyeT udyuntb MHCTpyKLMIO No o6HOBREHUIO
3KBaMPUHIroBbIX NNaTéxHbix cuctem. Kpome Toro, B c6opke 5.3-004 B aHHbIN MexaHM3M Oblfiv BHECEHDI
AOMNOMHUTENbHbIE M3MeHeHWs. [ns ero paboTbl TpebyloTcs NMLEH3MN U MOZYIb MHTErpaLum ¢ NNaTéxHbIMU
cuctemamu. MNepen o6HoBNEHNemM HeobxoanmMo ybeamTbes, YTO AaHHbIN MOAY b YCTaHOBMEH U paboTaer, 1 B Hero
MMMNOPTUPOBaHbI BCe Tpebyemble nuueH3un. MNpoBepuTb Hanuyme NULEH3MIN MOXHO Yepes LIEHTP ynpaBreHns Mogyns
WHTEerpaumm ¢ NnaTéxHolMu cuctemamun Ha Bknagke BHelwHne nnaTtexHble cuctembl. [NaTéxHble cucTemsl C
aKTMBMPOBAHHLIMU NMLEH3NAMU BblAENEHbI B CNUCKE 3enéHbiM LBeToM. Ecnin kakne-nnbo n3 TpebyemMbix NnnaTéxHbix
cucTem oTobpaxaroTcs B CNMCKE KpacHbIM LIBETOM, TO HEOOXOAUMO aKkTMBMPOBAaTb UX MULIEH3UN Ha CTpaHuue
MnaTexHble cMCTEMBI B JIMYHOM KabuHeTe KIiMeHTa, ckavyaTb HOBbIM hann netup . keystore, NOMECTUTb €70 B
AVPEeKToputo /netup/etc/, nepesanycTutb MOAYMb UHTErpaLmmn ¢ NNaTéXHbLIMM CUCTEMaMN 1 NPOBEPUTL Yepes
LEHTP YNpaBneHns, Y4To Nocrne akTuBauum nuueHani Bce Tpebyemble NnaTéxHble CUCTEMbI OTOOpaXaroTCs B CMCKe
3enéHbimM uBeToM. Ecnu kakme-nmbo nnaTéxHele cucTembl OTCYTCTBYHOT B CMINCKE, TO cneayet o6HOBUTL MOAYIb
WHTEerpaumm.

Bo n3bexxaHne npobnemM ¢ aBToMaTn4eckon KoHBepTaLuueit AaHHbIX B Tabnuue dtagg _iptraffic, pekomeHayeTcs
B HacTpoikax CYB[ MySQL yctaHoBuTL napameTp max_allowed packet He MeHee 32M.

NMopsapok obHoBNeHunA

1. OctaHoBsuTe Bce komnoHeHTsl UTM5 (sapo, RADIUS-cepsep, DHCP-cepsep v T. A4.). Hanpumep, B Linux ans
OCTaHOBKM S4pa BbIMOMHUTE KOMaHAy:

/etc/init.d/utm5 core stop

[anee cnenyetr y69ﬂVITbCF|, 4YTO CJ'Iy)K6bI OCTaHoBIEHbI. Hanpumep, Ang NpoBepKM COCTOAHUS S4pa BbINOMHUTE
KOMaHAay:

ps ax | grep utm5 core

2. BbInonHuTe pe3epBHOE KONMMPOBaHNE KOHPUIrypaLMOHHbIX (hannoB U3 AUPEKTopuM /netup/utm5/.

3. Y6eoutechb B HanM4mMmn akTyanbHoOW pesepBHo konun 6a3bl AaHHbIX SQL n geTanbHoM nHgopmaumm o Tpadmke. B
cnyyae OTCYTCTBUSI pe3epBHOW KOMUK NpoM3BeanTe pe3epBHOE KONMMpoBaHue 6a3bl JaHHbIX (Hanpumep,
yTvnuTaMmn mysqgldump, pg_dump). Y6eamTecb B TOM, YTO BCE aHHble MOXXHO BOCCTAHOBUTL 13 PE3EPBHON
Konuu.
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OOHoBEeHMe

4. YpanuTte ctapyto Bepcuto naketa UTMS. Hanpumep, B Debian yganeHne nponssoguTcs KOMaHLOM:
dpkg -r utmb
KomaHga ans FreeBSD:

pkg delete utmd

KomaHpa ansa CentOS:

yum remove utmb

5. YcraHoBuTe HoByto Bepcumio naketa UTMS. Hanpumep, B Debian yctaHoBka npon3BoauTcs KOMaHAON:

dpkg -i utm5-3.004.deb

@ Ecnu e cucmeme omcymcmeytom Kakue-nubo 6ubruomeku, MponucaHHble 8 3a8UCUMOCMSIX yCMaHO804HO20
rakema, osi8UMCcs coomeemcmesytouwee coobuweHue, U ycmaHoeka 6ydem npuocmaHosereHa. B amom criydae

8binosiHUme komaHoy apt - get install -f.
Bbydym ycmaHoerneHb! 8ce Hedocmarouue bubnuomeku, u ycmaHoska UTM5 npodomxkumcs.

KomaHga ana FreeBSD:

pkg add utm5-3.004.tbz

Komanga ans CentOS (V - Bepcusa CentOS: 5, 6 unn 7):

yum --nogpgcheck localinstall utm5-3.004.x86 64-centosV x64.rpm

6. Mpu nepsom 3anycke HOBOW BepcuM siapa NPoOn3BoOAUTCA aBTOMaTudeckoe obHoBneHne cTpykTypbl B, (ecnn
COOTBETCTBYIOLLMI NapaMeTp He OTKINIOYEH B KOHUrypaLumoHHoM danne). B cBasu ¢ atum Heobxoamnmo, 4Tobbl
y4yeTHas 3anuck nonb3osatensa B[, ncnonedyemas agpom UTMS5, obnagana npaBamu, HeobxogumbiMmn ang
co3gaHust U nameHeHus Tabnuuy 6.

Mpu HeobxoanMocTn MOXHO 06HOBUTL CTPYKTYPY Bl Bpy4Hyto. Hanpumep, npu ncnons3osaHnm CYB MySQL
0GHOBMEHWEe NPON3BOANTCH KOMAHAOW :

mysgl -f UIM5 < /netup/utm5/UTM5 MYSQL update.sqgl

Ecnun ncnoneayetca CYB[ PostgreSQL, BbinonHuTe komaHay:

psgl -f /netup/utm5/UTM5 PG update.sgl -d UTM5

7. Ons aBTomaTtu4yeckoro o6HOBMEHWA MHAEKCOB NpU NEPBOM 3anycke HOBOWM Bepcuu sgpa, Heobxoanmo Aobasutb B
KOHpMrypaumnoHHbIn ann sapa napamerp:

verify database index=enable

@ Cnedyem ydecmb, 4mo OaHHasi oriepayus Mmoxxem 3aHsamb MHO20 8PEMEHU.

Mpu HeobxoamMMocTn NpousseamTe 0OHOBNEHME MHOEKCOB 6a3bl AaHHbIX BPyYHY0. Hanpumep, npu
ucnone3oBaHun CYB[ MySQL, obHoBneHMe Npom3BoAMTCH KOMaHOOM:

mysql -f UIM5 < /netup/utm5/UTM5 indexes.sqgl

Ecnun ncnoneayetca CYB[] PostgreSQL, BbinonHuTe komaHay:

psgl -f /netup/utm5/UTM5 indexes.sqgl -d UTM5

@ JaHHas onepauyusi Moxem 3aHsimb 3Ha4umersibHoe epems. [ns MuHumMu3ayuu rnpocmosi MOXHO UCIO0f1b308amb
¢yHKUUIO apxueupoeaHusi mabnuy c uHghopmayueli O CrucaHusIx .
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@ Criedyem y4ecmb, 4mo Mo yMosn4daHuto ecez2da 8bIroNHAEemCcs nposepka cmpyKmypbl apxusHbIX mabnuy Ha
coomeemcmeue mpebosaHusim sidpa. Ecnu e gatine KoHgpuaypayuu si0pa eKkodeH 00rnomHUMesnbHbIU
napamemp verify_archive_tables, mo sa0po nonsimaemcs rnpusecmu cmpykmypy mabrnuy, 8 coomeemcmeue
mpebosaHusim. Ecnu nonsimka 6ydem ycnewHou, mo daHHbIe U3 apxusa rocsie 3agepuieHusi USMeHeHUs!
cmpykmypbI 6ydym ucrnosib308ambCsi rpuU ¢hopMupo8aHuUU omyemos. B npomusHOM criy4ae apxueHbie 0aHHbIe
npu ghopmuposaHuU omyemos y4yumbi8amscs He 6ydym.

8. HaunHasa ¢ Bepcun 5.3-004 nuueH3uns Takke onpegensaer 4OCTYNHOCTb 06HoBneHui. Mepen obHoBneHem oo
3TON BEPCUMU HEOOXOAMMO B NIMYHOM KabuHeTe Ha cTpaHuue netup.ru/UTM5/customer.php npognutb u
3arpya3nTb NPOAJSIEHHYIO NUUEH3NI0. 3aTem, nepes NepBbIM 3anyckoM OGHOBMNEHHOTO Sapa CUCTEMbI, MOMECTUTE
dann reg. sql B AMPEKTOPUIO /netup/utm5. [pn nepBomM 3anycke 0GHOBNEHHOE AP0 aBTOMaTUYECKN 3arpysuT
NMLEH3NOHHBIN KItoY 13 panna /netup/utm5/reqg.sql B B[ n 3atem yganut atot dann. Takum xxe o6pa3om
cnepgyeT OOHOBUTbL Aa@HHbIE O NULEH3UN B Cryyae Kakux-nmbo n3ameHeHun B e€ cocTase (Hanpumep, npu
nprobpeTeHun gononHnTenbHbIX mogynen UTM5).

@ lNeped obHosneHuem do eepcuu 5.3-004 criedyem obsisamernbHO 06HO8UMb STUUEH3U0. B npomusHoMm criyyae
A0po UTM5 He 3anmycmumcs nocrie 06Ho8eHus.

9. MpowusBeauTte 3anyck HeobxoanuMbIX KOMNoHeHToB UTMS.

@ Bce komnoHeHmbI cucmemb! OMmKHbI UMemb 00UHaK08bIU HOMeP cOOpKU. Ecru ucnonb3yromcsi HECKOIbKO
cepsepos, Ha KOMOpbIX 3aryuweHbl PasuyHble kKomrnoHeHmbl UTM5, mo 06HosneHus1 0ormKHbI 6bimb
ycmaHoerieHbl 01151 8Cex 3mux KOMIOHeHmMo8. Co8MeCmHOe UCMob308aHUE KOMITOHEHMO8 CUCMeMbI C
pasnuYHbIMU HoMepamu cb6opKu HeAOMyCcmumo.

Hanpwuwmep, B Linux ans 3anycka sgpa v mogynst DHCP BbinonHuTe kKOMaHab!:
/etc/init.d/utm5 core start

/etc/init.d/utm5 dhcp start

10.Cuctema cpopmumpoBaHusa gokymeHToB B Bepcun UTM5.3-004 He coBmecTuma ¢ Bepcusimu ctaplue 5.3-003.
PekomeHayeTcst 03HakoMuTbCA ¢ JokyMeHTaumen UTMS 1, npn HeobxoamMmocTh, OOHOBUTL LLABMOHbI
[OKYMEHTOB. [1r1s1 BO3MOXHOCTM reHepaLuum JokyMeHToB B doopMaTte PDF TpebyeTcs Hannuune Ha cepepe ¢ UTM5
naketa LibreOffice (B npoTMBHOM crnyyae fOKyMeHTbI reHepupytotcs B popmare ODT).
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BeeneHune

UHTepdenc agmmHucrTpartopa

BBeaeHue

LleHTp ynpaeneHua UTM5 — nporpamma, ¢ NOMOLLbH KOTOPOM OCYLLECTBSAETCA YpaBneHne y4€THbIMU 3anucamm n
HacTporikamy BunnuHroBon cuctemsl. Mpumepsl paboTbl C LEHTPOM ynpaBneHns onvcaHbl B rnase TunoBble
Aencremsa Ha cTp. 113.

@ Bepcusi uHmepgbelica dormkHa cosnadams ¢ sepcueli s0pa UTMS. B npomugHoM criydae uHmepgelc moxem
pabomamb HEKOPPEKMHO.

MeHt0 BEpXHEro YpoBHS Nporpammbl onncaHo B pasgene MeHro. O6Lume NpUHLMNLI OpraHM3aummn nHTepderica
pa3nMYHbIX CTPaHWL, onucaHbl B pasgene O6wue npuHumnbl (cTp. 48). OCHOBHbIE CTpaHWLbl HTEPderica 4OCTYMHbI
Mo CChbIfIkam Ha NeBoV NaHenu, 06beAVHEHHBIM B criedytoLume rpynnbi:

— Monb3oBartenu u rpynnbi (CTp. 49);
— Coob6weHus (cTp. 57);

— Tapudpmkaumsa (ctp. 58);

— CnpaBo4HuKM (cTp. 75);

— Orverbl (cTp. 77);

— Hactpowku (cTp. 85);

— WHTepdpenchl (cTp. 104);

— OononHutensHo (cTp. 109);

— 1C (cTtp. 109)— npucyTcTBYET NpU HanNu4uM Modyns uHterpaumm ¢ 1C;
— O6opynoBaHue (ctp. 110)

— O nporpamme (cTp. 112).

OTaenbHble CTpaHWLbl MOTYT BbiTb CKPbITbI OT KOHKPETHOTO CUCTEMHOIO NONb30BaTENS BBUAY OTCYTCTBUS
MONHOMOYUIA Ha YTeHue. Ecnu Bce cTpaHuLbl rpynnbl CKPbIThI, TO cama rpynna Takke byaer ckpbiTa.

CTpaHuubl, He Bbl3blBaeMble HEMOCPEACTBEHHO C NIEBON MAHENWN UM CTaHAapTHbIMU KHonkamy [lo6aBuUTb 1
PepakTupoBaTb C OCHOBHbIX CTpaHuL, onucaHbl B pasgene Mpoyne cTpaHuubi (cTp. 113).

3anyLeHHasa nporpamma oTobpaxaeTcs B Buge 3Hadka B obnactu ysegomneHuii (cM. 3Ha4ok B obnactm
yBeaoMneHum Ha cTp. 205).

MeHr0

Hwxe onncaHo HasHaveHue NYHKTOB MEHI0 BEPXHEro YpOBHA.

Cucrtema

— MepenoakntounTbCA — OCTaHABNMBAET LIEHTP YNPaBreHUst U OTKpbIBaeT OKHO noakmoyeHns (cm. TunoBble
pencTBuA: YcTaHOBKa M 3anyck Ha cTp. 113).

— WUmnopT — oTKpbIBaeT OkHO nmnopTa (cM. AMNOpT CTPYKTYPUPOBaHHbLIX AaHHbIX Ha cTp. 187).

— Bbixop — 3akpbIBaeT LEHTP ynpaBneHus.

Hactpouku

— HacTtpouku — oTkpbIBaeT OKHO BBOAA HacTpoek. CoaepXuT crieaytoLime HacTPONKK:
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O6Lwme npuHUUNLI

— UsersPerPage — konnyectBo nonb3oBartenen Ha ogHon ctpaHuue (cm. Monb3oBatenu Ha cTp. 49);

— CSVSeparator — BbiGOp cumBona-pasgenuTens Ans akcnoptupyemblx dannos CSV (BapuaHTbl: 3anaTas unm
TOYKa C 3anaTon);

— TurninternetOn — 3HayeHne no ymMmon4aHuio cdnara nogkntoveHus MHTepHeT and co3gaBaeMblX fMLEBbIX
CYEeTOB,;

— NotVPN - 3HayeHune no ymonyanuio pnara He VPN gnsa cosgasaembix IP-rpynm;

— DoNotAffectFW — 3HaueHne no ymonyanuio cnara He npumeHsaTts npaBuna firewall ona cospaBaembix
IP-rpynnm;

— UseCustomPassword — ncnonb3oBatb OTAENbHO 3aAaBaembli Habop CMMBOOB NpY reHepauuy naponen ans
co3gaBaeMbIX Nonb3oBaTenein;

— CustomPasswordCharset — Ha6op cMMBONOB, UCMONb3yeMbIX A1 FeHepauum napons npu npocTaBreHHOM
dnare UseCustomPassword,;

— CustomPasswordLength — gnvHa reHepupyembIx napornen npu NpoCTaBNEHHOM dnare
UseCustomPassword;

— DoubleRounding — konunyecTtBo Lmdp nocne 3ansaTon, 4O KOTOPOro OKPYrnstoTCA AeHEXHble CYMMb;
— HousesPerPage — konnM4ecTBo AJOMOB Ha OAHOW CTpaHuUe;

— FirstTime — donar 3anycka B nepBbii pas;

— Language — s3bIk UHTEpDENCA;

— SavePassword — donar coxpaHeHus napons;

— SaveSettings — pnar coxpaHeHMs HaCTPOEK.

— lopsume KnaBULWIN — OTKPLIBAET OKHO HA3HAYEHUS FOPSUYNX KNaBuLL AN PasfinYHbIX TUNUYHBLIX 4EACTBUNA. o710
OKHO COAEepPXUT crneayrowine Bknagku:

— OcHOBHoOe OKHO—HaCTpOVIKM ropaymx Knasuwl aOnda goctyna K cTpaHuuam, OOCTYNHbIM B OOKOBOM MeEHI0
OCHOBHOrIO OKHa MHTepdenca agMUHUCTpaTopa;

Monb3oBaTtenb — HaCTpOIZKVI ropaydmx Knasuwl Ana Aoctyna K cTtpaHuuam, AOCTYNMHbIM B OOKOBOM MEHIO OKHa
penakTupoBaHuUA NOJib30BATENA;

— Avnep — HacTPOWKM ropsYMX KNaBuLl ANs J4OCTyna K CTpaHuuam, AOCTYNHbIM B BOKOBOM MEHIO OCHOBHOMO OKHa
nHTepderica annepa;

Ycnyra — HacTpOWKy ropsiumx KnaBuL Ans JOCTyNa K CTpaHuuam HacTpoeK ycnyru;
— BpemeHHas 30Ha — No3BonseT BbIGpaTh YacoBOW MOSIC U3 BbiNagaroLLero cnucka.

— Coo06wweHus — No3BonseT HaCTPOUTL ONuuK NpeanpocMoTpa coobLueHni (cm. CoobeHus Ha cTp. 57).

@ lpu ycmaHoske cucmembl UTM5 asmomamuyeckue ebibupaemcsi 4acoeoli nosic, 3adaHHbIli 8 HacmpoUKax
ornepayuoHHOU cucmemeil.

NMomowb

— O nporpaMme — BbIBOAMT UHPOPMaLIMIO O BEPCUM NMPOrpaMmbl.

— CnpaBka — BbI30B CMPaBKMu.

OGwme npuHUUNbI

Ha ocHOBHbIX CTpaHuLax MHTepdeica NpueeaeHbl TabnuLbl CO CMMCKaMM CyLLIHOCTeN (Nonb3oBaTtenu, yenyrmu T. 4.),
C PAOOM XapaKTEePUCTVK AR KaXO0N CYLLHOCTM.

Mpu HaxkaTM NPaBOW KHOMKM MbILLIM HA CNICKaX OTKPbIBAETCS KOHTEKCTHOE MEHI0, codepallee KoMaHabl:
PepaktupoBaTtb, Yganutb (ecnv 3To gonyckaeTcs MofHOMoYnsiMu nons3oBatens), O6HoBUTbL, CTonbubl, a Ha
HEKOTOPLIX CTPaHMLAXx - cneLnanbHble 4ONONMHUTENbHBIE KOMaHAb!, ONUCaHHbIE B COOTBETCTBYIOLLMX pasgenax.
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[Nonb3oBaTenu u rpynnbl

Ctonbubl Tabnmy MOXHO NepeTackMBaTh MblLbio. MOXHO Takke MHAMBUAYaNbHO HacTpavBaTh LMPUHY CTON6LO0B,
nepemMellasa MblllbO UX rPaHULbI. OTo6pa>|<eHV|e OoTAernbHbIX CTOJ'I6LLOB BKIOYaeTCAa U BbIKNMOYaeTcd nocpeacrtesom
KOHTEKCTHOrO MeHto (NyHKT CTon6ubl). HacTpornky no ymonyaHuio, Kak npaBuno, nogpa3yMmeBatoT 0TobpaxeHne Bcex
OOCTYMHbIX XapakTEPUCTUK (T. €. MakCMMaribHO BO3MOXHOE KOMNMYeCTBO CTONOLIOB BO BCex Tabnumuax).

3anucu B Tabnuue MoryT ObITb OTCOPTUPOBaHbI MO J'IPOGOMy CTOJ'I6LI,y I'IyTéM Ha)kaTusi Ha ero 3arosfioBok. [loBTopHOe
Ha)kxathne naMeHAeT NnopAaaoK COPTUPOBKKN Ha 06paTHbIl7I.

B tabnvue MOXHO BblAENNTL HECKOMNBKO 3anucert 0OQHOBPEMEHHO, NOMNb3ySACh NEBON KNaBuULLEN MbILLW MPY HaXaTon
kHonke Shift (Bblgensetca avanasoH) unu Ctrl (BbigensoTcs otaensHble 3anncn). Haxatue Ctrl - A BbigenseT Bce
3anucum.

MyHKT KOHTEKCTHOIO MEHI0 KCNOPT NMO3BONSAET KCNOPTMPOBaTh cnncok B hopmate CSV nnm XML, ¢ y4ETOM TeKyLLMX
HacTpoek oTobpaxeHns cTonbuoB..

Cnuncok MoXeT umeTb nHTepdenc ana gobasneHus, yaaneHus, Unm n3MeHeHns CBonx anemMeHToB (KHonkv [lo6aBuTb,
PepaktupoBaTb 1 YoanuTthb), eCnv 3TO COOTBETCTBYET HAa3HAYEHWUIO [AHHOW CTPaHULLbI U [OMNYCKaeTcs
NorHOMO4YMsSMM nonb3oBaTens. B cnyyae HegocTaTouHbIX NOMTHOMOYMI HEKOTOPbIE KHOMKM MOTYT BbITb HEAOCTYMHbI.
Ecnu nonb3oBaTenb MMeET TONbKO NpaBa NPOCMOTpPa, KHoMnka PepakTupoBaTh 3ameHsieTcs Ha MpocMoTpeTb. Kak
npasuno, ana AobaBneHns UM N3MeHeHNs arieMeHTa OTKPbIBAOTCS crneunanbHble MHTepdencHble okHa. KHomka

| (@ CBpockTe |B HEKOTOPbIX OKHaX peaakTupoBaHUA NO3BONAET yaannuTb BCe HeCOXpaHéHHbIe N3MEeHeHUA.

KHomka |  ofroenme  |MO3BONAET OGHOBUTBL CMIUCOK, T. €. 0TOBPAa3UTL U3MEHEHMS, KOTOPbIE MOTN BbiTb BHECEHbI B
APYrMX OTKPbITbIX OKHaxX LEeHTpa ynpasneHus, unv gpyruMm agMMHUCTPaTopoM, U NPOM30NT aBTOMAaTUYECKN.

BepxHee MeHto (cMm. MeHIo Ha cTp. 47), neBasi NaHeslb CO CMMCKOM CTPaHUL, M CTPOKa CTaTyca B HKHE YacTu
(oToGparkaeT BpeMsi Mo Yacam cepBepa) OCTalTCsl AOCTYMHLIMU Ha Noboii U3 CTpaHuL UHTepdelica.

Mpun notepe coeguHeHus ¢ sapom UTM5S ¢okyc nepemelliaeTcsl Ha BCMIbIBAKOLLIEE OKHO NePEenoaKITioYeHNs.
NMonb3oBaTtenu un rpynnbi

Monb3oBaTtenu

Ha ctpaHuue Monb3oBaTenu NpMBEAEH CBOAHbIV CMNCOK Nonb3oBaTtenen (cM. basoBble 06bEeKTbl CUCTEMbI:
Monb3oBaTenu Ha cTp. 18), cogepxalynii cneagyoLLyio MHOPMaLMIO O KNUEHTax:

ID nonb3oBaTens — ngeHTUUKaTOp Nonb3oBaTens.

JlornH — norvH nonb3oBaTens B cUCTEME.

OCHOBHOM NULIEEBOW CYET — HOMEP OCHOBHOIO MNMLIEBOrO CYETa Nonb3oBaTens.

MonHoe uMsa — NoNHOE UMS UM Ha3BaHWe opraHM3aumm.

Tun GHOKMPOBKVI — cTaTtyc 6]'IOKVIDOBKVI OCHOBHOTO NIMLIEBOrO CHETa Nob3oBaTens.

BanaHc — cymmapHbIi 6anaHc Bcex N1LEeBbIX CHETOB NOMb30BaTens.

IP (VPN) u IP (He VPN) — cnucok ceTei, 3agaHHbIX ANsi 4aHHOMO Nonb30BaTerns B CBOMCTBAX CEPBUCHbBIX CBSI30K
ycnyr nepepayu IP-tpaduka.

CTpaHuua cogepXxuT cneayowme NHTepencHble SreMeHTbl:

KHorka | £ adiasnrs |OTKpBIBAET OKHO J0GABNEHUs nonb3oBartens (cM. [lobaBneHue nonb3oBaTens Ha cTp. 50).

KHonka | & peascruposars  |OTKPLIBAET OKHO CBOMCTB Mornb3oBatens. B okHe nmeeTcs psia CTpaHuL, AOCTYNHbIX NO

CCbINkaM Ha NeBoI NaHenu, kotopble 06beANHEHBI B criegytoLune cBopayvBaemble rpynbl: Monb3oBaTtenb
(ctp. 51), Tapudomkaums (ctp. 51)u OT4yeTbI (CTp. 53).

KHonka | & vaanime |yA@nsieT nonb3oBaTensi, €CNv NpeaBapuTeNbHO yaarneHsl BCe acCoLMMPOBaHHbIE C HUM
CepBUCHbIE 1 TapudHble CBA3KW. B NpoTuBHOM criyyae BbigaéTcsa cooblieHre o6 olmnbke.

KHonka | ©, rowx (OTKpbIBaET OKHO noucka (cM. Mounck nonb3oBaTenei Ha cTp. 114).
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— KHonka | @ srecrunnarex  OTKPLIBAET OKHO BHECEHWs nnaTexa (cM. BHecTu nnartex Ha cTp. 113).

KOHTEKCTHOE MEHI0 Cnncka nonb3oBaTtenen No3BonseT BbINOMHUTL cnegywouimne onepaummn ons Bbl6paHHOFO
nonb3oBaTtend:

— BKITIOYNTbL VIHTEpHET;
— BbIKMOYNTL NHTEpHET;
— BHeCTV nnaTex.

Cnucok nonb3oBarernew, B OTM4me OT O0NbLUMHCTBA APYrMX CNCKOB, 0TOBpaXkaeTcs NOCTPaHNYHO; nHTepdenc
HacTpoek oTobpaxxeHus (Ymcna nonb3oBarternen Ha CTpaHULEe M HoOMepa CTPaHWULLbl) HAXOOAUTCS B HDKHEN YacTu
cnucka. KonnyecTso nonb3oBaTtenemn Ha CTPaHuLEe COXPaHAETCs Npu BbIXoAe M3 NporpaMmbl.

Einit@ll).l.zisii (Agmmancrpatop) -|EI ﬂ

Cuctema  HacTpolikk  Momowe

IC

‘ ;ﬂuEEEMTb | | ;, PenakTrposate | | ;_Ynanmb ‘ | (& ObHoEMTL | ‘ +, Moncs ‘ | 18) BrecTn nnatex ‘

= MNonb3oBaTeny

r ID nonb3oBaTt... | Norud | OCHOBHOA NALL .. | MonHoe s |Tv|r| BnokuposkM |EEHEHE ‘ IP (VPN) | IP (He VPM)
£ NapTosHeIE Nonb30BaTEM 1 postpay 1 Het 1000.000
et

; Annepbl
g Fpynnet

P
&P CHETerHEle TPyl

58 ryn kapT onnatel

[+ IP rpynnel
£

!

CTpOKVI crmcka BbleneHbl LLBETOM: KpacHbIN O3HAYaEeT, YTo cHeTa nonb3oBaTens 386HOKVIpOBaHbI, 3€eMéHbIN — YTO He
336J'IOKMPOBaHbI, XKENTBIN — YTO HEKOTOPbIE N3 CYETOB 3a6J'IOKVIPOBaHbI, a HEeKOTOpble HEeT.

[HobaBneHue nonb3oBaTens
OkHo fobaBneHus nonb3oBaTens NoapasfAenseTca Ha cnegyoLne CTpaHuLbl:

— OcHoOBHbIe NapameTpbl — IOrMH, HaMeHoBaHue, Naposb 1 napameTp Pabora no npegonnare. JlornH
NPOBEPSIETCSA Ha YHUKANbHOCTb, U MOXET BKITHOYaTb CriedyloLimMe CUMBOJIbI: CTPOYHbIE ByKkBbI (a-z), undpbl (0-9),
TOYKM, 3anaTele, ‘@, “_", “-" n “/". ImeeTcsa BO3MOXHOCTb CreHepmpoBaTh CrlydariHbIv Naporb, KOTOPbIA
aBTOoMaTtuyecku noacrtaensetca B nong Maponb n MNoarBepxaeHue, a Takke NokasbiBaeTCA SBHO B None
CreHepupoOBaHHbIW NAPONb.

[aHHas napa “noruH: naposnb” NPUMEHSETCSA TONBbKO ANs AOCTyNa K Nofb30BaTensckoMy MHTepdeiicy (Cm.
YTunuta utm5_tray Ha cTp. 2021 Web-uHTtepdeic Ha cTp. 206).

— [JononHuTenbHbIe NapamMeTpbl — NAacnopTHbIE AaHHbIe U DaHKOBCKME NapameTphbl, a Takke AONONHUTENBHO
3aBeféHHble napameTpbl nonb3oBatens (cM. : [lononHuTenbHbIe NapaMmeTpbl Ha CTp. 87).

— KOHTaKTbI — KOHTaKTHble AaHHble (agpec, TenedoH, e-mail) nonb3oeaTens.

— Apyroe — npo4yne napaMeTpbl, aCCOLMUPOBAHHLIE C NONb30BaTENEM: UCMOSb3YEMbIN MPOUIbL JOKYMEHTOB,
HaMMeHOBaHWe 1 NOpT YAanEHHOro KOMMYTaTOpPa; 3akpennéHHasa BantoTa nonb3oeaTtens. [NogpobHee o npodnnsx
AokymeHToB cM. Mpocdunu nokymeHToB Ha CcTp. 98.
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Monb3oBaTenb

prnna cTpaHuL Monb3oBaTenb B OKHE CBOMCTB MOSb30BaTENS BKNOYAET cnenyouine CtpaHuubl:

RETS

o [2

OCHOBHEBIE NApaMETPbI
-

OCHOBHOI TMLEBOI CHeT |Z

AONOnHATENEHEIE NaRaMETRE! -
Narvn |\:||Er|t

W KoHTaKTBI
Havmerosarne |

_.: AONoNHATENEHEIE KOHTAKTE!

;ﬁc Fpynne Maponk | ........ Py

o Apyroe MNoaTEEmHKAEHE | ........ ‘

._l- AOKYHEHTE PafioTa no npenonnate ||

HHthopHauna ‘ MoKa3aTh NEMATKY NOMb30BATENA ‘

TapHbHEaUHA ‘ MNpressaTe k aunepy

OTHETEI

| (@ ChpoouTe | v (] ‘ W 3akpeTe |

— OCHOBHbIe napamMmeTpbl — JIOr'MH, HAaMMeHOoBaHWe, Naposb U crieayruine arieMeHTbl:

— napameTp Pa6oTta no npefonnarte (ecrnv OTMEYEH, TO ANs NEpUOANYECcKUX YCIyr C METOLOM CHATUS cpeacTs B
Havarne pacyéTHOro nepuoaa cyeTa BbICTABNAOTCS NOMb30BaTEN0 TakKe B Ha4Yane nepuoaa; Ha nopsiaok
CNUCaHWUiA He BNUSET);

— kHornka MokasaTb NnaMATKy nonb3oBaTesNA — NokasbliBaeT NamsATKy Arsi nonb3oBaTens (KOHTaKTHas
WHopMaUUs, NOTUH, Naponb);

— kHorka MpuBsasaTtb kK Aunepy — NO3BONAET NpMBA3aTb NONb30BaATENA K CyLLEeCTBYOLWEeMY annepy (CM. Mo.qynb
aunepa Ha CTp. 195), T. €. OTKPbITb J@aHHOMY Aunepy OO0CTYyn K 3TOMY NONb30BaTenio.

— [ononHuTenbHbIe NapamMeTpbl — NacnopTHbIE AaHHbIE U GAHKOBCKME NapaMeTphbl, a Takke AOMOSTHUTENbHO
3aBefEHHble NapameTpbl Nonb3oBaTtens (CM. : lononHuTenbHbIE NapaMeTpbl Ha cTp. 87). baHkoBckme
napamMmeTpbl MOryT ObITb 3aNONHEHbl aBTOMAaTMYECKN NpU CBA3bIBAHUM NOMNb3oBaTtens ¢ 6aHkom (cm. Cnucok
6aHKOB Ha cTp. 76).

— KoHTakTbl — nepcoHanbHble faHHble (agpec, TenedoH, e-mail) KOHTaKTHoro nuua. Agpec MoxeT GbITb 3anofHeH
aBTOMaTUYECKM NPU CBA3bIBAHWM NONb3oBaTens ¢ AoMom (cM. [loma Ha cTp. 76).
Takke Ha 3TOM CTpaHuLe HaxoauTcs onuusi BeickinaTtbk cyeta no email, koTopas cTaHOBUTCS JOCTYNHOW Npw
BBOAE e-mail.

— [dononHuTtenbHble KOHTaKTbl — MHOPMaLNA O AOMNONHUTENBHbLIX KOHTAKTHbIX fMLax.
- I'pynnbl — rpynnbl, B KOTOPbl€ BXOOMT NOJib30BaTe b, C BOSMOXHOCTbIO pobaeneHns B rpynnbl 1 yaganeHna n3 HuX.

— [Apyroe — npoyne napaMeTpbl, aCCOLMUPOBaHHbIE C NONb3oBaTenemM (UCNornb3yembli NPouIb AOKYMEHTOB,
agpec u NopT yganéHHoro KoMMyTaTopa; 3akpennéHHas Baniota nons3osatens). NMogpobHee o npocunsax
nokymeHToB cM. Mpodunu nokymeHTOB Ha cTp. 98.

— [OKyMeHTbI — CMMCOK JOKYMEHTOB NOMb30BaTens ¢ BO3MOXHOCTbIO PeAaKTMpOBaHus, 4obaBneHns n yaaneHus.
[loKyMeHTbI MOXHO co3faTb Ha OCHOBe LWabnoHoB (cM. LlabnoHbl AoKyMmeHTOB Ha cTp. 95), nMbo 3arpy3nTtsb B
BuAae *odt - channa.

@ B kadecmee OokymeHma nonb308amerisi MOXHO 3agpy3ums nobol ¢gpalinn 8 popmame *.odt

— WHdopmauusa — CJ'Iy)KeGHaFI MHdopmaLmsa (uaTa N BpemMsdA co3gaHnA nonb3oBaTtena n nocnegHero UsSMeHeHusa ero
,D,aHHbIX), [O0CTynHaA TONbKO AnA NpocMoTpa.

Tapudukauums

lpynna ctpaHuy Tapudukaums B OkHe CBOMNCTB NOMb30BaTeNs BKMNoYaeT crneayoLime cTpaHuLbl:
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— JlnuyeBble cyeTa — CNUCOK NINLEBbLIX CHETOB NOSb30BaTENS C VIHTepCbeVICOM ans nobaBneHus, 3BMeHeHNs 1
yaaneHna nuueBbiX CHETOB, a Takxe ANnA BHeCeHUA nnaTexen.

PepaktnpoBaHve n gobasneHvne nponsBoanTCs B OKHE CBOMCTB NuLEBOro cyeta (cM. JinueBom cyeT Ha cTp. 114).

Mcnonb3oBaHue onucaHo B npuMmepax CosgaHue nuueBoro cuyéra Ha ctp. 117v YaaneHue fONONHUTENLHOrO
nuuesBoro c4érta Ha cTp. 118.

@ UmobbI usmeHUMBb ycoausi G/I0KUPOBKU NTULE8020 cuéma, ecriu OH yxe 3abioKupoeaH, Heobxo0uMo
8PEMEHHO CHSMb Cywecmeyoulyto 6II0KUPOBKY U 3ameM HaloXump €€ CHO8a C U3MEHEHHbLIMU yCr108USIMU.

LLlenyok npaBor KHOMKOM MbILIK MO OQHOMY U3 NnLEeBbIX CHETOB Ha CTpaHuLe, OTKPbIBA€T KOHTEKCTHOE MEHHIO,
coaepxalee, nOoMMMO CTaHOapPTHbIX, cneayune arnemMeHTbl:

Cronfiusl »

SKCnopT

PeaakTHPOBaTE
¥AanMTE

OAHOEMTE

EbiknHnTE MHTEpHET

Koppexumra BanaHca

— BbIknounTtb UHTEpHET — OTKMNIOUNTL A0CTYN B VIHTEPHET Ans AaHHOro NMLEBOro cyeTa

— Koppekuusa 6anaHca — koppekumsa 6anaHca nmueBoro cyeta.
Mo3sonseT ckoppekTupoBaTb 6anaHc 1 ocTaBUTb KOMMEHTapuin. Onepaummn KoppekLun cHeTa n KOMMEHTapUK K
HUM OTpaxaroTcs B oT4eTe M3MeHeHUs o1bL308ameris.

- CepBVICHbIe CBSA3KM — CMMCOK CEPBUCHbLIX CBA3OK MOMNb30BaTeENS C MHTepdencom ans nobaBrneHnsi, U3BMeHeHus n
yAaneHud, a Takke co crneyrwnMmmn anemMeHTamm:

— MpeponnayeHHbIN TpaduMK — HACTpOVika NpeaonadYeHHoro Tpaguka (akTMBMpyeTes, korga B cnvcke BblbpaHa
cepBucHas cBsa3ka ycnyru nepegayum IP-tpaduka);

@ Konu4yecmeo ripedornnayeHHO20 mpaguka Hesb3s yMeHbWums. A npu ysenudyeHuu crnedyem y4yumsieams,
4mMo UMmMoe08oe Konu4ecmaso eceeda OmcHUMbI8aeMcs 0mM Konu4ecmea rnepeoHaqasibHoO yCmaHOo8IeHHO20,
nubo om Konuyecmea ocmasuweaocs rpedonnadeHHo2o0 mpaguka. Harnpumep, ecnu npedornnadyeHHO20
mpagpuka ocmarnock 150 M6, u HyxHo dobasums 100 M6, criedyem dobasums 100. Ecniu nocrne amozo
nompebosanocs dobasums euje 100 M6, mo cnedyem dobasums 200, nomomy Yymo rpubasnsmscsi 3mo
Konu4yecmso 6ydem Kk ucxodHbiM 150 M6.

— YctaHoBka RADIUS aTpubyTtoB — BBog RADIUS-atpnbyTtoB onst BoIGpaHHOW CEPBUCHOW CBA3KY;

— BbIGop cyeTa — BbINagaoLLmMii CNMCOK Ans Bbibopa 04HOro 13 NMUUEBLIX CHETOB MOMb30BaTeNs.
PepakTupoBaHve n gobaeneHne NpomM3BoAMTCS B OKHE CBOWCTB CEPBUCHON CBSI3kM (CM. CepBUCHasi cBA3Ka Ha
cTp. 116).

Wcnonb3osBaHue onucaHo B npuMepe CosaaHue cepBUCHOMN CBA3KM Ha cTp. 119.

— TapudHble cBA3KM — CNNCOK TapndHbIX CBA30K NONb3oBaTens ¢ uHTepdercom ans nobaBneHnsi, UaMeHeHus1 1
yAaneHud, a Takke Cco crneyrwnMmmn anemMeHTamm:

— WcTtopusa — BbIBOAUT NCTOPUIO NpeabIAYLIMX TapudHbIX MaHOB Nofb3oBaTens;

— BbI6oOp cueTa — BbiNagaroLLmiA CNMCOK A BbiIGopa 04HOro M3 NULEBLIX CHETOB MNOMb3oBaTenNs.
PepaktnpoBaHue n gobasneHne NnponsBoamnTCS B OTKPbIBAOLLEMCS OKHE CBOMCTB TapudHON CBA3KN (CM.
TapudHas cBsaska Ha cTp. 115).

Mcnonb3oBaHne onucaHo B npumepe Co3paaHne cepBUCHON CBA3KM Ha CTp. 119.

— TexHuueckue napameTpbl — NPOM3BOSbHbIE MapamMeTpbl, aCCOLUNPOBAHHbIE C NULIEBBIM CHETOM MOMNb30BaTENS.
3HayeHMs TEXHUYECKUX NapaMeTpoB MOTYT NOACTaBNATLCA B KOMaHAb! AN ynpaBneHus cTopoHHum M0,
oTnpaBnsieMble cucTeMoi Npu onpedenéHHblx cobbiTusx, cm. UTM5 RFW: Mpasuna firewall Ha cTp. 165.
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— Kopbl aktuBauum IPTV — cnvcok KoJI0B akTMBaLMKM AN KapTbl AOCTYNa, 3aKpenneHHo 3a BbiGpaHHbIM MULIEBLIM
CYETOM.

OTyeThbl

lpynna ctpaHuy OT4YeTbl B OKHE CBOMCTB NONb30BaTeNs CO4epXUT MHTepdenc hopMrMpoBaHMs OTYETOB Ast
BblOpaHHOro nonb3osarens. OTaenbHble TUNbI OTYETOB HAXOAATCA Ha OTAEMbHbIX CTpaHuuax. MiHTepdenc nageHTnyeH
TaKOBOMY Ha CTpaHuuax obumx oT4e€ToB (CM. OTYETbI Ha CTp. 77), 3a NCKIIOYEHNEM credyoLwWwnx aetanem:

— OrtcyTCTBYET BO3MOXHOCTbL BbIGOPA rpynnbl;

— Ha Bcex cTpaHuuax, 3a uckntodeHmem ot4étoB Tuna fleTanbHbiv Tpaduk, MNpadunyeckne otveTbl U U3ameHeHUn
nonb3oBaTenen, ecTb BbiNagatoLwuii CNMCOK, NO3BONALWMIA BbIOpaTh Ans (hopMrpoBaHMs OTYETa OOUH U3
NMLEBBLIX CYETOB NONb30BATENSA UM BCE CYETA.

— Ha ctpaHuue JokymeHTbl, Ha Bknagke CyeT, ecTb kHonka HoBbIn cyerT.

MpenycMoTpeHbl crnegytowme Tunbl OTYETOB:

— OCHOBHOM — OTHYET HAYUCIIEHWUIA 1 CMIMCaHWIA NO YCryram BCex TUMOB.

— BnokupoBku — oT4eT no 6rnoknpoBkam nonb3oBaTens (Tun 6NOKMPOBKN, BpeMs Havana, Bpems OKOHYaHus).
— Tpadmk — notTpebneHne Tpaduka ¢ AgeTanusaumen no knaccam.

— TenedoHUsA — CTAaTUCTMKA 3BOHKOB.

— TenedoHHbIe HanpaBneHUA — CBOAHAA CTAaTUCTMKA 3BOHKOB MO HanpaBreHUsim.

— Dialup n VPN - ctatuctuka dialup-coegmHeHun.

— MnaTtexun — cnncok nnaTexen.

— Ycnyru — cnucok ycnyr.

- D,pyrue cnncaHusa — cnmcaHua, He CBA3aHHbIe C yCcnyramMmu (cropaHme nnarexa, oTkaTt nnaTtexa, 06Hy]'leHI/le B
Ha4vane nepuopa, ecrnn Takaa onuma 3aﬂel7ICTBOBaHa).

— [BwxeHue cpeAcTB — BHYTPEHHWIA NEPEHOC CPEACTB MEXAY CHETaMM, OCYLLECTBNSEMbIN CamUMm
nonb3oBaTensmMm.

— [OeTtanbHbIit TpaduK — NoTpebneHne Tpadmka ¢ NonHoM aeTanusaumeit (agpec v NOPT UCTOYHMUKA U NonyyaTens).

— [dokymeHTbl — OTYETEI MO AOKYMEHTaM (cyeTa, cyeTa-akTypbl, akTbl O BbINOMHEHHbIX paboTax, AeTanbHbIN
oT4éT). Ha Bknagke CyeT ecTb kHOMka HoBbIN cyeT, no3sonsiowas chopMmMpoBaTh HOBbIV CHET C MPOM3BOSbHBIMU
No3NUMAMN.

— W3meHeHMs nonb3oBaTensi — CNMCOK M3MEHEHUI NONb30BaTENBLCKON MHOpMaLIMK.
— Cropatouiye nnaTexu — CMMCOK CropatoLLux nraTexen.
— Ipadnyeckmne otyeTbl — oTHET O NoTpedbneHun yenyr (IP-Tpaduk, dialup, TenedoHus) B rpadudeckon gopme.

— WUnpguBupyanbHbIe ycryru — oT4YET MO CNMCaHWAM, NPOM3BEAEHHBIM MO 3anpocy CTOPOHHUX MPUINOXEHNIA,
MHTEerpmpoBaHHbIX ¢ UTMS.

— DHCP apeHga — nctopus DHCP apeHz 3a BbIGpaHHbIN NPOMEXYTOK BPEMEHN.

KapTo4yHble nonb3oBaTtenu

Ha aToi cTpaHuLe nepedmcreHbl KapTovHbIe NONb30BaTenu, CreHepUpoBaHHbIE aBTOMAaTUYECKU NMPU BXOAE MO KapTam
onnartbl Ha CTpaHWLEe aBTOMaTM4eCcKol permctpauum B web-nHtepderice (cM. Web-uHtepdperic: Bxoa B cuctemy Ha
cTp. 206). [lo6aBneHMe KapTOYHbIX NOMb30BaTENen BPy4YHYHO He NpeaycMoTpeHo. CTpaHuua CoaepXxuT cregyrolime
UHTEPMENCHbIE ANEMEHTbI:

— KHomka | &4 Pesaxmvposare  |OTKPBIBAET OKHO CBOWCTB MoOMb30BaTensl.

— KHonka | & vasmrs |ygansiet kapTo4YHOro Nonb3oBaTers, ecriv NPeaBapuTEnbHO yaarneHs! BCe acCoLMnpoBaHHble ¢
HUM CEepPBUCHbIE N TapUhHbIE CBS3KN.
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— KHonka | @ srecrunnarex  OTKPLIBAET OKHO BHECEHWs nnaTexa (cM. BHecTu nnartex Ha cTp. 113).

— KHonka | @ owcrrs |yAansieT nonb3oBaTeneil, CBS3aHHbLIX C MPOCPOYEHHBIMU KapTamMm.

WHTepdeic cosgaHusa kapT onnatbl onucaH B pasgene Myn kapt onnatbl Ha cTp. 55.

CucremHble nonb3oBaTenu

Ha naHHol cTpaHuLe NpuBeaEH CNMCOK CUCTEMHbIX Monb3oBaTtenel (cM. bazoBble 06beKTbI cucTembl: CUCTEMHbIE
nonb3oBaTenu Ha cTp. 18) ¢ BO3MOXHOCTbIO 06aBNeHus, pegakTMpoBaHua 1 yganenus. Mpu cosgaHmm nnm
penakTnpoBaHUM CUCTEMHOIO Nonb3oBaTend MOXHO BKITIOYUTL €ro B 0O4HY UM HECKOJ1IbKO CUCTEMHbIX rpynn (CM.
CucTtemHble rpynnbl Ha cTp. 55), 4To onpegenser ero npasa.

Konkw [ astesme |11 [ pesmcnoosar_0TKPBIBAIOT OKHO ol x|
CBOWCTB CUCTEMHOIO nonb3oBaTtend, cogepiallee cneayroiuine CHCTEMHLIA NONb30BaTENb - CBOACTBA
nons Beoga: ID nonesosatens | \
I staffl
— ID nonb3oBaTtens — ngeHTUdMKaTOp Nob30BaTENS. orn [st |
Mapone PTTIII ‘
— JlormH - norviH B cucteme.
MNogreepxaeHue sesssans ‘
(1) JlozuHsl cucmemHbix nonb3oeamenetli He Mogym 2.5 |
coenadamep ¢ f102uUHaMu 0bbIYHbIX Nofb3osamerned. MR IEREED |0:/128 |
CUCTEMHBle FPy N6l | [0baBuTs ‘
— Maponb, nogreBe eHWe — rnaporb A58 BXO[a B CUCTEMY.
P ’ A pXA P A A y 1D rpynnsl ‘ VIMA rpynnbl ‘ VHbOpMaLWA
— IPv4 noacertsb, IPv6 noacetb — agpec nogceTu, N3 KOTOpon 9999 Dealer

paspeluaeTcs 4OCTyN nonb3oBaTento (Heobs3aTenbHbI
napameTp). Cm. IP-apgpeca Ha cTp. 28no noBoay dopmara
BBOAA.

— CucTteMHble rpynnbl — CIUCOK CUCTEMHbIX rpynr, B
KOTOpble BXOAMT AaHHbI Nonb3oBaTenb. M3ameHeHus, Lok | [ @ormera
BHECEHHbIE B CMMCOK CUCTEMHbIX IPYNM, BCTYNaKT B CUNy
TOMbKO nocne nepesanycka sapa UTMS.

Owvnepbl

Ha paHHoM cTpaHuue NpuBeaéH CNUCOK OUMNEPOB C BO3MOXHOCTLI0 A00aBNeHUs, pegakTUpOBaHNs 1 yaaneHusl.
Ovnepbl 06nagatoT BO3MOXHOCTbIO BbIMOMHATL OTAENbHbIE (DYHKLUM agMUHUCTPaTopa Mo OTHOLLEHMIO K YacTu
nonb3oBaTtenemn.

HasHayeHne gunepos, nx co3gaHne 1 onepauumn ¢ HUMK onucaxel B rmase Mogynb aunepa Ha ctp. 195.

Mpynnbl

Ha naHHoI cTpaHuLe NpuBeaéH CNMCOK rpynn nosfib3oBaTtenen ¢ BO3MOXHOCTbIO A0baBneHus, peqakTupoBaHusi,
yOaneHus rpynnbl, ¥ rpynnoBbiX onepawuii.

PepaktupoBaHune MoXeT BkNtoyaTh B cebs yaaneHue nonb3oBaTenen ns gaHHown rpynnel. JobaBneHve nonb3osarenem
B rpynny MOXeT NPOn3BOANTLCS HA CTPaHMULE CBOWMCTB Nonb3oBaTens (cM. : Fpynnbl Ha cTp. 51), a Takke Ha cTpaHuue
novcka (cm. Mouck nonb3oBatenen Ha cTp. 114).

BosmoxHbI cnegytoLme rpynnoBbie onepauum:
— Bknrountb UHTepHeT ANns BCEX y4aCTHWUKOB AaHHON rpynmbl;
— Bbikntountb MHTEpHET Ans Bcex y4acTHUKOB AaHHOM rpynnbl;

— Ob6BbeanHUTb BCex 3abNoOKMPOBaHHbIX B rpynny (Bce 3a0noKMpoBaHHbIE MNONb30BaTeNn 406aBNAOTCA K AaHHOM
rpynne);
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— YctaHoBUTb TapudHbIA NNaH creayoLero pac4eTHoOro nepuoaa Ans y4acTHUKOB A4aHHOW rpynnbl, UMEOLLMUX
OaHHbIN TapudHBIA NNaH B KaYecTBe crieaytoLlero (Mnv ans BCex y4acTHMKOB AaHHOWM rpynmbl, eCrv BblopaHo
“IMioboin”).

@ B Hopme y kaxdoeo rnonb3oeamersi uMeemcsi meKyuwjuti mapugbHbll rnaH, a makxxe Ha3Ha4eHHbIU mapugbHbIl
nnaH 0ns cnedyrouweeo nepuoda. dmu dea niiaHa Mo2ym Kak cosrnadames, mak u omnauyamscs. Bbibop
npou3sodumcs Ha 0cHoge raHa 0715 criedyroweao nepuoda.

— W3mMeHUTb NONUTUKM CNUCaHUA A4S Y4aCTHUKOB AaHHOW rpynnbl, AN KOTOPbIX AENCTBYET Ha AaHHbLIA MOMEHT
BblGpaHHas B none U3MeHUTb TONbKO ANs NonMTMKa cnMcaHns (Mnu 4nst BCeX Y4acTHUKOB AaHHOW rpynnbl, eCrn
B 3TOM nore BbibpaH BapuaHT “Jlio6oin”)

CucremMHble rpynnbl

Ha naHHol cTpaHuLe NpuMBeaEH CMCOK CUCTEMHBIX FPYMM C BO3MOXHOCTbIO 06aBMNEHNS, pefaKTUPOBaHUs, yaaneHus
1 KONMPOBaHWS (KONMMPOBaHMWE BbI3bIBAETCS| U3 KOHTEKCTHOTO MEHI0). CUCTEMHbIE FPYNMbl CRyXaT AJ151 HACTPOWKM NpaB
CUCTEMHBIX Nonb3oBatenen (cM. CUCTeMHble Nonb3oBaTenu Ha cTp. 54).

KHOMKW | @ Acbasurs M | P Penaxruposars  |OTKPBIBAIOT OKHO CUCTEMHas rpynna, cogepallee Ase Bknaaku: Cnncok un
Hepeso.

EEM(TEHHER rpynna - Dlﬂ Etnnennan rpynna =10 5[
CUCTeMHan rpynna - CRoicTBa CHMCTeMHan rpynna - CEoiciBa
ID rpynne | 10000 ‘ 10 rpynnel ‘ 10000 |
A rpynnen |KaEEMDbI ‘ A rpynne: ‘KGEEHDb\ |
KoMmeHTapHA | ‘ KommenTapri ‘ |
AOCTYMHEIE dryHIWA | BrlAEMMTE BCe | | CHATL BLIAENEHHE ‘ AOCTYNHBIE iy HKWAR | BrlaenHTE Bce | ‘ CHATB BEIAENEHHE |
Crvcok | Aepesn | |Cnmccu< Jepesn |
[V|i= Bce | 10 hyHKLHH HazsaHme d... PaspeweHo
[[IE3 EBazoekle dyHELMK fiburFa-list liburfa-utils ||
&[& Ocnosroe okHo liburfa-symtab  iburfa-utils ] =
=R =2 i W TPYNEl
045 Get-Core-Ve.., liburfa-utils ]
(D21 Get-Core-BU... liburfa-utils [F]
047 Get-Core-Stats  liburfa-utils (]
W O Get-Fi-Events liburfa-utils [F]
[JE Guetemrbie rpynie D49 Get-Fuv-subst  liburfa-utils E
LIE3 Cuctemkele nonesosatent 60 get-new-secret liburfa-utils
[¥IE3 Myn kapT onnatel
B-[J03 CooBwenua Oxa2 wfadient-cal  iburfa-cient ]
D[‘J TapHbuKaLMa 0x100 rpcf_pracee...  lburfa-std [F]
[ |£3 CnpaeouHmen I~ o101 __rpes_get_.. liburfa-std Il =]
‘ v CkK | W OTMeHa ‘ | ' OK ‘ W OTMeHa |

CucrtemHagd rpynna obnagaet cnegyowmmn napametpamu: ID, nms, KoMMeHTapuin 1 OCTynHble OYHKLUK, ANs
BblibOpa KOTOPbIX CyLLECTBYET ABa anbTepHaTUBHbIX MHTepdeica:

— Ha Bknagke [lepeBo npeactasneH BU3yanbHbI MHTEPMENC C rpynnMpoBKON OYHKLIMI B UEPaAPXUYECKYIO
OPEeBOBUAHYO CTPYKTYPY NO 06nacTsamM NpuoXeHus 1 oTAenbHelM 3agadam. CTpykTypa caenaHa
nepeKpbIBaloLLENCs, T.e. HU3KOYPOBHEBbIE (DYHKLIMN MOTYT BXOAUTL OQHOBPEMEHHO B HECKOMbLKO pasgenos. Mpu
Ao6aBneHnn N CHATUM paspeLLeHns Ha Takne PyHKLMN NOABNSETCS OKHO NPeAynpexaeHus, nepeuncnsioLee nx
apyrve obnactv npuMeHeHus.

— Ha Bknagke Cnucok npeacTaeneH NosHbI HECTPYKTYPUPOBaHHbLIA CNMCOK (DYHKLWIA, ynopsaodeHHbIv no I1D.

@ CucmewmHbie epynnsl Wheel u Dealers sensitomcsi 8cmpoeHHbIMU, U ux ceolicmea 8 uHmepgbelice
aoMuHuUcmpamopa 0ocmyrHbl MOoJIbKO Orisi MPOcMompa.
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Myn kapT onnaTtbl

Ha aTon cTpaHuue npuBeaéH CNCOK MynoB KapT onnatkl (cM. BaszoBble 06beKTbI cuctemMbl: KapTbl onnartbl Ha
cTp. 19), C BO3MOXHOCTbIO A06aBNEHUS 1 peaakTUpOBaHWs. YaanuTb CO34aHHbIN Myrn HEBO3MOXHO.

KHomKka | «w fo=sum=  |OTKPBIBAET OKHO reHepaumu kapT (cM. FeHepaums kapT Ha cTp. 56). CosgaHHble kapTbl
HEBO3MOXHO HU M3MEHWUTb, HU YOanuThb.

KHOMKa | (2 Penaktuposare  (OTKPLIBAET OKHO CBOMCTB Myna kapT (cM. PegakTupoBaHue nyna Ha cTp. 56).
KHomnka | @ owcmme |yAansieT NnpocpoyeHHble KapTbl B BbiGpaHHOM nyne.

KHomka | © mowc«  (OTKpLIBAET OKHO MOMCKa KapT, B KOTOPOM MOXHO MCKaTb KapTbl ONaThl MO NPOU3BONbHOM
KOMOUWHaLum yCnoBWIi, HaKkNaAbiBaeMbIX Ha MAEHTMMKATOPLI KapThl, Nyna u Tapuda, MNMH-koa, 6anaHc, Bantoty 1
CpOK aKkTMBauuu KapTbl.

FeHepauusa kapT

OkHoO reHepaumm KapT CoAepKUT cnegyrLime nona sesoga:

~ ID — wperTMgUKaTOp Nyna (€CTM yKa3bIBaeT Ha x|
CYLLECTBYIOLLMIA My, KapTbl 406aBNATCA B HEro; B [y KapToveK - CROCTES
NPOTMBHOM Crly4ae co3gaéTcs HOBbIV nyn). o [o |

KannuecTea ‘ 100 |

— KonuyectBo — yucno reHepupyembixX KapT.

BanaHc ‘ 10 |

— BanaHc - ctonmocTb KapThbl.

BantaTa ‘RUR -

— BanioTa — BanioTa, B KOTOpPOW ykasaH GanaHc. Anva it ogs (8 =

ChyuaiiHee Howepa [ | WHHKENEHEIE MHH-KoAE ||

— [Onuna PIN-koaa — Konn4yecTso Lundp B -
reHepMpyeMle PlN'KOﬂaX KapT Mcnonb3oBaTs A0 ‘7 [ Infirity date AHH

1D TapHba ‘U || BriBpaTe |

— Cnyu4anHble HOMepa — reHepupoBaTh CryvanHble
HOMepa Ans KapT; ecin He OTMeYeHO, Bbl4aloTCs [wo ] [ womes |

Homepa nogpsa.
— YHukanbHble PIN-kogbl — rapaHTnpoBaTth yHUKanNbHOCTb reHepupyembix PIN-kogos.
— WUcnonb3oBaTtb A0 — Aarta, 40 KOTOpOr HEOBXOANMO akTMBUPOBaTh KapTy (ONuUOHanbHO).

— [HM — CpoK UCTeYeHNs nNnaTexa, KOTOPbI BHOCUTCSA NpKW akTuBaumm kapTel. Ecnn YCTaHOBJIEHO HyneBoe
3HayYeHune, Npy akTUBaLMN BHOCUTCA HECrOpatoLL M NnaTex.

— ID Tapudpa — Tapud, Nnp1Ba3bIBaEMbIN K KAPTOYHOMY MONb30BATENI0 MOCNe perncTpaumum (onuuoHansHo).

@ Ecnu e mapuap, npusesisaHHbIl K Kapme, 8x005im ycriyau ¢ rnepuoduyeckol cocmasrnsowel, npu peeucmpayuu
ronb308amerisi OHU OKa3bl8atomcs rpusssaHbl K cucmemHomy rnepuody (1.01.1970 — 19.01.2038). Noamomy
umMeem CMbIC/ 8K/0Hamb 8 IMu mapugbbl MosibKO makue ycriyau, nepuodudyeckol cocmasnsouleli
CMoUMOCMU KOMOPbIX MOXHO MpeHebpeyb.
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Pe,D,aKTVIpOBaHVIe nyna

OKHO pefakTMpOBaHuUs Nyna KapT No3BonseT npocmaTpueaTte MHdopMaumio o PIN-kogax kapT, o ctatyce v o gatax
aKTUBaLMW.

x

Ty KapTo4eK - CBOIICTBa

| AobaenTe | ‘ CBHOBKHTE | ‘ SKCNopT ‘

‘ 3aBnoKHpoEaTE H PasfnokMpoBaTs. ‘

MagHTH. .. |3aﬁnn|c.‘.|PIN code |Eanch |Banmra |AKTMBMpnBaTb a0 |AKTMEMpﬂEaHa |Tapmb |Cpm< |
2 37992994 10.000 RUR 18.05.2010 19.11.2009 ... 0 a I

54 10615136 10,000 RUR 18.05.2010 19.11,2009 ... 0 a

‘ AoBaEHTE ENasentLa |

WMaeHTHDHIKATOP BaAENbLa | 1A BENaAEnbUS
.3 web (-3)
-4 rfw (-4}

‘ v CK | W OTMeHa ‘

Kpome 3Toro, 0KHO cogepXuTt cneayowme nHTepencHole aremMeHThbl:

[do6aBnUTb — OTKpLIBAET OKHO reHepaumu (cM. MeHepaums KapT Ha cTp. 56) ans go6asneHus kapT B nyn. [4ns
fobaBnsieMoii NnapTum 3a4akoTcs BCe Te XKe napameTpbl, YTo M A4St HOBOTo nyna.

O6HOBUTbL — 06HOBWTL CMMCOK KapT.

SKCNOPT — 3KCNOPTMPOBAaTL MHpOPMAaLMIO O KapTax AaHHoro nyna B dann B popmate XML nnm CSV.

3abnokuMpoBaTb — CMEHUTb CTaTyC BblOpaHHbIX KapT Ha 3a6noKUpoBaHo.

Pa3bnokmpoBaTb — CMEHUTL CTaTyC BbIOpaHHbIX kapT Ha Pa3bnokupoBaHo.

B HwxXHen yactn okHa nMeeTcs CnMCcoK BnagensLes. Bnagenew — 3To CUCTEMHBIN NONb30BaTeNb, KOTOPbIA UMeEeT
npaBo NPOM3BOANTL aBTOMaTUYECKYH pPerncTpaumio nofnb3oBaTenen Ha OCHOBaHUM KapT U3 3TOro nyna.
PasrpaHuyeHne nynos no BnagenbLaM MOXeT ObITb akTyarnbHO Npu HanuyimMm Heckonbkux \Web-uHTepdelicos,
paboTaLmx OT MMEHN pa3sHbIX CUCTEMHbIX Nornb3oBaTtenen. Ecnn cnvcok BnagensLUeB NycTon, TO aBTOMaTUYECKYHO
permcTpaumio nonb3oBaTtenen No kKaptTam M3 3TOro Nyrna MOXET NPOU3BOAUTL MO0V CUCTEMHbIV NONb3oBaTerb.

Cnucok ynpaenaeTca cneayrwnMmyn KHoNnKamum:
- ﬂOGaBMTb Bnagenbua — 4o6aB/UTb CUCTEMHOMO NONb30BaTEers B CMIMCOK.

- Ypanutb — yaoannutb CUCTEMHOrIO NoJib3oBaTtesnid U3 crnncka.

IP-rpynnbi

Ha aToii cTpaHuue cogepxutca cnucok IP-rpynn, co3aaHHbIX B COCTaBE CEPBUCHBIX CBS30K YCNYr nepeaayn Tpaduka
(cm. CepBuCHas cBsi3ka ycnyru nepegayum Tpaduka Ha cTp. 118).

TenedoHHbIe HOMepa

Ha aToin cTpaHuue cogepXXnTcs CnnMcok TenedOoHHbIX HOMEPOB, CO3AaHHbIX B COCTaBe CEPBUCHBIX CBSI30K YCIyr
TenedoHun (cm. CepBUCHasA cBs3Ka ycnyru tenecoHumn Ha cTp. 121).

CoobweHus

Ha aTtown cTpaHuue cogepxutca nHtepdenc obMeHa coobLLeHnsiMM ¢ ApYyruMu agMUHUCTpaTopamu, a Takke
nonb3oBartenamu. MNonb3oBaTtenu MoryT nocbinatb coobuieHus yepes Web-nHtepdeiic (cm. Web-untepdeiic:
Coob6uieHus Ha cTp. 208) nnu npunoxeHne utm5 tray (cM. YTunurta utm5_tray: CoobuieHus Ha cTp. 204). Ecnn
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3aflaH CUCTEMHBIN napameTp ID cucmemHoU epynrbl, YreHam Komopoul npuxo0sim coobuweHusi nonb3oeamerell (CMm.
HacTtpouku B uHTepcence agmmHucTpaTopa Ha cTp. 142), To coobLieHus, otnpaeneHHble Yepe3 Web-uHtepderic,
BUAHbI TONbKO CUCTEMHbIM NMOMb30BaTeNsiM U3 AaHHOW rpynnbi.

110.1.2.6 {(AQMMHKCTPATOP) O 5[

CucteMa  HacTpodkn  MowMowb

TEMH M rYINk!
B! | ‘ [ AoBaBHTE || —, Mpo4HTaTE || ¢l OTBETHTL H 15 MepeHanpasHTL H W ¥aamMTh || (& OBHOBMTE |

[SLTL
| Bxoafwme T P

Mane: | ¥CNOBME ‘ IHEHEHHE !

.| ¥aaneHHeie

Bce yonoena - AoBaemTe. H ¥aanute

Mexogawme

OTNpaEneEHs Receiver type Receiver

Py,
¢ I

]

r
F

M““—--\x.."

H

{ 2 28.07.2009 18:24:07  MNonbsoBaTent user (1)
1 25.07.2009 18:10:49  MNonb3oBaTens user (1) test

)

[OpAYEA KNABHWA: -

Bpera cepsepa: 25.05.10 16:49 Moscow Standard Time

Coo0ueHunsa nogpasnensaoTcs Ha nNanku:

Bxogsiiue;

WNcxopsauwme;

HoBble;

— YnoaneHHsle.

Ha cBopaymBaemoli naHenu ®uUnsTp MOXHO 3afaTh YCNoBUst unbsTpaLmm cCooOLLEHNIA NO NPON3BOIBHOM
KOMOUWHaLMM yCNoBWI, HaKNaAbiBaeMbIX Ha NapaMeTpbl COOOLLEHUS — OTNpaBuTENb, NofyYyartenb, BpeMs
OoTnpaBneHus u T.4.

B 3aBMCMMOCTM OT CMCTEMHBIX HAcTpoek (CM. : CoobLeHus Ha cTp. 48), 0oQHOBPEMEHHO CO CUCKOM COOobLLEeHWI
MOXeT ObITb BUAHA NaHenb NPeanpocMoTpa TeKCTa BbleNIeHHOTO COOBLLEHNS.

C coOBLLEHNSIMU MOXKHO NPOU3BOAUTL CREAYIoLME onepaumn:
— Oo6aBuTb — co3gaTb HOBOE CO0bLEHME.

MpounTtatb — OTKPbLITb coobLeHne s YTeHUs B OTAENIbHOM OKHe.

OTBeTUTb — co3aTb HOBOE COObLLEHNE B OTBET Ha JAHHOE.

MepeHanpaBuTb — Nepecnatb AaHHoe CooGLLeHVe BbIGpaHHOMY afpecary.

Ypanutb — nepemectntb coobLieHne B nanky YnaneHHble.

AApecaTom COOBLLEHMS MOXET GbiTb: =g

CoobieHne - CRBORCTBA

— [Monb3oBatens (BbIOUpaeTcs B OTAENBHO
OTKPLIBAEMOM OKHe nowucka, cM. Mouck
nonb3oBartenewn Ha cTp. 114);

MonyyaTens CHCTEMHEA FpyNNa ‘Wheel(l) V‘

= Nonyuatens
(_) Nonezoeaten:

“iTpynna

CHETEMHEIR NoNb30BaTENE:

— lpynna (BbIbupaetcs ns cnucka);

o CHCTEMHAA rpynna
— CwuctemHbIV nonb3oBatens (BbIbMpaeTcs n3 cnucka); ) Anm scex

Tema | ‘

— CuctemHas rpynna (BblGupaetcs 13 cnmcka);

CoofileHHe ‘

— Bce nonb3sosarenu.

Thn |Te|<c‘r = |

Tun coobLUeHnsa MOXET NpUHMMaTL 3Ha4YeHus: TekeT u [ Vor || women

HTML.
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Tapudumkauyus
Tapudmkauus

TapudHbIe nnaHbl

Ha gaHHoW cTpaHuue nepevmcrnenbl 3aperncTpMpoBaHHbIe B CUCTEME TapUdHbIE MaHbl (CM. Ba3oBble 06bLeKTbI
cuctembl: TapudHble NNaHbl Ha CTp. 20). MmeeTcs BO3MOXXHOCTb A06aBneHus, penakTnpoBaHnAa U yganeHus.

Yaanute TapudHbIi nnaH BO3MOXHO TOMBbKO B TOM Clydae, ecriv OH He UCMosb3yeTtcs. [ns yaaneHns Mcrnonb3yeMoro
nnaHa HeoBGXOAMMO NPeaBapUTENbHO YOanUTh BCe TapudHbIE CBSA3KWU, KOTOPbIE CCbINAaTCA Ha HEro.

KHomMKa | « foasums  |OTKPBIBAET OKHO CO3AaHUS TAPUAIHOTO MlaHa co

cnegyloWUMK Nonsamm BBoaa:
— HasBaHue Tapuda — ob6s3atensHbIn napameTp.

— OGHynsaTb 6anaHc B KOHLUe pacy. nepuoga — yCcTaHoBKa
[aHHOro napamMeTpa nNpuBoauT K 06HyneHuto 6anaHca nMueBoro
cyeTa, NPMBA3AHHOTO K TapUPHON CBS3KE 3TOro TapudHOro
nraHa, Npv 3aKpbITUM pacYeTHOro nepuoaa.

KHomKa | & Peaakmuposae  OTKPBIBAET OKHO CBOMCTB TApU(PHOTO Nnaxa,
B KOTOPOM UMELIOTCA CrieayloLume nonsi BBoga:

— WpeHtudmkartop tapuda — npucsamsaeTcs aBToMaTUYeCKu.

— HasBaHue Tapuda — o6s3aTenbHbIN NapaMeTp.

— CospnaH, NU3MeHeH — gaTa co3aaHus u gata nocrnegHero
N3MeHeHMs1 TapudHOro nnawxa.

— Cos3pgan, UameHMn — NorvH CUCTEMHOro Nonb3oBaTens,
€o3[aBLLEro Unu nocrnegHNM M3MeHUBLLEro TapuUdHbIA NnaH.

— OGHynaTb 6anaHc B KOHLUe pacy. nepuofga — yCcTaHoBKa
[aHHOro napameTpa nNpuBoaNuT K 0GHYNeHuto GanaHca nuueBoro
cueTa, NPMBA3aHHOIO K TapuUHON CBA3KE 3TOro TapudHOro
nnaHa, Npv 3akpbITUM pacyYeTHOro nepuoaa.

— Yenyru — cnvcok ycnyr, BXogAWMX B TapuUdHbIA MnaH.

[ns BKNIOYEHUs1 HOBOW yCnyrv B TapudHbIV NnaH Heobxoanmo
HaxaTb kHonky Jlo6aBuTb. ByaeT oTobpaxeH cnncok Bcex
CYLLECTBYIOLLMX B CUCTEME LUABNOHOB YCNyr.

0 arrronarie Thn

FLOHHSHTADHA CraTyt

3 fietip Plapeaaras IP-TRadeaca Ulafincesd yemr
3 Fet el Tonepoisn infincesa yemye
@ ox ) OHens

BbiGepuTe 13 cnncka Hy>HbIn WwabnoH n Haxvnte OK.

TapudHeIi NNax - CEoHCTEA

=lolx|

HasBaHwe Tapuda |bas>c plan ‘

[ ] OBHynaTh Banakc B KoHLE pacy. NepHofa

‘ v 0K | @ OTMeHa ‘

= Tapudubiii nnan _ O] x|
TapudpHbIA NNaH - CBORCTEA
1D Tapuda ‘1 |
Ha3BaHWe Tapuda ‘bast plan |
KOMMEHTapHit ‘ |
Co3aaH (18.11.15 14:25 M3meneH |18.11.15 14:25
["] 06HynaTE GanaHC B KOHUE pacy. Nepruoaa
Ycnyru
‘ Jobasutk |
1D |Tw| ‘ HaWMeHOBaH...| KOMMEHTapuit

PasoBas ycn... One time ser...
Mepegaya IP... IP traffic
Tenedonms  telephony

~ @

| v OK H W OTMeHa

@ B cocmas mapucgpHozo nnaHa He Mo2ym exo0ums A8e ycryau, npoucxodsiujue om 00HO20 U MO20 Xe

wabrioHa.
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Knaccbl Tpaduka

Ha gaHHoM cTpaHuLe nepevncrieHbl 3aperMcTpupoBaHHbie B cucTeme knaccol Tpaduka (cM. Ba3oBble 06beKTbI
cuctembl: Knaccbl Tpadmka Ha cTp. 19). imeeTcs BO3MOXHOCTb A0OaBNeHUsl, peaakTMpOoBaHNs U yaaneHus.
Ypanutb knacc Tpaduka BO3MOXHO TOMLKO B TOM CrlyYae, eCrnv OH He ncnonbayetcs. [Ana yaaneHus ncnons3yemoro
Knacca Heobxogumo npeaBapuTENbHO YAanNuUTb BCe CYLLHOCTU (YCryru 1 T.4.), KOTOopble CCbinatTcst Ha Hero. [MNocne
yOoaneHusi KnaccoB NpUHaanexasLUMi K HUM Tpadhmk oTobpaxkaetcs B oTYETax LeHTpa ynpasneHusi (cm. UHTepdenc
agMuHucTpartopa: OT4yeTbl Ha CTP. 77) Kak HenaeHTMMLUMPOBaHHbIA. B oTyéTax Ha Web-uHTepdeiice (cm.
Web-untepdenc: Otuetbl Ha cTp. 208) yaanéHHbIe Knaccbl MPOAOKaoT 0TObpaXaTbCs Kak CyLLeCTBYOLLMe.

Mpumep ncnonb3oBaHns cM. B pasgene CospaHue knaccos Tpadumka Ha cTp. 115.

Knacc Tpadvka obnagaet cnegylowmmy napaMmeTpamu:

=
Knacc Tpadhuka - CEoiCTER
WAeHTMGHKATOp Knacca | 10 | MexaoerTckuii Tpaduk [Ha nonywatens ~|
Ha3gaHue knacca Tpaduka |Incoming | T He coxpanss nepamatyio uHdopHaLuio
BpeMeHHOi AManasoH | He yCTaHOBNEHO -

Lueer i o | | r10vooicor [ 3anmears

Mogknacckl knacca Tpadguka
| fobasnTb |

‘ 3KcnopT || NmnopT

Mcroynmk | MopT uc...| Moxogs... | AC ucto... | Agpecat | MopT ag... | Bxoasaw... | AC agpe... npo10K0n|Tos ‘Cnenyro...‘d)narm T...‘Hponyc... ‘IP Mapi...
0.0.0.0/0 10.0.0.0/8

[ VoK || @otmena |

— WUpeHTtudmkatop — oba3aTenbHbI napameTp (4mcrno). Knaccel Tpadmka HyXXHO pasmelyatb nos Takumm
HoMepamu, 4YToObl naeHTudmKaTop Knacca Tpaduka, SBNSOLWErocst NOAMHOXECTBOM ApPYroro knacca tpaduka,
Obin 6onblue naeHTUdUKaTopa NocrnegHero.

— HasBaHue — o6sa3aTenbHbIV NapameTp.

— He coxpaHAaTb nepBU4HYIO MHOPMALMIO — eClIM OTMEYEHO, TO AeTanbHas Hdopmaums no Tpaduky AaHHOro
krnacca He bygeT coxpaHaTbCs. AKTyanbHO Ansa Tpaduka, CTOMMOCTb KOTOPOro paBHa Hyno unv getanuaaums no
KOTOPOMY He MOXeT MOHafobuTbCs (Hanpumep, NnokanbHbIv Tpaduk). Mo3BongeT ymeHbLWUTL pasmep hainmnos ¢
nepBuUYHON MHPOPMaLMEN.

@ ®opmam ¢patinos ¢ nepsuyHoU uHgopmayuel o mpagpuke bbinn usmeHéH 8 sepcuu UTM5.3-001; ¢palinel,
coxpaHéHHble 8 nMpedblOyuiUX 8epCUsIX, HECOBMECMUMBbI C HO8OU.

BPEMeHHOﬁ AnanasoH — ecrnn HasHa4eH, Knacc Tpaduka 6yp,eT [EencTBoBaTh TONbKO B YKa3aHHOe BpeMsA.

LiBeT Ha rpadmke — onpeaenseT uBeT, KoTopbiM ByaeT oTobpaxaTbes rpaduk Ana Tpadmka AaHHOro knacca B
rpadmyecknx oT4éTax.

Moka3sbiBaTb — onpeaensieT, byaet nu otobpaxaTbcst TpPadUK AaHHOrO Knacca B rpadnmyeckmx oT4ETax.

3anuBartb — onpegenseT TUN 3anuBKK rpadmka Ans Tpadouka aHHOro Krnacca B rpaduyecknx oTyéTtax.

Kpome Toro, Ha CTpaHuLIe CBOWCTB Kracca MMeeTCst BO3MOXHOCTb HACTPOWTb MOAKIacChl Tpaduka s 4aHHOMo
knacca. C nogknaccamy BO3MOXHbI CriefytoLLue ornepaLmu:

— Do6GaButsb;

— Pepaktuposarthb;
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— Yoanutb;
— JKcnopT — CcoxpaHsieT Bce nogknacckl AaHHoro knacca B CSV- nnu XML-dann, doopMaT KOTOPOro OnNmncaH Huxe.

— CSV: kaxagpblii NogKknacc pacnosioxeH Ha OTAENbHON cTpoke. Mexay CBOWCTBaMM, a TakkKe B KOHLLE CTPOKM
CTaBUTCA TOYKa C 3anATon. B nepBon cTpoke charna nepevymcnenbl Ha3BaHsi CBOMCTB.

— XML: kopHeBoW Ter dhaiina— UTM_export. Kaxabi NOAKNacc HaXoauTCs B OTAENbHOM Tere row , Coaepallem
Ter row_id W Janee CBOWNCTBA B OTAEMbHbIX Terax B TOM xe nopsake, 4to n 8 CSV-cpanne.

— WUmnopTt — umnoptupyet CSV- unn XML-cavn aHanornyHoro doopmarta v NpucoeamnHsET OnncaHHble B HEM
nozKnacchl K JaHHOMY Kraccy.

NMoaknaccobl Tpaduka

Ana nopknacca Tpaduka NpUBOAATCA crepyoLune x
napaMeprl : Moaknacckl Tpacthika - CEOHCTEA
MCTOHHHK Appecar
— [nsi uctoyHmka u/vnn agpecara:
— Appec cetu (06513aTenbHbIA NapameTp, MOXET ObITb Mopr ] e ]
Kak B oopmate IPv4, Tak n IPv6, cm. IP-agpeca Ha O T
cTp. 28);
e I - L ]
- rlopT; 06wan YacTh
_ MHTep(beﬁC, npoTokon l:l CneayHLLMA MApLPYTHIATOR l:l

MpomycTHTE: D

AC (HOMep aBTOHOMHOW CUCTEMBI);
— [poTokor;

— Cnepytowmii MmapLipyTusaTop;

— TOS (none TCP/IP “tun cepsuca”);

— O®narn TCP;

— IP mapLpyTusaropa.

| ' OK | W OTmeHa

@ Tun (IPv4 unu IPv6) IP-adpecos ucmo4yHuka u adpecama 0ormkeH cognadame; murn adpeca Mapuwpymusamopa
Moxxem 6bimb POU360sIbHbIM.

Ecnu 3HaveHune nong IP mapLupyTnsaTtopa He 3agaHo, agpec nocrasLimka NetFlow He yyacTByeT B noruke
onpegeneHns NpYHaaneXxHoOCTU Noaknacca K Kraccy.

Ecnun otmeyeH donar MponycTtutb, TO B NOrMKe onpeaeneHuns Knacca AaHHbIA NoAKnace yYMThIBAETCS CO 3HAYEHUEM
oTpuLaHus, T.e. TpadmK U3 4aHHOrOo nogknacca He 6yaeT MapkMpoBaTbCs AaHHbIM knaccoM. Mpy aToM npogonxaercs
CpaBHeHuWe ¢ Apyrumu knaccamu Tpaduka. laHHas cxema yao6Ha B TOM cryyae, ecnv Heobxoamumo oTaenbHbI agpec
Wnu rpynny agpecoB U3 BCei CETU BblAeNnUTb B OTAENbHBIN Knacc Tpaduka.

TenedoHHbIe 30HbI

Ha paHHOI cTpaHuue nepeyncrneHbl 3aperucTpupoBaHHble B cucTeme TenedoHHbIE 30HbI, C BO3MOXHOCTbIO
pobaBneHus, peakTMpoBaHUS 1 yaaneHus.
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TenedoHHas 30Ha — 310 Habop TenedOHHbIX HAanpaBneHNi (CM.
TenedoHHbIe HanpaBneHus). TeneoHHbIE HanpaBneHns
00beguHSATCA B 30HbI ANg yAo6cTBa Tapudukaumm TenedOHHbIX

pasroBopoB.

TenedoHHas 30Ha obnagaet cnenywnMmn napamMmetTpamin:

— WpeHtndwmkarop;
— HassaHue;

— Tun, BbIGNpPaeMbIt N3 BapUaHTOB:

MECTHbIN,

BHYTPV3OHOBbIW,

MeXOyropoaHbIn,

MeXayHapOaHbIN;

— Tabnuua TenedoHHbIX HanpaBneHUN.

x

TenedoHHan 30Ha - CEORCTBA
D [2 |

HaumerosaHHe |l'|enmnrpano<a:l ofinacte |

Tun |Ma&uyroponnb|ﬁ - |

Hanpaenenus

| OobaerTe

D | HaumeHoBaH1e
1000002

Tocno

| W OK | W OTMeHa

B Tabnuue 3agaeTca v pegaktupyetcs (Jlo6aBuTb / YAanuTb) nepeyeHb TeNedOHHbIX HanpaeneHui, BXoasaLWwmx B

[aHHYt0 TeneoHHYH 30HY.

TenedgoHHbIe HanpaBrneHus

Ha pgaHHOM cTpaHuLe nepeyncneHbl 3aperMcTpmpoBaHHble B cucTeMe TenedoHHbIe HanpaBeHusl, C BO3MOXHOCTbHO

nobaeneHus, penakTmpoBaHna U yganeHus.

TenecoHHOE HanpaBneHne — 3T0 MHOXXECTBO
TenedOHHbIX 3BOHKOB. TenedoHHble HanpaBneHns
MCcnonb3ylTecsa AN knaccudukaumm TenedoHHbIX 3BOHKOB
1 ux nocnegyowlen Tapudukaumnn.

TenedoHHoe HanpaBsneHne obnagaeT crnegyowuMm
napameTpamu:

— UpeHTudmnkatop — ymncno > 1000000 (npuceamBaeTcs
aBTOMaTUYECKM).

— 30Ha — Ha3BaHuWe 30HbI, B KOTOPYIO BKIMKOYEHO AaHHOe
TeJ'Ie(*)OHHOG HanpaBneHune (I'IpI/ICBaVIBaeTCH
aBTOMaTU4YeCKM Npu BKIIOYEHUN HanNpaBneHnda B 30Hy).

zl

HanpaeneHue - CBOWCTBA
D |1000000 |

SoHa ‘Russ\a(l) |

TrHn

HakmeHoESHHE ‘MDCKEE |

BrizbIESEREI NpedHKe "‘7(495|499)[U-9]{?}- | PerynapHoe BEIDaMEHHE

BISEIBAHILVE NpediKe ‘ | PEryNApHOE BbIpaMEHHE

BxoAAWKHH TPaHK ‘ |

Mo AALWHA TREHE ‘ |

0 ATC | |

Mponycteme [

| Wy OK ‘ W OTHeHE |

(i) Kaxdoe HarpaerieHue MOXem 8xo0umb MOKO 8 0OHY 30Hy.

— Tun — TN 3BOHKa (MeCTHbIIZ, Me)K,D,yFOpO,CI,HbIIZ N T.40.; TaKKe npuceamBaeTca aBToMaTUYECKN NMPpU BKINHOYEHUN

HanpasfeHus B 30HY).

— HaumeHoBaHue — 0Gsi3aTenbHbIM NapameTp.

Kputepun knaccndukaumm HanpaeneHns (AormkeH ObiTb 3anonHeH XoTa 6bl 0auH):

— Bbi3biBaembI npecduke — npedurke nnu perynsapHoe BbipakeHue, Ha COOTBETCTBME KOTOPOMY NMpoBepseTcs
BbI3blBAEMbIN HOMEp. PerynspHoe BblpaxeHue CTpouTcs B COOTBETCTBUM co cTaHgapTom POSIX 1003.2.

— BbI3biBarowumit npedmkc — npedrkc Un perynspHoe BbipaXKeHne, Ha COOTBETCTBME KOTOPOMY MPOBEPSIETCS

BbI3bIBaOLLMI HOMEP.
— Bxopsuwmn TpaHK;

— WUcxopawmin TpaHk;
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— WpeHTtudmkatop ATC;

— ®nar “MponycTuUTb” — OTMEHSAET YY4ET AAaHHOrO HanpaBreHWs (€Crnv OTMEYEeH 3TOT donar, HUKakue 3BOHKU He
OyayT naeHTUMUMpOBaHbl Kak NpMHagnexalime K AaHHOMY HanpaBreHuio).

Mpv npoBegeHnn naeHTUMKaLUM 3BOHKa BCe HanpaBrieHnst COPTUPYHOTCA B 06paTHOM nekcmkorpaduyeckom
nopske cHayana no Bbi3biIBaeMOMY, 3aTeM — Bbi3blBatoLLEMy NpeduKcy, 3aTeM Mo Ha3BaHWIO BXOASLLEro, a 3aTeM —
ucxoasLLero TpaHka. T.e. B HaYane cnvcka pacronaratoTca HanpaBneHnsi ¢ Hambonee ANMHHBLIM Bbi3biIBaEMbIM
npedukcom. HanpaeneHns ¢ coBnaganLum Bbi3biBaeMbIM NPedMKCOM pacronoXeHbl B nopsake yobiBaHns
Bbl3blBatoLLEero npedukca. HanpaesneHus ¢ coBnagatowmMmMm Bbi3biBAeMbIM 1 BbI3bIBAOLLMM Npedurkcamm
pacnonoxeHsbl B nopsgke ybbiBaHna BXOASALLEro TpaHka v Tak ganee.

Mounck NponsBOAMTCA C Ha4ana cCopTMPOBaHHOIO CNMCKa A0 NepPBOro coBnageHus. [Ans nonoXxuTensHowm
naeHTndnKaumm 3BOHOK AOIMKEH YAOBNETBOPATL BCEM NapameTpaM (BbI3bIBaOLLMIA U Bbi3biBAEMbIN NPednKC,
BXOOALNA N NCXOQALWNIA TpaHK, naeHtudmkatop ATC), KoTopble 3aAaHbl Ans aHHOIO HanpaBeHus.

PekomeHayeTca co3naTb HanpasrneHue “ro yMonyaHuio” ¢ BblpakeHneMm ~ . *$, BKIoYakoLlee BCe BO3MOXHbIE
Homepa.

PacuyeTHble nepuvuoabli

Ha paHHOM cTpaHuue nepevncneHbl TekyLume pacyeTHble nepuofsbl (cM. Ba3oBble 06bekTbl cuctembl: PacyétHbie
nepuopbl Ha cTp. 20). ViMeeTca BO3MOXHOCTb A06aBneHns 1 pegakTMpoBaHUst NeproaoB.

YoanuTb pacy€THbIV Neprog HEBO3MOXHO.
Mo OKOHYaHUK KaXXaoro 13 NeprMogoB aBTOMATUYECKM CO30AETCA HOBbLIV Nepuog, TOro Xe Tuna.

PacyeTHbIl Nepuoa obnagaet credylowymm napaMmeTpamu:

— Havano — gatau BpemMaA Hayana nepuoaa. x|
— OkoHuaHue — gaTa 1 Bpems KoHLa nepuoga (npu cosgaHnm Pac. nepuos - CaOiicTea

HOBbIX NEpPUOAOB HE BBOOUTCSA, a pacCYnTbIBaeTCA Hawano [w[01.10.2014 00:00:00 5]

aBTOMaTU4eCKM). T

wmn nepuoaa |E)KEMECHHHO '|

— Twun nepuoga — tun, FIpVIHVIMal-OLLI,VII;I OOHO M3 cnefywnx OTHeTHbIA nepHog |0Km5pb(10) '|

3HaYeHu: Lra (cex)

— eXeaHeBHO; 3a0aTh KOMWYECTBO CrwcaHui [

- E)KeHep,erleO, KONW4ecTBo CNUCaHWK B HEAENO

— EKEMECSYHO; [ ok | [ wommen

— exekBapTarbHo;

— E€XerofHo;

apyras gnuHa.

@ ExemecsyHbIl nepuod 3asepwaemcs 8 credyrowem KaneHOapHOM Mecsiue rocre Hadarsa, moao e yucra, 8
Komopoe Hayvarncs. OdHako ecnu Oama Haqana nepuoda bosnbwe, Yem Kornuyecmeo OHel 8 criedyrouem
mecsiye (Hanpumep, 30 siHeapsi), mo nepuod Onumcsi 00 KoHUa criedyrouje2o Mecsya.

OTYeTHbIN nepuoa — No3BosndeT NpuBA3aTh AaTy BbICTaBlIEHNA CHETOB K KaneHgapHoOMYy Mecauy. Wcnonb3oBaHue
BO3MOXHO ANnA Tuna nepuoaa exxemecs4Ho.

OnuHa (cek.) — gnutensHocTb Nnepuoga. Npueoautcst Tonbko Ans tvna Opyras anvHa. MuHMManbsHO BO3MOXHast
OnuMTenbHOCTL Nepuoga coctasnsaet 3600 cekyHA.

3agaTb KONMMYECTBO CMIUCAHUM — eCNN OTMEYEH, NO3BOMSET 3a4aTb KONIMYECTBO CMIUCAHWUNA.

KonunuyecTBO cnucaHui B Hegento — KONMMYECTBO CMCaHUI nepnoanyecKkon CocTaBnsAoLLEN CTOUMOCTH B
Hegento. 3agaéTcs Tonbko npu oTMeYeHHoM chnare 3agaTb KONMUMYeCTBO CMUCAHUN.

Mpu peaakTMpoBaHUN AENCTBYOLLENO NeprMoaa MOXXHO TOSbKO MEHSATb AaTy ero OKOHYaHWs U BbIGUpaTh OTYETHbIN
nepuog.
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MonuTukn cnucaHunA

Ha aTow cTpaHuue pacnonaraeTcs CNMCOK OENCTBYHOLMX NONUTUK cnucanus. MNMogpobHee o0 NonuTMKe CNmncaHus Cm.

Ba3oBble 06beKTbI cuctembl: Monutuka cnucanms Ha cTp. 24

Kaxxgast nonuTuka CnncaHus CoOQepXuT B cebe HaCTPOMKKN NepecyeTa NEPUOLMNHECKON COCTaBMAIOLEN CTOMMOCTMN
ycnyru, obbema npeanonnadeHHbIX yCcnyr n Bo3BpaTta CpeacTB KITUEHTY. B yacTHOCTK, 9TO HACTPONKM nepecyeTa
aboHeHTCKOW nnaThbl, npegonayeHHoro Tpaguka n 3BOHKOB.

Co3gaHue NONUTUKKN CUCcCaHus

Haxmute | @ acsasums | OTKPOETCH OKHO NapamMeTpoB MOMAUTUKA CINCAHN.

x

OCHOBHBIE NapamMeTphl
HauMeHoBaHMe | |

MepecyeT NpH CO30aHWN CEPBHCHON CEA3KH
[] ABon.nmnata [ | Tpadwk [ | 3soHkm

He cnuCeIBATE NPH OTCYTCTEWH DNOKHPOEKH
AfoH. nnaTa

MepecyeT Nnpu GrOKHPOEKE

AAMMHWUCTPETHEHERA ||'|0nb3OBaTEanKBﬂ |CucreMHaﬂ |

He crmceiEaTe aboH, nnaty
MepecMToIEaTE aboH, NnaTy

MEpeCYUTEIEATE NPenonIaqYeHHEIl Tpadik

[y ]

nEDeC‘-MTbIBETb npeaonnaYeHHbIe SBOHKK

Bo3Bpar cpefcTe
P CHATIM BROKMPOBKM B KOHLE pacHeTHOro MepHoaa

[] Npw BHecerm nnaTema TpH YAENEHHA CEPENCHOI CBAZKN

HacTpoHKK CHCTEMHON GIOKHPOBKK
YCTaHSBNMBATE NPW HEAOCTATKE CPEACTs [ |

Bpems NpoBepku

) JobaeuTs | | & YoanuTe |
Yac |MMHyTa
| v OK | | W OTmeHa |

MonuTnka cnucaHna cogepXuT cregytolume napameTpbi:
— OcHoBHble napameTpbl:
— HaumeHoBaHue — Ha3BaHWe NOMUTUKM
— MepecueT npy co3paHnmn cepBUCHOM CBA3KW — NPU CO34aHNMN CEPBUCHOW CBA3KW NepecymTbIBaTh:
— AOOH. nnaTta — aboHeHTCKyto Nnaty
— Tpaduk — 06bem npegonnadeHHoro Tpaduka
— 3BOHKMU — NPOJOIMKUTENBHOCTb NPeaonnavyeHHbIX 3BOHKOB
— He cnucbiBaTh Npu oTCYyTCTBUM GNIOKMPOBKU — MpK GIOKMPOBKE CNMCHLIBATD:!

— AGOH. nnara — aboHeHTCKyO nNnary
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— NMepecyeT npn 6noknpoBKe — NapameTpbl NepepacyeTa A5 pasHbiX TUNOB GNIOKMPOBKK (BKNAAKN
ApnmuHucTpaTuBHas, Nonb3oBaTenbckas u CuctemHas):

)

lpu nepeknovyeHUU mexdy 8knadkamu 8bi60p onyul Ha Kaxdol u3 8KIIadoK CoOXpaHsIemcs.

He cnucbiBaTb aBOH. nnaty — He cnucbiBaTb abOHEHTCKy nnaTy, noka nuMUeBOW CcyeT HaxoouTcs B
6rokmpoBke

MepecunTbiBaTb aGOH. NNaTy — NepecynTbiBatb  abOHEHTCKylD  nmnaTy  NpOMopuMOHanbHO  BPEMEHW,
npoBegeHHOMyY B 6roknpoBKe B Npefenax y4eTHoro nepuoa

MepecunTbiBaTbL NpeaonnayYeHHbIN Tpacduk — aHanorMyHo aboHeHTCKoW nnarte, nepecyuTbiBaTb 0OBLEM
npeaonnavyeHHoro Tpacuka

MepecunTbiBaTh Npeaonsia4yeHHble 3BOHKU — aHaNorm4yHo aboHeHTCKOM nnare, nepec4ynTbiBaTb
ANNTeNnbHOCTb npeaoniiavyeHHbIX 3BOHKOB

@ Criedyem yyumbieams, 4mo rnapaMempsi fepecyema ycmaHaenuearomcs rpu exode e 6riokuposky. T.e. npu

8bIx00e u3 6r10KUpoBKU, nepecdem b6ydem npou3sodumMbCsi Co2/1acHO napamempam, yCmaHO8/1EHHbIM Mpu
8xode 8 Hee, daxe ecriu 8 meveHue br1o0Kkuposku byOym u3MeHeHbI napamempbl MOAUMUKU CrUCAHUS.

- BO3BpaT cpeAacTB — NpaBuio, Nno3Bongdrollee HaCTpouTb, kKoraa MMeHHO crieayeT Npon3BecT BO3BpaT CpeacTB
npn BO3SHUKHOBEHUN 3a0JIKEHHOCTU nonb3oBaTesio (B cnydyae ns3nuHero CFIVICEIHVIF!)Z

Npu CHATUM BNIOKMPOBKU
NPy BHECEHWUW NaTtexa
B KOHLIe pacyeTHOro nepuoga

npu yganeHunn CEpPBMCHOWM CBSA3KN

HacTtponku cuctemHon 6NOKMPOBKM — ANsi CUCTEMHON BNOKMPOBKN €CTb BO3MOXXHOCTb HACTPOUTL ABa
napameTtpa:

ycTaHaBNuBaThb NpyU HeAOCTaTKe CPeACTB — NO3BOSISIET YCTAHOBUTbL CUCTEMHYIO BMOKMPOBKY, €CNN Ha cYeTy
He [OCTaTO4HO CPEACTB ANs CNMUCaHUS NaThl 3a CreayoLmMin pacdeTHbIN Nepuog, (CNMcaHus cpeacTs npu 3ToM
He npoucxoauT). Ecnv aTa onuusi He akTUBHA, MPOBEPKMN HE NMPoMCXoanT. Ecnn Ha cyeTy He AOCTaTOUHO CPEACTs,
nocne cnvcaHusi 6anaHc cyeta CTaHOBUTCS OTpULIATENbHBLIM M MOCIE 3TOro cveT GrokupyeTcs.

BpemMsd NpoBEepPKU — MOMEHT BpeMeHU, B KOTOprIZ eXegHeBHO NponucxognT npoBepKa KonnyecTtsa CpedcTB Ha
cyery. Ecnu B Kakoin-To MOMEHT CpencTB Ha cHeTy XBaTaeT Aid npefocTaBiieHnA yCIyrn Ha oCTaBLUYCA YacTb
pac4yeTHOro nepuoga, nponcxoguT cnncaHne cpeacts Co cYétan ycnyra npeaocTtaBiiaeTCA. BpeMﬂ npoBepKn
Mcnonb3yeTcd TOJNIbKO B TOM Clly4ae, eCnn npeabiayulas onuna aktTuBHa.

Ycenyru

Ha ctpanuue Yenyru npueenéH cnucok ycnyr (cm. basoBble 06bekTbl cuctembl: Yenyru Ha cTp. 21) ¢
BO3MOXHOCTbIO f06aBneHns, M3MeHeHWsl, yaaneHns n KonmposaHus (KONMpoBaHUE BbI3bIBAETCH N3 KOHTEKCTHOIO
MEHI0).

YaanuTe ycnyry BO3MOXHO TOSIbKO B TOM Crlydae, eCriv OHa He ucnonbayetcs. [ns yaaneHus Ucrnonb3yemoii ycryri
HeoBX0AMMO NpeaBapuUTENbHO YOanUTh BCe CEPBUCHBIE CBA3KM, KOTOPbIE CChINAaTCa Ha Heé.

Mpy HaXXaTUM KHOMKM | & Aozsums | OTKPBIBAETCS OKHO CBOWCTB YCNyrvi ¢ BbibpaHHoM cTpaHuei O6wme napaMmeTpbi.
OTa cTpaHuua BKoYaeT nons:

HaunmeHoBaHue — Ha3BaHuWe ycnyru;

KomMmeHTapui — Npon3BObHbLIN KOMMEHTapPWIA;

Twn — BbINagaoWwui cnncok ans Beibopa Tuna ycnyry;

lOp. nuuo — BbiNagarLLmii CNNCOK AN BbIGOpa IPUANYECKOro Nnua, 0T UMEHW KOTOPOro OKasbiBaeTcs ycnyra (cwm.
KOpuanyeckue nuua Ha cTp. 93).
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Ha60p n cogepxxaHme oCtalnbHbIX CTpaHUL, coaepiKalunx napamMmeTpbl yCryru (CM. HVI)Ke), 3aBUCUT OT Bbl6paHHOFO

3Ha4yeHus B nore Tun.

MpM HaXKaTUW KHOMKM | & Peaactuposats  OTKPLIBAETCS! OKHO CBOWCTB YCyrv C AeakTMBMPOBaHHbLIM nornem Tun.

HasHaueHune ycnyr nonb3oBartenamMm npom3BoanTCcAa NoCpeacTBoM Cco3aaHUA CEPBUCHbIX CBA30K Ha CTpaHuue CBOWICTB

nonb3oBarens (cMm. : Tapudmkauma Ha cTp. 51).

Pa3oBasi ycnyra

OKHO cBOMNCTB pasoBon ycnyrmn cooepxXxuT cnenyrouine ctpaHuubl:

Crommocts | 50

OB HE NapaMaTpRI

¥aanuTe 13 rpynns! |He YOanaTb

MapamMeTpel yonyri
THN KOHTPEKTHOMD OKOHYaHMA |Tene¢0HM;|

— O6wwue napameTpbl — cTaHgapTHasa (Yenyru Ha cTp. 65).
— MapameTpsbl ycnyru. BkniovaeT nons:

— CTOMMOCTb — LieHa yCryru.

— YpanAatb u3 rpynnbl — BbiNajalowuii  CNMCOK AN Bblibopa rpynnbl, M3 KOTOPOW MNofb3oBaTenb LOIHKEH

yOansiTbCsl Nocne CnucaHus 3a AaHHyto YCyry.

— Tun KOHTPAKTHOro OKOHYaHUSA — KOMMEHTapWUiA, KOTOPLIA MOXHO BblOpaTb M3 ChNUCKAa paHee Co3[aHHbIX
kommeHTapueB. MogpobHee cMm. UHTepdeic agMuHUCcTpaTopa: TUnbl KOHTPAKTHLIX OKOHYAHUM Ha CTp. 75

MapameTpbl COOTBETCTBYHOLLEN CEPBUCHON CBA3KM onucaHbl B pasaene CepBUCHasi CBA3Ka pa3oBOM YCryru Ha

cTtp. 116.

Mepuogunyeckan ycnyra
OKHO cBOWCTB I'IepVIO,D,VI‘-IeCKOVI ycnyru cogepXxnT cneagyrouime CtpaHuubl:

MNepHoaWHYecKan COCTABNAOWLERA CTOMMOCTH ‘ 100

OBlWHe NapameTpel

MPOMZE0ANTE CTIMCaHHE ‘B HEHaNEe PACYETHOMO NEPHOAE

MapaneTpbl yOayra
MoAMTHKE CIMCEHMA ‘Dev’au\t n

ID exemsl ‘Cxema

TN KOHTPAKTHOTO OKOHYEHKA ‘Tenedmnmn

— O6wwue napameTpbl — cTaHgapTHasa (Yenyru Ha cTp. 65).

— MapameTpbl ycnyru. Bkntovaet nons:

— lMepuopnyeckas coctaBnsitolasi CTOMMOCTU — (PMKCMPOBAHHASA YacTb LiEHbl YCMyrM 3a pacy€THbIV nepuog.
Ycnyrn cneumanusmpoBaHHbIX TUMOB MMEIOT, MOMUMO 3TOW CyMMBbI, Takke Apyrne cocTtaBnsioLue CTOMMOCTMH,
3aBucawme ot obbéma noTpedbneHuns ycnyru (T.€. OT KonnyecTBa Tpaduka unm oT ANUTENbLHOCTU COEANHEHNS).

— MpousBoanTb cnucaHne — NOpPsSLOK CNNCAHUSA AEHEXHbIX CPEACTB C NMLEBOro cyeTa aboHeHTa. Bo3aMoXHble

3Ha4YeHuA:

* B Ha4ane pac4yeTHOro nepmMoga — Cl1caHue CPeACTs NPOV3BOAUTCA EAUHOBPEMEHHO MPW CO34aHNM

CEPBUCHOM CBA3KU U NPW YCTaHOBKE CUCTEMOWN HOBOTO PacyeTHOro nepunoga Ans AaHHON CEPBUCHON CBA3KW.
(PacyeTHbI nepunop ykasbiBaeTCs B CBOMCTBAX CEPBUCHON CBSI3KU NEPUOANYECKON YCryru).

* B KOHUe pacyeTHOro nepuopga — cnnucaHne cpeacTs npomn3soanTca eqnmHoBpeMeHHO HenocpeacTBeHHO

nepes 3aKkpbITMeM pac4eTHOro nepuoaa.
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*

MNocTeneHHO B Te4eHMWe pacyeTHOro nepuoaa — CnucaHwe cpeacTB NPON3BOANTCS MOCTENEHHO B TEYEHUE
BCEro pacyeTHoro nepuoaa. Konmyectso cnucaHun onpegenserca napametpom KonnyecTtBo cnucaHui B
Hepeno, 3a4aHHOM B CBOMCTBaxX pac4E€THOrO Nepuoaa, Ha KOTOPbIA CCbINaeTcsi cepBUCHas CBA3Ka AaHHON
ycrnyru, a ecnv aToT napameTp He 3afaH, To napaMeTpoMm Yucno nepmoanYecKUx CnMcaHuim B pac4€THOM
nepuoge. 3Ha4yeHne JaHHOro NapameTpa 3agaéTcs B HacTpolkax Tapudukauum (cm. HacTpoiku cuctembi
Ha cTp. 85)

— lMonuTuka cnucaHus — NonNuTUKa cnucaHus, kotopas 6yaet BbibpaHa no yMOn4aHuio Npy Co3gaHMmn CeEpPBUCHON
cBA3kM 3ToM ycnyrn. MogpobHee o nonutuke cnmucaHus cm.. BasoBble 06bekTbl cuctembl: MonuTtuka
cnucaHusa Ha cTp. 24 UHTepdberic agpmuHucTpatopa: NMonutuku cnucaHma Ha cTp. 63.

— ID cxeMbl — cxemMa KO3(pDULMEHTOB, NPUMeEHsieMas K Mepuoauyveckon COCTaBRsIOWEN CTOMMOCTM YCRyru.
Mogpo6Hee o cxeme koachduumneHToB cM. BazoBble 06bEeKTbI cucTeMbl: CxemMa KoachhuUneHTOB Ha CTp. 261
UHTepdenc agpmuHuctpatopa: Cxembl kKoadppmUNEHTOB Ha CTp. 74

— Tun KOHTPAKTHOro OKOHYaHUA — KOMMEHTapuiA, KOTOPbIA MOXHO BbiOpaTb W3 ChUCKa paHee COo3[aHHbIX
kommeHTapueB. MogpobHee cMm. UHTepdpeic agMuHUCcTpaTopa: TUnbl KOHTPAKTHLIX OKOHYAHUW Ha CTp. 75

Ecnu B kayecTBe MeToaa CHATUSA CPEACTB BbIOpAHO NOCTENEHHOE CHATME CPEACTB, TO AN YCNYrM Ha OCHOBaHWM eé
CTOMMOCTU U pac4ETHOro Nepuoaa onpeaensieTcs MMHUMarnbHoe KOnm4eCcTBO CPEACTB, KOTOPbIE MOTYT ObITb CMCaHbI
Nno AaHHOW CEPBUCHOW CBA3KE 3a 0AWH pa3. Ha ocHoBaHWMM KonmnyecTBa CnncaHuin onpeaensieTcsi MUHUManbHbI
WHTEpBan BpeMeHW Mexay cnucaHnsmMu. MNMpu nHnumanmsaumm CepB1CHON CBA3KN PacyE€THbIV Nepuog OennuTcs Ha
paBHble YacTu. [Npy 3aBepLUEHUN KaXOO0W TaKkow YacTu reHepupyeTcsl cobbiTre BrU3Hec-norukm, 06paboTymk KOTOporo
onpeaensieT, Kakoe KONMYecTBO CpeacTB AOMKHO ObITb CNncaHo ANsi JaHHOW CePBUCHOM CBSI3KM HA MOMEHT Bbl30Ba
06paboTyuka, 1 Kakoe Konm4ecTBo cpeacTB Obino cnucaHo. Ecnv pasHyua mexay 3HavyeHussMy nNpeBblllaeT
MVHUManbHbI 0OGbEM CPeacTB, KOTOPbLIV CMINUCBLIBAETCS MO CEPBUCHON CBS3KE, TO MPOU3BOANTCS CUCaHME
HeobXx0oUMOW CyMMbI, KpaTHOE MUHMMarbHOMY KONMYECTBY CPEACTB.

Ecnu konnuyecTBo cnucaHnin B Hedento He 3a4aHo, TOo CnncaHns NponsBoaaTcs cnegyowmum obpasom. Mpu
VHMLManM3aunm CepBUCHOM CBA3KW, CCbINAloLWENcs Ha MepUOANYECKYIO YCNYry C MOCTENEHHbIM CNCaHWeM CPeaCTB
1 pacyé€THbIN Nepuop 6e3 3agaHHOro KonNMyecTBa CNMcCaHui B Hedento, pacyéTHbIN Nepuod, Ha KOTOPbIN CCblNaeTcs
AaHHas cepBuCHas CBA3Ka, AENUTCA Ha paBHble YacTu, KONMMYECTBO KOTOPbIX onpeaenseTca napametTpom Yucno
nepuoanyecKMx CMcaHum B pac4éTHom nepuoge (no ymondaHuio 64). MNpu 3aBepLieHn Kaxaom 4actu
reHepupyeTtcst cobbiTre busHec-norvkn. O6paboTymk cobbiTSA BLIOMPAET BCE 3aperncTpupoBaHHbIE CEPBUCHBIE
CBS13KW, KOTOPbIE CCbINAalOTCA Ha Nepuoanyeckmne ycryru ¢ nnaBHbIM CNMCaHWeM 1 Ha pacHéTHbIN nepunog 6e3
3afaHHOro KonuyecTsa CnucaHuin B Hegento. [4nsi KaXKaon Takon CepBUCHOW CBA3KW ONpeaensieTcs KonnyecTso
CPEeACTB, KOTOPOEe A0MKHO BbITb cnncaHo. Ecnun pasHyua Mexay 3HaYeHUsMU NpeBblllaeT 3HadeHe napamerTpa
MuHuManbHasa cymma nepmoavnyeckoro cnncaHus, 3agaHHoe B HacTpovikax Tapudmkaumm, To NPOM3BOANTCS
cnucaHne HeobXoaMMOW CyMMbI.

OnucaHHble napamMeTpbl UMEKTCA TaKxKe Yy yCnyr gpyrmx TmunoB, KOTopble, TakKMMm o6pa30|v|, ABNAKOTCA YaCTHbIM
cny4dyaem nepunogmnyvecknx ycnyr, Ho Kpome Toro obnagaoT cobCcTBEHHBIMM napamMeTpamu, CI'IeLIM(bVI‘-IHbIMVI ansa
KaxKgoro tuna.

MapameTpbl COOTBETCTBYHOLLEN CEPBUCHON CBA3KM ONMCaHbI B pasaene CepBUCHas CBA3Ka Nepuoanyeckomn ycnyru
Ha cTp. 117.
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Ycnyra nepenaum Tpacdumka

OKHO CBOWCTB ycnyrun nepegadu Tpaduka coaepxnt cnepyoumne ctpaHulbl:

=101 x]

MeproarHECKan COCTEBNAMILER CTOMMOCTH |D |

SRR R MPOM3B0AMTL CIMCAHKE |B Ha4ane PacHETHOMO NEPHOAE - |
= TP 0 S MonMTHKE CMCaHMA |Defau|t (1) - |
TPaHHLE! TapHHEaLHH
"L RADILUS aTpHAYTHI
_é Tpynnel Mepuoa arperawm Tpadmka Mo yMonYaHUo
o IR R T i TMMAT 0AHOBPEMEHHBIX CECOMA |D

[] OBHynsTE NpeaonnaYerHb Tpadwk

[ AuHammueckoe pacnpeaeneque IP anpecos

v Ok | | L OTMeHa

— OO6wwue napameTpbl — cTaHgapTHas (Yenyru Ha cTp. 65).
— NMapameTpsbl ycnyru — cMm. Mepuoaunyeckas ycnyra Ha cTp. 66. JONOMHUTENBHO COAEPXUT NapameTpbl:

— MNepwop arperaumm Tpacdmka — 4eVicTBYET Kak aHanor CMCTeMHoro napametpa [lepuod agpezaayuu mpaguka
(cm. HacTponku B nHTepderice agMmmHucTpartopa Ha cTp. 142), HO TONMbLKO ANs aHHOW YCryru.

— JlumMnT ogHOBpPEMEHHbIX CeCCUM — NO3BONSET YCTAHOBUTb OrpaHWYeHWe Ha KOMMYeCcTBO OAHOBPEMEHHbIX
ceccumn.

— OGHynATbL NpeponnavyeHHbIN TpaduK — pnar 06HyNeHNss NpegonnavyeHHoro Tpaduka B KOHLE pac4ETHOro
nepuoga. Ecnn dnar ycraHoBneH, Hen3pacxO4OBaHHbLIM NpefonnaveHHbIi Tpaduk B KOHUE nepuoga
obHynsieTcs, B NPOTUBHOM Cryyae — NepeHOCUTCS Ha CNeayoLWni pacyETHBIN Nepuoa.

— OuHamunyeckoe pacnpeageneHue IP-agpecoB — ncrnonb3yeTca Anst NPUBA3KWM OaHHOW yCnyru K ycnyre Tuna
hotspot unu dialup (y koTopoli Takke fomKkeH ObITb BbICTaBNEH AaHHBIN dnar) ¢ Lenbio TapudmrKaLmm He TONMbKO
No BPEMEHU COeOUHEHWS, HO U No noTpebnexuto Tpaduka. C ogHUM NUUEBBIM CHETOM MOXET ObiTb CBA3aHa
TONMbKO OJHAa ycnyra nepegayn Tpaduka ¢ BbICTaBNEHHbIM hrarom.

— paHuubl Tapudukaumm. Ha ctpaHuue npmBedeHsbl rpaHnLbl KonvyecTea Tpadumka 3a pacyéTHbl nepuog,
ucnonb3yemMble ANns HasHa4YeHUsi pas3nMyHoOn cToMmocTu Merabavita Tpaduka B 3aaHHbIX 3TUMU rpaHULaMm
AvanasoHax. [ns Kaxaomn rpaHnLbl yKasaHsbl:

— Knacc Tpadmka (Mnuv rpynna Krnaccos, CM. HUXE);

— 0b6béM Tpaduka;

— ueHa.

LleHa, cBsisaHHas ¢ 4aHHOW rpaHuLen, onpeaensieT CTOMMOCTb Tpadmka gaHHOro Kracca B 06bEme OT AaHHOM
rpaHuubl o criegytollent. Mo ymonyaxuio npucytcteyeT rpaHunua 0 co ctommocTbio 0.

— RADIUS atpubyTbl — no3sonset gobasute B RADIUS-3anpoc gononHutensHele atpnbytsl RADIUS (cm.
DononHutenbHble aTpubyTbl RADIUS Ha cTp. 89).

— Ipynnbl. Ha cTpaHuue HaxoamTcs nHTepdenc HacTponku rpynn. pynna — a1o o6beanHeHne HECKONbKMX KNaccoB
Tpaduka. Vicnonb3oBaHue rpynnbl MEHSET NOrMKy Tapudukaumm Tpaduka.
Twn rpynnbl, BbIGMpaeMbl M3 BbiNaAaroLLEero cnmcka, MoXeT 6biTb max Unu sum.
O6beanHeHne knaccos Tpadmka B rpynny max MCMOMb3yeTcs Ans Tapmdukaumm no npesanupyrowemMy Knaccy,
T.e. Tapud Ansa scero Tpaduka 6epéTca no 3agaHHbIM rpaHnLaM Tapudmkaumm Ha OCHOBaHUM Tpadmka Toro
knacca, kotoporo 6onbLue Bcero. T.e. Npu AOCTUMXKEHWUN rPaHnLbl Tapudmkaumm nbeiM knaccom, Tpaduk noboro
knacca TapuduumpyeTcs no ykasaHHOM CTOMMOCTH.
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O6benunHeHve KnaccoB Tpaduka B rpynny sum UCMonb3yeTcs Ans Tapudukaumm no cymme Tpaduka ans Knaccos
Tpaduka, BXOOALWMX B rpynny, T.e. Tapud 6epéTcs no 3agaHHbIM rpaHmLam Tapudukaumm Ha OCHOBaHUK
CyMMapHOro KonunyectBa Tpaduka. T.e. Npu JOCTMXKEHUN rpaHuLbl TapuduKaumm CyMMapHbIM TpadhukomM,
BXOASLLMX B rpynny KrnaccoB, BbIGpaHHbIN knacc GyaeT TapuduumpoBaThes Mo ykasaHHOW CTOMMOCTM

@ CosdaHue epynn 0ormKkHO npedwecmeosamb co30aHuUto epaHuly, mapudgukayuu. Nocrne moeo, kak 3adaHbl
epaHuubl, uHmepgelc co3daHusi epynn briokupyemcs.

— MpeponnayeHHbIn Tpaduk. CTpaHuLa cCoaepXnT CNMCOK KONMYECTB NpeaonnadyeHHoro Tpaduka no knaccam
Tpadhmka (ogHa 3anuck Anst Kaxaoro knacca). [aHHbIn Tun Tpaduka pacxogyeTcs B NEpBYLO ovepenb U
TapudumumpyeTcs no HyneBon CTOMMOCTU. Hencnonb3oBaHHbIN NpegonnadYeHHbIv Tpadrk MOXET NEPEHOCUTLCH Ha
cnegyowuin pacyeTHbl nepuog. Napamvetp HakannuBatb He 6onee orpaHNYMBaET KONMYECTBO
Heuncnonb30BaHHOIO NpeaonadyeHHoro Tpaduka, NePeHOCMMOro Ha CriefyoLniA pac4eTHbIN NePUoA, HE3aBUCUMO
OT npoucxoxaeHus. Ecnv napametp paBeH Hynto, HaKONJIEHNE HE OrpaHNYnBaETCS.

@ lNpedonnadyeHHbIt mpaguk U MeEXaHU3M 2Py SI8MSIIOMCs 83aUMOUCKOYaWUMU (m.e. He Mo2ym
ucrosb308ambcsi 00HOBPEMEHHO).

MapameTpbl COOTBETCTBYHLLIEN CEPBMCHON CBSA3KM onncaHbl B pasaene CepBucHasi CBA3Ka yCcrnyru nepegaym
Tpadmka Ha cTp. 118.

Ycnyra hotspot
OkHo cBowicTB ycnyru hotspot cogepxut cnegytoLme cTpaHuLbl:

=Y

Meproaryeckan cOCTABNAIOWES CTOMMOCTH | 100 ‘

CWke napareTpe!

MpowsBoanTe dmcaHe |E Ha4ane paCHETHOr0 Nepvoaa = ‘

MapaMeTpbl YCAYTH
MonnTHia qmcanna |DEfauIt [61] - ‘

PaspelleHHbIE NOACETH

/W CTOHMOCTE BREMEHH

: RADIUS aTpHByTe!

TMMMT 0AHOBPEMEHHEIX cecomid | 10

[] AvHamqeckoe pacnpeaenerie IP anpecos

— O6wue napameTpbl — cTaHaapTHas (Yenyru Ha cTp. 65).
— NapameTpsl ycnyru — cMm. Mepuoaunyeckas ycnyra Ha cTp. 66. JononHUTENBLHO COAEPXUT NapameTpbl:

— JNlumnt OAQHOBPEMEHHbIX ceccum — yCTaHaBnnBaeT MaKkcumMarnbHoe KONm4ecTBo OAHOBPEMEHHO
YCTaHOBJI€HHbIX COeIVHEHNIA, KOTOpOe nosnb3oBaTesib MOXeT OCyLeCTBUTb Nog O AHUM NNOTMHOM.

— OuHamuueckas npuBsaska IP-agpecoB — ncnonb3yeTcs ANs NpUBSA3KM OaHHOW YCNyrM K ycnyre nepegauyv
Tpadmka (y KOTOPON Takke AOMKeH ObiTb BbiCTaBNEeH AaHHbIA dhnar) ¢ uenbo Tapudukaumm He TOMbKo Mo
BPEMEHU COeAMHEHUS, HO 1 No noTpebnexuto Tpacduka. C o AHUM NULEBBIM CHETOM MOXET ObITb CBA3aHa TOMNbKO
oaHa ycnyra tuna hotspot nnu dialup ¢ BeiIcTaBNeHHbIM doriarom.

— PaspelueHHble NoAceTy — COAEPXKUT CMUCOK paspeLLEHHbIX CETEN, T.€. CETEN, B KOTOPbIE JOMKEH nonaaaTb
IP-appec aboHeHTa npu asTopusaummn B Web-uHtepderice UTM5. B npoTMBHOM crnyvae 3anpoc Ha aBTopu3aumio
OyOeT OTKIOHEH.

— CtoumocTtb BPeMEeHU — coaepxumTt Ta6r||/|uy CTOMMOCTU BpeMeEHN coeanHeHNA B 3aBUCUMOCTUN OT BPEMEHHOIo
[ananasoHa.

— RADIUS atpubyTbl — cM. [lononHutenbHble atpubyTtbl RADIUS Ha cTp. 89.

MapameTpbl COOTBETCTBYHOLLEN CEPBMCHON CBSA3KM onmncaHbl B pasaene CepBucHas cBa3ka ycnyru hotspot Ha
ctp. 120.
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Ycnyra kommyTtupyemoro gocrtyna (dialup)

OKHO CBOWCTB yCnyrm KOMMyTnUpyemMmoro 4octyna CoaepXXuT cnegyrwmne ctpaHuubl:

=

'rJ CTOMMOCTE BREMEHH

L

T RADIUS aTprByTe!

MNeproAHYECKaR COCTABNAMOWARA CTOMMOCTH |25El |

OflHe NapaMeTpel

MPOM3BOAMTE CTMCaHME |3 HEHaNE PACYETHOrO NEpUoAa v|

MapaneTpb! yonyra
MonMTHKE CNHCaHA |Default [63] v|

HaszsaHwe nyna | |v

MaKCMMANEHEI TaiMayT |EG4UU

THMUT OAHOBPEMEHHEIX CECCMA | 5 |

MpedmKe noruHa |speJ

[ Avramueacoe pacipenenetme IP aapecos

— O6wue napameTpbl — cTaHaapTHas (Yenyru Ha cTp. 65).

— MapameTpsbl ycnyru — cMm. lNepuoaunyeckas ycnyra Ha cTp. 66. [JononHUTENbHO COAePXUT napameTpsl:

HasBaHue nyna — ums nyna (cm. IP-nynbl Ha cTp. 94), u3 kotToporo 6yayT BelgaBaTbes IP-agpeca. MNapameTpbl
kawwmpytotcs UTM5 RADIUS. B cnyyae, ecnu nyn 3agaH B UTM5, BbigaeTcst nepBbii cBOGOAHBIV aapec 13
AaHHoro nyna. Ecnv nyn He 3agaH, To BblJaeTCcs ero nmsi.

MakcumanbHbIN TauMayT — ANUTENbHOCTb CECCUM [0 NPUHYAUTENbHOro o0pbiBa (B CeKyHAAX; TUMMYHOE
3HayeHue — 86400, T.e. cyTKn).

JIumnT ogHOBpPEMeHHbIX ceccui — ycTaHaBnMMBaeT MaKcMMarnsHoe KONMM4ecTBO OOHOBPEMEHHO
YCTaHOBIEHHbIX COEQUHEHWIA, KOTOPOE MONb30BaTeNlb MOXET OCYLLEeCTBMTb NMoA OOHWMM noruHom. [Napametp
kawmpyetca UTM5 RADIUS.

Mpedukc nornHa — npedukc, aBTomaTnyeckm 4ob6aBnsiemMbIi K TOTMHY NPY CO3A4aHUN CEPBUCHOW CBA3KM.

AvHamuyeckas npuBsaska IP-agpecoB — vcnonb3yeTcs AM1s NPUBSI3KM JaHHOW YCnyrn K ycnyre nepegauyv
Tpadmka (y KOTOPON Takke AOMKeH ObiTb BbiCTaBNEeH AaHHbIA dnar) ¢ uenbo Tapudukaumm He ToMbKo Mo
BPEMEHU COeAMHEHUS, HO 1 No noTpebnenuto Tpacduka. C oAHUM NULEBBIM CHETOM MOXET ObITb CBA3aHa TONMbKO
oaHa ycnyra tuna hotspot nnu dialup ¢ BeiIcTaBneHHbIM doriarom.

— CrounmocTb BpeMeHU — CoaepXnT Ta6n|/|u,y CTOMMOCTU YacCa coegnHeHnA B 3aBUCUMMOCTU OT BPpEMEHHOIo
OunanasoHa. B Tabnuue o6sa3aTenbHo AomkHa ObiTh XOTsl Obl 0OAHA 3anuchb. Bpems npegoctaBneHus ycnyrun
Y4nUTbIBaAE€TCA C TOYHOCTbIO [0 CEKYHAObI.

— RADIUS aTpubyTbl — cM. [lononHuTenbHble atpnbyTebl RADIUS Ha cTp. 89.

MapameTpbl COOTBETCTBYIOLLEN CEPBUCHON CBA3KM onucaHbl B pasgene CepBuCHas cBa3ka ycnyru
KOMMYyTUpYyeMoro AocTyna Ha cTp. 121.
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Ycnyra tenedoHum

OKHO CBOWCTB ycnyrm TenedOoHNN CoaepPXKuT cneayoumne CtpaHuubl:

@

L

_j PeaakTop ueH
~ Tpariusl Taprdkaum
MpeaonnaYeHHEIE EAHHHLE! BecninatHoe Bpena H

Mnata 3a coeAHHEHHE

Meproanyeckan coCTaBNAOLWARA CTOMMOCTI |5 |

CWke napareTpe!

MuHMMaNsHaA CyMMa cieTa | |

MapaMeTpbl yCAYIH
MPOMIE0ANTS CTMCAHNE | B HAaNE PACYETHOD NEPHDAS ~|

MonuThka cucaHna |Default [63] vl

AnUTENbHOCTE HE4anbHOro Neprona |60

RADIUS atpubyTel

LUar Ha4ansHoro nepuona | 10

Lar nocneayowero nepuona | 1

PasmMep eauHuUL! Tapudwkalim |60

TMMAT 0AHOBPEMEHHEIX CECOAIA |

YuuTbiBaTE becinatHoe Epens

| v Ok H i OTreHa

— O6wwue napameTpbl — cTaHAapTHas (Yenyru Ha cTp. 65).

— MapameTpsbl ycnyru — cm. Mepuogunyeckas ycnyra Ha cTp. 66. [JononHWTensHO coaepXuT napameTpsb:

MuHuManbHas CyMMa cYyeTa — MMHMMalibHaa CTOMMOCTb YCInyru Ana KrneHTa.

BecnnatHoe BpeMsA — eCnn AnnTesibHOCTb 3BOHKa MeHbLUe AaHHOro 3Ha4yeHus, 3BOHOK ABNAETCA fSecnnaTHbIM.
|_|pl4 onbLuen AnUTenbHOCTU — NosiHoe BpemMsa coeanHeHna onnavymnBaeTca no yCTaHOBHEHHOVI CTOMMOCTW.

OnuTenbHOCTbL HaYanbHOro NnepuoAa — NEPUOA, BPEMEHU (CeK.) B Hayane COeAMHEHWs], B TEYEHNE KOTOPOro
NPOUCXOANT OKPYrfeHne ¢ 0COGbIM Larom.

LLar HayanbHOro Nnepuoaa — Lwar OKpyrneHns BpeMeHu (Cek.) ANA COeAMHEHUN, ONUTENbHOCTb KOTOPbIX He
NPeBOCXOAWT HaYanbHOro nepuoaa.

LLar nocneaytollero nepuopa — Luar okpyrreHnst BpemeHu (cek.) ans 6onee AnutenbHbIX COeQUHEHNI.
Pa3smep eavHuubl Tapudmkaumm — Bpems (Cek.), LieHa 3a KOTopoe NpMBOAUTCS B Tabnuvue LeH.

JInmMuT ogHOBpPEMEHHbIX ceccumr — MakcumarnbHoe KONM4ecTBo OOHOBPEMEHHO YCTaHOBIEHHbIX coeanHeHunn
noa oAHUM JTIOFTMHOM.

YuntbiBaTh 6ecnnatHoe BpeMsA — yuntbiBaTb  OecnnaTtHble  3BOHKM B HakanjMBaemMoW CyMMapHOWN
NPOAOIMKUTENBHOCTIN 3BOHKOB, OT KOTOPOM MOXET 3aBUCETb CTOMMOCTb.

— PepakTtop ueH. Ha cTpaHuue npMBoanTCA CTOMMOCTb €4NHULbI TapuduKauumn Bo BHYTPEHHUX YCIOBHbIX eANHULUaXx,
3agaBaemMasi B 3aBMCMMOCTU OT BPEMEHHOIO AuanasoHa 1 TenedOHHON 30HbI Ui HanpaBneHns.

Q)

[ns cosdaHus ycryau meneghoHUU Heobxodumo Hau4ue xoms 6b1 00HOU meneghoOHHOU 30HbI U/umu
HarnpaeieHus.

[ns MaccoBoro M3MeHeHUs CTOMMOCTU eAVHUL, TapUMKaLMK CYLLECTBYET BO3MOXHOCTb UCMOMNb30BaHUS
hopMyribl, PACMONOXEHHOM B HKHEW YacTy OKHA CTPaHULbI.

Hanpumep, 4To6bl yMHOXWUTbL CTOMMOCTb Ha 1.1, crieayeT BblaenuTe HeobXxoauMbli AUanasoH eauHUL,
TapudUKaLmMM C NOMOLLIbIO NTEBOM KHOMKU MbILLW, 3a4aTb (popMyny x*1.1 + 0, u HaxaTb Enter. [1ns Toro, 4To6bI
npuGasBuTb K cToMmocTu 10, criegyeT BblAeNUTb HEOBXOAMMbIN AManas3oH eauHUL TapupukaLmum ¢ NoOMOLLbHO
NEeBOI KHOMKU MbILW, 3agdaTte doopMyny x*1.0 + 10, u HaxaTb Enter.
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— paHnubl Tapudmukaymm. Ha ctpaHuue npmBeaeHbl rpaHuLbl CyMMapHOW ANUTENbHOCTU 3BOHKOB 3a PacHETHbIN
nepvopa, 3afaBaemMble B 3aBUCMMOCTM OT TenedOHHOM 30HbI UNu HanpaeneHus. [paHnubl CNONb3yTCs AN
Ha3Ha4YeHWs1 pasnMYHON CTOMMOCTU CeKYHAbl TENEOHHOrO COEAMHEHNS B 3a4aHHbIX 3TUMU rpaHnMuamm
OuanasoHax. LieHa oT gaHHoWM rpaHuubl 4o cneaytollen byaer onpeaensaTbcsl CTOMMOCTbIO, CBA3aHHOW C AaHHOW
rpaHuuen.

@ 3adaHue epaHuy mapugukayuu 0115 ornpedenéHHO20 HanpaeneHus Uil 30HbI B03MOXHO MOJILKO MU Hanu4uu
0aHHO20 HarpasieHuUs Uumu 30Hb! 8 pedakmope UeH (CM. ebiie) amoli ycryau mesieghoHuU.

— MpeponnayeHHble eAUHULBI. Ha cTpaHuLe NpuBefeHbl pasmepbl NpeaonsiadeHHoro TenedoHHoro Tpaduka,
3a[jaBaeMble B 3aBUCUMOCTU OT TeNletPOHHOW 30HbI UMK HanpaBrieHus.

— MNnara 3a coeanHeHue. Ha cTpaHuue npuseaeHbl pa3Mmepbl (OUKCMPOBAHHON NNaThl 3a coeanHeHne, 3ajaBaemMble
B 3aBUCUMOCTU OT TenedOHHON 30HbI UK HanpaeneHus. [laHHasa nnarta He 3aBUCUT OT ANUTENbHOCTM 3BOHKA U
B3MaeTcs B AOMOMHEHME K NepeMeHHOM YacT CTOUMOCTU, 3a4aBaemMon Ha cTpaHuuax PegakTop ueH v MpaHuubl
Tapudukaumn.

— RADIUS aTpmbyTbl (CM. lononHutenbHble atpubyTbl RADIUS Ha cTp. 89).

MapameTpbl COOTBETCTBYHIOLLIEN CEPBUCHON CBA3KWN ONMCaHbl B pasaene CepBucHas caa3ka ycnyru tenecdoHum Ha
cTp. 121.

Ycnyra IPTV

Ycnyra IPTV ctaHoBUTCSA 4OCTYNHA nocrne npuobpeTeHns nuueH3nm Ha mogyne uHterpaumm ¢ IPTV. OkHo yenyrn IPTV
COAEPXMUT crnegytoLmne CTpaHuLb:

NeproaWUECKan COCTIBNAIOLWEA CTOMMOCTH | 100 |

S mEpE ST METOA CHATMS fIeHer |B Haqane PacHeTHOro NepHopa -
Mapamerpbl yeryri

MOAMTHUKa CCAHA |Defaurt (1) '|

Mcnonb3yemasl cucTema IPTV | NetUP |

MNonbL30BaTeNbCKUE faHHbIE | |

Menua-KoHTeHT | Discovery_101 +| @)

Meaua-rpynna

MapameTpel yCyT1

I'opﬂuaﬂ KNaBMilg: —

| v Ok H @ OTMEHa

— O6wue napameTpbl — cTaHaapTHas (Yenyru Ha cTp. 65).
— MapameTpbl ycnyru — cm. NMepuoaunyeckasn ycnyra Ha ctp. 66. [JononHUTENbHO COAEPXUT NapameTpbl:

— WUcnonbayemasn cuctema IPTV — no ymonyanuio npuHumaeT 3HaveHvne NetUP v yctaHaBnmMBaeT pexum paboThbl
c cuctemon IPTV komnanum NetUP. Mpu BbiGope 3TOro pexmma paboTbl, NOABMASITCA TakkKe 3r1eMEHTbI
Mepnuna-koHTeHT U Megua-rpynna, KoTopble MO3BOMSAT HACTPOUTb AOCTYMN K OMPEeAeneHHOMY KOHTEHTY unu
rpynne meama-koHTeHTOB. bonee nogpobHo cM. pykoBoacTBo aamuHuctpatopa IPTV. MNpu Bbibope pexuma
Other, pocTynHbLIM OCTaeTcs TonbKo none llonb3o8ameribckue 0aHHbIe.

— Monb3oBaTtenbckue AaHHble — OOMNOMNHUTENbHbIE AaHHble, nepedaBaemble B cobbitum UTMS RFW.
MpounsBonbHOe TEKCTOBOE MNofie, MOXHO NepeaaBaTb AaHHbIe B BUAE CTPOKM.

— Mepawna-KOHTEHT — Mena-KOHTEHT K KOTOPOMY nosib3oBaTeslb NOJy4UT 0CTYN NPU NOAKIMKYEeHUN aTOoN ycnyru.

— Mepua-rpynna — rpynna meama-koHTEHTa K KOTOPOW Mofib3oBaTeslb NOyYuT AOCTYN NPU NOAKIYEHUN STOM
ycnyrm

MapamMeTpbl COOTBETCTBYIOLLEN CEPBUCHON CBA3KM onucaHbl B pasaene CepBucHas ceaska ycnyrm IPTV Ha cTp. 122.
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YCnyra BuAaeo no 3anpocy

Ycnyra Bueo no 3anpocy CTaHOBUTCS AOCTYMNHA Nocre NpuobpeTeHust nMueH3nm Ha Mogynb niterpauum ¢ IPTV. OkHo
yenyru IPTV cogepxuT crnegylowme cTpaHuubl:

_lolx]

CTOMMOCTb ‘ 10 |

OBLME MapaveTpel

OnnuTensHOCTE ‘ 24|%|

MapamMeTpbl yCryri

Wcnoneayemas cucrema IPTV \NetUP '|

Mone30BaTeNbCKME AaHHbIE ‘ |

Meama-KOHTeHT

Meawa-rpynna \ToprEJU Movies = | (W)

| v Ok H W OTMeHa

— O6wue napameTpbl — cTaHaapTHas (Yenyru Ha cTp. 65).
— NapameTpsl ycnyru — cMm. Mepuoaunyeckas ycnyra Ha cTp. 66. JoNonHUTENBLHO COAEPXUT NapameTpbl:

— WUcnonb3yemas cuctema IPTV — no ymonyanuto npyHumaet 3HaveHve NetUP v yctaHaBnvBaeT pexum paboThbl
¢ cuctemon IPTV komnaHun NetUP. lNpu BbiIGope atoro pexuma paboTbl, NOSBAAIOTCA Takxe 3NeMeHTh
Megawna-koHTeHT 1 Meguna-rpynna, KoTopble MO3BOMAAIOT HACTPOUTb AOCTYN K OnpedeneHHOMY KOHTEHTY unu
rpynne meama-koHTeHTOB. bonee nogpobHo cM. pykoBoacTBo aamuHuctpatopa IPTV. Mpu Bbibope pexuma
Other, pocTynHbIM OCTaeTcs ToNbko none [los308ameribckue OaHHbIe.

— Monb3oBaTenbckue AaHHble — JOMOMHUTENbHbIE AaHHble, nepedaBaemble B cobbitum UTMS RFW.
[Mpoun3BonbHOE TEKCTOBOE Nore, MOXHO NepeaaBaTh AaHHbIE B BUAE CTPOKMU.

— Mepawna-KOHTEHT — Meana-KOHTEHT K KOTOPOMY nosfib3oBaTeslb NONy4YuUT 40CTYN NP NOAKMKYEeHUN aTon ycnyru.

— Mepua-rpynna — rpynna meama-koHTEHTa K KOTOPOW Mofib3oBaTeslb NOyYuT AOCTYN NpU NOAKIOYEHUN STOM
ycnyru

MapamMeTpbl COOTBETCTBYHOLLIEN CEPBUCHOW CBSI3KM onucaHbl B pasaene CepBuUcHas cBs3Ka ycnyru Bugeo no
3anpocy Ha cTp. 123.

LLa6noHb! yenyr

Ha ctpanuue WabnoHbl yenyr npuBeéH cnmcok wabnoHos ycnyr (cMm. BasoBble 06beKkTbl cuctemsbl: LLIaGnoHbl
yCRyr Ha CTp. 22) C BO3MOXHOCTbIO J00aBNeHUs, UBMEHEHNS 1 yaaneHusl. Yaanutb wabnoH BO3MOXHO TOMbKO B TOM
cnyyae, ecnv oH He ucnonb3yeTcd. [1ns yaaneHus ncnonb3yemoro lwabnoHa Heobxogumo npeaBapuTenbHO yaanuTb
BCE YCIyru, NOPOXAEHHbIE UM.

LLlabroHbl ycrnyr Ncnonb3yTcs Kak POAUTENbCKME CYLHOCTM ANS YCyr B COCTaBe TapudHbIX nnaHoB. Ang wabnoHa
BBOAATCS BCE Te e napameTpbl, YTO 1 AN YCryrn COOTBETCTBYOLEro Tuna (cm. Yenyru Ha cTp. 65), a Takke onuun:

— MopkntoyaTb NO YMOMYaHMIO — aBTOMaTMYECKU NOAKNOYATb YCIYry Npy co3faHuy TapuHON CBA3KY;
— PaspelunTb MHOXeCTBEHHOE MOAKIIIUYeHUe — PaspeLlnTb NoAKNoYaTb AaHHYo ycnyry Gornee ogHOro pasa.

Mpw co3gaHum TapudHOro nnaHa napameTpbl yCryr, Co3aaBaeMblX Ha OCHOBe LWabnoHOB, MOXHO peAaKTUpoBaTh.
Jio6ble N3MeHeHUs1 HaCTPOEK NPUMEHSIIOTCS TONbKO K 06aBNseMoN yCnyry U He 3aTparvBatoT POAUTENLCKYIO YCIyry
(wabnoH).
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BpeMeHHble Anana3oHbl

Ha gaHHoM cTpaHuLe nepevncrieHbl 3aperMcTpupoBaHHbIe B CUCTEME BPEMEHHbIE Anana3oHbl (cM. Ba3oBble
06BbekTbl cuctembl: BpemeHHble Anana3oHbl Ha CTp. 26). imeeTcs BO3MOXHOCTb Aob6aBneHns, pegakTupoBaHus n
yAaneHus AnanasoHoB.

YoanuTtb BpEMEHHOW Anana3oH BO3MOXHO TOSIbKO B TOM cny4ae, eCnm OH He NCnonb3yeTcA. Ons yoaneHua
ncnonb3dyemMmoro ananas3oHa Heobxooumo npeaBapuTenbHO yaanuTtb BCce CyLWHOCTU (yCJ'IyFVI, TapudHble NNaHbl,
nnueBble cyeTa n D,p.), KOTOpble CChbIN1aloTCA Ha Hero.

BpemeHHoNn anana3oH obnagaet cneayowmmMmn napaMmeTpamu:

ID — ngeHTudmkaTop (MOpsaKOBLIA HOMEP).

MpuopuTeT — NOPSAOK BXKHOCTU AMaNa3oHOB B CryYae ux nepeceveHuns (CM. Hke). Yem 6onblue yucno,
ykasaHHoe B 3ToW rpacpe, TeM BbILLE NPUOPUTET BPEMEHHOTO Anana3oHa.

HanmeHoBaHue gnanasoHa.

Onana3oH — co6CTBEHHO COBOKYMNHOCTb MHTEPBAJloB BpEeMeHN, BXOOALMNX B Anana3oH.

KHOMKM | @ fofasime | | 2 Penacruposats  OTKPBIBAIOT OKHO BpemeHHoOM ananasoH, cogepxallee aBe BKMNagKu:
HarnsagHo 1 O6bIYHbINA.

Espeneunnﬁ AManasoH x|

By

HauMeHOBaHHE |Eeuep |

MpHopHTET | 1] |

HarnaaHo | OBkbmMHEN |

o0 01 0z] 03 04 05| 06 [ 07| 08 [ 03| 10[ 11] 12[ 15[ 14[ 15[ 16 17 18] 19[ 20| 21| 22 [ 23

BockpeceHes
MoHe AEnEHHE
BTOpHHK
Cpeaa
HeTEEPr
MATHHUS

CyEBaTa
qi0T

‘ AobasuTe ‘

AeHe Mecay,

| W 0K H W OTheHa |

Bknapka HarnapgHo npefoctaenseT Bu3yanbHbI MHTEPAENC pefakTUPOBaHNS BPEMEHHBIX ANana3oHOB.
3akpalueHHble A4elikv Tabnuubl COOTBETCTBYIOT YacaM, BXOAALWMM B AvanasoH. BeigeneHve n cHATUE BbigeneHns ¢
oTAenbHbIX s4eeKk NPON3BOANTCA OQHOKPATHBIM HaXaTueM NeBoW KHOMKM Mblwu. Npu HaxaTon knasuwe Shift
BbleneHne NponcxoauT B 611I04HOM pexume, T.e. OXBaTbIBAET NPSAMOYIOfbHWK, MPOTUBOMONOXHbBIE YITlbl KOTOPOro
3afaHbl ABYMS nocriegoBaTenbHbiMU HaxxaTusamu. [MNpu Haxaton knasuwe Ctrl BbigeneHne npomMcxoanT B pexmme
nepeceyveHuns, T.e. pacnpoCTPaHSIETCH Ha SSYEKK, MO OAHOW KOOpAUHAaTE COBMafatoLLmMe C BblOENsieMON S4ENKON, a no
APYro — C BblAENEeHHbIMW paHee.

Bknaaka O6bIYHbIN NPeaoCTaBNAET TEKCTOBLIM MHTepdEc peaakTMpoBaHus ananas3oHoB. C NOMOLLIbIO KHOMOK
[o6aBuTb 1 YaanuTb BBOASATCA MHTEpBarbl AHeN Heenu U BpeMeHM CYTOK, BXOAsLME B ANanasoH.

@ BusyarnbHbil uHmMepgelic omobpaxkaem epemMsi ¢ mMoYHOCMbIo A0 Yacos; 3adaHue 8peMEH Hayarla U OKOHYaHUs

uHMepesarnos, He cosrnadarouux ¢ UebIMU Yacamu, 803MOXHO MOJIbKO 8 paclupeHHOM uHmepgelice. Ecnu
88edeHbl makKue epaHuybl, 8UsyarbHbil pedakmop pabomaem mosibKO 8 PEXUME MPOCMompa.

NetUP 62



Tapudumkauyus

B none OHu npy Heo6x0AMMOCTU BBOAATCS OTAENbHbIE AHW roAa, NpUHaAnexallme K avanasoHy. [lepeyncrneHHsle B
Tabnuue gHu, HaumHas ¢ 0-00 go 24-00 (T.e. go 0-00 cneaytowero oHs), OyayT NOMHOCTBIO BKITHOYEHbI BO BPEMEHHOM
avanasoH. Ecnu 3agaHbl 1 Tabnvua guana3oHoB BpeMeHU, U Tabnuua AHen — Ncnonb3yeTcst ux oobeanHeHune.

@ Ecnu 0ea epemeHHbIx duana3oHa repecekaromcesi, CIOPHOEe 8peMsi cHumaemcsi npuHadnexauwum duara3oHy,

umerouwemy bornee ebicokuli npuopumem. [Npu oduHako8oM fpuopumeme pesyrbmam Hernpedckasyem. Takux
cumyauyut cnedyem usbezame.

Cxembl k03chpuumneHTOB

Ha paHHoOM cTpaHuue nepevncrieHbl 3aperncTpupoBaHHbIe B CUCTEME CXeMbl KOA(PMULIMEHTOB ANst NEPUOONYECKNX
ycnyr (cm. BasoBble 06bekTbl cuctembl: Cxema ko3acpcpuumeHToB Ha CTp. 26). MimeeTcsa BO3MOXHOCTb [06aBNATD,
pefakTMpoBaTh U yaansaTb CXeMbl.

MoXHO yOanuTb cxeMy KoadhUUMEHTOB, €CIN YCIyra, B KOTOPOM AaHHAs CXeMa MCMonb3yeTcsl, eLlé He BKIoYeHa B
CEepBUCHYIO CBSI3KY. ECrnn ycnyra yxxe Ucnosnb3yeTcsl B CEpBUCHON CBA3Ke, Toraa HeoGXoaAMMO YAanuTb CEPBUCHYHO
CBSA3KY U1 Nocrie 3Toro yaanuTb cXxemy KoaddUUMEHTOB. Ycnyry yaansTb He TpebyeTcs. Mocne yaaneHust cxembl U3
CUCTEMBI, U3 YCINyr1 oHa ByaeT yaaneHa aBTOMaTUYecKu.

Cxema koahduumeHToB obnagaert cnegyowumm napameTpamu:

ID — ngeHTudmkaTop (MOpSOKOBLIA HOMED).

HanmeHoBaHue cxembl.

KommeHTapui.

[aTta co3pgaHus cxembl.

[laTa nameHeHus cxembl.

KHOMKM | @ fofasime | | 2 Penacruposats  OTKPBIBAIOT OKHO CXema Ko3a(p(pMLMEHTOB - CBOWCTBA, B KOTOPOM MOXHO
A06aBNATb W yaansaTb KO3MMULMEHTbI, BIMSIOLLME HA CTOMMOCTb YCIYrM B YKa3aHHbIA NEpUo BPEMEHM:
x|

Cxema Ko3(hHLKEHTOB - CBORCTBA
HawumeHosaHWE |Cxama ‘

KoMMEHT 2Pl | 30 aHed - 50%, 31-60 - 75%, nanee - 100% ‘

CroumocTb

| [LobasnTe |

Ot Havana ‘ AnMTensHoCTE ‘ KoaddmupenT
0 2592000 0.500
2592000 2592000 0.750

‘ v OK || i OTHEHE ‘

— OT Hayana — KONMYeCcTBO CEKyHA, KOTOPOE AOIMKHO MPOWTN C MOMEHTA NOAKIIOYEHNS yCryrn aboHeHTy A0 Havana
AencTemsa koapduumeHTa.

— AnuTenbHOCTb — KONNYECTBO CeKyH/[, B T€4EeHNUN KOTOPbIX 6y,Cl,6T JencteoBaTb KOAMPULNEHT.

— KoadhdpmumeHT — 4ncrnoBown MHOXMTENb, MPUMEHAEMbIV K CTOUMOCTU YCINYTY B YKa3aHHbIV NEPUOL BPEMEHM.

@ B me nepuodbl, ko2zda kKoaghbuyueHmsl u3 cxembl He delicmeaytom, cmoumocms yciyau cocmaernsgem 100%.
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TUNbl KOHTPAKTHLIX OKOHYaHUMN

Ha gaHHoM cTpaHuue NpMBEAEH CNIMCOK TUMOB KOHTPAKTHBIX OKOHYaHWI. MIMeeTcss BO3MOXHOCTb [06aBnATh,
pefakTupoBathb U yaanaTb Ux.

Tun KOHMPaKMHO20 OKOHYaHUSI — 3TO AOMONHUTENbHBIN KOMMEHTapui K ycnyre. OguH 1 TOT e TWUMN KOHTPaKTHOro
OKOHYaHMs MOXeT ObITb MCNONb30BaH 4151 HEOrPaHWYEHHOro KonnyecTsa ycnyr. Ecnv HyxHo yka3aTb Tun
KOHTPaKTHOIO OKOHYaHWs, €ro 3Ha4eHne MOXHO BblOGpaTh 13 CripaBOYHMKA NPY CO3AAHUM UMW PeAAKTUPOBaHWUN YCyrm
(cm. Yenyru Ha cTp. 65). UToObl TN KOHTPAKTHOrO OKOHYaHWSA Nnomnan B CNPaBOYHNMK, €ro HY>XHO npegBapuTernbHO
[Ho6aButb Ha cTpaHuue TUnbl KOHTPAKTHLIX OKOHYaHUN.

Tvn KOHTPAKTHOINO OKOHYaHNA obnagaet cnegyrvowmMn napameTpamm:

ID — ngeHTudmkaTop (MOpsOKOBLIA HOMED).

— HanmeHoBaHue.

Oata co3pgaHus.

[aTta nameHeHus.

KHOMKM | @ fofasie | | 2 Penacruposats  OTKPbIBAIOT OKHO TN KOHTPAKTHOrO OKOHYaHMs - CBOWCTBA:

5I

THN KOHTPAKTHOTO OKOHYaHHA - CEOHCTES

HaumMeHosaHHe |Tene¢|unmﬂ ‘

‘ v OK | i OTmeHa ‘

Mocne pefakTMpOBaHWS TUMNa KOHTPAKTHOTO OKOHYAHWS, er0 3Ha4eH1e U3MEHUTCS BO BCEX YCNyrax, rae AaHHbIA T1n
ucnonbayetcsl. B cnyyae yaaneHusi Tuna KOHTPaKTHOrO OKOHYaHUs M3 CUCTEMBI, €10 3HaYeHue GyaeT aBToMaTnyecku
yOarneHo U3 BCEX YCNyT.

CnpaBOYHUKU

MeToabl nnaTexen

Ha paHHoM cTpaHuue nepevncneHsl Metoabl nnatexen (cM. bazoBble 06beKTbI cuctembl: Mnarexu Ha cTp. 27),
yKasblBaeMble Npy COBEPLUEHMM NnaTexa.

BcTpoeHHble meTogbl nnatexen (umetowme id<100) nprcyTCTBYIOT NO YMOMYaHWIO U HE NOANeXaT pegakTMPOBaHUIO.
Onsa ynobcTtea anddepeHumaumm nnaTexen MOXHO Takke co3faBaTb Nonb30BaTeNbCKNE METOAbl, KOTOPbIM
aBTOMaTUYECKM NpUcBaMBaoTCs NocneaoBaTesbHble naeHTudukaTopsl, Ha4nmHas co 100. Mo dyHKUMOHANBLHOCTYN 3TK
MeToAb! 3KBMBANEHTHbI CTaHAapTHOMY MeTody Onnata Hanu4HbIMU. [Nonb3oBaTenbCkne MeToAbl NnaTexen MOXHO
penaKkTMpoBaTh, HO HEBO3MOXHO yaanuTh.

BantoTta

Ha gaHHOn cTpaHuue nepeyncrneHbl 3aperMcTpMpoBaHHble B cucTeme BantoThbl (CM. ba3oBble 06beKTblI CUCTEMbI:
BantoTbl Ha cTp. 27). VimeeTcs BO3MOXHOCTb Jo6aBneHus, peaakTMpoBaHus 1 yaaneHus Bantot. KHonkm

| &l fobasuTs |VI | (7 PenakTuposaTh ‘OTKprBaPOT okHo Bantora.
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Bantota obnapaet creaylowMMm napameTpamu: x|

— WUpeHTudmkatop BanoTbl — UnPOBOM TPEX3HAYHbIV KOA, BantoTbl COrMacHo eI G
craHaapty 1SO 4217. © [en

CoKp. H33E, ‘USD

— CoKp. Ha3B. — TpexOyKBEHHbIN KOA, BantoTbl cornacHo ctaHaapty 1ISO 4217.

— HammeHoBaHue — Ha3BaHWe BantoThbI. Mpouert [0.0

HaHMEHDBaHHE ‘LLS. Dallar |

Kypc ‘31.1904 | ‘ OBHOEMTE online

— MpoueHT — nckyccTBeHHasi nonpaska K Kypcy, NpUMeHsiemMast npu ero

online-obHOBNEHUN MCTOpHA HIMEHEHNA KypCa
. Aata |Kypc
- Kypc — KypC BaJil0OTbl OTHOCUTEJIbHO BHyTpeHHeVI yCJ'IOBHO|7| eanHuubl 02.07.2009 17:12:50 11904
cucTemsl 01.01.1970 04:00:00 23.5330

Mpu HaxaTm kHomkn OBHOBUTL online NpoMcxoauT aBToMaTu4ecKoe
yCTaHOBMEHMe Kypca BantoTbl M0 OTHOLLEHMIO K py6nto cornacHo TekyLLeMy Kypcy [[@oc | [ @omes |

LI P® (c nonpaskoi Ha napameTp MpoueHT, ecnv oH otnuyeH ot 0). Ains pybns
BCerga ycraHaBnueaetcs 3HadeHne 1. dyHkumna O6HoBUTBL online gocTynHa, ecnu 3HadeHne napameTpa ISO-kod
cucmemHou santomel (cM. HacTponku cuctemsl Ha cTp. 85) paBHo 810, T.e. ecnn CUCTEMHON BanOTON ABMSETCA
poccuinckni pybne.

@ KHorka|  ofweenrs | Ha cMpaHUye co CrIUCKOM 8as1om He 0GHOBISIem Kypc 8asmom.

Mo ymonyaHuio Kypc pyorst K Kypcy BHYTPEeHHel eanHuULbl paBeH 1, T. e. B3aMopac4yeTbl NPouU3BoaaTCs B pyonsix.

— WUcTopusa nsmeHeHuns Kypca — Tabnuua npoLunbiX 3Ha4eHMn Kypca, AeACTBOBABLUNX B CUCTEME, U AaT MX
BBeAeHus. B nepBoi cTpoke Tabnuubl yka3biBaeTCs Kypc, AENCTBYOLWNIA B CUCTEME HA AAHHbLIV MOMEHT.

IP-30HbI

CnpaBo4Huk Cnucok IP-30H Beaétca ans ynoberea paboThl ¢ GONbLWUIMMY MHOTOCETMEHTHBIMU U pacrnpeaenéHHbIMM
CETAMU U COAEPXKNT MHPOPMALIMIO O Pa3NNYHBIX CErMEHTaxX CETU: CeTb, MacKy v LMo3. [P-30Hy MOryT coCTaBnAThb
OOMH UMW HECKOSBbKO CerMEHTOB.

Yaanutb co3gaHHyto |P-30Hy HEBO3MOXHO.

Odoma

CnpaBo4HMK NOAKMIOYEHHbIX AOMOB BeAéTcs Ans yaobctea paboTbl ¢ ceTamu, 06beaNHAIOLWMMY HECKOMbKO 3a4aHUN.
3anucb 0 goMe cogepXuT ero agpec u nageHtudumkatop IP-3oHbl. B cBocTBax nonb3osatens (cM. : KOHTakTbl Ha
cTp. 51) uMeeTcst BO3MOXHOCTb CBsi3aTh Monb3oBaTens ¢ onpeaenéHHbIM JOMOM; B 3ToM cnyyae |IP-agpeca
nonb3oBarento BbigarTca n3 IP-3oHbl goma, cM. CepBUCHasi cBA3Ka ycnyru nepepayv tTpadwmka Ha cTp. 118.

YaanuTb co3gaHHbI JOM HEBO3MOXHO.

MpuBAska nonb3oBaTens K AOMYy onucaHa B npumepe MNpuBAska kK Aomy Ha cTp. 122.

Cnucok 6aHkoB

CnpaBo4HMK OaHKOB BeAETCA Ang ygobcTBa xpaHeHUss 6aHKOBCKMX AaHHbIX KnneHToB. C naeHtudgmkatopom 6aHka B
cucTteme cBeA3aHbl cnegyowmne aaHHble: BUK, HasBaHve, agpec n koppecnoHaeHTCkuin cuet 6aHka. B cBorcTBax
none3osarens (CM. : [lononHUTenbHbIe NapamMeTpbl Ha CTP. 51) MMeeTcs BO3MOXHOCTbL CBSA3aThb Nonb3oBaTtens ¢
onpeaenéHHbIM 6aHKoM.

MpuBaska nonb3oBaTtens K 6aHKy onncaHa B npumepe MNpuBaA3ka k 6aHKy Ha cTp. 123.
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Cucrema UTMS5 nogaepkvBaeT OTHYETLI, BUAb! KOTOPbIX MepevmncrieHbl Hke. OTY4ETbI MOTyT 6biTb CCHOPMUPOBAHBI Kak
Nno 04HOMY KOHKPETHOMY Nomnb3oBaTernto, Tak U Nno BceM none3osarensam cpady. ChopMmMpoBaHHbIE OTYETLI MOXHO
3KCMopTMpOoBaThb BO BHeLWHMIA dharin doopmarta XML unmn CSV.

MoxHo BbIGpaTh Mob0 NPOMEXYTOK BPEMEHMU, 3a KOTOPLIN HEO6X0AMMO co3aaThb OTYET. [pomexyTok Nnbo 3agaértca
BPYYHY10, NMnbo BbIOMpaeTcs coBnagaoLwnm ¢ OOHUM U3 PacYETHbIX NEPUOAOB.

TTPOMEKYTOK BREMEHH |E 01.05.2010 00:00:00 E [“1Pacy. neproa ‘ & CihoprHpoBaTs ‘

‘Tekymmﬁ HECAL vl |I|UI.UG‘2EIIEI UU:UU:UU|ﬂ | | ‘ v SECNOpT ‘

Mpn dbopmmpoBaHMM OTHETA NO BCEM NOSb30BaTENAM (Bbl3bIBaeTC$| 13 MEHIO NeBon naHenM) MOXHO Bbl6paTb rpynny
nosnb3oBarenemn, YToobl OrPaHNYNTb OTHET y4aCTHUKaMU aTon rpynnbl.

Mpn dbopMMpoBaHUM OTHETa NO OQHOMY NMONb30BATENHO (BbI3bIBAETCA CO CTPAHULIbI CBOWCTB MOMNb30BaTeNs) MOXHO
BblIbpaTh OAUH M3 NMLEBLIX CHETOB MOMb30BaTeNs, YTOObl OrPaHNYNTL OTHET onepaumaMn, CBA3aHHbIMU C AaHHbLIM
NNUEBBLIM CHETOM.

Ha cBopaynaemoli naHenn ®unbTP MOXHO 3a4aTb YCMOBUSI AOMNONHUTENbHOW hunbTpaumMmn AaHHbIX ANs OTYETa.
[locTynHble napameTpbl GUILTPaLuM BapbUpyoTCs B 3aBUCUMOCTY OT Buada ot4éta. MoxHO 3agaBaTb Npov3BosibHOe
KONMYEeCTBO YCMNOBWI, @ Takke xapakTep nx kombuHaummn (Bce ycnoBus nnm Xots 661 ogHO ycrnosue).

[ wmnbTp

Mone: ‘ YenoeHe: | SHaqeHHe:

NarkH COAEPHHT u | DunsTp |

D akkayHTa | Q4HCTHTE |
MoriH

ManHoe v
HazsaHme yonyrm
Thn yonyrm
BpemMA CiHcaHKA
Pacd. nepHoa,

| AobaEkTE || ¥AANMTE |

Ecnu uncno no3ununii B otuéte npesocxoaut 9999, npm ero nocTpoeHnn BbiAaéTca npeaynpexaexHve. B Takom cnyvae
MMEET CMbICI NpepBaTh onepaLuio U NOCTPOUTL OTHET NOBTOPHO C Bornee y3KnMK ycroBusaMu, YToObl n3bexatb
nepenosiHeHns NamsaTu.

JTioGoW OTUET BKIKOYAET HWKHIOK CTPOKY, B KOTOPOW COAEPXKUTCA CyMMapHas nHgopmaums no scem cronéuam.

OCHOBHOM OTYeT

OcCHOBHOI OTYET OTOOPaKaeT ABWKEHUS MO NULIEBLIM CHETaM MOfb30BaTenen 3a 3aaHHbIi NPOMEXYTOK BPEMEHMU.
B ocHOBHOWM OTYET BXOOAT cneayoLwme AaHHbIe:

— Howmep nuuesoro cuéTa;

— Bxopsawmm octaTok;

— Cymma cnucaHwuii 3a pasoBble YCIyru;

— Cymma cnucaHuii 3a nepuoguyeckme ycnyru;

— Cymma cnucaHwuii 3a yenyry nepefayu IP-tpaduka;

— Cymma cnucanwmi 3a ycnyry hotspot;

— Cymma cnucaHwuii 3a ycnyry KOMMyTMpyeMoro 4ocTyna;
— Cymma cnucaHwuii 3a ycnyry TenedoHuu;

— CymMa Hanoros;

— O6wasa cymma ¢ y4€TOM Hanoros;

— CymMma ocyLLEeCTBNEHHbIX NNaTexew;

— Wcxogawmm ocraTtok.
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B ocHOBHOM 0OTUYéTE He 0TOOpaXaloTCs CnncaHusi, BO3HMKLLNE B pedyrnbraTte 00HyneHns 6anaHca B KOHLEe pac4éTHOro
nepvioaa (ecrnv Takasi BO3MOXXHOCTb UCMONb3YETCs1) UMK B pe3ynbraTe CropaHvs nraTtexa, a Takke nnaTexv ¢ METOA0M
Kpegur.

Ecnu 3a BblGpaHHbIN Neprog ABMKEHW No CYETY He Bbino, To Besae, BKIoYas KONOHKM BXOOSLLENO U UCXOASLLEro
ocraTka, oTobpaxaetcsi cymma 0.

OTyeT no Tpacuky

OT4YéT no Tpaduky otobpaxaeT 06bEMbI NnepegaHHoro |IP-Tpadmka ang kaxaoro NMUEeBOro cHéTa 1 knacca Tpaduka,
ctoumocTb 1 M6, 1 LeHy nepefaHHoro Tpadwvka 3a 3afaHHbI NPOMEXYTOK BPEMEHM.

B oT4éT no Tpadmky BXoAAT criegyrolme AaHHble:

Homep nuueBoro cyéTa;

Jloruk;

Konun4yecTtBo 6aiT B kunobanTe;

Knacc tpaduika;

O6bEM nepegaHHoro Tpaguka B merabamnTax;

LleHa 3a eguHnuy nepepanHoro Tpadmka (ctoumocTts 1 MB Tpaduka);

Cymma CMMCcaHua ¢ NMLEBOro cYéTa nonb3oBaTtens.

[aHHbIe MOXHO rpynnuposatb No IP-agpecam, yacam, gHsm, Mecauam, nunm rpynnam nonb3oBartenen.

MpoMexyToK BpEMEHH |i [JPacs. nepuon Mpymna |;'| |m|
Terywwii necaL, V||1|DLD7‘2DITDD:DD:DD|%| [ | tun = - | " Sxenopt |

= DURbLTP

ID akkayHT2 ‘ TNoruk |Knacc Tpaduka | Kon-so0 MB LieHa 3a Mb | Cymma |

OTyeT no ycnyram

OTYéT no ycnyram otobpaxkaeT MHPOpPMaLMIO O CIMCAHUAX C NIMLEBbLIX CHETOB NOMb30BaTENel 3a OKasaHne pasoBbixX
1 NepoanNYECKNX YCyr 3a onpenenéHHbI NPOMEXYTOK BpemeHn. B oT4éTte npucyTCTBYIOT:

Homep nuueBoro cyéTa;

[arta cnucaHus cpeacTB € NMLEBOrO CYETa;

PacuétHbin nepuoga;

Tun cnucaHus;

HassaHue ycnyru;

O6bEém okasaHHOM ycnyru.

B HWxXHel YacTu oT4éTa, MOMUMO CTPOKW UTOTOBOW CYMMbl, OTOGPAaXaloTCs YacTHbIe UTOMU MO OTAENbHLIM TUMNam
YCIyT.

OTyeT no TenedoHun

OT4€T no TenedoHun 6asupyetcsa Ha ctatuctmke cepsepa RADIUS 1 cymmumpyeT aaHHble 0 TenedoHHbIX 3BoHKax. B
OTYETE MPUCYTCTBYHOT:

MaoeHTudmkatop ceccuu;

Howmep nuueBoro cyéTa;

[aTta nony4veHua;

[lata 1 Bpemsi Ha4ana 1 OKOH4YaHWs ceccum;
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— Bbi3biBatoLWmit aBOHEHT;

— Bbi3biBaeMbli aOOHEHT;

— [MopT cepBepa goctyna;

— WpeHtudmkarop ceccun Ha cepepe goctyna (NAS);
— JloruH;

— |IP-agpec cepBepa goctyna;

— Craryc ceccuy;

— O6bém BxogsLLero Tpaduka;
— O6bém ncxoasuero Tpaduka;
— TenedoHHas 30Ha;

— TenedoHHOE HanNpaBreHue;

— [AnnTenbHOCTb ceccuu;

— OKpyrnéHHas AnuTenbHOCTb (BbIYUCIIAETCS C y4ETOM Luara Tapudukauum B CBOMCTBaX NOOKMOYEHHOWN yCryru
TenecoHun);

— Bxogsawmn n ncxogawmim TpaHk;
— WNpeHtndumkatop ATC;

— LleHa 3a eanHuLy BpeMeHy;

— CrtoumocTb;

— lMpuynHa oTKMYEHUS.

3BOHOK, NONajatoLLMii Ha rpaHMLy NeprogoB BPEMEHN C pa3HOW CTOMMOCTBIO pasroBopa, byaeTt dhopmanbHO
pasfenéH no aTor rpaHuue n oTobpaxkeH B OTYETE NO TenedOoHMM Kak ABa 3BOHKA C oanHakoBbiMu ID ceccum, HO
pa3HOM CTOMMOCTbLIO 38 MUHYTY.

HeTapndnumnpoBaHHble 3BOHKN Takke BXOOAT B OTHET, U OTO6pa)KaIOTCF| C HyﬂeBOVI CTOMMOCTbHO.

B HmxXHen YacTn oTyéTa no TenedoHnn, MOMMUMO CTPOKN NTOrOBOW CYMMbl, 0T06pa>+<ar0Tc;| YacCTU4Hble CyMMbI MO
oTaAenbHbIM Tel'le(*)OHHbIM HanpasrieHnAaAM.

OTtyeT no Tene(*)OHHbIM HanpaBleHnAmM

[aHHbIN OTYET coaep>XUT CBOAHbIE AaHHbIE O 3BOHKAX NO pasnuyHbIM TenegoHHbIM HanpasneHnsam. nsa kaxgoro
HanpasneHna NpuBOAATCA:

— WpeHTndmkartop TenedoHHOM 30HbI, BKIIOYAIOLLEN AaHHOE HanpasreHue;
— WpeHTndukatop HanpaeneHus;

— HasBaHwue 30HbI;

— HassaHue HanpaBneHus;

— O6Lwasa AnNUTenbHOCTb 3BOHKOB;

— O6Lwasa cTOMMOCTb 3BOHKOB;

— Konn4yecTtBo 3BOHKOB;

— Konu4yectBo 3BOHKOB HEHyﬂeBOﬁ ANNTENBHOCTN.

OTyeTt no dialup u VPN

OT4éT no moaemHbIM ceccnsam u ceccuam VPN 6asmpyetcs Ha ctatucTuke cepsepa RADIUS 1 cymmunpyeT AaHHble 0
ceccusax KOMMYTUpyemoro gocTyna. B oTuéte npucyTcTBytoT:

— WpeHtndumkatop ceccuu;
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Ceccuu, 3apernctpupoBaHHblie Ha cepBepe RADIUS (T.e., BO3MOXHO, aKTUBHbIE B HACTOALLMA MOMEHT),

Homep nuueBoro cyéTa;

[arta n Bpems Havana ceccuu;

[ata n Bpemsi OKOHYaHNsI ceccuu;
Bbi3biBatoLL A aOOHEHT;

Bbi3biBaeMbI aDOHEHT;

BblgaHHbI IP-agpec;

MopTt cepBepa poctyna (NAS);
MoeHTudmkatop ceccum Ha cepBepe JOCTyna;
Jloruk;

IP-agpec cepsepa goctyna;

Crartyc ceccuy;

O6bEém Bxogsiero Tpaduka (B 6arnTax);
O6bém ncxopsdwero Tpaduka (B bavitax);
O6bém BxogsLero Tpaduka (B rurabanTtax);
O6bEMm ncxopswero Tpaduka (B rurabarnTax);
[OnuTenbHOCTb ceccuu;

MprunHa oTKMHOYEHNS;

CTOUMOCTb.

NOACBEYMBAIOTCSH 3EMEHBIM B CMIUCKE.

OTyeT No 6noknpoBKam

OT4éT no GnokupoBkam cymmmnpyet uHdopmauumto obo Bcex brnokmposkax (cm. JluueBble cyeTa Ha cTp. 18),
OCYLLECTBMNEHHBIX 3@ 3afaHHbIN nepuoa BpemeHn. B oTyéTe cobpaHna crieqyrolan nHdopmaums:

Homep nuueBoro cyéTa;

[ata Hayana oencTeus BroKMPOBKMY;
Cpok BNoKMpoBKY;

YTo 3abnokmMpoBaHo;

Tun GNOKNPOBKY;

KommeHTapuii k 6riokmpoBke.

OTyeT No nnarexam

OT4YET No nnaTtexam npeacTaenseT MHOPMaLUIO O 3a4MCIEHHBIX Ha NULIEBbIE CHETA MNOMb30BaTENEN cpeacTeax 3a

3agaHHbIN NPOMEXKYTOK BPpEMEHN. B oTtuéte NPUCYTCTBYET crneayruias MHopmauus:

Homep nuueBoro cyéTa;
dakTudeckas gara nnatexa;

[ata BBEAEHNs NnaTexa B CUCTEMY;
CyMMa nnarexa B BarnTe CUCTEMbI;
Cymma nnatexa B BantoTe onnarhbl;
Bantota onnatbl;

MeTon OCYLLECTBMNMEHNA nNnartexa,
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— Jlnuo, BHECLLEE NNaTeX;

— KommeHTapui k nnatexy.

Ons nnatexei Tuna KpeguT B none KommeHTapuit aBTomaTtnyeckn BHOCUTCS OMNMcaHne cTaTyca nnarexa:
— KpeauT oTkpbIT fo: <gaTta> — cTaTyc 4O CPOKa UCTEYEeHNs nnaTexa;

— KpeauT ycnewHo 3akpbIT — CTaTyC NOCe UcTedeHuns, ecnu 6anaHc cYETa NoMnoXUTENEH;

— Kpeaut cropen — craTyc nocre ncreyeHus, ecnv 6anaHc c4éta otTpuLaTeneH.

B HwxHeN yacTy oT4€Ta, NOMMMO CTPOKM UTOFOBOWM CyMMbl, OTOBpaXaroTcs YacTHbIe UTOMM MO OTAENbHBLIM BUaam
nnarexemn.

B KOHTEKCTHOM MeHI0 OTHETa MO nnarexam, NOMMMO CTaHOapPTHbIX, NPUCYTCTBYIOT crieaytolne NyHKTbI:
— KButaHuwms — C(bOpMVIpOBaTb KBUTaHLMIO HA OaHHbIA NNAaTEX, npegHasHa4YeHHyto Onqa nedaTtu.

— OTKaT — OTMEHNUTb AaHHbIV NNAaTéX (HENPMMEHMMO K CropatoLMM nnarexam).

Croparowume nnartexm

[aHHbIN OTYET cyMMUpYeT MHOpMaLMo MO cropatoLumM nnatexam 3a BelbpaHHbI nepuod. B otuéte cobpaHa
cnegyowas uHdopmMaums:

ID akkayHTa;

Jloruk;

Bpems nepsoro nnatexa;

Bpems nocnegHero nnatexa;

Bpemsi cropaHus;

Cymma;

CnmcaHo Ha TeKyLLMIN MOMEHT.

CFODEBLIJMG nnaTexu B OTYETE He OTOGpa)KaIOTCﬂ.

Apyrune cnucaHua

B naHHOM oT4éTe cobpaHa nHopmaums o0 CNMcaHnsaX, He CBA3aHHbIX C ycnyramu. B oT4€T BknoYaloTcs cnmcaHms no
cnegyoLwum npuinHam:

— CropaHuve nnatexen;
— Ortkart nnatexen;
— OOGHyneHune cuyeTa B KOHLIE pac4eTHOro nepuoaa.

Kpome atoro, B OTYET BXOOAT NoCTynneHna CpeacTB B pe3ynbraTte BO3BpaTa 3a Bpemsa 6J'IOKMPOBKVI, ecnun ana
Kakomn-nnbo m3 CEePBUCHbIX CBA3OK NoJib3oBaTerd HaCcTpoeHa COOTBETCTBYHOLLAA onuna nepecyéra.

B HwxHen YyacTn oT4éTa, NOMMMO CTPOKM UTOrOBOW CyMMbI, OTOBpaxatoTCs YaCTHbIE UTOTU MO OTAEMNbHBLIM NPUYMHAM
crnncaHum.

IOBuXxeHune cpencTs

B AaHHOM oTYyéTe coGpaHa I/IH(*)OpMaLLVIFl O OBMXeHUAX cpeacTB Mexay cHetamu, npoms3segeHHbIX caMmnmMmmn
nonb3osartenamu vYepesd Web-uHtepdeic nnu npunoxeHne utm5_ tray.

OTY€TbI NO AOKYMEHTaM

[aHHag cTpaHuua no3sonseT hopmupoBaTb cneagywoume Tmnbl OTYETOB:
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OTYET MO cyeTaMm;

OTYET MO cyeTaM-pakTypam;

OTYET MO aKTam O BbINOMHEHHbIX pa60Tax;

[eTarnbHbI/ OTYET.

dopmMupoBaHMe Kaxaoro Tvna oT4éta NpoM3BOAUTCS Ha OTAENbHOW BKNaAkKe.

| Cuer |CMET-¢|a|<T\,-'pa I."-\KT 0 BEINONHEHHoH paboTe |,.'1ETaanb|ﬁ oOTYeT |

OT4YET cogepXnT crneayoLyo MHhopmaLmio:
— Howmep cuérTa;

— AnbTepHaTUBHBIN HOMEP CYETA;
— Howmep nnatéxHoro 4OKyMeHTa;
— ID akkayHTa;

— [lonHoe nwus;

— Bpewms;

— OnnayeH / He onnadveH;

— CymMa ¢ y4€TOM Hanoros;

— [ata co3paHus;

— [arta nsmeHeHus;

— Crartyc

— OrtocnaH Ha E-mail.

B oTyéTe no goKkyMeHTaM OTAENbHOro nonb3oBatens Ha Bkragke Cuer nmeetcsa gononHuTensHas kHonka HoBbin
cyert, no3songaLwas chopMmpoBaTh HOBbIN CYET C NPOU3BOMbHBIMU NO3MUUAMW. [INs KaXaow no3vummn BBOASTCSA
napameTpbi:

HanmeHoBaHue;

KonunyecTBo;

LleHa 3a eguHuuy;

CToumocTb (paccymTbiBaeTCA aBTOMaTUYECK).

KoHTeKCTHOe MeHto OT4ETa Nno OOKYMEeHTaM CcoaepXuT, NMOMMMO CTaHOAapTHbIX, crneayuwne KomaHabl:

Cranbuk »

SkcnopT

CBHOBMTE

OnnaTHTe
PeaakTHpOBATE
MpocHoTR

SarpysuTE M3MEHEHHA
¥AanMTE
MepereHepHpoEaTE
CoxpaHnTe kak odt
C0xpaHnTe kak pdf
QToCnaTe Ha email
KOPPEKLMA NOZHUMIA CUeTa

¥AANKTE CHETa

— OnnaTuTb — OTKPbIBAET OKHO BHecmu nnamex (cM. ¢Tp. 113). Cymma nnatexa paBHa Cymme CHETa U HE MOXET
ObITb 3MeHeHa. Nocrne BHECEHUS NnaTexa COOTBETCTBYHOLLMIA CHET NOMEYAETCS ranovykon B KONMoHke OnnayeH.
[aHHasa komaHga JoCTynHa Tonbko Ha Bkragke Cyer.

— PepaktupoBaTb — OTKpbIBaET BbliOpaHHbI CHET B hopmaTe ODT ans BHECEHUS NPaBoK.

NetUP 7



OTyeThbl

— MpocmoTp — oTKpbIBAET BbiOpaHHbI CYET B hopmaTe PDF.

— NMepereHepupoBaTthb — NO3BONSET NOBTOPHO CreHepMpoBaTh CHET. ITO MOXET noTpeboBaTbCa B TOM Cryyae, ecnu,
Hanpumep, nocne popMmnpoBaHnsa oT4éTa Bbin N3MeHEH LWabnoH 4OKyMeHTa unm 6binvM BHECEHbI Kakne-nnbo
N3MeHeHUs1 B NpefocTaBsieMble Nofib3oBaTento yenyru.

— CoxpaHuTtb Kak ODT — oTKpbIBaeT OKHO BbIOOpa AUPEKTOPUM ANsi COXpaHeHus BbiopaHHOro cuéTa B oopmate ODT.
— CoxpaHuTb kak PDF — oTKpbIBaeT OkHO BbIOOpa AvpekTopun Ans coxpaHeHus BoibpaHHoro cyéta B popmate PDF.

— Otocnatb Ha e-mail — oTnpaBuUTb BbIGPaHHLIN CHET Ha e-mail, ykasaHHbIN B CBOMCTBaxX NOMb30BaTensi (Takke
NPUMEHMMO NpK BbIGOpPE HECKOMNBbKMNX CHETOB).

— Koppekuusa no3uumi cveTa — No3BOSiET CKOPPEKTUPOBATL NO3MLMIO cHETA. KoppeKumsa BO3MOXHA A4S No3uumii
aboHeHTCKOW nnatbl. [Mpy 3TOM, AN COXpaHeHWst LENOCTHOCTU OTYeTa, Ntobasa Koppekuusa no3mummn cyetTa
oTpa3utcs Ha 6anaHce nuueBoro cyeTa. Hanprumep, Npy CHUXEHUM CTOMMOCTY no3uummn Ha 50 pybnen, 6anaHc
yBenuuuTcst Ha 50 pybnen. [laHHas komaHaa AOCTyNHa TONbKo Ha Bknagke Cuyer.

x|

HaumeHoBaHWe CTOMMOCThb

ABOHEHTCKas nnata T...

KommeHTapuia |

| OK || Cancel |

M3MeHeHns1, BHECEHHbIE C MOMOLLLbIO (DYHKLIMM KOPPEKLMU NO3MLUIA CHETA, OTpaxaroTcsl B OTHETE M3MeHeHUs
rnonb3oeameried. Qns cOOTBETCTBYOLLEN 3anucu B rpace [lencreue otobpaxkaeTtcs 3HadeHne Koppekyusi nouyuu
cyéma, a B rpadpe KommeHTapum — nHopmaLmsa 0 Homepe CKOPPEKTUPOBAHHON No3uuun B 6ase AaHHbIX,
BENUYMHE KOPPEKLMU 1 HOBOM 3Ha4yeHnn GanaHca nuueBoro cyéTta.

— Ypanutb cyeTa — No3Bonser yaanutb Bbl6paHHbIe cyeTa. [laHHasa komaHaa [OOCTYyMNMHa TONbKO Ha BKaake Cuer.

N3meHeHUAa nonb3oBaTenen

[aHHbIN OTYET NPMBOAUT cBeAeHUS 06 NBMEHEHUSIX XapaKTEPUCTUK NONb3oBaTenen N HEKOTOPbIX APYTMX CUCTEMHbIX
061beKTOoB (ycnyr, TapuHbIX NNAHOB, NONUTUK CNNCaHKA) 3a BbIGpaHHbIN Nnepuog. B otuéte cobpaHa cneaytowas
MHopmauus:

ID nonb3oBartens (0, ecnn n3MeHeHne OTHOCUTCS HE K MONb30BaTENAM).

INoruH nonb3oBartens (NycT, ecnv M3MeHeHMe OTHOCUTCA He K Nonb3oBaTensm).

KTO — OrMH cMctemMHoro nosnb3oBaTtens, BHECLLETO N3MEHEHNS.

Bpemsa — gata n Bpems BHECEHUS UBMEHEHUI.

YT0 — KpaTKoe onucaHue U3MeHEHUN.

KomMmmeHTapun.

OenctBue — TN 3anMcu. 3Ha4eHUs1 3TOro Nonsi UCNONb3YHTCA B ObICTPOM hUNbTPE.

HeKOTOpre MU3MEeHeHNAa MOryT nonagatb Unn He nonagatb B OTYET B 3aBMCMMOCTM OT TOrO, Kakum o6pa30M OHU
npoun3seaeHbl (Hanpmmep, aBTOMaTU4EeCKN Unun pr‘-IHyPO).

[insa aToro otyeTa TaKKe eCTb AOMOSHUTENBHBIN BbICTPLIV PUNETP, KOTOPLIN NO3BONSET OTOOPa3UTL TONBKO 3anmcK
onpegerneHHoro Tuna (Tun 3anucy ykasaH B rpadpe aenctauns). Ytobbl BOCNONb30BaTLCS 3TUM PUIBTPOM, OTKPOUTE
BbiNagaroLwunin CNMCOK PSAOM € Haanucbto Tun n BbIGepUTE HYXHbIA TUN COBLITUSA.

HeTanbHbIN Tpaduk

[eTtanbHbIN OTYET MO TPadmKy CTPOUTCH Ha 6ase NCXOAHbIX AaHHbIX O NepedaHHoOM Tpaduke 1 BKIOYaeT
AeTanu3npoBaHHy MHOPMaLUIo:
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[ara;

— VpgeHTudmkaTop NnpmMKpennéHHon ycnyru;
— Homep nuuesoro cyéTa;

— Knacc tpaduika;

— |IP-agpec 1 nopT NCTOYHMKA;

— |IP-agpec v nopT nonyyarens;

— KonuyecTBo nepefaHHbIX NAKETOB;
— KonuuyecTtBo nepepaHHbix 6anT;

— ®narn TCP;

— [MpoTokon;

- TOS.

3a 6onbLune NPOMEXYTKN BPEMEHW HaKamnMBaeTcs OFPOMHOE KONIMYECTBO CTATUCTMKM, NMO3TOMY CO34aHUE Takoro
OEeTann3MpoBaHHOIO OTYETa MOXET 3aHATb AnuTenbHoe Bpems. [nsa co3aaHuns oT4éTa 3a 6omMbLUOM NPOMEXYTOK
BPEMEHMN pekoMeHayeTCst BOCMonb3oBaTbes onuunen OT4eT no Tpaduky, Nnbo BbIOpaTh AaHHbIE HENOCPEACTBEHHO
13 6a3bl JaHHbIX AeTanbHON CTaTUCTUKN C MOMOLLbLIO YTUNUTLI get nf direct. Ecnun npouecc nocTpoeHus oTyéta
3aHMMaeT Jorblue, YeM OXnaanocb, MOXHO ero npepeaTb (CM. 3Ha4OK B obnactu yBegoMneHun Ha cTp. 123).

padmyeckue otyeTnbl

rpaCbVI"IeCKVIVI OTYéT CIY>XUT O5n4a BU3yanbHOIo npeacrtaBneHna aHHbIX. BoaMOXHble JaHHble Ang 0TO6pa)KeHMF|
onpenenarnTcd Bbl6paHHbIM 3HayeHVeM B BbiNagaroLlem cnvcke Tun ycnyru:

— IP-Tpadmk — otobpaxaeTca rpadmk 3aBUCMMOCTM NOTPeBNeHNsa pa3nnMyHbIX KNaccos Tpaduka Bcemu
nonb3oBaTensMmn OT BpeMeHU 3a BblIOpPaHHbIN NepUOA.

— Dialup — oTo6paxaeTcsi KONMYECTBO CECCUI B Yac.

— TenedoHus — oTobpaxkaeTcst KONMMYECTBO 3BOHKOB B Yac.

WHauBuayanbHble ycnyru

B naHHOM oTuéTe NpuBOAATCA CNMCaHUs, NPOU3BOAMMbIE MO 3anpocy MoAynsA uHTerpaumm ¢ cuctemon Rentsoft (cm.
WHTterpauus c cuctemon PeHtcodT Ha cTp. 16). B oTuéT BXOOAT:

— Howmep nuuesoro cuéTa;

Jloruh;

— [ara;

Mark (yHvKanbHbIn ngeHTudmkaTop TpaHsakumm);

Cymma;

CymMa ¢ Hanoramu;

Yenyra;

ID ycnyru;

OTMeHeHO (chrnar 0TMEHbI CMCcaHus).

DHCP apeHpa

[aHHbIN 0TYET cogepXXuT nctopuio apeHapl I[P agpecos, BelgaBaeMbix BCTpoeHHbIM DHCP cepeepom (Mogyns UTM5
DHCP). B otuet BxogsT:

— ID nonb3oBarens;
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Jloruh;
IP;
- MAC;

O6HoBneH (narta 1 Bpemsa 06HOBMNEHNS);

McTekaeT (mata n BpeMs ncredeHus).
HacTtpouknu

HacTpownku cucremsli

[aHHas cTpaHuLa cogepXuT napameTpbl CUCTEMbI, HACTpanBaeMble C MOMOLLLbIO MHTepdenca agMMHUCTpaTopa.
MapameTpbl pa3aeneHsl Ha HECKOBKO Py HACTPOEK:

— Hactpoiiku Tapudmkaumm

— HacTpoliku kapTo4HbIX nonb3oBartenemn
— HacTtporikn yBegomneHui

— Hactpolikun npotokona SMTP

— HacTtpolikn BbICTaBneHus CHeToB

— [Mpoune HacTpoiikn

— Hactpolika cepsepa RADIUS

— HacTtporikn no ymonyaHumto

OTKpOWTE HYXXHYHO FpynMy HACTPOEK ABOMHBLIM LLEMYKOM MbILLW UMW HAXKaTUEM KHOMKU [ 2 pesasrposare . OTKPOETCS OKHO
CO CNUCKOM pefaKkTUpyeMmbIX NapameTpoB:

x]
1S0-K0p, CMCTEMHOI Ba/IOTE! [s10 |
MWHMMaNbHaA CYMMa NEPUOANYECKOIO CNMCaHMA |D.1 |
BaiiT B TapuduuMpyemMom kanobainte |1EJ24 |
YMEno, NepHOAMHECKIX CIMCAHMIA B DaCYETHOM Nepuoge (64 |
MNepwoa arperaumm Tpaduka (cex) |9EJU |
[Noporosas cyMMa CnycaHig Npu arperauun Tpaduia [s |
OBHYNATE NPefon/IaYeHHbIR TpaduK Npu cMeHe Tapudba il
PazpewnTE M3MeHeHye NpegonnaqenHoro Tpadwia (onacho) [

MNepwoa cbopa AaHHbBIX C KONEKTOPOB Tpadmka (cek) |6EJ |
‘ v OK | W OTmeHa ‘

Ecnu Ha3BaHue napameTpa nNnoa4YepKHyTO, TO Npn HaBegeHUN Ha Hero Kypcopa Mbilin 0To6pa>|<aeTc;| BCnbiBawLlasa
noackaska c onmcaHmem napamertpa:

YMCNO NEPUOAMYECKMX CTIMCAHWIA B DACYETHOM NEproge (64 |

MNeproa arperatym TDﬁHKﬂ (cek) |9EJD |

- [

Noporosas CyMMA CIMG N e nboe BpeMa arperauum Tpaduka (B cexyHaax).

OGHYJ'IH'H: npeaonnadqe| Mo ncTedeHn 3Toro BPEMEEM 6Y,ﬂ,€1 NpoX3BEEHD CNMCAHKUE
CPe/CTB 3a arperMpoBaHHLIA Tpaduk

Pa3pelnTb M3MEHEHKE NPefonnaYeHHoro Tpaduka (0NacHo) ||

MapameTpsl NMepuopn arperauunn Tpacdhuka n Noporosas cymma cnucaHua npu arperaumm Tpaduka onpenensor
NeprvoguYHOCTb CNUCaHNs CPeacTB CO CHETOB NoMb3oBaTenen.

@ Omu dea napamempa Oelicmeyrom 00HO8PEMEHHO, M. €. CriucaHue npoucxooum npu HacmyraeHuu 106020 u3
ycnosutll: npesbiweHue nepuoda aspesayuu Unu HakornneHue nopo2oeoli CyMMbl CrUCaHUs.
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@ Hem meHbwe 3Ha4eHuUs1 OaHHbIX Napamempos, mem bbicmpee 6ydym yeenu4yueambcsi mabnuubl criucaHusi —
Haubornee obvémHas Yacmb B/], 8 cesa3u ¢ yem moaym rnompebosamscs crieyuarnbHbie Mepbi (CM.
ApxueupoeaHue mabnuy cnucaHuli Ha cmp. 245).

HacTpoiiku BbicTaBneHUsi cC4eToB

B okHe Hacmpoek ebicmaereHusi ciemoe ecTb napameTtpbl [Ipasuna ¢hopmuposaHusi cHemos v lpasuna
¢hopmupoeaHus cuemoe no npedoriame, KOTopble onpeaensioT Npasuna arperauun No3vLmun cyeta.

I'Ipanmo arperaunm coctouT 13 Ha3BaHuWK nonen, pa3geneHHbIX 3anATbIMU. [ns Toro 4YTOObI CBA3aHHbIE C ycnyramu
no3vuuKn Nonanu B 0O4MH CYET, 3HAaYEHUsI Nonen Ans STUx ycnyr AOJKHbl coBnagatb.

lpumep

3agaHo npaBuno company . id, T. €. NO3NLUW arperupyroTcs B OAWH CHET NpW CoBNageHnn ngeHtndmkaTopa
noctasLuymka ycnyr. Ecte Tpu yenyru: (1) nepegada IP-tpadhumka m (2) Hotspot ot ogHoro noctaBuka (company . id=1)
n (3) TenedoHUs OT Apyroro NocTaBLmka (company . id=2). C ycnyramu (1) u (2) cBszaHo no 2 noanumn — A, Bu C,
D cooteetcTBeHHO. C ycnyron (3) Takke cBasaHbl 2 no3uumm — E, F. B aTom cniyyae 6yayT cdhopMmnpoBaHbl ABa c4eTa:
repebili cHet byaet cogepxatb no3vumu A, B, C, D, a emopol — no3uuun E, F.

B npaBunax MoxHoO ncnonb3oBaTtb CreayroLne Ha3BaHWs nonem:
— tariff.link_id — ID TapudHon cBAskn

— tariff.id — ID TapudHoro nnaHa

— tariff.name — Ha3BaHue TapudHoro nnaHa

— service.link_id — ID cepsucHon cBA3Kn

— service.type — Tun cepsuca

— service.id — ID ycnyru

— service.name — Ha3BaHwe ycnyru

— company.id — |D nocrasLwuka ycnyr

company.name — HaMMeHOBaHMe NocTaBLUMKa ycnyr

MpaBuna Ansa ycnyr, BXOAALWMX U He BXOAALLMX B TapudHbIN NnaH, creayeT pasaensTts ABoeTouneM. B Takom criyyae,
€CInn Nonb30BaTenNto NOAKMOYEH TapudHbIV NNaH 1 ogHa ycnyra, He Bxoadwas B TapudHbIn nnax, dyayTt
chopmMmmpoBaHbl ABa cyeTa. Ecnv nonb3oBaTento NoAKMioYeH TONbKO TapudHbIM NnaH, byaeT cchopmmpoBaH OauH
Cyer.

MoHO Takke McnonbL30BaTb OAHO U3 CTaHAAPTHbIX NPaBuUn:
— default — npaBuno bopmupoBaHnsi cyeTa ¢ onpeaeneHHbIM HEM3MEHHbIM HabopOM Nonen (CM. ONMUCAHNE HUXE);
— single — Bce ycnyrn nonagaroT B OOWH CHET;

— separate — B 0lMH CYET MONaAaloT yCryri, BXoAsLMe B TapUdHbIE NaHbl, B APYrol — OTAerNbHbIe YCryrv (He
BXOZsLLIME B TapuUHbIe NiaHbl).

Mpasuno default akBMBanNeHTHO cneaytoLemy npasuny:
tariff.link id,company.id:service.link id

To ecTb B 04MH CYET NONagaroT NO3nLMKN ANSA YCyr, BXOAALWMX B OAMH W TOT e NOAKIMIOYEHHbIN TapudHbIA NiaH n
OKa3aHHbIX OOHVUM U TEM e NOoCTaBLUMKOM ycryr. Kpome Toro, B OTAENbHbIN CHET NONafaloT NO3NLMKN AN KaXaown
OTAENbHON (He BXoadALWwen B TapudHbIA NNaH) ycnyru.

MpaBuno single 3KBMBANIEHTHO NyCTOMY MOS0 3Ha4YeHUA napamMeTpa:

He YKa3aHO H1 OOHOro Kputepud, nosToMy BCe Nno3uumm nonagarT B OAUH CHET.
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MpaBuno separate akBMBaNeHTHO 4BOETOYUMIO B NOSe 3HAYEHNA napameTpa:

KpuTepun He ykasaHbl, HO yYKasaHo, YTO AN OTAEerNbHbIX (He BXOAALWMX B TapuUHbLIA NnaH) ycnyr AencTByoT
oTAeneHble Kputepun. B aTom cnyyae, ecnm nonb3oBaTento NOAKMIOYEHbI Kak BXOASLME, TaK U He BXOAsALME B
TapudHbI NnaH ycnyru, ByayT chopmMmnpoBaHbl ABa cyeTa.

JononHutesnbHble napamMeTpbl

CucTema no3BonseT HasHauMTb NoMb30BaTensAM NPOU3BONbHbLIE AOMOMHUTENbHBLIE NAapamMeTpbl, KOTOPLIE B
JdanbHenwem MoryT oToGpaxaTbCs U pefaKkTUpoBaThCs B MHTepdence agMmMHUCTpaTopa, a Takke y4acTBoBaThb B
wabnoHax okyMeHToB. Co3naHve, pedakTMpoBaHue 1 yaaneHue AoNoSHUTENbHBIX MapaMeTpoB NPOUCXOaUT Ha
JaHHOW CTpaHuLe.

YcTaHoBKa 3Ha4YeHUn napameTpoB Ans KOHKPETHOro Nomnb3oBaTens Npou3BOANTCSA Ha CTPaHULE CBOWCTB
none3osarens (cM. : [lononHutTenbHble NapameTpbl Ha cTp. 51). MapameTp oTobpaxaeTcs B CBOMCTBAX
nonb3oBarenen, ecnu Npu ero cosgaHnn yctaHosneHa onums OTobpaxartb B MHTepdelce.

Cnucok 6paHamayapoB

Ha gaHHom cTpaHuue npuBeaéH cnucok pabotatLwux B cucteme 6paHamayapos (cM. UTMS RFW Ha cTp. 164), ¢
BO3MOXHOCTbI0 Ao6aBneHusl, pegakTupoBaHus U yaaneHus. MNogkniodéHHble GpaHamayapbl NOACBEYMBAIOTCA
3€NnéHbIM.

Bpanamaysp obnagaet cnegywwnMn napamMmeTpamn: x|
- MAeHTMq)VIKaTOp — 3a4aéTcsa aBTOMaTUYEeCKu; BpaHamayap - CEOHCTER
S —

- Tun - CyLleCTBYHOT crieayrouime Tunbl 6paH,qmay3pOB: T \Cv;m(rsm—'|

— JloKanbHbIN — yKa3bIBaeTcsl, ecnum  KomaHabl  OyayT  WMCMOMHATLCA HaumeroBarve
noKarnbeHo; L

— Cisco (rsh) — ykasbiBaeTcqd, ecnu koMaHabl ©OyayT nepegaBatbcs MO Komesrapmn

npoTokony rsh.
Twun 6paHamayapa JOMmKeH COOTBETCTBOBATL NapameTpy firewall type [Wox] [ @ormena |
KOHMrypaumoHHoro daina rfw, ConocTaBnsiemMoro ¢ AaHHbIM
OpaHoMayapoMm.

— HaumMeHoBaHMe — yHUKaNbHOE UMS, MO KOTOPOMY NMPOUCXOAUT UAEHTUMMKALMS NOAKIIOYALWMXCS K APy rfw.
HanmeHoBaHWe 6paHamayapa AoMmKHO COOTBETCTBOBAThL NapameTpy rfw name KOH(UrypaLMOHHOro daina,
COMOCTaBMSEMOrO C AaHHbIM GpaHaMay3poM.

— IP — agpec noctaswmka NetFlow, ykasbiBaeMbIi B CEPBMCHON CBA3KE ycnyru nepedayn IP-Tpacdvka B kavecTse
napameTpa ID 6paHamayapa. T.e. noctaswumk NetFlow gomkeH 6biTb 3apernctprpoBaH B kadyecTse bpaHamayapa.
B crnepytowimx Bepcusix nHTepdenica none Ans ykasaHna napameTpa Oyaet nepeHeceHo.

— JloruH — norvH, ncnonb3yembl Npn asTopm3aummn no rsh. Tonbko And Tuna 6paHamayapa Remote Cisco. B
kayecTtBe local login Bceraga nepenaetcs netup.

— KommeHTapui — Hocut MHOpMaLMOHHbIN XxapakTep.
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MpaBuna firewall

Ha gaHHom cTpaHuue nepeyncrieHbl BBeAEHHbIE npaBuna firewall, ¢ BO3MOXHOCTBIO AO0aBNeHNs, pegakTMpoBaHUS n
yaaneHusl.

[=init@10.1.4.93 (Agumwancrpatop) o [=[ B3]

CucTema  HacTpoiiki  MoMows

ATENH H FPYMNb! I & NobasnTe I[ (? PenaxTvposaTe I[ & Yaamnte ][ & OBHoBMTE ]

.| Mpasuno
TapHiprikauma Jnetupjutm... (HotSpot - ...

KoMMeHTapuit

CApaBOHHHIH

OTYeTEl

2 HacTpoRkn cHCTemBl
w

“ ADMOMHHTENEHEIE NAPaHETPE!

- CMHCoK BpaHAMaY3POE

28 noasvna firewall

KHorkn [ & OobasuTs ]M [ (P PenakTuposaTh ]OTKpblaarOT okHo MpaBwuna firewall, cogepxallee nHTepdenc HacTPonKn
CBOWCTB Nnpasuna.

Eﬂpasnna firewall x|

Mpaeuna firewall - cBoficiBa

HommHEHT SpMA | ‘

BpaHamayap [l'lroﬁoﬁ v]

BhInonuats ana

Eice NONb30BaTENH

BhINOMHATE NpH:

CofibiTHe | BrenkoqeHMe MHTEpHETS '] [ AoBaBHTE

HanmeHoeanke

BrAHYEHHE VIHTEpHETS

[gwiTcH_p v][ [—— ]

Mpagwmna firevall ‘ ‘

7o

3Ha4eHus napaMeTpoB, a Takke obLue NpUHUMNbI ucnonb3oBanusa npaswn firewall onncaxbl B rmase UTMS5 RFW Ha
cTp. 164.

Cnucok NAS

Ha gaHHoM cTpaHuLue HaxoauTcsa nepeyeHb 3aperncTpmpoBaHHbix B cucteme NAS.

[=]init@10.1.4.93 (Anmmmcrpatop) =lol x|

Cuctema  HacTpolikk  Momowe

” I & NobasnTe I [ 9 PenakTvposaTts I [ & Yoanute ] [ (@ ObHoBUTE ]
. HacTpodiku cHETeMb!
w
7. AOMaTHKTEEHeIE MApaMETpE D NAS TP Auth secret Acc secret
- CrMcok BpaHAnayspos 127.0.0.1
a Mpas+na firewal

w Cnncok NAS
,‘ﬂ ¥ueTHEIE 35nKck RADILUS

NAS obnagaet crneayowumy napameTpamu:
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— ID — ngeHTndukarTop.
— NAS IP - IP-agpec NAS. Cwm. IP-agpeca Ha cTp. 28no noBoagy chopmarta BBoaa.

— Auth Secret — napornb, Mcnonb3yeMbliii NPy NPUHATUM 3aNPOCOB Ha NpoBepky AocTyna oT NAS 1 oTnpaske 0TBETOB
Ha 3anpochkl npoBepku goctyna Ha NAS. [lomkeH coBnagaTtb ¢ 06LLMM CEKPETHLIM CroBOM (secret), 3agaHHbIM B
HacTporikax NAS gns gaHHOro Tuna 3anpocoB.

— Acc Secret — naponb, ncnonb3yemsbi Npy NPUHATUN 3aNPOCOB x|

Ha y4eT oT NAS 1 oTnpaBke OTBETOB Ha 3anpochkl Ha ydeT Ha NAS.
[omxeH coBnagatb ¢ 06LUM CEKPETHBIM CIOBOM (secret),
3aaHHbIM B HacTporikax NAS ans AaHHOro Tuna 3anpocos.

NAS - ceoiicTea

D |2
NASIP [10.1.4.22

— DAC secret — naponb, ncnonb3yemsiin npyn obmeHe Auth secret [secret
pekomMmeHayeTca UCnosnb3oBaTb NPOCTbIe Naposin. DAC secret |secret

MopT DAE cepsepa |

— MopTt DAE cepBepa — nopt Ha NAS, BblaeneHHbIn 4ns npuéma
paclumpeHHbIx coobLyeHmnn (Takmnx kak Disconnect-request n
CoA-request).

|
|
|
pacLMpeHHbIMU coobLeHnsiMu, onucaHHbiMmn B RFC 5176. He Acc secret |secret |
|
|
|

Mpoduns 1SG | Profile test 1(1) -
Disconnect-Request ||
CoA-Request [ ]

— Mpodunb ISG — npodhune ISG, koTopkIn ByaeT NcnonbL3oBaTbCs | YcTaHoBKa RADIUS aTpubyTos |
ans 3anpocos, npuxoasawmx ot AaHHoro NAS (cm. Mpodunu ISG | CANCOK MapaveT pos |
Ha cTp. 91).

| vok || @otmena |
— Disconnect-request — conar, o3HayarLwun, 4To NpK ynpaBneHum
paHHbiM NAS moxHO ncnonb3oBaTh nakeTbl Disconnect-request (noapobHee cm. UTM5 RADIUS: 3anpockl DM n
CoA Ha cTp. 147).

— CoA-request — chnar, o3HayarLWuin YTO Npu ynpasneHun gaHHbIM NAS MOXHO UCMONb30BaTb NakeTbl
Change-of-Authorization (nogpo6bHee cm. UTM5 Dynashape: Cxema pa6otbi Ha cTp. 177).

— YcrtaHoBka RADIUS aTpubyTtoB — oTkpbiBaeT okHO RADIUS ampubymei (cMm. Hwxe [lononHuTenbHbIe
aTpnbyTtbl RADIUS).

@ Yemaroeka ampubymoe RADIUS eo3moxxHa mornbko rnocrie peaucmpauyuu NAS e cucmeme. To ecmb cHadana
HyxHo cos0amb NAS, 3amem omkpbimb e20 0ns pedakmuposaHrusi. [locrie 3mozo MoxHo dobasums

ampubymsi RADIUS.

— Cnucok napameTpoB — oTkpbiBaeT okHo HacTtpoiikn NAS. No3BonsieT ucnonb3oBaTb OTAENbHbIE HACTPOMKU
RADIUS ans sbi6paHHoro NAS.

HononHuTtenbHble atpnbyTbl RADIUS

B aTom okHe npusoauTtcsa cnncok atpubytos RADIUS, koTopble 6yayT nobaeneHsl B RADIUS-3anpoc, Hanpasnsembin
Ha faHHbIn NAS.

@ B cucmeme UTMS5 sepcuu 5-3.004 peanu3osaHa noddepxxka mezaupoeaHHbix ampubymoe RADIUS.
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Ons atpnbyta RADIUS 3apatotca cnegytolne napameTpbi:

ID BeHpoOpa — naeHTndmkaTop BeHagopa.

ID aTpubyTa — ngeHtudukatTop atpnbyra.

3Ha4eHue — 3HayeHne aTpubyTa.

Twun 3Ha4YeHus — yucno, cTpoka, IP-agpec unun GuHapHbIin.

Wcnonb3oBaTtb B — TUM 3anpoca B KOTOPbIV HYXXHO J06aBNsTe AaHHbLIN
aTpubyT

HacTpoinku ncnonb3oBaHus — faHHbIE HACTPOWKN NO3BOMSAOT
npoussoanTb Npu AobasneHun atpnbyTta cneayloLme onepauun:

— 3ameHuTb aTpubyT — ecnn atpubyt c Takum ID 6bIn gobaBneH paHee,
3aMeHUTb ero 3HavyeHue 3HayeHneM aHHoro aTpmbyTa

— Ypanutb aTpubyT — ecnn atpmbyT ¢ TakuMm ID 6bin gobaBneH paHee,
yaanuTb ero

— WUcnonb3oBaTb cueHap1Mu — UCNOSbL30BaTb cueHapum ansa
ocyulecTBneHuns 6onee CrnoXxHbix 3agay. Hanpumep, ecnu Heobxoanmo

= RADIUS atpubyini x|

RADIUS atpuByTei - cBORCTEA
ID Bengopa |0 |

1D atpubyTa \ 38 |

3HaueHWe ‘ pool_1 |

Tun Henonb3oBatk B

OYucno Access-Accept
(W) CTpoka ["] Disconnect-Request
Or [] coa-Request

() BUHapHbIiA || Access-Reject

HacTpoiku HCnonb20BaHNA
|| 3amenaTe ATpuEYT | | Mcnonk3oBaTe cueHapum

[]Ynanutb ATpuGyT

Cpok [leAcTEnA
[] Mcnonsaosath

‘ v OK ‘ W OTMeHa |

co3patb vendor specific aTpnbyT 1 NpUcBONTL €My 3HaYeHWE CYLLECTBYIOLLEro cTaHgapTHoro atpubyTa. Ans
3TOro B nosne 3HavyeHue ykaxuTe B purypHbix ckobkax 4yepes 3anatyto ID BeHgopa v ID aTpmnbyTa, 3HadeHue

KOTOPOro HY>XHO ckonupoBaTtk. Hanpumep, {9, 44}

CpOK OeACTBUA — NO3BONsET OrpaHnYnTbL CPOK AENCTBUSA AaHHOro npasuma. T.e. N0 UCTEYEHUN CPOKa AENCTBUS,

[aHHbIA OOMNONHUTENBHbIN anVI6yT nepecraet nobaBnaTbes B 3anpochbl.

C nomoLubto gononHutenbsHbix atpnbytoB RADIUS 3agatotca cneumndmryHbie napameTpbl coegnHeHus (orpaHnyeHmne
CKOPOCTW, NPOTOKON, agpeca v Ap.) ANs KaXaon ycnyrun, cepBucHom ceasku, nnbo NAS. ObbiuHO Tpebyertcs
nopaepxka aTux atpmbyToB cepBepoM AoCTyna.

AtpnbyTel RADIUS onucaHel B RFC 2865, RFC 2866, RFC 2868.

YyeTtHble 3anucu RADIUS

OTa cTpaHuLa CoaepXXUT CNMCoK y4eTHbIX 3anucern RADIUS.

@10.1.4.227 (AQOMHHHCTPATOpP)

CucTtema

HacTpoitku  TMoMOub

=1ofx]

T T B TP T e
21 & P

' CrMCOK, BpaHaMay3poB | W NobasnTb

& OBHOBWTb

i;: Mpagwna firewal

D HauMeHoBaHHe
o Crucor as

tester
cisco_admin

(I

] YuetHble sanvic1 RADIUS
o Mpoduni 155

YyetHas 3anuck RADIUS nossonsieT aBTopusoBatbes Ha RADIUS cepBepe v nonyynTb onpeaeneHHble napameTpbl
aBTOpu3auun B Buae Habopa atpubyToB, BXoASALMX B OTBET € kogom Access-Accept.
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HaxmuTe | i fosasume |, 4TOGbI 4OBABUTEL HOBYIO YHETHYHO 3aMMChb
RADIUS.

Y4yeTHas 3anucb nMeet criegyownii Habop napameTpos:
— ID — Ha3Ha4yaeTca aBTOMaTUYECKN

— HaumeHoBaHue — norvH Ang aBTopm3aumm Ha
RADIUS-cepBepe. [lomkeH BbITb YHUKaNbHbLIM BO BCEN
cucreme UTMS

— [Do6aBnaTtb aTpnbyThbl NAS — yka3biBaeT Ha HeobXxoaMMOCTb
pobaeneHns B oTBeT gononHuTensHbix RADIUS aTtpubyTtos,
ykasaHHbIX B cBocTBax NAS, ¢ KOTOporo npuiuen 3anpoc (cm.
Cnucok NAS Ha cTp. 88)

[anee pacnonaraetcs Tabnuua co Crnmckom anVIGyTOB, KOTOpble

B Yuernas 3annce RADIUS x|

YyeTnan 3anuck RADIUS - ceoiicTea

Haumerogakme |tester |

Maponb [1234 |

[lo6aBnaTh aTpubyThl NAS

ATpHDYTHI

| & JlobapuTh | F 4 @

1D BeHaopa ‘ID aTpubyTa ‘3Hauew1e Tn

[ v oK H W OTMeHa

Heobxogumo 0o6aBuTbL B OTBET npv asTopuU3aunmn Nog 3Tomn yHeTHOVI 3anncblo:

— HaXMUTe |  fofasuts |, 4TOGbI JOGaBUTL aTpUBYT

— HaXMWUTe | P Penastposars |, UTOGbI PEAAKTMPOBATL BbIGPaHHbIN aTpubyT

— HaXMUTe | @ vaawre |, YTOGbI yOanuUTb BbIGpaHHbIA aTpuodyT

Ha cTpaHnuue Ydemtbie 3anucu RADIUS HaxmuTe | & Penaxtposars || yTOBbI peakTUpoBaTh napameTpbl BuiGpaHHOM

y4yeTHOM 3anucu.

HaxmuTte | @ Yaamms |, 4yTO6bI yAANMTb BbIGPAHHYIO YYETHYIO 3aMuchb.

Haxmute | @ ofinoenme |, 4TO6bl OBHOBUTL CMIMCOK YHETHBIX 3anucen.

Mpodomnu ISG

OTa cTpaHuua cogepXxut cnucok npodunein ISG.

[Einit@10.1.4.93 (AgmmnmcrpaTop)

Cucrem HacTpoiikn  MoMows

R [=1|

“, HacTpofi cHeTems!

| & mobeeurs | | 2 Pesacruposare | | @ vmamms | | ofrosums

* AONONHATENSHEIE NapaneTpe!
@ crvicox Bpararayspos
E Mpasvna Firewal

"_ﬂ Crcok NAS ||
(L ¥eeTHeie 3ankcn RADIUS

‘;ﬂ Npoduna ISG

IOpHaKHEtKe THUa

jin} HaumeHosaHWe

Mpodunu ISG ncnone3ytoTca Ans onucaHusa B3amogencTeus cepeepa RADIUS ¢ nHTennekTyanbHbIM Wwino3om [PoE
(B yactHocTw, Cisco ISG). 3Tu npodunu yctaHaBnuealTcs B kadyecTBe napameTpa ana NAS, 3apernctpmpoBaHHbIX

B CUcteme.
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HaxmuTe | i foSasume || yTo6bI 4OBABUTL HOBBIN
npocunb ISG. MNpodunb 0bnagaeT cnegyowmmm
napameTpamu:

— ID — Ha3Ha4yaeTcs aBTOMAaTUYECKN

— HaumeHoBaHMe — npon3BonbHOE MHHOPMALMOHHOE
none

[lanee cneayeTt rpynna napameTpoB ABTOpu3aLus,

oTBevaLLMX 3a 06paboTKy 3anpoCoB Ha aBTOPU3ALMIO:

— Tvn norvHa — TN gaHHbIX, COAepPXaLLnxcs B
aTpubyTe User-Name. MoxeT 6biTb MAC, IP agpec,
nmbo NOruH, ykasaHHbIN B HacTporikax IP-rpynnbl

— Twn napons — ucnonb3oBaTb Naporb, yKadaHHbIN B
HacTpouikax |P-rpynnel, nn6o BBECTU NPOM3BOSIbHbLIN
naporb (Npu 3TOM NOSBNAETCS AOMNOMHUTENbHOE
none lapors )

— TanmayT aBTOpM3aLMN — NEPUOL BPEMEHU B
cekyHaax, B TeyeHue kotoporo RADIUS-cepBep
oXuaaeT nepsbi nakeT ¢ kogom Accounting-Start.
Ecnu B TeyeHne 3TOro BpeMeHn Takon NakeT He
npuxoant, RADIUS-cepBep 3aBepLUaeT Ceccuto.

— Kop orBeTa npu pa3trnokMpoBaHHOM NIULEEBOM
cuyeTe — [aeT BO3MOXHOCTb BbiGpaTh kof 0TBETA B
Takow cutyaumm - Access-Accept, oo
Access-Reject

Mpodunk 1SG - ceolicTBa

HaumeHoBaH1e |Pr0ﬂ|e test 1 |

ABTOpH3aLKA
Twun normHa \IP '\

Tun napons \I‘Iaponb B IP rpynne '\

TaiiMayT asTopu3aLMm

Koa oTeeTa npu pasbnoKupoBaHHOM NMLIEBOM CHeTe \Accessfhccept '\
Kog oTseTa npw 3abnOKMPOBaHHOM NMLIEBOM CHeTe \Accessfhccept '\

HasHaunTb agpec [ |
ATpHOYTEI

‘ W [06aBHTb ‘

Tun Ycnyra

Crpoka Test IP traffi...

ID senaopa |IDanM6yTa |3HEH€HME
0 38 pool_1

CoA
AKTHBEH

| © noSaewts | | & Pepaktuposats | | & Ymamte

‘ CobbiTre
Brokupo...

‘ Ycnyra
Crpoka TestIP tr...

ID BeHgopa ‘ID aTpub... |3HEH€HME |Twr|
a 1 ip:traffic-c...

v oK | | @ OTwera

— Kop otBeTta npu 336ﬂOKMpOBaHHOM NinueBOM cYeTe — aHanorm4Ho npegbiaywemy, Ho npn 3a6J'IOKVIPOBaHHOM

nnueBomMm cyeTe

— ®nar HasHaunTb agpec — onpegenseTt HeobxoaumocTb fobaBneHusa atpnbyta Framed-IP-Address B oTBeT Ha
3anpoc aBTopusaumu. 3HavyeHue atpubyTa 3asncut ot Tuna norvHa - MAC vnu IP. B cnyyae aBTopusaumm no IP,
B aTpubyte Framed-IP-Address ncnonb3ayetcs IP-agpec, npyweaiwunin B 3anpoce Ha asTopusaumio. B cnyyae
aBTopu3aumu no MAC, ncnonesyetcs IP-agpec, onpegensemsivi Hactporikamu IP-rpynnel (agpec ns RADIUS-nyna,
ykasaHHoro Bo Bknagke Onyuu RADIUS, nnbo agpec 13 ananasoHa, ykasaHHoro Bo Bkragke Cmamuyeckul IP.
Moppo6bHee cm. IP-rpynnbi Ha cTp. 118). B cnyyae aBTopusauum no noruHy B IP-rpynne, ucnonb3yrTcst HACTPOWKU
IP-rpynnbl n 3HavyeHne dnara Ha gobaeneHune atpubyta Framed-IP-Address He BnusieT.

Oanee cnegyert rpynna napameTpoB ATpuOyTbl, KOTOpasi NpeacTaBnsieT cobom CNUCOK AONOMHUTENbHbIX
RADIUS-atpnbyToB, fo6aBnsiembix B OTBET Ha 3anpoc aBToOpU3auuu.

— HaXMmuTe | W fofaswms | yTOBLI 4OBABUTL aTPUBYT

Ons RADIUS-atpnbyTa 3agatotcsa cnegytowime
napameTpbi:

— ID BeHpgopa — ngeHTndMKaTOp BEHAOPA.
— ID atpubyTa — ngeHtudukatop atpnbyra.
— 3HayveHue — 3Ha4veHve aTpubyTa.

— Twn 3Ha4yeHuna — yncrno, cTpoka, IP-agpec nnu
OUHapHbIN.

- HaCTpOﬁKM — yCnoBuA nNnpuMeHeHna JaHHOro

aTpubyTa. HacTpolku No3BonsoT NPUMEHUTL aTproyT
TOMNbLKO AN ONpeAeneHHON YCyru, B paMmkax KoTopom

npon3eBognTcAa aBTopusauna, n ana onpeneneHHoro
COCTOSIHMA NLEBOro cyeTa (3abnokmpoBaH/He
3abnoknpoBaH)

NetUP

RADIUS atpubyTsi x|
RADIUS atpubyTh! - cCBOWCTBA
ID sernopa |0 |
ID aTpubyTa ‘ 88 ‘
3HaueHune ‘ pool_1 ‘
Tun Hactpoikn
() Yucno
(W) CTpoka Yenyra \Teﬁt 1P traffic service template(2) = \
VIP COCTORHME NMLEBOTD CHeTa | 3a6noKMpoEaH -
() BMHapHbIii
Hacrpoikn Hcnonb3oBaHus
[]3amensTe ATpHGYT [ | Mcnonssosate cueHapum
[] ¥nanuts ATpubyT
Cpok [encTena
[I1cnone3osaTe
v OK ‘ ‘ @ OTMeHa



HacTtponku

— HacTpoliku ucnonb3oBaHUA — faHHbIe HACTPOMKU NMO3BONSOT NPOU3BOAUTL NpW AobaBneHun atpubyTa
criegytoLLme onepawmm:

— 3ameHuTb aTpubyT — ecnn atpubyT ¢ Takum ID 6bin goGaBneH paHee, 3aMEHUTb €ro 3Ha4YeHne 3HavYeHueMm
JaHHoro atpmbyTa

— Ypanutb aTpubyT — ecnu atpubyT ¢ Takum ID Bbin gobaBneH paHee, yaanutb ero

— Wcnonb3oBaTb cLueHapumn — 1CMONb30BaTh CLEHapWm A8 OCyLLeCcTBreHns bonee cnoxHbIX 3agady. Hanpumep,
ecnv Heobxoammo cosaatb vendor specific aTpnbyT n NPUCBOUTL MY 3HAYEHUE CYLLLECTBYIOLLLEro CTaH4apTHOMO
aTpubyTa. [na atoro B none 3Ha4vyeHue ykaxuTe B UrypHbIx ckobkax yepes 3ansTyto ID BeHgopa u ID
aTpubyTa, 3Ha4YeHne KOTOPOro HyXHO ckonupoBaTtb. Hanpumep, {9, 44}

— CpoK AeACTBUA — NO3BOJIAET OrPaHNYMTb CPOK AENCTBUSI JAHHOMO npaBuna. T.e. No NCTEYEHUN CPOKa AENCTBUS,
OaHHbIA OOMONHUTENbHBIN aTpubyT NnepectaeT A00aBNATLCA B 3anpochl.

— HaXMuTe | P Penacposat |, 4TOBbI PEAAKTMPOBATL BbIGPaHHBIA aTpubyT

- Ha)KMVITe| & Yaante | 4yTOObI YAanuTb BbIOpaHHbIA aTpubyT

Hanee cnepyert rpynna napameTtpoB CoA, oTBevaroLwmx 3a npumeHnmMocte COA-3anpocoB 1 NO3BOMSHOLLMX
MOAMULMPOBaTL UX COAepXaHue:

— ®nar AKTMBeH — onpegenser, cnenyert nm ncnonb3oBaTb COA-SaI'IpOCbI

— HaxkmuTe | & Adfanms | YTOGLI OGABUTH aTpubyT

HacTpolikn atpnbyTa, fobaensiemoro B CoA-3anpoc aHanorMyHbl HacTpoikam aTpubyTta, 4o6aBnNsaeMoro B OTBET Ha
3anpoc aBTOpM3aLMM 1 NO3BONAT A0GABNSATb €ro B 3aBUCUMOCTM OT HacTYMNMBLLETO COGLITUS - BrOKMpOBaHUSA
NMLEBOro cyeTa, Pa3brnokMpPoBaHS NMUEBOTO cyeTa, MBo yaaneHsi CepBUCHOM CBA3KM

— HaXMUTe | & Penaciposat || 4TOBLI PEIAKTUPOBATL BLIGPaHHLIN aTpUbyT

— HaXMWUTe | @ vaamme | yTOGbI yAANuUTb BbIGPaHHLIA aTpubyT

Ha ctpanuue lNMpogunu ISG BbibepuTe 0aMH U3 CyLLECTBYIOLLMX NPOMnen n HaxmuTe | @ Penaxcuposars
M3MEHUTb HACTPONKKN BblIGpaHHOro Npoduns.

, YTOOBbI

HaxmuTe | © ¥aawme | yTo6bl yaanuTh BoiGpaHHbIi Npodunb.

Haxmute | @ ofrosnme |, 4TOBLI OBHOBUTL CIMCOK NPOUIEN.

IOpunanyeckmne nuua

[aHHas cTpaHuua cogepXuT PEKBM3UTLI OPUONYECKOrO NMua Unm nNuu, NocTaBLmKa, NpeaHasHavYeHHble ons
MCNosb30BaHMs B LabrnoHax AOKYMEHTOB.
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OnepaTtopbl TeneoHuun

[aHHasa cTpaHuua CoaepXuT CnNMCoK onepaTtopoB TenedoHnn. OHun xpaHaTca B UTMS ¢ uenbto BegeHnst B3auMHbIX
pac4€ToB 3a nponyck Tpaduka. MNpu gobaBneHun nnm pegakTMpoBaHUM onepaTopa OTKpbIBaeTca okHO OnepaTtop
TenedOHUM, KOTOPOE BKIOYAET CrneayoLLme CTpaHuLbl:

EOneparop TenehoHun

MapareTpel

BanaHc

MapateTpe! Yomyri

s
_,j PepakTop ueH
T paHHUE] Taprdwkalii
Mnata 33 coeAHHEHHE

OTHETEI

Mnatexm

CrmMcaHHa

OT4eT no aboHeHTan

OTHET No c4eTa-dakTypan

=10 %]

PeKBH3HTHI

HaumeHoBaH1e ‘Telefnnnperatnr {local) | CoKp. Ha3BaHue |

topuaudeckiit anpec ‘

DaKTHIECKHI aapec ‘

whH | |

PYKOBO[CTEO

k[ TaxRate(s)

PyxosoavnTens ‘ | CoKp. HasBaHWe ‘

Byxrantep ‘ | CoKp, HasBaHHe ‘

Bank

HawmeHoBaHKe ‘ | lopoa |

BHVIK ‘ | Kop. cyeT |

‘ g BuibpaTh Bark

Tuesoit cieT ‘

Norosop

e
g

] —

| (& CBpocuTh | v L]

| i 3aKpbITh ‘

— Moapo6Hee — PeKBU3UTLI LPUANYECKOTO NLA, CBA3AHHOTO C AaHHbLIM onepaTopoMm, 1 6anaHc onepartopa.

— Ycnyra — napameTpbl ycnyru TenedoHnm, NPUMEHSEMON UCKIMIOYUTENBHO AN B3aUMHbIX PAaCHETOB C AaHHbIM

onepaTopoM. JTa ycnyra He oTobpaxaeTcsi B 06LLEeM CMMCKe YCryr, HE MOXET Ha3HavyaTbCs Nofb30BaTeNsiM, He
UMEET Ha3BaHus, a Takke CBSA3aHHbIX C HEN NpedonnadveHHbix eanHuy Tpaduka n RADIUS-atpubyToB. 'paHnubl
TapuduKaLmMn yunTbiBaOTCA MPUMEHUTENBHO K KaXK4O0MY 3BOHKY B OTAENbHOCTU. B ocTansHOM napamMeTpbl 3Ton

YCIyrn Takue xe, Kak y 00bl4HbIX ycrnyr Tenedonunn (cMm. Yenyra TenecgoHum Ha ctp. 70).

— OTYéTbI — OTHETHI MO NnaTexam 1 CNncaHnsaM ANsg AaHHOro onepaTopa (AOCTYMHbI TOMLKO NPY PeaakTMpoBaHum).

IP-nynbl

[laHHas cTpaHuua coaepXmT CIMCOK NYIoB, U3 KOTOPLIX BblAatTcs IP-aapeca nonb3oBaTensiM ycrnyr KOMMYTUPYEMOro

goctyna.

@ lNpu Hanuyuu HeckonbKux IP-rynoe ¢ o0uHaKko8biM UMeHeM ropsidoK 8bldaqu adpecos U3 HUX peayrupyemcs

napamempom named_pool_shuffle (cm. UTM5 RADIUS: named_pool _shuf f | e na cmp. 156). B 6ornee

parHux eepcusix UTM (do 5.2.1-009-update2) nosedeHue cucmembi 8 3mom criydae bbirio Hernpedckasyemo.
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LLIaGnoHbI AOKYMEHTOB

= init@10.1.4.253 (Aquunuct patop) —1oixI

Cucrema  Hacrpoftr  Momowe

‘ & AobaBuTb || (7 PenakTHpoBaTh || & Yaanuts H (@ OBHOBUTE

\-_:’ HacTpokH cHETeme!

MaenTndmkaTop wabnora | Tun HawmeHoBaHKe MyTe CozgaH Wsmenen

“ ADNONHKTENEHBIE NEPMETPE]

1 Invoice for legal entity  |inveice.odt He ycranoenero |09.12,2016 15:47:03
' Crmcok BpaHamayspos 2 Cuet (1) Invoice for individual ind_invoice.odt He ycTaHoBneHo He ycTaHosneHo
m Mpaekina firewal 3 CueT-hakTypa (2) Tax invoice tax_invoice.odt He ycTaHoBneHo He ycTaHoBneHo
tﬂ Crmcor HAS | 4 MamaTka aborexTa (3) User info sheet userinfo.odt He ycranoenero  He ycraHosnero

5 AKT BEINONHEHHEIX paboT (4) Certificate of completion certificate.odt  He ycTamoBnero  He ycTaHosneHo
\ﬂ BT e UE R 8 KeuTaHLma of onnate (5) Receipt receipt.odt He ycTaHoBneHo He ycTaHOBNEHD
‘ﬂ MpodKnK 15G 7 fAorosop (8) Contract contract.odt He ycTaHoeneno  He ycraHosnero

8 AeTtanusawn c4eTa (7) Details of bill details.odt He ycTaHoBneno He ycTaHosneHo

KIPHAHHECKHE NHULE
OnepaTopel TenedoHH

@ IP nyne

‘JJ WafinoHb1 A0KYHEHTOB:

[4]

Bpema cepeepa:  21.12.16 14:28 GMT+03:00

Ha aTon cTpaHumue pacnonaraercsi Cnmcok wWabnoHoB AOKYMEHTOB (CM. [lokyMeHTbI Ha cTp. 28). LLlabnoH
npeacTaenset cobon * . odt darnn, B KOTOPOM MOMyT UCMOMb30BaTbCs MepeMeHHbIe — UMSI Mofb3oBaTens, 6anaHc
cyéta n ap. MNMpu reHepauum JOKyMeHTa NepeMeHHble 3aMeHSII0TCS Ha CBOM 3HAYEHMS.

@ Ecnu Ha cepsepe ¢ UTM5 ycmaHoeneH nakem LibreOffice, dokymeHmbi 2eHepupytomcsi 8 popmame * . pdf ,
€cCru He ycmaHoesieH - 8 popmame * . odt . [Tapamempsl, cesizaHHbIe ¢ eeHepayueli 00KyMeHMO8, Haxo0simcsi
8 KoHehuzypayuoHHom ¢hatine UTM5 (cm. 510po cucmembi: KoHghuaypayuoHHbIl ¢halin Ha cmp. 139).

Ha ctpanunue LLabnoHbl AOKYMEeHTOB [OCTYMHbI crieaytolme AeACTBUS:

— pobaBneHue wabnoHa:

— HaXMWTe | & Acteenms | 4TOGbI 4OGABUTH HOBBIN LWAGMOH AOKyMEHTa

— B OTKPbIBLLEMCS OKHE HakmuTe | BsibpaTe |y BbIGEPUTE HYXKHbIN * . odt ¢haiin wabnoHa

x

LWlabnoH - ceolicTBa

HauMeHoBaHHe ‘Cue‘r{bamypa v2 |

Daiin ‘lnvo\oefvz.odt()'ﬁﬁﬁ} || BrifpaTe H COXpaHHTE |

Tun ‘CHET-CbEK.TYDE - |

‘  OK ‘| W OTmeHa ‘

- BblﬁepVITe VN WwabnoHa, BBEANTE Er0 HAMMEHOBAHNE U HaXXMUTe | ¥ Ok

— pefakTMpoBaHue LuabnoHa:
— BbIGEPUTE HyXHbIN LIAGHOH U HaXMUTE | ¢ Peasktuposats

— B OTKPBIBLUEMCS OKHE HaXMUTE | Coxpauute |, YTOBbI COXpPaHUTL TEKYLLMI BUA WaBMoHa B * . odt daiin ans
penakTMpoBaHus

— [Jaree oTKpoWiTe coxpaHeHHbI daiin B LibreOffice u BHecuTe HeobxoamMMble N3MeHeHUs
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— yT06bl 4O6ABUTL HOBYIO NEPEMEHHYIO, NepenanTe B MeHo Bcmaska > None > Ewé rnorns... n OTKpONTe BKNAaaKy

lNepemeHHbIE

ron ]
ﬂunweHTll‘laperéngle cn:lnmlwaKLMMICBeneHm 0 AokymeHTe MepeMeHHsie |Eaaa naHmel
Tun Buibop dopmat

provider full_name -
provider short_name Popryna

lprovider. juridical_address Standard

-1234

-1234,12

-1234

-1234,12

[AononHuTensHeie GopHaTl...

BerasuTh dopHyny

Mone 58003

VanasoH HyMEpaLM

3aAaTe NEpeMeHHY0 CTPaHALE!
MoKasaTh NEpEMEHHEIE CTPAHMLE

hiear wridical addrece LI r Hesuamman

Wms SHaueHne

document, number |<HUNED A0K. > [+

BcraenTe I 3akpeiTe | Cnpaeka |

— BblGepuTe TMN nons lone rnosb3o8amerisi, N BbIbepuTe HYXXHYIO NEpeMEHHYI0 U3 cnuncka, Nnbo BBeagnTe ee NMs
B none HassaHue n Haxvmute BetaButb

@ Y6edumecb, ymo nepemeHHasi, komopyto Bbi dobaenseme, docmyrnHa 055 daHHO20 muna wabroHa (cm.
MpunoxeHus: Tunbl wabnoHoe Ha cmp. 272).

— Ecnn nepemenHon COOTBETCTBYET MaccuB 3HaJYeHun (nepemeHHaﬂ ABNAETCA MTepMpyEMOVI), ee cnenyer
pacnosioXnTb B O4HON U3 A4eeK B CTPOKe Tabnuubl, Hanpumep:

IP-agpecafl
IP Macka il I II MAC
IP-anpecq P aro3q Joran{ apoasy | MAC-agpec
<IP-agpec>y <Macka=1| <Llmoz=q <MNormu=1 <MNapons=>y| <MAC-agpec=1|

B atom cnydae, npu reHepaunv 4OKyMeHTa, B Tabnuuy 6yaet asTomatudeckun fobasneHo Heobxoaumoe
KOMMYEeCTBO CTPOK AN OTOBpaxeHUst BCeX 3HaYEeHU NepeMeHHON.

Ecnu Hu 0nsi 00HOU U3 nepeMeHHbIX 8 cmpoke mabnuubi He HalilleHO CoOOMeemcmayuLe20 3Ha4eHUsl, CmpokKa
6ydem ydarneHa, m.e. 8 KOHEYHbIU OKyMeHm rornadem morsibKO 3a20/1080K mabrnuyebl.

- Ha)KMI/ITe| & Yaanme | YTOObI yAanuUTb BblAENEHHbIN WabnoH

- Ha)KMI/ITe| & OfosHTE | 4TOObI OOHOBUTL CNNCOK LLIAOIOHOB

Habop 4oCTynHbIX NepeMeHHbIX A58 TOro UM MHOro WwabnoHa 3aBUCUT OT ero Tuna. MomnHbIv CIMCOK NePEMEHHbIX U
TMNoB WabnoHoB nNpueeaéH B rmase MpunoxeHus: NepeMeHHbIe WAGNOHOB Ha CcTp. 266.

Ucnonb3oBaHue anbTepHaTUBHONro HoOMepa AOKyMeHTa

B cucteme gokymeHtoobopota 6unnuHrosom cuctemsl UTM5.3-004 peanu3oBaHa BO3MOXHOCTb MCMONb30BaHUSA
anbTepHaTMBHOIO HoMepa AoKyMeHTa. [laHHas BO3MOXHOCTb NpefyCcMOTpeHa Anst Tex cny4vaes, Koraa, Hanpumep,
TpebyeTcsa BECTM pa3denbHylo HyMepaLuuilo JOKYMEHTOB AN Pa3HbIX PUANYECKUX NUL,. ANbTEpPHaATUBHbIA HOMEP
MOXET MCMNONb30BaTbCst NPU (POPMMPOBAHUN CHETOB, CHETOB-OAKTYP, aKTOB O BbINOMHEHHbIX paboTax n Apyrux
OOKYMEHTOB.

Mogaynb unterpaunm UTM5 ¢ 1C nepenaét AaHHbI HOMEp B Ka4ecTBe HoMepa c4éTa B rnorne ic_alt number
CObbITUN new bill W new bill entry NP CUHXPOHWU3ALUMN CYETOB.
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[ns ncnonb3oBaHusi ansTepPHaTUBHOWM HyMepaLuun JOKYMEHTOB BbINOMHUTE criedylolme AeNCTBUS:
1. OTkponiTe WabnoH gokyMmeHTa *.odt, B koTopoM TpebyeTcsa ncnonb3oBaTh ansTepHaTuBHbIN HOMep. BeigenvTe unm
yaanuTe rnone <Homep AOK.>.

=101
gaiin [pama B Borgecs Goprar Crww Tefines Cgpma Qoo Crpamea %

-8R M98 & 3B-4 i’ 5 W= - 1 )

e A& & | I aaca-aabay, & a- Y-

- % i i L4 3 § o 8 K ¥ = =
MNOCTABLWWK: <nonHoe HauMeHOBaHWe nocTaBlMKa>, <KpaTKOe HauMeHOBaHWe i
nocTaBlnKa> @
Apnpec: <1op. agpec nocTaBLMKa> &

Oﬁpazeu JanonHeHWA NnnaTexHoro nOp)“lBH“ﬂ =

MonyuaTtens: <KpaTkoe HaUMEHOBaHUE

nocTaBLMKa> A

WHH: <MiHH nocTaswuka> KNMN: <KMMN Cu. Ne | <Ne cyeta nocTaswmka>

nocTaBluka>

BaHk nonyuatens BWK | <BWK BaHka nocTaBwMka>

<BaHk NnocTaBWmMKa™>, <ropog> Cy. N2 | <Kkopp. cueT 6aHka nocTaswmka>

Mepuod|c <HaJ. Nep.> no <KOH. nep.>
Homep nuuesoro cueta |0
OctaTok cpegets | 0,00
OT <fgara cyeTa> r,

Crpaasia Lo 1 3 crom, 17 munesmens Gemanos Fanscmma Pycoad - | F 00D | = ——t——+ | W%

2. B rnaBHoM MmeHIo BbibepuTe BetaBka > Mone > EwWwé nona... unvn HaxmuTe Ha knasuatype Ctrl+F2.

3. B otkpbiBLIEMCS okHe Mons nepevignTe Ha Bknaaky [lepemeHHbie. B rpade Tun Boibepute lNone nonb3oeamerns,

B rpade Bbibop — document.alt_number, B rpache ®opmat — Tekcm. Haxmute kHonky BetaBuTb, a 3atem
3aKkpbIThb.

N x|
,q,m(ynerrrl MepexpécTHble m:m»ml mwm.w] CseneHws o aokymerTe MepemeHHbie |Eaaa naHHblxl
Tun Buibop Dopmat
[3anaTh NepeMeHHyio bill.sum_with_tax ;I
MokazaTe NepemMeHHyID user, full_name ‘Popryna
Mane DDE user. tax_number Standard
[BcTasuTs QopMyny user.kpp_number -1234
[Mone seona user juridical_address -1234,12
\AManasoH HyMEPaLM bill_entry. quantity -1234
[SanaTe nepemerHyo cTpakuubl | [bill_entry.unit_name..translat -1234,12
MNokazate nepemenHele crpari |bill.size ononHATENsHbIE QOPMETEL ..

bill.sum_with_tax..sum_to_str
provider.chief_short_name
provider.booker _short_name
provider.bank_bic
provider.bank _city
bill_entry.name. .replace
bill.period_start..date_shart
bill. period_end. .date_short
bill.balance_when_created
account. account_id
bill. date. .date_short

™ Hesnauman

Wms 3HaueHue

Iducumant.alt_number <EANET,HOMED > o’ R

BcrasuTe I 3aKpeiTb Cnpaexa |

4. None <Homep AOK.> 6yp,eT 3aMeHeHo nonem <arnbT.HOMep>. COXpaHVITe M3MEHEHUSA N 3aKponTe LWabnoH.

Cyet Ne
OT <OaTa CHeTa=>I.

5. lanee HeobxoamMmo 3agatb hopmar ansTepHaTMBHOIrO HOMepa, KOTopbIvi ByAeT MCNonb3oBaTbCs Npu
(opMUPOBaHMN JOKYMEHTOB ANsi TOrO UMM MHOTO topuanyeckoro nuua. B nHtepdgeice agmmHuctparopa UTM5
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nepevianTe Ha cTpaHuly Hactpoiiku > KOpuanyeckue nuua. Boibepute ropnanyeckoe nnuo U3 cnmcka um

HamuTe | & Peaasmposars |y HakmmTe | & Ao | 4TOBLI JOGABUTL HOBOE IOPUANYECKOE MINLIO.

[=]init@10.1.5.158 (Apmunncr patop) -3l x|
Cucrema  Hactpofkn  Momows

-
[ [ & AobaBuTb ][ (7 PenakTHpoBaTh ][ & Yaanuts ][ (@ OBHOBUTE ]

CNPEB0YHKER

D HaummerHosaH1e

S HacTpofikK cHETerb!

=

“. AononHATENEHEIE NapameTPEl
- Crmcor BpaHanayspos

a Mpas+na firewal
w Crvcok NAS
w ¥UETHEIE 38NHCK RADILZ

w Mpodiinu 156

Hpuanueckre nuya

OnepaTopel TenedoHHM

Bpens cepsepa:  23.12,16 11:39 GMT+03:00

6. B OoTKpbIBLLEMCS OKHE NapaMeTPOB KPUONYECKOTO Nnua 3agante hopmMaTt ansTepHaATMBHOIO HOMepa AOKYMEHTa B

none ®opmaT Hymepauuu.

Lorosop

Homep aorosopa | | Mpedike knueHTa I:l
MecTo 3aKNoHeHUA A0roBopa | | MecTo oKasaHWA yonyri I:l

I DOPMAT HYMEPAELIN |ABC#{a\t_nuthr(5}}DE | I

B o6Liem Buae anbTepHaTMBHbIA HOMEP MMEET crieayolmin oopmart:
nped¢uxc{alt number (KoJM4YECTBO CUMBOJIOB) }IOCTOMUKC.
Hanpumep, ABC# {alt number (5) } -DE 6yaeT umeTb Bug ABC#00001-DE.

HacTpolika ansTepHaTMBHOM HyMepaLumu 3aBepLUeHa.

Mpodwmnu nokymeHTOB

Ha aTtow cTpaHuue pacnonaraeTcs CNMCOK Npodunen AOKyMeHTOB.

& init@10.1.4.33 (AQMuMHKCTPaTOP)

Cucrema  HacTtpoiikv  MoMowb

=lolx]

OnepaTopel TanehoHA [ & [106aBuTh ] l (7 PefakTupoBaTh I [ & YOanuTs ] l (& OBHOBUTH
e [P ynel
d | LLIaBRoHs ACKYMEHTOS 1D npodwns HavMeHOBaHWe Co3faH W3MeHeH
B A S e 03.03.2015 14:58:02 03.03.2015 14:58:02
- 2 Documents for invididual 03.03.2015 14:58:02 03.03.2015 14:58:02
3aMeHa B AOKYMEHTAX
..
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Mpodunb OOKYMEHTOB npeacraBndaeTt cobon Ha6op LwabnoHoB A5is BCeX TUMOB AOKYMEHTOB!

=F

Mpothunb DOKYMEHTOE - CEORCTBA
HauMeHoBaHwe | Documents for legal entity (defaurt]|

Cuet | (1) Invoice for legal entity v|

Cuet-pakTypa |{3) Tax invoice v|

MNamaTka aboHeHTa | (4) User info sheet v|

AKT BBINOMHEHHBLIX paboT |{5) Certificate of completion v|
KBUTaHLMA 06 onnate |{6) Receipt v|

HeTtanuzaumna cyeta |[8) Details of bil '|

| v OK H W OTMeHa |

Mpodmnn HasHayalTCa Nonb3oBaTeNAM U oNpeaenstoT popmaTt reHepmpyembiX JOKYMEHTOB.

Ha ctpanuue lNMpogunu OoKymeHmMos AOCTYNHbI crneayLwme eNCTBUSA:

HakmuTe | W Acbesnms | yTOGbI 406GABUTL HOBbIM MPODUL [OKYMEHTOB

HaXMUTe | ¢ Peasxtuposame | 4TOGBI M3MEHUTb BbIGPaHHbI NPOdUL

HaXMuUTe | & ¥aanme | 4T0BbI yaanuThb BbiGpaHHbIA NPoduss

HaXkMuTe | Ofrosims | yTOGHI OGHOBUTL CMIUCOK NPOUNel
@ lMpogpurib dokymeHmMos nod Homepom o0uH (default) ydanumse Henb3si. OH Ha3Had4aemcs ro yMo4aHur 8Cem

nonb3oeamernsaM. HazHaqdume nonb3o8amerto dpy2ol npoghusi G0OKYMEHMO8 MOXHO 8 ceolicmeax
rnionb3oeamerisi, nyHkm Lpyeoe.

3ameHa B AOKYMeHTax

Ha aToii cTpaHuue pacrnonaraeTcsi CnMCoK 3aMeH, KOTOpble MOXHO UCNOSb30BaTh B LAGnoHax JOKYMEHTOB
(LabnoHbl 4OKYMEHTOB Ha CTp. 95).

E init@10.1.4.33 (AoMuancrpatop) ;Iglil

cucTeMa HacTpolkW  MoMOLLb

O Mpoduna 156 = [ nogamurs | | # e & OBHoBHTL |
topramHectae naua
OMepaTopsl TENehaHAA Koy SHaveHne |
QF P rynsl Apr anpens =
Au aerycra
J, LUafnoHE! AoKyMEHTOB 9 !
Dec nexabpa
£ Mpodin AoKYMEHTOR Feb teppans
3ameHa B AOKYMeHTax InnerZone B3

HaXMuTe | & fobasnms || 4TOGbHI A0GABUTL HOBYIO 3aMEHY

BblIbEpUTE OAHY M3 CYLLECTBYHOLLMX 3aMEH 1 Ha)KMVITel & Penaxuposary | YTOObI UBMEHUTL €€ 3Ha4YeHue

HaXkMUTE | & ¥asmme | 4TOGbI yanuThb BbIGPaHHYIO 3aMeHy

HaXMUTE | @ Ofrosnts | UTOBLI OBHOBUTL CMIUCOK 3aMeH
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OvwHamMmuyeckoe wennnpoBaHue

Ha paHHol cTpaHuue npmBedeHbl napameTpbl SUHAMUYECKOTO LUENNMPOBAHUS (M3MEHEHNSI MPOMYCKHOM CNOCOBHOCTK
KaHana) anga Tex ycnyr, Ans KoTopbix OHO 3aaaHo. LeinupoBaHve npuMmeHumo K ycnyram nepegadn IP-tpadmka.
MmeeTcs BO3MOXHOCTb A06aBNEHNs U OTMEHbI LLENMMPOBaHUS, a Takke U3MEHEHUS ero napameTpoB.

[=]init©10.1.4.93 (Agmmnncy patop) =lol x|

CucTema  HacTpoiiki  MoMows

< Tpotbyiin a0k yMeHTOS I ‘ & AobasenTe || ‘)Penammpcﬁam || & Yoanute H (& OBHoBMTE |

3aEeHa B AOKYMEHT 5

B JlMHamMueckoe WeAnMpoBaHqe 1D ycnyrn HasBakue yomyri KommeHTapuii
J FKCTPEHHLIE BEIZ0BG!
‘ﬂ ApEHEMpOEaHKe B

' MocTaewwkn NetFlow

‘ﬂ HonnekTope Tpadkka

HHTEpderice

AONOMHATENLHD

[a]

-

KHOMKa | & vaamme |OTMeHsieT WeNUpOBaHWe AMst YCIyru, BbIGPAHHOM B CrIMCKE.

KHonku | ) HoBaswTe \m | (7 PenakTiposaT |on<pb|Bar0T OKHO [lIHaMun4eckoe WennupoBaHue, cogepxallee
cnegyowme anemeHTbl nHTepdenca:

x

[HHaMH4ecKoe WelinMpOEaHNE - CEONCTEA
yenyra |test_ip_traffic_service (1) = |

NpumeHsTE K VPN IP

MPUMEHATE K He-VPN TP

BXOASLWMIA KaHan |Mcx0nﬂmwﬁ KaHan |Typ60—pemw4 |RADIUS aTpubyThl ‘
LWeanupoeanne

‘ [l063BMTh BpEMEHHOH AvanasoH | ‘ YOanuThb BpeMeHHoH AuanasoH |
‘ Jl06aBnTe rpaHuLy | ‘ Yoanute rpaHuuy |
IpaHWUa |AH day (1)
100M (1024

Knaccel Tpaduka
Incoming (10) '\ | [obasneHve Knacca Tpaduka |

D HaWMeHOBaHWe
10 Incoming

[ v ok H @ OTveHa |

— Ycnyra — BbinagatoLmin cnMcok Ans Beibopa ycnyrn nepegayn IP-tpaduka, k koTopon TpebyeTcs npuMeHaTb
LennmpoBaHue. AKTMBEH TOMNbKO Npu Ao6aBneHUn WennMpoBaHns; Npu peaakTupoBaHUN HEaKTUBEH.

— MpumeHaTb kK VPN IP, MpumeHaTb K He-VPN IP — conarn npmeHeHns lwennnupoBaHms K pasnuyHbiM Tunam
IP-rpynn. AKTUBHbI TOMbKO NpW A06aBNEHNN LUENNMPOBAHWS; NPV PEAAKTUPOBAHUN HEAKTUBHbI.

— Ha Bknagkax Bxogawmn kaHan n Ucxogsawmm kaHan:
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— C nomolbto kHomnok [lo6aBUTL BpeMeHHOM AnanasoH 1 YaanuTb BpeMeHHOW Auana3oH BbiGupatoTcs
BPEMEHHbIE AManasoHbl, K KOTOPbIM AOMKHO NMPUMEHATLCS LLIEANMPOBaHME.

%Bpeu EHHBIE AWANas0HbI 1'
ID |HawmeHosBaHue | QuanasoH MpropuTeT

| VOKJ| W OTmeHa |

@ Mepekpbimue ucnornb3yembix 8pemMeHHbIX OuarasoHoe, Kak u 8 Opyaux ciiydasix, Hedorycmumo.

— C nomolLbto kHorok [lo6aBUTb rpaHULy 1 YAanuTb FpaHULly YCTaHaBMBAKOTCS FpaHMLbl — 3Ha4eHUs ob6béma
Tpadwka, Npu JOCTUXKEHUN KOTOPbIX ByAeT N3MEHATLCSA NPONyCcKHast CNOCOBHOCTL kaHana. MoXHO ykasbiBaTb
eanHuubl K (kunobant), M (merabait) unun G (rurabaiT); ymcno 6e3 ykazaHus e4uHWL, UHTEPNPETMPYETCS Kak
3HayeHue B baviTax. B kayecTBe HWDKHEN rpaHnLbl LienecoobpasHo BBECTU HyNeBOe 3HaYeHne.

x

IpaHnua - cBoicTBa

MpaHHua | 104857600

| @ ok J| B OtMena |

— [ns Kaxgow rpaHuubl U Kakaoro BpeMeHHOro AvanasoHa BBOAATCS OrpaHUYeHnst NpomnyckHOM cnocoBHOCTM B
KGUT/Cek (oencTByoLLME B JaHHOE BPEMS, HauMHas ¢ JOCTUXKEHUS 3aaaHHOro obbéma Tpadmka).

— B rpynne Knaccbl Tpadmka ¢ NOMOLLLIO BbiNagaroLlero cnucka u kHonok f[lo6aBneHue knacca Tpaduka u
YaanuTb BBOAATCS Knacchbl Tpaduka, K KOTOPbIM AOMKHO MPUMEHATLCS LLUENNUPOBaHME.

— Ha Bknagke Typ60-peXMm MOXHO 3a4aTb NapameTpbl Typbo-pexuma, T. €. BPEMEHHOIO U3MEHEHUS NapaMEeTPOB
poctyna B VIHTepHeT: orpaHuyeHne NponyckHOM CNOCOBGHOCTU (MNW ero OTCYTCTBUE) BXOASALLETO U UCXOASILLErO
KaHanoB BO BpeMs AeNCTBUSA Typbo-pexnma, AnnTenbHOCTb EeNCTBUSA (CTPOro No BpEMEHW UM No SOCTUXEHNM
ONpeaenéHHOro 3Ha4YeHUs BXOOALLEro/MCXoasaLLero Tpadmka), 1 pasoByto yCnyry, NpMMEHSAEMyI0 B KayecTBe
onnarbl 3a BkModeHue. Nonb3oBaTenb MOXET BKNoUNTb Typbo-pexmm camoctosTensHo B Web-uHtepdelice.

@ Ecnu e ceoticmeax mypbo-pexuma ebibpaHa onyus O6bem mpaghuka u 3adaHbl MUMUMbl mpaguka onsi
8x005Wez0 U ucxoosueao kaHanos, mo mypbo-pexum 6ydem omkHoHeH morsbKO rocie moeo, kak 6ydym
u3pacxodosaHbl 0ba numuma.

— Ha Bknagke RADIUS aTpubyThbl BBOAATCS NnapameTpsl, otnpasnsemsle cepeepy RADIUS: ID BeHpopa, ID
aTpubyTa, n KomaHaa B none 3HavyeHue. B komaHae MOXHO MCNONb30BaTb NepPeMeHHbIE, BbIOMpas ux 13
BbiNagatoLuero cnvcka. lNMepepd otnpaskor AaHHONW cTpoku Ha NAS cuctema NoACcTaBnNsSeT Ha MECTO MePEeMEHHbIX UX
YMCnoBble 3HaYeHNs, 3aBuCALLME OT NOTPebnéHHoro Tpadumka 1 3agaHHbIX rpaHul. OnmcaHne nepemMeHHbIX CM. B
UTM5 Dynashape: Mapametpbl RADIUS Ha cTp. 178.

1|
RADIUS atpuByT - CBOHCTEA
ID BeHaopa |9 |
ID aTpubyTa ‘ 1 |
\ Bxoasuas nonoca (bit/c) b/ | | LoGasnTb

3HaqeHue ‘ Icptinterface-config# 1 =rate-imit input IN_BANDWIDTH_BITS IN_CISCO_NORMAL_BURST IN_CISCO_EXTEN DED_BUR|

W) Crpoka () Yucno

[ ¥ ok || wormena |
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OKCTPEHHbIe BbI30BbI

[aHHasa cTpaHuua COAepXUT CNMCOK TenedOHHbIX 30H /MK HanpaBneHUN, 3BOHKU Ha KOTOPbIE MOXXHO COBepLUATb
Aaxe B cuTyaumu, Korga NIMLeBon CHET 3abNOKMPOBaH.

ApxuBupoBaHue b[i

Orta cTpaHuua npegHasHaveHa Ans apXnBnpoBaHus Tabnuu, 6a3bl AaHHBIX, @ Takke AN MPOBEPKN apXUBHBIX TabnuLy
Ha COOTBETCTBME TpeboBaHUSAM TekyLuen Bepcumn sapa ounnuHrosom cuctemsl UTMS.

[=]init@192.168.153.130 (Aqunnucr parop) =lolx|

Cuctema  HacTpolikk  Momowe

[

O S HEEES B ‘ & Coznate | ‘ - MposepnTe | ‘ L}b‘lmpasmb ‘ | (@ OBHoBMTE |

CNEpaTopk! TEnedoHHH
D | Havano | OKoHYaHue ‘ Cratyc

o e 2 05.08.2016 18:05:41 D5.08.2016 13:05:41  Bee OK
‘_L LUaBnoHE! ADKYMEHTOE i 14.07.2016 16:19:56 01.08.2016 16:28:36 BcE OK

£ Mpodmnu ackyreHTos
3aMeHa B AOKYMEHTaX

u AMHAMHHECKOE WEANHPOBaHHE

J SKCTPEHHBIE BLISOBH!

‘_ﬂ AprverpoBanve B

' MocTaswHikn NetFlow

‘ﬂ Konnektops! Tpadmica

MHTepdefics!

AononHuTENEHD

KonuuecTeo sanmcei: 2
O nporpare ]

Bpema cepsepa:  05.08.16 18:14 GMT +03:00

YT06bI MPOM3BECTY apXUBUPOBAHNE, HAXMUTE | Create |

[na kaxxgoro apxuea oTobpaxaroTcs cnegyoLme nons:

ID — ngeHTndmkaTop apxmea;

Ha4yano — Bpems co3gaHns nepBon 3anvMcu B apxmBe;

OKOHYaHue — BpemMa co3aaHnda nocnegHen 3anmcu B apxuBee;

Cratyc — CoctosiHue apxuea (OK, Bepudunkauns, HeBoamoxHo BepudmumposaThb).
@ ApxusuposaHue MOXHO Mpou3sooums He Yauie Yyem pa3 8 28 OHedl.

[ns Toro 4ytobbl apXMBHblE€ AaHHbI€ Y4UTbIBaNnCb Npn hOpMNPOBaAHUN OTHETOB, CTPYKTYypa apXnUBHbIX Tabnuuy gormkHa
COOTBETCTBOBATb Tp66OBaHVIF|M aapa. MHave apxmBHble AaHHble Npy OpMMPOBaHUKN OTHETOB Y4nTbIBATbCA HE 6y,Cl,yT.

[ns NpoBepKM CTPYKTYPbI apXUBHBIX TabrML HaXMUTE | Mpesepara |, MO 3@BEpLLEHNN NPOBEPKYM B cTonbLe CTaTyc
Oynet ykasaHo, Kakme apxvBbl COOTBETCTBYIOT TpeboBaHuaM sapa (ctaTtyc - OK), a kakue - HeT (cTaTtyc - Tpebyet
ucnpaBneHus). [Ins npmBeaeHUsi CTPYKTYpbl apXMBHbIX TabnuL, B COOTBETCTBUE TPEBGOBAHUSAM HaXMUTE

| @ vepemi= | B criyuae yCMELHOMo UCTpaBreHnsi cratyc TpebyeT ncnpasnenus nsmenntcst Ha OK. B npoTeHOM
crnydae ctatyc u3aMeHuTcst Ha HeBO3MOXHO UCNPaBUTL - UCTIPaBIEHNE TakuX TaBnuL, BO3MOXHO TOINbKO BPYUHYIO.
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MocTaBwukm NetFlow

3Ta cTpaHMLUa COAePXXUT CMMCOK 3aperncTpMpoBaHHbIX B cucteme noctaBlmkos NetFlow.

= init@10.1.4.93 (AQMMHKCTPaTOP)

CucTeMa HacTpoitku  MoMolb

=1ofx]

3aMeEHA B JOKYMEHTAX ]

R DHHaMAYECkOe LUEHMpOBaHIE

J SKCTPEHHRIE BhISOBRI D

"ﬂ ADXABADOBAHIKE B
B Nocrasukm NetFlow 3
(_ﬂ KonnekTopil Tpadka

o possarme | 4
| Konnextop Tpaduka | Hanwerosarme | KommerTapim i
1 1 Cisco 10.10.10.1
2 2 second 10.10.10.3
0 system 10.10.10.50

Kaxxgasi 3anncb Ha 3ToM CTpaHuLE ONUCbIBaeT MCI'IOJ'Ib3y6MbIIZ B cuctemMe nocrtaBwuk NetFlow n nmeet cnepywouine

napameTpbl:

= Nocaswmk NetFlow il

Mocraemuk NetFlow - ceoiicTea
D [1 |

Konnextop Tpaduka |Svstem colector (default) |

HanmeroBakmMe |dsco

|
P [10.10.10.1 |
|

KomMMeHTapui |

v OK

W OTMeHa

[laHHOro MoCTaBLUMKA.

Konnektopbl Tpaduka

IP — IP-agpec gaHHoro noctaBwuka NetFlow

ID — BHYTpEHHWI naeHTUdUKaTop, Ha3HaYaeTcs aBToMaTUYeCKn

KonnekTop Tpadmka — KonnekTop Tpaduka, KOTopbii JOIKeH obpaGaTbiBaTh MHOPMALIMIO, MOCTYNALLY OT

HaumeHoBaHue — Ha3BaHue faHHoro nocrtasLumka NetFlow, oomkHO GbITb YHUKalnbHbIM

KomMmeHTapui — npor3BOnbHbIN KOMMEHTapuii K AaHHOMY nocTaBLnky NetFlow

[aHHag cTpaHuua coaepXuT CNUCOK 3aperncTpupoBaHHbIX B CUCTEME KOSNEKTOPOB Tpadumka.

cucteMa HacTpoliki  MoMOLb

I

B JvHaMAseckoe WeinposaHKe

J SKCTPEHHbIE BRIZCER]
(ﬂ ApxBrpoBanie B

- MOCTABLLYARIA NetFlow

E init@10.1.4.93 (AoMuHMCTpaTOp) - ol x|
7
] | HauMeHoBaHWe | KOMMEHTapHK
a System Default
1 test
2 test2

] KonnekTopb! Tpadiia

I —
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Kaxxgas 3anmch Ha aTow CTpaHULLE OMUCHIBAET UCMONb3yeMBIN B CUCTEME x|
KOmnnekTop Tpadmka, 1 COAePXUT crneayroLme napaMmeTpsbi: I
— ID — BHYTpeHHU ngeHTudukaTop, 3agaeTcs aBToMaTn4ecku D
— HamnmeHoBaHue — ums konnekTopa Tpaduka HauMeroBarie
KoMMeHTapuu I:l
@ Nms dormkHo cosnadame CO 3Ha4YeHUeM napamempa tc_name e Bpews paGoTh (uptme)
KOHGbu2ypauyuoHHOM chaline KorneKkmopa mpaguka. Beerosanwiceii NetFow [0 |
OwnBouHsIX NetFlow 3anuceit I:l
— KomMmeHTapuu — nponsBosbHbIA KOMMEHTapUni K KONMnekTopy Tpaduka | r— ="
— Bpems pab6otbl (uptime) — Bpemsi, npowlegLlee ¢ MOMEHTa 3anycka S
[laHHOTO KoMnnekTopa Lok || women |

— Bcero 3anucei NetFlow — konnyectso NetFlow 3anucein,
06paboTaHHbIX AaHHBIM KOMNNEKTOPOM

— OwwunbouHbIx NetFlow 3anucen — konnyecTBo 3anucen, He asnstowmxca NetFlow, nonyyeHHbIX AaHHbIM
KOMNMeKkTopomM

B cnvcke 61po30BbIM LIBETOM OTMEYEH CUCTEMHBIN KonnekTtop. OH 3anyLueH no ymonyaxuo. [JlononHuTenbHble
KOIIEKTOPbl OTMEYEHbI 3eeHbIM LIBETOM, €CIN OHM 3anyLLEHbl U YCMNELLIHO YCTaHOBUNN coeanHeHune ¢ sapom UTMS.
Ecnu gononHuTenbHbIN KOMMEKTOp He 3anyLUeH UM coeanHeHne ¢ S4pOoM No Kakom-nmbo npuynHe He YyCTaHOBIEHO,
OH OTMeYaeTCsi KpacHbIM LBETOM.

YT06bl HACTPOUTL KOMNEKTop Tpaduka:

- Bbl6epVITe Hy>KHbIl7I KONNEeKTop 13 cnucka

— HaXMWUTE | () penscuposars |, 3aTEM B OTKPbIBLUEMCS OKHE HaXMUTE | HacTpoitkn |, 4TOGbI MOMACTb B OKHO
HacTpoek KonrekTopa:
x|

MyTeb K AMPEKTOPUK 0718 XPaHeHWA AeTanM3poBaHHOro Tpaduka |,fnetqu'utm5fdbf

CKPWMT, MCMIONHAEMBIA NP 3aNYCKe XPaHUMHLLA TPaduKa [

MaKcuManbHbIi pasuep daina AeTanm3nposaHHOro Tpadbuka | 100000000

MaKCHManEHOE KONMHecTso dalinos JeTanu3MposaHHoro Tpaduka | 10

|
|
|
|
TIMMUT Nepeckinaembix 3anucei | 100000 |
|
|
|

MaKcuManbHbIi pasvep Gydepa |1EJ48576
MPOMEXCYTOK MEX(Y COXPaHeHWAMN Ha QUCK [s
MHoxWTene Ans TpaduKa |1
‘ v OK | W OTmeHa ‘
v
MUHTepdencol

B paHHOM pasgerne onvcaHbl HACTPOWVKKM NONb30BaTENLCKOro MHTEpdenca, a Takke nHTepdgerica kaccmpa. Ha
ctpaHuue Tray npunoxenue (ctp. 105)pacnonoxeHbl HACTPONKN NPUINOXKEHUS utm5 tray (cM. YTunuta utm5_tray
Ha cTp. 202). AHanornyHas yHkumoHansHocTb Web-nHTepdernca HacTpansaeTcs NOCPeACTBOM pefaKTUpOBaHNS
xml-LabrnoHoB B KOPHEBOW ANpeKTopun nHTepdenca.

Ha ctpanuuax Cmena Tapuda, [lobpoBonbHasa bnokuposka, O6ewaHHble nnatexun [IBuxeHne cpeacTs

(cTp. 109)onmcbiBalOTCA pa3nnyHble BO3MOXHOCTM AN NONb30BaTens, KaXaasl M3 KOTopbIX 3agaéTtca Habopom
napameTpoB. MoOXHO 3agaBaTb NPON3BONbHOE KONMUYECTBO pasHbiX HABOPOB, OTHOCALLMXCH K pasHbIM rpynnam
nonb3oBartenen 1 UMeILLMX pasHbln NpuoputeT. [1nNs KOHKPETHOro Nonb3oBaTens NPUMEHSETCs OAMH N3 Habopos
napameTpoB, NOAXOASALLUIA N0 ero rpynnoBow NpuHaanexHocTn. Ecnv k nonb3oBaTento NoAXoAMT HECKONbKO HabopoB,
NPUMEHSIETCS TOMBKO OAMH M3 HUX, @ UMEHHO obnadatowmii MakcumMarbHbIM NpuoputeTom. Ecnn aToT Habop He
aKTUBMPOBAH, TO AAaHHas BO3MOXHOCTb 4151 NOfb30BaATENS OTKIH0YEHa, HE3aBUCKMMO OT Hannyms U HaCTPOeK APYrmx
Habopos.
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MpunoputeT HABOPOB MOXET HAacTpanBaTbCA kKHoNkaMmu Beepx 1 BHU3. Habop, cBsizaHHbIN ¢ rpynnoi Bee, cyliecteyet

Nno YMOIYaHuo, He MOXeT ObITb yaanéH n nmeet rkcnposaHHbIn npuopuTteT 0 (T.e. NpUMeEHSAETCS B NOCMNEOHIO

ovyepenp).

Tray npunoxeHue

Ha aton cTpaHuue nepevncneHsl HacTporikn UTM5, oTBevatoLme 3a B3aMMOAENCTBUNE C KITMEHTCKUM NPUNOXKEHNEM
(cm. YTunuta utm5_tray Ha cTp. 202).

Elinit@10.1.2.41 (AammucTpatop) — (o =]
ChcTeMa  HacTpofikn  Momowe
- [«] ~OBHOBREHWE
CNpABOYHHIKH
[ ] OfHOBNEHHA BRNHOYEHBI
,
BepcuAa Hosoi coopik (HoMep) | |
Hactpofkn
URL [ |
biueptietisno20sa oA [ ] NakaseisaTe awWmHBKkn nonezosaTEnk
Tray npunoseH1e [] OTnpasnATe aT4eT 0f oWHEKEX SAMHHHCTDATODY
Crena Taprba Bhibepure BKNanKM, KoTopkie BYAyT A0CTYNHLI NOMNL30BATENAM
| Mnatesxn
AoBpoBonEHaA BNoKMpOBKS
Yenyri
OfiellaHHBIE MNATERH ConfieHua
OTUEeTHl
BulGepHTe 0T4eTbl, KOTopbIe BYAVT A0CTYNLI NOMNbLI0BATENAM
Tray NpUACKEHHE
Mnatem
TenedoHna
Yonyrn
Dialup 1 Y¥PN
OTHeTE N TRadHKY
EnokHpoERK
Cropawme nnarenm
W CoxpaHnTe | ‘ (@ COHOBKMTE

FopA4an knagmwa; --

BpemA cepeepa: 10.03,10 15:44 GMT4+03:00

B rpynne napametpos O6HOBREHME NPUBOAATCH NapameTpbl aBTOMaTUYeCKoro 06HOBNEHUS NOMNb30BaTENbCKNX

NPUNOXEHWN:

— OOHOBNEHUA BKITHOYEHbI — BKIIOYAET aBTOMaTn4eckme 0OHOBMNEHUS.

— Bepcus HoBoM c60pKku (HOMep) — Homep COOPKM NOMNb30BATENBLCKOrO NPUMOXEHUS, KOTOPLIV NPU €ro 3anycke

CpaBHMBaeETCA C TeKyLwnm, n ecnun TeKyLIJ,VIVI MeHblLUe, nponcxogunTt obHoBneHue.

— URL - agpec gnsa ckadunBaHus HOBOW BEPCUM.

B rpynne napameTpoB BblsepMTe BKNnaakKu HacTpanBaeTCcA AOCTyn nonb3oBaTtenen K oTaenbHbIM BKaakam

npunoxenus (cMm. YTunuta utm5_tray: Paspgenbl nHtepdpenca Ha ctp. 203).

B rpynne napameTpoB BbibepuTe oT4eTbl HacTpavBaeTCst 4OCTYN Nofb3oBaTenen K OTAenbHbIM Buaam OTYETOB Ha

Bknagke OTYeTbI NOMNb30BaTENbCKOro NPUNOXeHUs (CM. YTunuta utm5_tray: OTUY€ThI Ha cTp. 203).
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UHTepdenc kaccupa

Ha atow cTpanuue nepeuncnensl HacTporkn UTMS, oTBevaroLme 3a B3ammoaencTaue ¢ nHTepdencom kaccmpa (cum.

Mopynb kaccupa Ha cTp. 199).

WuTepdedc kaccupa - BKNaka NOWCKA Nonb3oBarenei

MNoKasbIBaTh BKNaAKY
MapameTpsl NOMCKa

ID akkayHTa ["]ID nonk3osatens

[ norun [ | nontoe uma

lNoKazbIBAEMEIE ATPHEYTEI

1D nonb3oBaTens [] Anpec [ ] panaHc
Torux [ nonvoe uma

KONWYECTBO NOME30BATENEN B pe3ynsTaTax noucka (0 = Bee) |1

OTOBpaXaTs KOMMeHTaphii

Banwta

‘ Jo6aBuTh

D | Coxp. Hass.

HuTepdeic Kaccupa - BKNaJKka 0TYeTa No nnarexam
MoKasbiBaTb BKNAOKY

lNoKazbIBAEMEIE ATPHEYTEI

ID aKKayHTa ["]1D noneksosaTens

[ noruw [] nonnoe uma

CyMMa B BantoTe BanioTa

Oara

‘ W COXpaH1Th | | (& OBHOBWTH

HacTpowkun, oTHOCALMECS K CTpaHuLE nnaTtexa:

kaccvpa.

BantoTa — cnncok BO3MOXHbIX BantoT nnartexa.

HacTpolku, oTHOCALLMECS K CTPaHULLE OTYETa:

MHTep(’beﬁC Kaccupa - BKnagka noucka nosfb3oBaTerier — NokasbiBaTb OaHHYIO0 BKIagky B MHTepdence

napameprl NMOUCKA — XapaKTepUCTUKU, NO KOTOPbIM BO3MOXKXEH NOUCK.
lMoka3sbiBaemMble anVIGyTbI - anVI6yTbI nonb3oBaTenemn, 0To6pa>|<aeMb|e B pe3ynibTatax noucka.
Konun4yecTBO — KONM4ECTBO NONb30OBaTENEN, BLIBOOUMbIX B pesynbTatax rnoucka.

OTobpaxaTb KOMMEHTapun — AaeT BO3MOXHOCTb [06aBUTL KOMMEHTapuii Npu BHECEHUW NnaTtexa

— WHTepdpeiic kaccupa - BKnagka oryeta no nnartexam — nokasbiBaTb AaHHYO CTpaHuULy B UHTepdence kaccupa.

— MNokasbiBaemMble anMGYTbI — XapakTepUucTuku nnartexa, 0To6pa>|<aeMb|e B OTYéTeE.

CwmeHa Tapuda

Ha gaHHoM cTpaHuue NpnBoAMTCS CNMCOK HAabopoB NapameTpoB AfS CMeHbl TapudHoro nnaHa. NprMeHnMocTb

Ha6ODOB Ana KOHKPEeTHOro nonb3oBaTensd onpeaendaeTca rpynn050171 NPpUHaanNeXxHoCTbio U NPUOPUTETOM (CM. BbILLIe).

NetUP

95



WHTepdbencol

KHOMKW | Acbasurs | | P Penacruposars | OTKPBIBAIOT OKHO A€Tanei cMeHbl Tapuda, coaepxallee creayiolive
anemMeHTbl MHTepdeiica:

ﬂ

CmeHa Tapuha - CEoHCTEa

HemeneHHas cmexa ||

JoctynHbie Tapupb

D | |

rpynna |Guests (200) ol ‘

AKTWBWMpOBaHa

‘CmeH 3a nepuog |3

‘ [L06aBuTh H PeaKTHpOBaTh ‘

lDTapM...‘T&DM(‘J |IDycny...|chyra ‘MMHMME...|VHMTbIB...‘EECI'U'IE...|YHMTbIB...

1

basic plan 2 5.000 1 50.000 1

‘ v OK | W OTmeHa ‘

— ID — ngeHTudmkaTop (NprcBavBaeTCa aBTOMAaTUYECKN);

— lpynna — rpynna nons3oBaTtenew, K KOTOPON NPUMEHUM AaHHbIN Habop;

— AKTMBMpOBaHa — cnar akTueauum Habopa;

— HemepaneHHas cmeHa — Npon3BOOWTbL CMEHY TapudHOro nnaHa HemMeaneHHo. B npoTueBHOM criyyae cmeHa
Tapuda NPoOVNCXOAUT B KOHLIE pac4yeTHOro Nepuoaa;

— CMeH 3a nepuoa — MakCnmMmanbHoe gonyCctumMmoe Konnm4ecTtso CMeH TapudHOro nnaHa B Te4EHNe OgHOro
pac4yeTHOro nepuoaa,

— [PocTynHble Tapudbl — CNMCOK TAapUdHbBIX NNAHOB, ANA KOTOPbIX NpUMeHMMa cmeHa. CnMcok perynupyeTcs
kHonkamu [lo6aBuTtb, PeaaktupoBaTthb 1 Yoanutb.

x

Tapmch - ceoicTBa

BanaHc ans BecnnaTHOA akTHEALMA |D.D | [] Mcnonesoeate

MHHHMaNEHEA rpaHHua BanaHca |EI.U | [] Wicnonesoeate

Taprds |Tapv|cbr<b|ﬁ nnaH 1 {3) v|

¥onyra |Kunnccmﬂ 34 BHeCeHHE A00POBONEHOMO nnaTena (20} -

| ' OK H W OTMeHa |

[nsa kaxxgoro nnaHa 3agalTest crieaylolme CBOMCTBa:

Tapudp — HazBaHve TapudHOro nnaHa;

MuHumanbHas rpaHuua 6anaHca — MMHUManbHas CyMMa Ha CYeTy, MpU KOTOPOW MOXHO MONb30BaTbCHA
CMeHOW TapndHOro nnaxa;

Ycnyra — cneumanbHO co3gaHHas pasoBasi ycnyra (MOXeT MPUMEHATbCA AOns B3STUA nnaTbl 3@ CMEHy
TapudHOro nnaxa);

BanaHc gna 6ecnnaTHOM aKTUBaLMW — MUHMMarnbHasi CymMMa Ha CYeTy, MpUM KOTOPOA MOXHO MEHSTb
TapudHbI nnaH 6ecnnaTtHo.

HNoGpoBonbHaa 6noknpoBka

Ha naHHoI cTpaHuue NpUBOAMTCSA CNMCOK HabopoB napaMeTpoB A06POBOMbHON GrOKUPOBKN. MNpUMEHUMOCTb
HabopOoB AN KOHKPETHOIO NoMb3oBaTess onpeaenseTcs rpynrnoBoi NPUHAANEXHOCTLI0 U NMPUOPUTETOM (CM. BbiLLE).

)

lpu dobpoeoribHOU brioKupoeke nepepacdem aboHeHMCKoU rnamabl MPOUCXo0um 8 coomeemcmeuu ¢
napamempamu, ycmaHOo8/1eHHbLIMU 8 ceolicmeax cepaucHoUl ces3ku (cM. CepeucHas cesi3ka nepuodudeckoll
ycnyeau Ha cmp. 117)
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KHOMKW | Acbasurs | | (P Penaruposars  OTKPBIBAKOT OKHO CBOWCTB GMOKMPOBKU, Coaepikalliee crieayoLime
UHTEPMENCHbIE ANEMEHTbI:

= ID - unentduKkaTop (MpucaausaeTcs x|

aBTOMaTVI‘-IeCKVI);

[lobposonsHanA GNOKMpOEKa - CEOACTEA
D |2 |

— pynna — rpynna nonb3oBarteneu, K KOTOpoWn
NpUMEeHMM AaHHbIN Habop; Mpynna
MUHUMANEHaA ANUTENBHOCT b (AHK) MaKCUManbHaa ANUTENbHOCT b (AHK)
VIHTepBan Mexay akTHBauMaMi (aHu)
MUHMMANbHBIN GanaHc [v] yuuTeiBaTh

— MuHumanbHas ANUTENbHOCTD;

— MakcumanbHasi onUTenbHOCTb;

— WHTepBan mMexay akTUBaLUsaMU;

Yenyra \-—- -
— MuHMManbHbIW 6anaHc — MMHUMarbHas cyMma BecnnaTHo Npw GanaHce ceepx [ ] yanTbisath
Ha cyeTy, NPW KOTOPOI MOXHO MOMb30BaTLCA P e e e oo o
[o6poBonbHON 6NOKNPOBKOW; Acrusro
Lok | [ wommes |

@ @naxoK Ydumbieamb cripasa om 3Ha4eHusi
napamempa 2080pum 0 MoM, Ymo 3mom
napamemp Hy>XHO y4Yumbieamsb. Ecrnu ¢hriaxok
He ycmaHoereH, napamemp u2Hopupyemcsi

Ycnyra — cneumanbHo 3aBeEéHHas pa3oBas ycryra (MOXeT NPUMEHSATBCA AN B3ATMA nnaTtbl 3a 406POBOIbHYI0
6rOKMPOBKY);

BecnnaTHo npu 6anaHce cBepx — MUHUManbHas CyMMa Ha CYeTY, NPU KOTOPOW MOXXHO MONb30BaThLCS
[o6poBoNnbHON B6NOKMPOBKOW BecnnaTHO;

CamocTtosiTeNlbHOe CHATUE BITOKMPOBKU — chriar BO3MOXXHOCTM CAMOCTOSITENbHOIO JOCPOYHOIO NpeKpaLLeHnst
006poBONbHON BNOKUPOBKY;

AKTUBHO — cbnar aktuBaummn Habopa.

Mocne cHATUS 4OGPOBONBHOM BrTOKMPOBKM CHET OCTaéTCst B COCTOSAHUM MHTepHeT: BbikntoyeH 40 NnepBoro nnarexa,
[0 KOHLa Mecsiua, unv 4o BKIOYEHUS NONb30BaTENEM, CMOTPSI MO TOMY, YTO 13 3TOFO NMPOUCXOAMT paHbLue. BkniounTb
€ro CaMmoCTOATENbHO NONb30BaTENb MOXET B MPUINOXEeHUN utm5 tray (cM. YTunuta utm5_tray: OcHoBHOe Ha
ctp. 203) unu B Web-nHtepdpeiice (cm. Web-uHtepdperic: JlluueBsbie cyeta Ha cTp. 207).

Ob6ellaHHbIe NaTexu

Ha paHHom cTpaHuue otobpaxaeTcsa cnucok HabopoB NapameTpoB obeLlaHHbIX nraTtexen. MNprumeHumMocTb Habopos
ANsi KOHKPETHOro Nomnb3oBaTens onpeaenseTcs rpynnoBor NPUHaANEXHOCTLIO U MPUOPUTETOM (CM. BbiLLE).

KHOMKW | w Acbasurs W | P Penacruposars | OTKPBIBAIOT OKHO CBOWCTB 0BeLLaHHOro NnaTexa, coaepallee crnegyoLme
VHTEPMENCHBIE ANEMEHTbI:

— ID - ngeHTudmkaTop (NpYcBavBaeTCs aBTOMaTUYECKN);
— lpynna — rpynna nonb3oBaTtenem, K KOTOPO NMPUMEHUM AaHHbIN HAabop NnapaMeTpoB;
— MakcumanbHbIM NnaTex — HaMbornbLuas BO3MOXHas CyMMa 06eLLaHHOoro nnaTexa;

— ®nar [Jo nonoxuTenbHOro 6anaHca — aBToMaTU4ecKku yCTaHaBnmMBaeT MMHUMalbHO BO3MOXHbI pasmep
nnarexa Takon, 4Tobbl 6anaHc cTan NoNoXUTENbHbLIM;

— MakcumanbHasa gnuMTeNbHOCTb — CPOK UctevyeHusa obellaHHoro nnaTexa;

— WHTepBan mexay akTUBaLUSIMU — MUHMMATIbHbIA MHTEPBan Mo UCTEYEHUM KOTOPOro MOXHO BHOBb
BOCMoONb30BaTbCs ycnyroin ObewaHHbIl nnamex;

— MuHuMmanbHas rpaHMua 6anaHca — MMHUMAarbHas CyMMa Ha C4eTy, Npu KOTOPOW MOXHO BOCMOMb30BaTLCA
ycnyron Ob6ewarHbil nnaméx. Ecnu dnar YunTteiBaTh He YyCTAHOBIEH, 3Ta NPOBEpPKa He NPON3BOAMNTCS;

— Ycnyra — cneuunanbHO 3aBeféHHasi pa3oBast ycrnyra (MOXeT NPUMEHATLCS AN B3ATUS KOMUCCUMOHHOIO B3HOCA 3a
obeLlaHHbIN NnaTéx);

NetUP o7



JononHuTteneHo
— BanaHc anA GecnnaTHOW aKTMBALMKU — MUHUMArbHas CyMMa Ha CYETY, NPy KOTOPOW MOXHO NMPOU3BOANTb

obelaHHbIN NnaTéx 6ecnnatHo. Ecnn donar YunTbiBaTh HE YCTAHOBMEH, 3Ta NPOBEpKa He MPOM3BOAUTCS;

— AKTMBHO — onar akTmBauum Habopa.

OBuXxeHune cpencTs

Ha paHHow cTpaHuue oTobpaxaeTcs Cnmcok HabopoB NapaMeTpoB ABMXeHNS cpeacTs. [prMeHMocTs Habopos Ans
KOHKPETHOro Monb3oBaTensi onpeaensieTcsa rpynnoBovi NPUHAANEXHOCTBIO Y NPUOPUTETOM (CM. BbILLE).

KHOMKW | Acbasurs | | P Penaruposars  OTKPBIBAKOT OKHO CBOWCTB ABWKEHUS CPEACTB, Coaepiallee creayowme
WHTEPMENCHBIE ANEMEHTbI:

— ID — ngeHTudmkaTop (NprcBavBaeTCs aBTOMaTUYECKN);
— Ipynna — rpynna nonb3oBaTtenei, K KOTOPOW NPUMEHUM AaHHbIN Habop;

— AKTMBHO — onar akTmeauum Habopa.

dononHutenbHO

— CraTtucTuka — Bpems pabotbl (uptime) n konmdectso 3anucen NetFlow B cucteme.

— MnarnHbl — CNUCOK 3arpyXeHHbIX MOAYreNn C ykasaHneMm BepPCUil.

— Tabnuua cumBonoB — cnucok yHkumn urfa ¢ ykasanmem mx ID n mogynen, KOTopbiM OHU MpUHagnexar.
— CoeaunHeHUs — CrMCOK OTKPbITbIX COEANHEHWN.

— Ceccum Hotspot — cnincok ceccuin Hotspot, oTkpbIThix Yepes Web-nHtepdenic. (Ceccun RADIUS ans ycnyr
hotspot Ha Bknagke He oToGpaxatoTcs.)

— Ceccum RADIUS - cnincok aktueHbIX ceccuit Ha RADIUS-cepeepe.

— ATtpumbyTtbl RADIUS — cnucok cneunanbHbix RADIUS-aTpubyToB. OHM MOryT ObITb CBA3aHbI C OTAENBbHBIMU
none3oBaTtenamu, NAS, ycnyramu nepegaum IP-Tpacumka, koMmmMyTupyemoro goctyna v tenedoHum, a Takke ¢
CEPBUCHBIMW CBA3KAMMW AaHHbIX YCIYT.

— CwmeHa napons — nHtepderc 4na cMeHbl napons agmmHucTpaTopa. CMeHa napons Npov3BoAMNTCA MO HaXKaTuUio
KHonkn U3meHUTb, KOTOpas akTUBHa TONbKO B TOM Cryyae, ecnv TekCT B nonsix BBoga HoBbIM naponb v
MNMoaTBepxaeHne coBnagaeT U BBeAEH CTapbIv Naposb.

1C

lpynna 1C npucyTcTBYeT B MHTEpPdENCce Npn HanuyMm NMUEH3Mn Ha Moaynb nHterpaumm ¢ 1C, n Bknioyaet
crnegylowme cTpaHuLbl:

1C HacTpoWKu;

1C nonb3oBaTenu;

1C nnatexu;

1C cyera.

HasHayeHune oTAenbHbIX NapaMeTpoB 1 paboTa ¢ Mogynem UHTerpaumm onncaHsl B rmase UHTerpaums c
1C:Mpepnpusatue Ha cTp. 260.

O6opyaoBaHue

B aTOM rpynne MOXHO HaCTPOUTb CYLLIHOCTU, ucnonb3yemble mogynem UTM5 DHCP (nogpo6Hee cm. Mogynb UTMS5S
DHCP Ha cTp. 227).

NetUP 98



O6opynoBaHue

Mpodunu o6opyaoBaHus

OTa cTpaHuua cogepXXuT CnMcok npodunen o6opyaoBaHms.

Haxmute | & [ofasnTs |‘~|T06b| ,U,06aB|/|Tb HOBbIN x|
_ Tpoany, COOEYIONANKE - CHORCTIE

npodunb. Mpodunb conepxnT cneayioLLve B

I'IapaMeprI Hansenosase | Csoo_001

EMeocTe [4,8,12,16,24
— HaumeHoBaHue — HanmeHoBaHue o6opyaoBaHus

fapauaTpe DHCP option §2

— EMKOCTb — KONMYeCTBO NOPTOB B AAHHOM TUMe famhe 0 Moo wam
He BKTHBEH He BKTHBEH He BkTHBeH v
KOMMYTaTOPOB (MOXHO YKa3aTb HECKOSbKO [T e c o
3HaquV"7| ‘49pe3 3anﬂTy|'O) Pacnonomense | Onuna 82 T Panonomenne | Onuns 82 ~| Pacncmenne
- MapameTpbl DHCP option 82 — onvcaHve et Srmuee L Greseme
Omms & Onmka |2 Anuna

napamMmeTpoB onuuu 82, ncnonb3yembix Ans

npueaAsku IP agpeca k kommyTaTopy, [V ] [_w omens
BbicTynatowemy B poniu DHCP Relay vnu k ero
nopTy, Yepes KoTopbiv npuwwen DHCP 3anpoc. MNapameTpsl, nepegaBaemsbie B onuum 82 - ato ID kommyTaTOopa
(Remote ID), nopt n VLAN ID. [Ins kaxxgoro napameTpa 3afatoTcs:

— He akTuBeH — cHuMuUTE hnaxok, 4Tobbl cnonb3oBaTe NapaMeTp

— Twun — T1n napameTpa. MoxeT ObITb CTPOKOBbIN, NGO GMHapHLIN. [ns napameTpos [Topm n VLAN ID, npu Tune
burapHbil, MeeT 3HayeHne nopsaaok 6anT. [ns HUX MOXHO Bbi6paTth TN BuHapHkIt (BE) - big endian nu6o
BbunapHbili (LE) - little endian

— PacnonoxeHue — nogonuus, OTHOCUTENbHO Havana KOTOPOM OTCUYUTLIBAETCA CMeLleHWe Mpu 4YTeHun
napameTtpa. Havyanom nogonuum cuntaetca ee kod. Ecnn BbibpaHo 3HauveHne Onumsa 82, cmelleHue
OTCYMTLIBAETCH OT Havana Bcew onuum 82.

— CwMmelleHue — cvewleHne B GainTax, ykasblBaeT Ha Hadano [JaHHOro napameTpa OTHOCWUTENbHO Hadvana
BbIGpaHHON nogonuumn

[AnuHa — anuHa napameTpa B 6avitax

KommyTaTopbl

OTa cTpaHuua cogepXXnT CNMCOK NCNOMNb3yeMblX KOMMYTaTopoB. OnucaHne kaxaoro kKoMMmyTaTopa cogepxkuT ero D,
HasBaHWe, KOMMEHTaPUI 1 ApyrMe napamMeTpbl, NO3BOMSIOLME OAHO3HAYHO MAEHTUDULMPOBATL ONUCbIBAEMbIN
KOMMYyTaTop.

—8ix|  HawmuTe [ @ Aotswrs |uToBLI A0GABMTL B

CMUCOK HOBbIN kKommyTaTop. Mpwn
pobasneHun KommyTaTopa, Heo6xoaumo

D |

OCHOBHLIE NapaHETPB!

|
HaumeroBaHMe | Cisco-8.5.32 |
|

., MapareTpsl yeTpoHcTES .
o GarTisecui anpec ||

) nipenersa ascryma yKasaTb crnegytoLive napameTpsbil:
MpHEAZSHHEE Ny el
1 onumonc —OcHOBHbIe NapamMmeTpbl:
—ID — BHYTpeHHUI ID KoMmyTaTopa

(npucBavBaeTCca aBTOMaTUYECKM)

— HaummeHoBaHMe — HauMeHOBaHMe KOMMyTaTtopa B 6ase [AOaHHbIX (yHVIKaJ'IbHOCTb HanMMeHOBaHuA He
npoBepdeTcA, HO peKOMEH,D,yeTCH)

— dhakTMHeCKU agpec — KOMMEHTapPUIN,  MO3BONSAIOWMN  OOHO3HA4YHO  onpedenuTb, rAe  KoMMmyTaTop
pacnonaraetcsa unsn4ecku

- MNapameTpb! ycTponcTea: 1ol
o Tun [ Generic Cisco (D-Link, SR, etc) =] [ Moaposree... |
— Twun - BbiNagatownn CIMUCOK, CE—— Remore > [EoT00575 ‘
nossonsawWnin  BblIbpaTb OOUH U©3 3 :::;:::‘;::::“"“ P ——= =
CO3aHHbIX paHee npodunen
obopyaoBaHusi. Haxmute 1| e
| MonpobHee... |‘-ITO6bI NnocMoOTpeTb
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O6opynoBaHue

napamMeTpbl Bbl6paHHOFO npocmna un y6e,IJ,VITbC$| B TOM, YTO OHM COOTBETCTBYKWT NapamMeTpamMm [OaHHOro

KoMMyTaTopa

— Remote ID — napametp Remote ID DHCP onuun 82, ncnonb3dyembivi npu cdopmupoaHu DHCP 3anpoca
KoMMyTaTopoM. Tun napameTpa 3agaeTcs B COOTBETCTBYOLEM Npodune obopynoBaHus

— KonunuecTBo NopToB — BbiNagaoLnMil  CrNCOK,

NO3BONSAOLLMI Bbl6paTb Konn4yecTtBo nopTtoB B AdaHHOM

kommMyTaTope. Cn1cok co3aaeTcsi Ha OCHOBaHMM NapamMeTpoB COOTBETCTBYHOLLENO Npoduns o6opyaoBaHNs

— NapameTpbl gocTyna — napameTpbl 4OCTyNa K KOMMyTaTopy. 3T NapaMeTpbl MOXHO MCMOMb30BaTb B NpaBuniax

firewall (vogynb RFW)

— Onuuun DHCP — gononHuTensHble

onuun DHCP. Te 13 HuX, 3Ha4YeHus
KOTOPbIX 3a4aHbl, OyayT BKMOYEHbI B
DHCP otBerT, ecnu DHCP knuneHT
[o6aBuT NX B CMUCOK 3anpalunBaeMblx
onuumn

DHCP nynbi

Main parameters

£4, Device parameters
i
) Access parameters
Linked pocls

1 pHCP aptions

JR Fort usage

[ waw | [ <peee |

= =

[ value

70 (pop3-servers) T _array

63 (smip-servers) _array

10.1.2.4
10.1.2.4

OT1a cTpanuua cogepxut cnucok DHCP nynos.
3ajaeTcs B NapameTpax CepBUCHOIN CBA3KN.

HaxmuTe | & fdsesume  |yTOGLI 4OGABUTL
HoBbIn nyn IP agpecos. Mpu gobasnexHun
HOBOrO Nnyna HeobxoaMMo 3aaaTtb
cneayoLme napameTpbl:

— OcHoBHbIle NapamMeTpbl — 6a3oBble
HaCTPOWKN 1 AencTane npu
6rokmpoBaHun. basoBble HacTpoWikn
BKITHOYAIOT:

— |ID (npucsavBaeTcs aBToMaTU4eckm)
— wnwo3

— Mmacka

— DNS cepsep 1

— DNS cepBep 2

— NTP cepsep

— OOMeH

— Bpems apeHapbl

DHCP nyn

(OCHOBHb e NapamMeTpbi

O AMHEMAYECKIAE AMANDICHE!
1 Onwm DHCP

Cssasb mexagy DHCP nynom n DHCP knuenTtom unu DHCP Relay

D

Wnioz [ 10.1.0.4

Macka |255.255.0.0

DNS cepep 1 | 10.1.0.5

DNS cepsep 2 ‘

NTP cepaep ‘

DowmeH ‘

Bpems apenasl | 86400

[LeficTBue Npyu GNOKMPOBaHMM | He YCTaHOBNEHO

OenictBue npu 6nokmposaHun onpeaenset nosegeHne DHCP-cepsepa, ecniv 3anpoc npuxoauT oT 3a6n0oKMPOBaHHOTO
nonb3oBarens (NMUUeBoN cYeT 3abrnoknpoBaH). ATOT NapamMmeTp MOXET NPUHMMATL CriegyloLme 3Ha4YeHNs:

— He YCTaHOBIJI€HO — BblAaTb IP BHe 3aBMCMMOCTU OT TOrO, 3a6ﬂOKMpOBaH NN NNLEBON CYET nonb3oBaTtenst

— Wcnonb3oBaTtb nyn Ans 3abnokupoBaHHbIX aGOHEHTOB — Mpu BbIGOPE 3TOr0 3HaYEHMWsl, HEOBXOAUMO TaKkKe
BbiOpaTb nyn, M3 kotoporo 6ypeT BbligaH IP-agpec B crnyyae ecnu 3anpoc npuwien OT 3abnoKMpoBaHHOMO
nonb3oBaTens. OTOT BapuaHT AOCTYMNEH Koraa B cucteme 3aperncrpmpoaHo 6onblie ogHoro DHCP nyna.

— WUrHopupoBaTtb 3anpoc — MrHopMpoBaTh 3anpocbl OT 366]'IOKVIpOBaHHbIX nonb3oBatenemn
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O nporpamme

— OmnHamunyeckme gnanasoHbl — AnanasoH agpecoB nyna

Shile: N

‘ & NobasuTb ‘

Q AvHamMueckwe QranasoHbl

=lo|x|

| & Yoanute |

_ 7 DCHOBHEIE MapaMeTpEl =
Mepsbiil agpec

1 onu oHCP 10.1.1.1

10.1.2.1

Onuun DHCP - gononHuTenbHble
onuun DHCP. Te 13 HuX, 3Ha4YeHus
KOTOPbIX 3a4aHbl, OyayT BKMOYEHbI B
DHCP otBerT, ecnu DHCP knueHT
[o6aBuT NX B CNUCOK 3anpalunBaemblx

rocneaHnia anpec
10.1.0.150
10.1.1.150
10.1.2.150

=|o| x|

= DpHCP nyn

| & [lobaBuThb |

‘ & Ypanutb ‘

.~ OCHOBHEIE NAPAMETRED

3HadeHue

O LAHEMAYECKIAE QIAAMOZ0HE!
1 onuvwm DHCP

Maccus 1P
Maccws 1P

70 (pop3-servers)
69 (smip-servers)

10.1.2.4

onuumn

DHCP apeHpa

[aHHasa cTpaHuua CoaepXXuT CrMCOK
aencteytowwmx apeHg DHCP, a Takke cnncok
aApecoB C UCTEKLLEN apeHaoMN.

Bl it310.1.5.5 (Arpammcrpatop)

MAC
10,1286
2 10,127

Tabnuua umeeT cnepytoLme cTonoubl:

08:00:27368:...

— ID — aBTOMaTMYECKN NPUCBOEHHbI
HoMep 3anucu

— IP - BbigaHHbIN IP agpec

%, Mpoduni chopyaoas st
L FomyTatope:

G DHCP v

(3 DHEP apevina

— MAC - MAC agpec knveHTa,
nony4ymsLero aT1oT IP agpec

— ID cepBepa - IP agpec cepsepa

— ID knueHTa — atpubyt HostName DHCP onuun 12 13 3anpoca DHCP knuneHTta
— WUcTtekaeT — BpeMs OKOHYaHUA apeHabl gaHHoro IP agpeca

— OGHoBnEeH — BpeMsi Havana apeHabl gaHHoro IP agpeca

- CTaTyc — CTaTyC apeHbl. MoxeT npuHumaTh cnegywuime 3Ha4vYeHua:

Static — agpec HasHayeH cTaTudeckn (BBegeH B HacTpowkax IP-rpynnbi)

Dynamic — agpec Ha3Ha4YeH JMHaMNn4eCcKkn

Obina yoaneHa

OHa 6bina yoaneHa

O nporpamme

[laHHas rpynna cogepXkuT ABe CTpaHuubl:

OE00:2726T .

s OBHCRHTE.

1D cepeepa
10155
10155

MpocpemmTe.

1D kmaenTa
deblan
debian

Ynute

VicTexner

05,12.2015 1...
05,12.2015 1.

OfHOBNEH craTye
4122015 12... Dynam
04.12.2015 12... Dynamic

Static, Modified — agpec Ha3HayeH cTaTuyecku, nocne 3Toro HacTporku IP-rpynnbl namenunuce, nnbo oHa

Dynamic, Modified — agpec Ha3HauyeH AnHamuyecku, nocne 3Toro HacTpowku IP-rpynnbl n3ameHunucb, nmbo

— O nporpamme — HoMep Bepcum NporpamMmmbl 1 nHcopmaums o6 opraHusauum, KOTopon 6bina BblgaHa NULEH3NS.
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Mpoune cTpaHuLbl

— JlnueH3um — CNMCOK 3arpy>KeHHbIX NTULEH3NI U CPOKM UX AencTBuS. Mpu HaxaTum kHonku MpouunTtaTth
oTobpaxaloTca Bce napaMeTpbl BbIOPAHHOM NTMLEH3MK, B TOM YMCIE CMIMCOK OrpaHnyeHui, KOTopble Ans Heé

YCTaHOBIEHbI.

t@127.0.0.1 {AgMrHACTPaTOP)

CucteMa  HacTpodkn  MowMowb

=i

Q) nporpamme

THUEH3HH

NhueHzHH

[OpAYEA KNABHWA: -

-, MpourTate || Lg OOHOBMTE

MOAY NG KOMMY THPYEMLIX W VPN coeAMHeRMA 06,08, 2008 06:11:35 09.08.2017 D&:11:35
Moayne TenehoHH 238.,05,2005 05:13:25 31.05.2017 08:13:25
Moayne Hotspok 28.05,2008 03:13:27 31.05.2017 08:13:27
MOAY NG AMHAMHHECKOrD WEANHPOBAHHA 28.05.2005 05:13:28 31.05.2017 08:13:28
URFA Client 28,05,2008 05:13:29 31.05.2017 08:13:29
WHTepdedc AMnepa 28.05,2008 03:13:31 31.05.2017 08:13:31
MoAY N HHTErpalHH © 1C 30.09.2005 05:45:47 03.10.2017 05:45:47

Bpems cepeepa:  20.07.09 1

4122 Greenwich Mean Time

MNMpouwne cTpaHuubI

BHecTu nnartex

OkHO BBOAA MnaTexemn COAepXUT creaytolme nHTepgencHole

ANIEMEHTbI:

— JlornH — norvH nonb3oBaTens (TOJ'IbKO ansa I'IpOCMOTpa).

— Bkno4YnTb UHTEPHEeT — eCnn OTMEYEHO, U3MEHUTL CTaTyC
WHTepHeT Ha BknroveH nocne BHeceHus nnartexa (npu
YCNoBuK, 4TO BanaHC OKaXeTCs MONOXNTENbHbLIM).
3HayeHue aToro dnara no yMonyaHuio yctaHaBnMBaeTcs B
HacTpoukax nHtepdenca (cm. : TurninternetOn Ha cTp. 48).

— JluueBon CYET — BbINAAAMLLMIA CNUCOK ANs Bbibopa
NMLEBOTO cYeTa, eCnu y Nonb3oBaTenst X HECKOMbKO.

— CymMma - cymma nnarexa.

— Bantota — BantoTa nnatexa.

— [aTa nnartexa — fata BHECEHNA nnaTexa.

— WcTtekaeTt — gata ncredeHus nnatexa (HeobasaTenbHbIN

napameTp).

MapameTpel nnarexa

x

NorwH | tester BKNIOYHTE HHTEPHET

Nvuesoid cyeT

CyMMa

[aTa nnatexa

McTexaeT

MeToA nnaTexa

NQ NNaTEXHOro AOKYMEHTa
BbINWUCaTh KBUTAHLIMID

KoMueHTapui

i

b7

[ | Banwra [RUR >
[ 03.12.2015 16:45:17 %]

He yCTaHOBNEHO

| OnnaTa HanM4HBIMKM =

|

[Ins 3AMWHWCTPaTOpa |

[na nons3o8aTens |

Cyer

NnaTex no c4eTy |

H BulbpaTh || OTMeHa ‘

MoCbiNaTh YBEAOMIEHHA [

‘ v OK | W OTmeHa ‘

— MeToa nnatexa — BbinagaroLLnin CNMCOK NS Bbl60pa MeTo4a nnartexa u3 Yncrna sapermctTpupoBaHHbix. Ecriv
Bbl6paH meTo KpeauTt, nata ucteyeHns CtaHoBUTCS ob6sa3aTenbHbIM napameTpom.

— Ne nnaTexHOro AOKyMeHTa — HOMEp BHELLHETO JOKYMEHTa, COrMacHo KOTOPOMY NpOU3BOAUTCS nnaTex (ecnu

TaKOBOWN CYLLIECTBYET).

— BbInucaTtb KBUTAHLMIO — ECIIM OTMEYEHO, NOCTe HaXaTusl | ' ok |1 3aKPbITUS OKHA NnaTexa, B 0TAeIbHOM OKHe
NOSIBUTCS KBUTAHLMS NO Npou3BeAEHHOMY NnaTexy, CchopMMPOBaHHas Ars neyvaTtu.

— KommeHnTapun (Ona agMmuHucTpaTtopa, [ina nonb3oBatens) — Heobs3aTernbHble KOMMEHTapuw.

— MnaTtex no cYyeTy — HOMeEp CY€éTa, 3aperncTpupoBaHHOro B cMcteme, CorfiaCHoO KOTopomMy npon3BoANUTCA nnaTex
(ecnm TakoBow CyLU,eCTByeT). Ecnn nnatéx npon3BogmnTcA Ha OCHOBaHUN BHYTPEHHETO CYETa CUCTEMBI,
BbICTaBJIEHHOIo a6OHeHTy, TO Nonda BBOAa CyMMbI 1 BantoTbl NflaTeXa 3anofiHATCA aBTOMaTU4YeCKU 1 CTAaHOBATCA

HeaKTUBHbIMU.
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[Mpoune cTpaHuLbl

— MNocbinatb yBegomneHusa — eCciin 0oTMe4eHo, yBejoMneHne o niartexe 6y,u,eT OoTnpaBneHOo nonb3oBaTesto No

e-mail.

Mouck nonb3oBaTenen

OkHO noucka nonb3oBaTenen npenocraBndeT cneagyroumne BO3MOXHOCTU

=il
OBBIYHEIR | PacWMpEHHbIR ‘
NarkH | ‘ —
‘ | -, HarTtH J

ID nonb30saTEna |

MNoHoe WA |

" " | W QuncTrTE |
B B W ™ =
e el | )

‘ ; MPHEAZATE K AMNERY | ‘ ; PEASKTHROEATE | ‘ 2L AoBaBnT B rpynmy

| ‘ LgiE‘Hatm NNaTex | ‘ 3 SkcnopT ‘

1D nonb3oeatens | Morud

zirfild 3 Z Irfild HeT 8711.00 1.1.1.1/32;

IP {He YPH)

KonM4ecTen sankcef: 2

‘ I 3aKpeTe |

Ha 3aknagke OBbI4HbIN MOXHO 3aaBaTb MOUCK MO JIOTMHY UMK NOFTHOMY HaMMEHOBAHWUIO (TEKCTOBLIV NOUCK
noacTpoku), a Takke no 1D nonb3oBatens, ID ocHoBHOro nuueBoro cyéTa, IP-agpecy unu no 6anaHcy.

Ha 3aknagke PaCI.IJVIpeHHbIﬁ MOXHO 3a7jaBaTb NMOWUCK NO KOMOMHALIMMK NPON3BOJTIbHOIO Konn4yecTea yCJ'IOBVIVI,

BKIlovatoLWwmx nobble cBorcTBa Nonb3oBaTens.

KHonka MpuBsa3aTb K gunepy no3sorisieT Np1BsA3aThb Norb3oBaTtens K Aunepy, Kak v aHanornyHas KHorka Ha
CTpaHuLe CBOMCTB nomnb3osatens (cM. : OCHOBHble napamMeTpbl Ha cTp. 51).

KHonka PepaktupoBaTb OTKpbIBAaeT OKHO CBOMCTB
none3oBarenew (cm. Monb3oBatenu Ha cTp. 49).

KHonka [lo6aBuTb B rpynny nossonsert 4obasuTb
KHOMKa Ha CTpaHuLe CBOMCTB nonb3oBaTtens (CMm. :

nonb3oBaTternd, Kak n aHarnorm4Hasa KHonka B Crnucke

BblOpaHHbIX NONb3oBaTenew B rpynmny, Kak U aHanornyHas
Mpynnbl Ha cTp. 51).

KHonka BHecTn nnatex OTKpbIBAeT OKHO BBOAA MaTexa 3a Bbl6paHHOF0 nonb3oBarend (CM. BHecTn nnaTtex Ha

cTtp. 113).

JluueBom cuer

JInueBol CYET — 3TO OOBEKT CUCTEMDI,

y X|
cofepxaLuunii uHgopmaumio 0 PUHAHCOBOM P
CoCTOsiHMM nonb3oBatens. Co3gaxue, Tuuesoii cuet |19 | BrewsiD | |
pefakTupoBaHue 1 yaaneHue nuueBbiX CHETOB Kpeaut [0.0 | Banac
NpPON3BOAUTCS U3 OKHa CBONCTB NOMb30BaTens Crasxa HAC [0.0 b cramancn oo |
(cm. : NMluyeBble cyeTa Ha cTp. 52). Kapra gocryna PV | |
Monb3oBaTenb MOXET UMETb HECKOSBKO NMULIEBbIX e [ R ——

CcYeToB.

JlnueBon cHET xapakTepusyeTcsa crneayoLwmmm
napameTpamu:

Tun GNOKMPOBKN \He 3abN1oKMpOoBaH '\

TMepuoy, 6NoKMPOBKK

BEINMMUTHBI pexitm [ |

| ok H @ OTMeHa

JNnueBow cyeT — HoMep NMLUEBOroO CYéTa
(npcBavBaeTCa aBTOMAaTUYECKM).

BHewHun ID — onumnoHanbHbIn MaoeHTUdnKaTop cYéTa ANa MHTErpaummn ¢ KakuMmn-nmbo BHELLHUMMN CUCTEMaMW.

KpeauTt — kpeaut cyéta, MoxeT ObITb U3MEHEH BPY4HYIO B JaHHOM OKHE Ui nocpenCcTBOM COBEpPLLUEHUA nnaTexa

¢ metoaom Kpeaumr.

BanaHc — 6anaHc cyéTta (Tonbko A4S NpocMoTpa).
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ﬂpO“II/Ie CTpaHuLbI

CraBka HOC — Hanor Ha }:l,O6aBJ'IeHHy}O CTOUMOCTb, MPUMEHSIEMbIN NMPU BbINUCbIBAHUN CHETOB.

CrtaBka HCI1 — Hanor ¢ npogax, NpMMeHsieMbIi MPpY BbINUCbIBAHNW CHETOB.

KapTa goctyna IPTV — 3T0T NyHKT JOCTYNEH B Criyyae UCMonb3oBaHua Moayns nHterpaumm c IPTV. 3gech
oTOOpaxaeTcst HOMep kapTbl 4OCTYNa, ECMM OHa yXXe co3daHa. B npoTMBHOM cnyvae HaxmuTe

| Co3naTh |qTo6b| co3gaTbk kapTy goctyna Kk IPTV ans BbeIOpaHHOro nMuUeEBOro cyeTa.

UHTepHeT — cTaTtyc VHTepHeTa (BKMoYeH / BbIKMoYeH). ®naxok ABT. BKITHOYATb NMO3BONSAET HACTPOUTb
aBTOMaTU4ECKOE BKIIOYEHME UHTEPHETA NPY NMOMOMHEHNN CYeTa U BbIXOAE U3 BNOKMPOBKM

@ lpynna napamempos lMepecyumsbieamb aboHeHmckytro nnamy u llepecyumsieamb npedonavyeHHbIU
mpadpuk, umeswasics 8 ceolicmeax ciéma 0o eepcuu 5.2.1-008, nepeHeceHa 8 HacMPOUKU MOAUMUK
criucaHusi, cMm. lMonumuku cnucaHusi Ha cmp. 63.

— Twun GNOKMPOBKM — COCTOAHUE CHETA (MOXKET BbITb 3a6NTOKMPOBaH CUCTEMOW aBTOMATUYECKU Unn
aAMVHUCTPaTOPOM BPYYHYIO, UK He 3abnokuposaH). O6paTuTe BHUMaHWe, 4TO NOCce CHATUS PyYHON BIIOKMPOBKN
HeobxoAMMO TakKe BPYUYHYIO U3MEHWUTb CTaTyC MHTEPHET AN AaHHOro cyéTa Ha BknioveH (genaeTcs B 3TOM xe
OKHe, cM. UHTepHeTBbILLE).

— Mepuviop GNOKNPOBKM — ANst aAMUHUCTPATUBHOW GITOKMPOBKM MOTYT ObITb 3aA4aHbl NPOM3BOSIbHBIE AAThl HAYana un
OKOHYaHMs.

@ B omnuyue om mekyuwiezo cmamyca, HazHa4eHHasi Ha 6ydyujee briokuposka He omobpaxkaemcsi 8 ceolicmeax
nuyesozo cuéma. lNposepumsb eé Hanu4ue MOXHO 8 omyéme o briokuposkam, cM. Om4em o 6710kuposKkam
Ha cmp. 80.

— Be3anuMUTHbIN pexum (HpMMEHﬂTb C OCTOPO)KHOCTI:IO!) — BCe cnucaHunsa C KrnmneHTta 6y,CI,yT npon3BoanTbCA No
HyJ'IeBOl7I CTOMMOCTW.

TapudHana cBfA3ka

TapudHas cBA3Kka — 3T0 0GbEKT, CBA3LIBAOLLNIA TapUMHBIA NNaH ¢ nuuesbiM cyeToM. CosaaHune, peaakTuposaHue u
yOaneHve TapuHbIX CBS30K NPOU3BOAUTCS 3 OKHa CBOMCTB nonb3oBaTens (cM. : TapudHble CBA3KK Ha cTp. 52).
Mepen cosnaHueM CBsI3KM criedyeT BbliopaTb NULEBOI CYET, C KOTOPLIM OHa ByZeT accouumMpoBaHa.

x|

TapudbHan CBA3KA - CBOACTEA

TekyLwil TapudHbIA nnax

Creyiowpii TapudHLIA Nnak | test tarif 1 (1) - ‘ v CMeHuTE cefiyac

Pacy. nepuog |17.04.2014 - 17.05.2014 (3) |

‘ (&) NoBaBMTh CEPBUCHYID CBA3KY |

‘ v OK H W OTmeHa

MapameTpamu TapudHOM CBA3KN ABMSOTCSA:
— Tekywui TapudHbIA NNaH — TapudHbIA NNaH, AENCTBYHOLLMIA B TEKYLLUA pacyeTHbIN NepPUOL.

— Cnepnyrowmn TapucbHbIN NNaH — TapudHbIV NNaH, Ha KOTOPbLIN NPOUCXOANUT NEPEKIIOYEHNE B MOMEHT 3aKpbITUS
pacyeTHoro nepuoga. [ina koppekTHoro nepexoga HeobxogmMma COBMECTUMOCTb TapUHbIX NNaHOB (CM.
CoBmecTuUMOCTb TapudHbIX NNaHoB Ha cTp. 21). Ecnu cnepyowmin TapudHbIA NNaH coBnagaeT C TEKYLLUM
(ykazaHo He meHAITb ), MpOM30MAET €ro NPOANeHne ¢ coxpaHeHneM Bcex ycnyr. Ecnv BMecTo cneaytollero nnaHa
BblIbpaHo 3HaveHne OTKNIYUTL (MOXHO BbiOpaTh TOMLKO NPU peaakTMpoBaHWKM, HO HE NPU co3aHumn TapudHON
CBS3KW), NPOM30MAeT OTKIIOYEHME TapudHOrO NiaHa U BCeX CBA3aHHbIX C HUM CEPBUCHbIX CBA3OK.

B TeueHune pacdeTHOro nepmona naeHTudmnkaTop TapmcHoro nnaHa cneayoulero nepmoga MOXHO MEHATb be3
OrpaHUYeHun, T. K. NepekrnodeHne TapudHOro nnaHa NPon3onaeT TONbKO NP 3aKpbITUW pacyHeTHOro nepuoaa.

— CMeHUTb cenyvac — 3Ta KHOMKa No3BonseT CMeHUTb Tapud, He AoXMAaACk OKOHYaHWSA pacyeTHoro nepvoga. MNpwu
3TOM NPON3ONAET NepecyeT NEPUOANYECKON CTOUMOCTM YCryr
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— PacyeTHbIN nepuoa — BbIGUpaeTCca U3 cnmcka pac4étHbIX nepnoaos (cM. PacyeTHble nepuoabl Ha cTp. 62)
kHoMKkou BeiGpath. [py 3aKpbITMM pacyeTHOro neproga NpoUCXoauT NepekmioyeHne Ha CneayoLwmn TapndHbIn
nnaH, ecrn OH OTNIMYAETCs OT TeKYyLLero.

Mocne BbiGopa TekyLLero TapuHOro nnaHa, TeKyLLEro pacieTHOro Nepuoga 1 HaxaTusi KHOMKM | ok |cucTema
aBTOMAaTUYECKMN NPEATIOKUT CO3aaTb CEPBUCHbIE CBA3KM ANA YCMYT, Y KOTOPbIX yCcTaHoBneH napametp Moakniovyatb
ycnyry no ymonyanumo. [poudne ycnyrn MoryT GbITb NOAKIOYEHBI BMNOCEACTBMM KHOMKOM [lo6aBUTL CEPBUCHYHO
CBA3KY B OKHE pefaKkTMpoBaHWsA TapuHOW CBA3KM.

CepBucHas cBA3Ka

CepBucHas cBsi3ka — 3TO OOBEKT, CBA3bIBAIOLLMI YCryry € nuueBbiM cyeToM. Co3gaHue, pegakTupoBaHue 1 yaaneHvie
CEpPBUCHbIX CBA30K MPOM3BOANTCA M3 OKHa CBOWCTB Mornb3oBatens (cM. : CepBuCHbIe cBA3KK Ha cTp. 52). [Nepen
co3gaHneM CBA3KU crieqyeT BblOpaTh NMLIEBON CYET, C KOTOPbIM OHa ByaeT accounmpoBaHa.

MapameTpbl CePBUCHOI CBSA3KU NepedmncrieHbl Huxke. Habop napamMeTpoB 3aBUCUT OT TvNa YCyru, ANs KOTOpoit
npegHasHadYeHa cBsa3ka.

CepBUCHas cBA3Ka pa3oBOW ycnyru

[JaHHas cepBUCHasi CBSI3ka UMeET criegytoLive napameTpsbl: =
— HasBaHue — Ha3BaHuWe ycnyru, NpuBoaNMOoe B UHOPMaLMOHHBIX ML ARG
U'eﬂﬂx. HasgaHre yonyrk ‘ycTaHUBKa |

Bpema cnvcaHa ‘: 30.08.2013 14:92:47 E

CTOMMOCTE, %o ‘ 100 |

— Bpemsa cnucaHua — Bpems, B KoTopoe ByaeT npovnsseaeHo cnvcaHue
cpencTs 3a ycnyry. Ecnu pata ykasaHa B Gyagyliem, cnvcaHve
NpPou3BOAMTCA NPW HACTYNNeHun ykazaHHow aaTel. Ecnu gata ykasaHa L vk || womens |
B HACTOSALLEM MMM MPOLLIIOM, CMIMCaHNE OCYLLECTBMAETCSA Cpasy Xe
rocne co3faHns CepBUCHOW CBA3KM. o ymonyaHuio fata cnncaHns yctaHaBnmMBaeTCs No NOKaribHOMY BpeMEHU
KOMMbOTEPA, Ha KOTOPOM 3anyLleH MHTepdenc agMmHMcTpaTopa.

— CrtoumocTb, % — CTOMMOCTb YCNyru ANsi 4AHHOTO NOMb30BaTENS MOXET ObITb NPOU3BOSIbHO CKOPPEKTUPOBaHa
OTHOCUTENBLHO €€ 6a30BON LiEHbI.

lMocne npoBefeHUsa cnucaHns cepBUCHas CBA3Ka AN pasoBom ycnyrn yoanaetcsa.

MapameTpbl camort ycnyru onucaHbl B pasaene Pa3oBas ycnyra Ha cTp. 66.
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CepBVICHaﬂ CBA3Ka I'IepVIO,D,VIHECKOVI ycnyrum

[aHHas cepBucHas cBA3ka umeert cneayouime napamMeTpbl:

E CBA3KA NepHoOWHECKoil YenyrH

TMapameTpsl CEA3KH NePUOOHHECKOH YCIYTH

x|

HassaHue yonyru ‘Bas\c

Pacy. nepyuon ‘ ‘ | ﬁ Bribpate

Bpens Havana ‘: 05.09.2017 14:46:01

Bpems okoHuaHKa L) [] He ycTaHosneHo

MOAMTIKE CrIMCEHUA ‘Dev’au\t(l} " | MoapobHee...

CTOMMOCTb, % | 100

CxemMa KoshduLeHTos

| a BrifpaTs ‘ | e OuncTHTE

fom |

| a BrifpaTs ‘ | e OuncTHTE

KomMmeHTapuil ‘

| v Ok | L OTMeHa

— HasBaHwue ycnyru

— PacuyéTHbIN nepuoa — pacyeTHbI

nepunog, Ha KOTOPbIN CCbINaeTcsl CEpPBUCHas CBA3KA.

— Bpems Havyana — gaTta u Bpemd Havana npegoctaBfieHns ycnyru.

— Bpems okoH4YaHuA — gaTta v BpeMsi OKOHYaHUs npefocTaBnenus yenyri. Mpu HacTynneHumn 3Ton AaTbl cepBucHast

cBsA3ka bygeT yoaneHa.

— MonuTnka cnmucaHus — BbIGOP NONUTUKY CrMcaHuUs. HaxmuTe | Moapobiee... |, 4TOBbI OTKPbITH OKHO C
napamMmeTpamu BblIGpaHHOM NONUTKKN cnMcaHus (nogpobHee 0 co3gaHnm NONUTUKK cnncadms cm. MonuTukn

cnucaHus Ha cTp. 63).

— CnucaHo — KOnM4ecTBO CpencTs, CNUCaHHbIX CO CHETa KINMeHTa B Te4eHne TeKyLlero y4eTHoro nepmoga. Haxmute

| MoapobHee... |, YTOObI OTKPbITb OKHO CTaTUCTUKK Nepuogmnyeckomn ycnyru. KHonka cTaHOBUTCS akTUBHA nocne

COXpaHEeHWs1 CEPBMCHOW CBA3KM:

CTaTHCTHKA NEPHOLWHECKOH YCIYIH

CedAsKa aKTUBHE

Ha4ano nepecyeTa aboH. NnaTel |H,JJI

Mepuon nepecqeTa afioH. NnaTe! |D|1. 04, OM.

CrucaHo |D.D

BosspalleHo | 0.0

[ wox |

— CToMMoOCTb, % — 3TO Nnorne JaeT BO3MOXHOCTb CKOPPEKTMPOBATEL NEPUOAUYECKYIO COCTABMSIOLLYI0 CTOMMOCTH

yCnyru oTHocuTensHo eé 6asoBoi

BEITNYUHbI.

@ Koppekuus cmoumocmu ycriyau rnpoucxodum 8 KoHue pacyemHoz2o nepuoda. [Mpu 3mom ucnonb3yemcsi
3HadeHuUe 1071l Ha MOMEeHM KOPPeKyUU.

[Mocne coxpaHeHWs cCepBUCHON CBA3KM B JAHHOM Morie 0TOOpaxxaeTcs TeKyLUMI KoadUUNEHT, ecnu ¢ BbIbpaHHOM
yCnyrom ceasaHa cxema koadduumeHToB (cM. Ba3oBble 06bLeKTbI cucTembl: Cxema ko3 PULMEHTOB Ha
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cTp. 26). Haxxmute | @ s || YTOOBI YBMAETH CBSA3KY C pacnucaHneMm:

5I
MapameTphbl CEPBACHOR CBA3KH
MonuTHKE CMEHE |C03na'rb v|
laTa Haqana | 21.11.101716:16:14

[LobasuTe cxemy ‘ | [LobaeuTe pacnucaHne |

ID cxemsl

1d pacnucaHns

BpemAa Hadana Bpems oKoHYaHWA |>(oacb¢mumen‘r
21.11.2017 15:25:42 21112017 15:35:42  0.500
21,11,2017 15:35:42  21.11,2017 15:55:42  1.000
21.11.2017 15:45:42 21.11.2017 15:55:42 0.200

| ' Ok | ik OTMeHa ‘

B 9TOM OKHE MOXXHO CMEHUTBL CXeMy KO3hPULIMEHTOB, AaTy Ha4Yana AenCTBNS CXeMbl KOA(PDULIMEHTOB N UBMEHNTL
pacnucaHue npuMeHeHnst KO3 MULUNEHTOB K CTOMMOCTM YCIyTn Ans TEKYLLEeN CEPBUCHOMN CBA3KM.

— Cxema k03 puLMeHTOB — BbIGOP CXeMbl KO3 PULIMEHTOB A1 AaHHOW CEPBUCHON cBA3KK. o ymonyaHuto byaet
BblbpaHa cxema koahnLMEHTOB, KOTOpasi NpMBA3aHa K BbIopaHHOW ycryre.

— Aowm - BbIGOp agpeca. [JaHHOe none pekoMeHayeTCst 3anonHATb, eCrv agpec, No KOTopoMy byaeT okasaHa ycnyra,

oTNnMyaeTcs OT agpeca, yka3aHHOrO B KapTo4ke Nonb3oBaTensi Ha cTpaHuue KoHTakTbl. HaxkMmuTe | @ espsr> |, YTOOBI
YBUAETb CNNCOK 3apermcTpMpoBaHHbIX B cucteMe JoMoB (cM.: UHTepdperic agMmmnHucTpartopa: floma Ha cTp. 76).

@ Ecnu adpec, eblbpaHHbIl Orisi cep8UCHOU c8s3Ku cosrnadaem ¢ adpecoM, yKkas3aHHbIM 8 KOHmMaKkmax
ron1L308amerisi, Mo Mocsie COXpaHeHUs1 cepaucHoU ceasku nome [om 6ydem nmycmbim.

CepBucHas cBsizka ycnyru nepegayum tTpaduka

[aHHasa cepBuCHasi CBA3Ka MMEET Te Xe MapaMeTpbl, YTO U CBA3Ka x|

nepuoguyeckon ycnyru (cm. CepBucHas cBsizka Nepvoanyeckomn e —

ycnyru), a Takke criegyrowme crneymnanbHble napaMmeTphbi: Hassare yeryrin | BA30BAR

— IP-rpynnbI — 9TO ONUCAHNE CETU U CBA3AHHBIX C Hell NapameTpoB, Pacs. nepuon [1.09.2014 - 01.10.0014 (2861)| | & BuGpars |
npuHaanexalimx CepBrUCHON CBA3KE ycnyru nepedaqn P Bpew wavana [w]15.09.2014 16:11:50 ]
Tpadumka. NaeHTndukauma Tpadurka onsa ero nocnegyoLen Bpems OKoHuaHY | O V] He ycTanosnero
TapVId)VIKaLI,VIVI I'IpOMCXOJJ,VIT Ha OCHOBaHUN COOTBeTCTByl'OLU,VlX MNONUTUKE CNUCcaHns |Defau|t (1) " ‘ MogpobHee... ‘
napameTpoB |IP-rpynnbl, COOTHECEHHBIX C 3anncaMmn e
NetFlow-nakeTos. G | ‘
Ecnv nonb3oBatens cBsA3aH ¢ AOMOM, HA MECTO afpeca ceTu CrommocTs, % [100 \
NOACTaBNSETCS NepBbI CBOOOAHbIV agpec u3 IP-30HbI, R

. IP rpynns! ‘ « [obaeuTe | 4 e

MPUBA3AHHOI K AAHHOMY AoMY. HaxmuTe | &3 AobasiTs |LIT06bI 1Pv4 Nogc...| IPV6 Noac... MAC-aapec | Jloruk PaspewueH... 1D DHCP ..
no6asutb HoByto IP rpynny. [AsT0] 2
IP-rpynnbl 06nagatoT cneayowmMm napaMmeTpamu: Kom s =

WeHTUdHKaTOp Knacca ‘ Ha3saHue knacca Tpag... | Ksota
10 Bxogawmii (10) 500M

‘ v Ok ‘ @ OTMeHa

NetUP 107



ﬂpO“II/Ie CTpaHuLbI

- Bkrapka Ctatuyeckui IP: Y
— IPv4/IPv6 MNMoaceTb — agpec v Macka cetu |P-rpynnbl (06S3aTenbHbIN  [Srereeei ) snamaions [onsmonc [rooee |
napameTp, ecnun He BbibpaH DHCP unu IP nyn). Cm. IP-agpeca Ha maT | =
cTp. 280 chopmate BBOAA. MapameTp kawmpyetca UTM5 RADIUS. s | ]

[lofasnen auHam e

®naxok [JobaeneH duHamu4yecku bynet otMeveH, ecnu IP-rpynna
co3gaHa aBTomaTtuyecku npuv Bolgadve IP-agpeca DHCP-cepBepom

\ 0K \ 4 OThexa

Myn RADILS | [+

creHepvpoBaTb Naporb.
JlorvH noguuHseTcsa Tem e OrpaHWYEHUsIM Ha MCMomb3yeMble
CMMBOSbI, YTO M JOrMH nonb3oBatensa B cucteme UTM5 (cwm.
[o6aBneHune nonb3oBartens Ha cTp. 50).

MapameTpbl kawmpytotess UTMS RADIUS. [Wo | [ womea |

— Bknagka Onuuu RADIUS: x
- NoruH nMaponb —OTMH M Maponb,  WUCMOMb3yeMble Al | |Ceresssi? [orumRions fonmorc [ooee |
aBTopusauum Ha RADIUS-cepsepe. T | \
- MNapons y
HaxaTue  KHOMKW | gdwn MO3BONSIET  ClyyalHblM  0Gpasom = Lo 1
\

Paspewerize CID. |

— Myn RADIUS - ognH 13 3apernctpupoBaHHbIX B cucteme IP nynos.
Mpu aBTOPM3aumK, nonb3oBaTtento OyaeT BbiaaH IP agpec u3 atoro nyna.

@ lMocne pa3pbiga ceccuu IP adpec ewe Hekomopoe epemsi bydem 3akpersieH 3a rnosb3o08amernem. Imo 8pemsi
onpedensemcsi napamempom dynamic_ip_unlink_timeout, komopbil MOXHO Halimu 8 epyrnne Hacmpoliku Ha
cmparuye Crnucok napamempos.

— PaspelweHHble CID — perynspHoe Bblpa)XeHue, Ha COOTBETCTBME KOTOpOMy OyaeT npoBepATbCs 3HadeHue
aTpubyta Calling-Station-ID 3anpoca Ha aBTopusaumto. Ecnn panHbin aTpubyTt otcytctByeT (NAS He
nogaepxuveaet nepegady CID) nnu He cooTBETCTBYET AaHHOMY BbIPaXXEHMIO, B aBTOpM3aLmmn 6yaeT oTkasaHo.
MapameTp kawmpyetca UTM5 RADIUS.

- Bknaaka Onuun DHCP: x
- MAC-appec — MAC-agpec DHCP knueHTa. 3JT0T napameTp, — [crmmesss [eumrsons [ommodcr) [ooee |
ucnonb3yetcs ans solgayn IP agpeca DHCP cepsepom MAC-apec | ‘

Kamryratop | | [ & eubpare |

— KommyTaTtop — napameTp, No3BonsioLWmi 3agaTb NpuBasky IP-rpynnbl
K onpepeneHHoMmy kommyTaTtopy. OH ucnonedyetcs UTM5 DHCP npu
Bblgayve IP agpecoB Ha ocHoBaHun DHCP onuun 82

Mopr | ]

VLANTD | |

Ouramieaai DHCP iyn | e suifpatio -

— Mopt — napameTp, nossonswWMN 3agate nNpuBAsKy IP-rpynnbl K | Acnonarrenstio |
onpegeneHHoMy nopty kommyTtatopa. OH Takke ucrnonsdyetca UTM5
DHCP npwu Bbiaave IP agpecos Ha ocHosaHun DHCP onuym 82 L] (wonee

— VLAN ID - npeHtucukatop VLAN, B koTOopom HaxoguTca DHCP knueHT

— OuHamuyeckunt DHCP nyn — nyn u3 kotoporo DHCP knueHT nonyuut IP agpec n HacTponku cetn (cm. DHCP
nynbl Ha cTtp. 111). MapameTp o6sA3aTeneH, ecnu He ykasaH cTatudeckuin IP agpec wnu napametpbl
RADIUS-aBTopu3saLmu.
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— Bknapgka Mpouee: [Ermma T
- nOCTaBLI.WIK NetFlow — 6paHHMay3p‘ nOCTaBJ'IFHOLU.VIIZ NetFlow. Ecrin Cratinseaai 1P| Onuaw RADIUS |Onuuwm DHCP | Mposee] |
JaHHbI  nMapamMeTp YCTaHOBreH, C pdaHHow IP-rpynnon OGyaet Rocrasuy NetFlon [ Thoodt 8} =
COMnocTaBeH TONbKO TOT TpaduK, HPOpMaLUsa 0 KOTOPOM NocTynuna 2R

He npumense npasuna firewall [

OT NocTaBLWMKa C YyKa3aHHbIM IP-agpecom.

— He VPN - mapkep npuHagnexHoctn |P-agpeca k rpynne. Wwmeet
NHMOPMALMOHHYHO PYHKLMIO.

— He npumeHsaTb npaBuna firewall — onpegensier, 6yoyr nv ans

AaHHo |P-rpynnbl BbINONHATECS Npasuna firewall. L] [ wonea ]
— KBoTbI — npegen konuyecTsa Tpaduka, Npw JOCTUXXEHUN KOTOPOTo =
none3oBaTenb OyaeT 3abnokupoBaH. B kayecTBe gaTbl M BPEMEHU Havyana =
GIOKMPOBKM UCMOSb3YIOTCA AaTa U BPeMsi NPEeBbILIEeHUs KBOTbI, B KAYeCTBe AaTbl Knacc Tpaduia [Incoming (10) Dl
1 BPEMEHV OKOHYaHWsi — Jata U BPeMs OKOHYaHUS TEKYLLEro pacHeTHOro Keora [1500m \
nepuoaa. KsoTbl MOryT 6biTb HACTPOEHbI ANt pasHbIX KMaccoB Tpaduika no Zor] (women
OTAENbHOCTU. —

Ecnu ons cepBrCHOI CBSI3KM onpeaerneHbl KBOTbI ANl HECKOMNBbKUX KMaccoB Tpadouka, To GriokMpoBka npousonaeT
npv NpeBbILLEHNMN NGO U3 HKX.

Ecnu yctaHoBneHa GnokupoBka Mo KBOTe, a 3aTeM U3MEHEeHa faTa OKOHYaHUs pacyeTHOro nepvoaa, To Aata
OKOHYaHusa gencTeus GroknMpoBKM OCTaHETCA HEU3MEHHON.

MapameTpbl camor ycnyrn onucaHbl B pasgene Yenyra nepegaym tpaduka Ha cTp. 67.

Mocne co3gaHWsa CepBUCHON CBA3KM yCryrn nepegadn Tpaduka, Ha ctpaHuue CepBUCHBbIE CBA3KU MMeEETCA
BO3MOXHOCTb YCTaHOBUTb JononHuTenbHble atpubyTel RADIUS n gobaButb npegonnavyeHHbIn Tpaguk.

YT0obbI ycTaHOBUTL AononHuTensHble atpubyTel RADIUS, BbiGepuTe COOTBETCTBYIOLLYIO CEPBUCHYIO CBA3KY U

HaXXMuTe | YcTaHoeka RADIUS aTpubyTos \ OTKpoeTcs okHO [obaBneHnst 4ononHUTEnNbHbIX atpubyToB RADIUS
(noppobHee cm. flononHuTenbHble atpubyTbl RADIUS Ha cTp. 89). Takke AononHUTensHble aTpubyThl MOXHO
[06aBNTb 418 CEPBUCHBIX CBA30K YCIYr KOMMYTUPYEMOro AocTyna u TenedoHun.

YT106b1 fOBaBMTL NpegonnavyeHHbI Tpaduk, HaxMUTe | MpenonnaqeHHbIit Tpahuk \ x|
B oTKpbIBLLEMCSI OKHE BbIGEPUTE HYXKHBIW Knacc Tpaduka u HaxMuTe MpegonnasennLi Tpacuk - cooficTza —
‘ N06aBUTh/M3MEHUT L ‘
| [06aBUT b/ U3MEHU T | Beegute Heobxogumoe 3HaveHne KonnyecTea Tpaduka m e e S r——
’ BXOOALMA
HaxmMuTe |V70k| Wcxopawmia 0 1
HOYHOM TP... O 0
o TloKanbHblid 0 0
@ Jobasumsb npedonnaqyeHHbIlU mpaghuk MOXHO MOJIbKO eC/lU eCMb KaKoe-mo MespaiiorH... 0 0
Konu4ecmeo HeuspacxodoeaHHo20 npedonnayeHHo2o mpaguka. Kak —rrr ;
mornbKo npedornnadyeHHbIl mpaguk uspacxodyemcsi, 0obasumb €20 8 g:;m’m; g g
OaHHOM pac4emHoM nepuode yxe He rosy4umcs. MoroTHblE €. 0 0
@TN NNaTtH... 0 0 1
Wrposeie ce... 0 0 [«
OK W OTMeHa
CepBucHas cBsizka ycnyru hotspot o] [ v onen |
[aHHasa cepBUCHasi CBA3Ka MMEET Te e NnapamMeTpbl, YTO U CBA3Ka x|
nepuoguyeckomn ycnyru (cm. CepBucHas cBsiska nepmoau4ecKkon ycnyru Ha TS G T G T
ctp. 117), a Takke cnepyrowime cneymansHble napameTpbl: HassakWe ycnyra HOtSpot service |
Pacu. nepvoa ‘ | | £ BuibpaTe \
— JNloruH, Naponb — 6yayT ncnonb3oBaTbCst NpU aBTopmusaunm —
- Bpeus Havana (u23.01.2014 12:27:34/%]
nonb3oBatensa B Web-nHtepdence. —
WcnonbaosaTtb ga [v] He ycTaHosneHo
MNonuTuKa cnucaHua ‘tatJ (2) v| | MNogpobree... ‘
@ JloauHbl 8 cepBUCHbIX cesidkax ycryau hotspot He Mo2ym HayuHambCsl o
C yugpsbl, uHa4de 8 aymeHmucpukayuu 6ydem omka3saHo. [lapamempsbi PAR ‘
camou ycrnyeu onucaHbl 8 pa3oersne Ycnyaa hotspot Ha cmp. 69. e | \

Maponb \ \

‘ v Ok ‘ W OTMeHa ‘
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CepBVICHaﬂ CBA3Ka yCnyrm KOMmyTupyemoro aocrtyna

[laHHasi cepBuCHas CBSI3Ka MMeeT Te e NapameTpsbl, YTo 1 CBs3Ka =
nepuoguyeckon ycnyru (cM. CepBUCHas CBAAI3Ka Nepuoanyveckon ycnyrm N
Ha CTp. 117), a Takxke crnegywuime cneunarnbHble NapamMmeTpbl: Hasgatvie ycnyr | Dialup service |
— Torun, Maponk — 6yayT VCNonbL30BaTLCS NPV aBTOPU3aLMKM aBOHEHTa Ha | | B d
cepBepe goctyna. MNpu ycneluHon asTopusaumm cepsep A4oCTyna Bpent wasana (14[23.01.20141]
Wcnons3oBate go € 2 YCTAHOBNEHO
YCTaHOBUT coeMHEHNe 1 NPOU3BeaeT AMHAMUYECKYIO Bblaady aBoHeHTY
|P-a}.‘l,peca u3 I'IyJ'Ia MoAUTKA CInCaHNs |Defaurt (1) v| | MopapobHee... |
MapameTpbl kawwmpytotes UTMS RADIUS. sesl ]
MpuHumas noruH, UTM5 RADIUS MoxeT aBToMaTU4Yecku oTcekaTb Tz s |
npeduKkc, ykazaHHbI B napametTpe Omcekaembil cyghcbuke noauHa onsi Rorw | '
VPN nonb3oeamenel (cM. HacTpoiku B UHTepdeiice agMuMHUCTpaTopa T3t | |
Ha CTp. 142) Pa3peluerHble CID : :
Pa3peleHHble CSID
— PaspeweHHbIe CID — perynsipHoe BbipakeHne, Ha COOTBETCTBUE [ Paspewen Calback_[ | Paspewe Ringdown
KoTopomy 6yaeTt npoBepsiTbCs 3HadeHue atpubyTta Calling-Station-ID (31) [Zoc] [[womea]

3anpoca Ha ayTteHTudukaumio. MapameTp kawmpyetcs UTM5 RADIUS.
Ecnu perynsipHoe BbipaeHue ykasaHo, HO aTpubyT B 3arnpoce Ha aBTopM3aLmio OTCYTCTBYET UK He
COOTBETCTBYET JAHHOMY PErYNsAPHOMY BbIPaXXEHUIO, TO B aBTOpM3aumm 6yaeT oTkasaHo.

PaspeweHHble CSID — perynspHoe BbipaXXeHne, Ha COOTBETCTBMUE KOTOPOMY OyAeT NPOBEPSTLCS 3HAYEHME
aTpmbyTa Called-Station-ID (30) 3anpoca Ha ayTteHTudukaumio. MapameTtp kawmpyetca UTM5 RADIUS. Ecnn
perynspHoe BblpaXeHne yka3aHo, Ho aTpubyT B 3anpoce Ha aBTopu3auunio OTCYTCTBYET UM HE COOTBETCTBYET
[aHHOMY perynsipHOMY BbIpaXXeHMI0, TO B aBTopusauum 6yageTt oTkaszaHo.

PaspeweH Callback — ecnu gaHHasa onums yctaHoBneHa, npy astopusauun RADIUS-cepep npoBepsieT
MOCTYNVBLLWIA B 3anpoce NOrvH Ha COOTBETCTBUE CTaHaapTy, npuHaTomy Ans Callback-3BoHkoB. JlornHomM
cuuTaeTcsa YacTb, cToswas nocne asoetouns. MapameTp kawmpyetca UTM5 RADIUS.

Pa3peweH Ringdown — Ecnu gaHHas onuus yctaHoBneHa, npu astopmsaumm RADIUS-cepBep npoBepsieT nornH
ons Bcex He Callback-3BoHkoB. MapameTp kawmpyetca UTM5 RADIUS.

Ecnu onuun Pa3peweH Callback v PaspeweH Ringdown He ycTaHOBNEHbI, TO B aBTOpU3aLuuy € UCMONb30BaHNEM
JNOrMHA 1 Napornsi, yka3aHHbIX B CBOMCTBAX CEPBMCHOWN CBA3KM, OyaeT oTKkasaHo.

MapameTpbl camol ycnyru onncaHsl B pasaene Yenyra kommyTtupyemoro goctyna (dialup) Ha cTp. 69.

CepBucHas cBsa3Ka ycnyru TernedoHumn

[aHHas cepBuMCHasi CBA3Ka MMEET Te e napameTphbl, YTO 1 CBS3Ka nepuoguydeckon ycnyru (cm. CepBucHas cBsaska
nepuoamnyeckon ycnyru Ha ctp. 117), a Takke cneumnanbHbli napameTp:

Tenec¢oHHble HOMepa — Tabnuua c TenedOoHHbIMM HOMepaMu. [ns Kaxgoro Homepa MOryT 3a4aBaTbCA
cnenywuime napameTpbl:

— JloruH — norvH gns ngeHTMdMKauum CEPBUCHOM CBA3KM.

Bxopawmn TpaHk, Ucxopawmn TpaHk, ID ATC — napameTpbl Ans naeHTUdurKaLmm CepBUCHON CBA3KM.

BbigaBaembiii HOMep — TenedoHHbI HOMEP, BbihaBaeMblii MONb30BATENIO NPU PerucTpauum (ecnv 3aaaH).

Maponb — naponb, NPMMEHSEMbIN NPY perncTpaummn aboHeHTa n aBTopmu3aLMmn 3BOHKA.

PaspeweHHble CID — perynsapHoe BbIpaXeHue, Ha COOTBETCTBME KOTOPOMY, €Cnv OHO 3agdaHo, Oyaer
npoBepsiTbCa 3HadeHue atpubyta Calling-Station-ID (31) 3anpoca Ha ayteHTudmkaumo. Ecnm atpubyt B
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[Mpoune cTpaHuLbl

3anpoce Ha aBTOPW3aLMIO OTCYTCTBYET WM He COOTBETCTBYET AaHHOMY PEerynsipHOMy BblpaXKeHuto, TO B
aBTOpu3auun ByaeT oTkasaHo.

[= Cepencnan cesska "Tenedonna” |

MapameTpbl CEPBUCHOI CBA3KK "TenedoHna”™

Hassarwe yoryr | telephony |

Pacs. nepuon | ] | £# Bubpate

Bpews nadana || 06.06.2017 12:25:29[ ]

Wecnonbsosate Ao | @ He ycrarosneHo

Monumiaka cracarms | Default (1) =] | Moapotee...

Crmcaro | |

Crownocts, % [ 100

fon |

|
|
[ £# BeifipaTs | [ @ cwcume |
|

Kommermapuii |
TenedmoHHble HOMEpa
‘ &) Lofasute | V4 ®
TMorin [Tenedon | Paspewerrsie co

|« ok H W OTmea

Habop napameTpoB Ansa naeHTUMKaLmm cepBMCHON CBA3KMN (FTOTVIH, BXOASALLMI TPaHK, MCXoAALWmMIN TpaHk, ID ATC)
OOImKeH ObITb YHUKaneH; B Kaxkgom Habope xoTsa Obl 0anH U3 napameTpoB AormKeH ObiTb He nycT. Ecnn Heckonbko
CEPBUCHbIX CBA30K MMEIOT NoaxoasaLwmni Habop napameTpoB., BbiGnpaeTcs Ta, ANA KOTOPOW CoBNageHne npomcxoamT
no 6onbLuemy Yncny KpuTepues.

MapameTpbl camon ycnyru onucaHel B pasgene Yenyra tenedoHuu Ha cTp. 70.

CepBucHas cBsizka ycnyru IPTV

[aHHas cepBuCHasi CBA3Ka MMEET Te e NapaMeTpbl YTO M CBA3KA nNepuogmnyeckon ycnyrm (cM. CepBuUcCHasi cBA3Kka

nepuoguyeckon ycnyru Ha ctp. 117), a Takke cneuunanbHble NapameTpbl:

— Monb3oBaTenbckue faHHbIe — LOMNOMHUTENbHbIE AaHHbIE AN CO34aBaeMOV CEPBUCHON CBA3KKU (Hanpumep,
Homep KapTbl goctyna, ID nognucku v 1.n.)

=] canska neprogneckoi yemym x|

MapameTpl CePBHCHON CBAZKH yemyrn IPTV

HazsaHme yonyri |An|ma\ Planet |

Pacu, nepuon | 06,2017 - 02,07.2017 (2) ‘ & BeifipaTe |

BpeMa Ha4ana |u 06.06.2017 11:33:09 E

Bpensa okoHuaHna | ) He ycTaHoBneHo

MONMTHKE CrMCEHIA |Dafau\t(1) V‘ ‘ MNoapofiHee... |

CToWMOCTb, % | 100 |

Monk30BaTENECKUE ASHHEIE | 12345
| ' Ok i| W OTMeHa ‘

NetUP m



3Hayok B obnactu yBeoMMeHui

— Kapra poctyna IPTV (ans NetUP IPTV) — Homep kapTbl focTyna nonb3oBaTtens. Ecnuv kapta goctyna He 6bina

co3faHa 3apaHee, ee MOXHO CO3[aTb B 3TOM OKHe. [1ns aToro HaxmuTte Co3natb |

ECnnsua NEPHOMMMECKOi yemy x|

TNapameTpe! CepEHCHOR CBAZKK yenyr IPTV

HassaHue ycnyru |Anima\ Planet (NetUP IPTV) |

Pacu. nepron | 02.06.2017 - 02.07.2017 (2) | @ eobpers |
Bpens vasana | 06.06.2017 11:32:11 %]

Bpena okoHyaHua 00 |Z| He ycTaosneHo

MonuTHKa CrvcaHua |Defau\t(1) v‘ | Moapofbtee. .. |

CTOMMOCTE, Y% | 100 |

| v Ok H 4 Omera ‘

MogpobHee o kapTax goctyna cMm. PykoBoactso agMmuHucTparopa IPTV.

CepBucHas cBsizka ycnyru BUaeo no 3anpocy
[JaHHas cepBuCHas cBsika MMeET creaytoLme napameTpsbi:
— Bpems Havyana — naTa U BpeMs Hayana npefoCcTaBneHus ycnyru

— CToMMOCTb — 3TO Nore AaeT BO3MOXXHOCTb CKOppeKTnpoBaTb Nepnoan4ecKkyto COCTaBnAoLLYHO CTOMMOCTHU yCnyru
OTHOCUTENbHO eé 6a30BOI BENMNYMHBI.

@ Koppekuyus npoucxodum & KoHye pacyemHoz2o nepuoda. lNpu 3mom ucrosb3yemcsi 3Ha4eHue roJsisi Ha
MOMEHM KOpPEKYUU.

— Kapra AocTtyna IPTV — HOomep KapThbl A0CTyna nojsib3oBarternd. Ecnunkapta 0ocTtyna He Obina cosgaHa 3apaHee, ee

MOXHO CO3AaTh B 3TOM OKHe. [lNs 3TOro HaxmuTe | Cosmate |

= Cesaska nepnognueckoil yotyrm il

Ycnyra Bufeo no 3anpocy

HassaHwe ycnyri |VOD |

Bpews Havana || 16.03.2016 15:03:40[5]
S

CTOMMOCTE, % | 100

Kapra focrynia IPTV
v ok H @ OTMeHa |

MogpobHee o kapTax goctyna cMm. PykoBoactso agMmuHucTtparopa IPTV.

3Ha4oK B obnactn yBeoOMSIEHUN

Mpu paGoTatoLLem LieHTpe ynpaeneHust B 0bnacTv yBefomreHuii oTobpaxxaeTcst 3Hauok: 1. 3Ha4oK umeet
COBCTBEHHOE KOHTEKCTHOE MEHIO CO CNeayLMMK NMyHKTaMm:

— OCHOBHOE OKHO — aKTUBMPYyeT OCHOBHOE OKHO nporpamMmmbil.
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3Hayok B obnactu yBeoMMeHui

- q)pEVIMbI - Bbl6epVITe AnA aKTuBauuun — aKTBEH, Korga y nporpaMmmbl OTKPbITO ©ornee ogHoro okHa. MNo3eonsieT
Bbl6paTb N akTtuBmnpoBaTb ntoboe n3 OTKPbITbIX OKOH nporpaMmmbl, MOMUMO OCHOBHOIO.

- npOLI,eCCbI - BblﬁepVITe Ans 3aBepLueHnd — akTuBeH, Korga nMerTca 3anyLlleHHble npouecchbl; Npu 3ToOM BUA

3Hayka MeHsieTcs Ha &.]. lMo3sonsieT Bbl6paTb N NPpUHYAUTENbHO 3aBepLUINTb npoLuecc. MoxeT 6bITb aKTyallbHO,
€CIn npouecc 3aHMMaeT CITUMLLKOM OoNroe BpemM4.

— OTMeHUTb neyaTb — aKTUBEH, Korga npoucxoguT neyaTtb, npepbiBaeT nevartb.

— BbIxop — ocTaHaBnmBaeTt nporpamMmmy.
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BeeneHune

TunoBble gencTBus

BBeaeHue

[aHHbIV pazgen cogepXuT NpuMepbl TUMOBBIX AercTBuI ¢ cuctemon UTMS. Bee oencTBmsa npom3BoasTCs C NOMOLLbHO
pa3nnyHbIX NHTEPdENCOB eAMHOrO LIeHTpa ynpasneHusi, pabota ¢ KOTOpbIM onucaHa B npumepe YcTaHOBKa 1
3anyck. [onHbIn cnncok uHTepderncos npusoautcs B rmase UHTepdenc agMmmHucTpartopa Ha ctp. 35.

lMepBoHayanbHasa HaCTpoOMKa CUCTEMBI, Kak NpaBuno, BKMOYaEeT B cebs cnenyouine onepauun:

co3gaHne pac4€THbIX nepmnogos (cM. npumepbl Co3paHne pacyéTHbIX NepuogoB Ha cTp. 113);

cosfaHue knaccos Tpaduka (cM. CozpnaHue knaccos Tpaduka Ha cTp. 115);

cosnaHue ycnyr (cM. Co3paHue ycnyru nepegaym IP-tpacdumka Ha ctp. 115);

co3gaHue nonb3oBartenel (cM. CosgaHue nonb3oBartens Ha cTp. 116);

HasHauyeHue ycnyr nonb3osatensam (cm. CozgaHue cepBUMCHOM CBA3KM Ha cTp. 1191 Co3paHue TapudcHOM
CBSA3KM Ha cTp. 122).

YcTtaHoBKa U 3anyck

1. 3arpyaute LeHTp ynpaBneHus U3 NMYHOro kabrHeTa KnneHTa Ha cTpaHuue
netup.ru/UTM5/customer.php (pa3gen ®@annel > dann utm_admin. zip).

2. Pacnakynte nony4eHHbIV hann Ha paboyer CTaHuMM agMMHUCTPaTopa, T. €. Ha KOMMbIoTepe, KOTopbIn ByaeT
ncnonb3oBaTbCs And agMuHucTpupoBaHng UTMS.

@ [ns 3anycka uHmepgetica Heobxodumo ycmaHosums Java Runtime Environment (JRE) sepcuu 8.0 (Java
1.8.x) unu ebiwe. Jucmpubymue JRE docmyneH 0nis 3a2py3Kku Ha calime rpousdsodumerisi java.com .

3. Ins Hayana paboTbl 3anycTuTe LEHTp ynpaeneHus (pann utm admin.jar) (ol
OBOVHbBIM LLENYKOM MbILLM Ha 9TOM dpansie unm 3 KoMaHgHOW CTPOKMU: CepaepinopT

[127.0.0.1:11758] [~

java -jar utm admin.jar Tlarn [init [+]

MNapone |.... |

Mocne 3anycka noAaBUTCA OKHO NOAKIOYEeHUA.

[=lHacTpofikn

4. YkaxuTte IP-agpec cepsepa 1, Yepes ABoeToune, NopT ANs nogknoveHns. Ecnm ook [RU -
- COXPaHATE HACTpoFkH
ucnonb3yeTcs cTaHaapTHbIN nopT (11758), ero MOXHO He yKka3sbiBaTb.

CoXpaHATE Napons

5. BBegmTe NoOrvH 1 Nnaporne CUCTEMHOrO nonb3oBatens (No ymonyaHuto init / init). [Cok ][ concal

6. B rpynne napameTtpos HacTpoiku BoiGepuTe A3bIk nHTEpdEnca.

@ BbibpaHHbIU A3bIK HE puMeHsiemcs HeMeONIeHHO K caMoMy OKHY MooKtoyeHUs. CMeHa si3bika rpoucxooum
rpu cnedyrowem 3arlycke rnpospammsi.

7. Ecnu BbiGpatb onuuto CoxpaHATb HAaCTPOMKM, TO BCe NapameTpbl (KpOMe Napons) coXpaHsaTcs B
KOHpurypaumoHHoM danne un 6yayT asTomaTu4ecky nogctasneHsl B hopMy Npu crneaytowem 3anycke
nporpammsl. Ecnn Beibpath onumnio CoxpaHATb Naporb, TO COXPaHAETCS Takke 1 napons.

@ lNocrne exoda 8 cucmemy pekomeHOyemcsi U3MeHUMb Maposib CUCMEeMHO20 rofib3oeamers init (cm.
UHmepgbelic aOmuHucmpamopa: CmeHa naposnsi Ha cmp. 97).

Co3paHune pacyéTHbIX nepnoaoB

Pac4éTHbii nepuog (cM. BasoBble 06beKTbI cucTeMbi: PacyéTHble nepuopbl Ha cTp. 20) — 3TO Nepuog, BpEMEHH,
A1 KOTOPOTO ONPEefEnsitTCA pasnnyHble Nepuoanyeckne 4encTBms, Hanpumep, CMCaHus.
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Co3gaHune BpeMeHHbIX Anana3oHoB

YTtobbl co3naTth pacyéTHbIV Nepuog;

1. Ha nesow naHenu B rpynne cTpaHuy Tapudmkauma LwenkHute nyHKT PacyeTHble nepwo.qu@. OTkpoeTca
CTpaHuLa COo CMMCKOM CyLLECTBYIOLLNX NEPUOOB.

2. Haxmure |W, 4YTOObI CO3AaTb HOBLIN NEPUOA. x|
OTkpoeTtcsa okHo Pacy. nepuog. Pacy. nepuop - CBoicTEa
3. BuibepuTte aaty Havana nepuopga. Hauano [w[01.05.2015 00:00:00}%
4. BblbepuTe TMN nepuoaa (exxeqHEBHbIN, eXXeHeaenbHbIN, Tun neprona |exemecio >
EXeMeCHYHbIN, eXeKBapTarnbHbIi, eXerofHbIn Unu Apyrown). OTueTHHIf nepuon |Maii(S) >
AnuHa (cex.)

5. Haxmute | ¢ ok |, 4TOGbI 3aBEpLUMTL CO34aHMe pacyeTHOro
nepuoga.

3a0aTh KONW4eCcTBO CNMCaHKIA D
KOMMUECTBO CAMCAHMIA B Heneno
Mo okoH4YaHMK TekyLLero pac4é€THOro nepuoaa dyaet aBTomaTuyeckm .
co37aH HOBbIN NEpUos TOro e Tuna. latocd Ropecd

CospaHue BpeéMeHHbIX Anana3oHoB

BpemeHHon anana3oH (cm. Ba3oBble 06beKTbI cucTeMbl: BpemMeHHble agnana3oHbl Ha cTp. 26) — 310 nepuop,
BPEMEHU (HanpuMep, HoYb), UCMoNb3yeMbl Ans 3agaHusa anddepeHUMpoBaHHOIO NoBeAeHNsI CUCTEMbI B
3aBUCUMOCTU OT BPEMEHN.

YT0oObI CO3aaTh BPEMEHHOM ANanasoH:

1. Ha neBoii naHenu B rpynne cTpaHul Tapudukaums wenkHuTe nyHKT BpeMeHHble gManasoHbl (O . OTkpoeTcs
CTpaHuULa Co CMMUCKOM CyLLECTBYIOLLNX AMana30oHOB.

2. HaxmuTe | w fctasms |, 4TOBbI CO3AATH HOBLIN AManasoH. OTKPoeTcs OkHO BpeMeHHOM AnanasoH.
3. Bapgante umsa gnanasoHa (Hanpumep, Houb).

4. 3apanite npuopuTeT AManasoHa (4em Gonblue YACNOo, TEM Bbille MPUOPUTET).

5. B BM3yarnbHOM pefakTope Anana3oHOB BblAENUTe HOYHbIE Yachl:

Espeneunnﬁ AManasoH x|

B

HaumeHoBaHHE |HD\-lb |

MNpHopHTET | 1 |

HarnaaHo | OBkbmMHEN |

o0 01| 02| 03[ 04 05| 06[ 07|08 03| 10[ 11] 12] 13 14[ 15[ 18] 17] 18] 19[ 20| 21| z2[ 23

BockpeceHes
MoHe AEAEHHE|
BTOpHHK
Cpeaa
YeTeepr
MATHHUAS

Cy6BoTa
DHK

AoBaEnTE

AeHb Mecau

@ Umobbl ommemumb cpasy HECKOIbKO siYeek, ucronb3ytime knasuwy Shift. Hanpumep, ymobbl ebidenums
8pemsi om 00 do 05 yacoe dnisi ecex OHeli Hedernu, Kak Ha pUucyHKe ebiwe, 8bideniume 00 4acos 8 B0CKPECEHbE,
3axkmume Shift u ebidennume 05 4acoe 8 cy66omy.

6. Haxmute | ¢ ok |, 4TOGbI 3aBepLUMTL CO3aHWe HOBOrO AMana3oHa.
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CosgaHue KnaccoB Tpaduka

CospaHue knaccoB Tpadumka

Ons knaccmdukaumm Tpaduka (cm. BasoBbie 06bekTbI cuctembl: Knaccel Tpaduka Ha cTp. 19) no ymonyaHuio B
cucTeMe 3aBefeHbl knacchl Tpadvka Bxogawmn (ngeHtudukatop 10, BKNoYaeT eAMHCTBEHHBIN Noaknacc, y
KOToporo napametp AgpecaT CoaepXuUT agpec U Macky nokansHou cetn) u Ucxoasawmm (nageHtmudmkartop 20,
napameTp MCTOYHUK COOepXXMT Te e agpec U Macky). MoxHO 3aBeCTu AOMNONHUTENbHbIE KNAacchl, HanpuMep, Ans
Tapudukaummn Tpadurka B pasHoe BpeMs CyTOK N0 Pa3HoW CTaBKe.

@ [ns coz0aHus knaccos, MpuHadnexxHocmbe mpaguka K KomopbiM orpedensemcs 8 3agucuMocmu om
s8pemeHu, mpebyemcsi cHa4ana co30ame 8peMeHHble uana3oHsbl — cM. Co30aHue epeMeHHbIx duana3oHoe
Ha cmp. 114.

YUTobbI CO3aaTh HOBbIE Knacchl Tpadvka:
1. Ha neBoii naHenu B rpynne cTpanuy Tapudpmkaumsa wenkHute nyHkT Knaccbl Tpadmka k! . OTkpoeTcs cTpaHuLa
CO CMUCKOM CYLLIECTBYIOLLMX KIaCcCOB.

. Haxxmute | @ adbssurs |, 4yTOBBI CO3AATH HOBLIW Knacc. OTkpoeTcs okHo Knacc Tpadmka.

. 3apanTte naeHTudmkartop knacca (Hanpumep, 15).
. 3apanTte nms knacca (Hanpumep, HouHon BxoaAwWwmMNA).
. B Bbinapatoiiem cnucke BpemeHHom ananasoH BbibepuTe gnanasoH Houb.

. Haxkmute | @ adbssurs  |HaZ crivckom nogknaccoB Tpaduka. OTKPOETCS OKHO CBOMCTB Mofknacca Tpadguka.

N o o b~ 0N

. B cBoncTtBax nogknacca Tpacdwuka, B rpynne napametpos Agpecar Beegute |IP-agpeca u macky nogcetu ans
nokaneHol cetu, B rpynne napametpoB McTouHuk, BBeaute IP-agpec n macky nogceTu Ans UCTovHMKa Tpaduka

(Hanpumep, BBegute 0.0.0.0/0 ecnu NCTOYHMK Tpadmka HE UMEET 3HAYEHNS) U HAXMUTE |_ v Ok_|.

8. lNocne co3gaHna noaknacca, HaKMUTe I_le_‘B okHe Knacc Tpadoumka.
9. AHanorm4Ho cosgaiiTe knacc IHeBHOM UCXOASALMNI CO CreaYOLLMMM CBONCTBaAMMU:

— WaeHntndpumkatop: 25;

— BpemeHHol guanasoH: [leHb;

— CovicTBa nogknacca: seegute IP-agpec n macky nokansHomn cetu B rpynny UCTOUYHMK.
1. AHanornyHo cosgavite knacc BHyTpeHHMI co cneylowmumm CBOMCTBaMM:

— WpenTtndukartop: 1000;

— BpemeHHon gnanasoH: He yctaHoBReHo (3HayeHne no yMmonyaHuio);

— CovicTBa nogknacca: BBegute |IP-agpec n Macky rokanbHOWM CeTu Kak B rpynny napametrpoB MCToOYHuUK, Tak 1 B
rpynny Agpecar.

CospaHue ycnyru nepegaydm IP-tpadumka

B cucteme moryT npucyTcTBOBaTh yCNyru pasHbix TUNoB (cM. BasoBble 06beKTbI cucTeMbl: Yenyru Ha cTp. 21). Ans

co3ganus yenyrm nepegaym IP-tpadmka Heobxoammo npeaBapuTenbHO co3aaTth Knaccel Tpadmka (cm. CospaHue

KknaccoB Tpadumka Ha cTp. 115).

YTobbI co3pathk ycnyry nepegayu IP-tpaduka:

1. Ha neBoii naHenu B rpynne ctpaHuy, Tapudukauusa wenkHute nyHkT Yenyru - . OTKpoeTcs cTpaHuLa co CrMCKOM
CYLLECTBYIOLLNX YCIYT.

. Haxkmnte | @ adbssurs |, 4yTOGBI CO3AATHL HOBYIO yenyry. OTKpoeTcst okHo Yenyra.
. BBegute HaumeHoBaHue ycnyru.

. YctaHosuTe TMN Yenyra nepeaayum IP-tpadmka. Ha neson naHenun nosaBaTcs AONOMHUTENbHBbIE CChISNKM.

a b~ WO DN

. Beibepute MapameTpbl ycnyru, BBEAUTE NEPUOONYECKYIO COCTABNSAIOLLYI0 CTOMMOCTU U BbIBEpnTe MeToq CHATUSA
AeHer (B Ha4arne, B KOHLE, Unu B TEYEHNE BCEro pacyeTHOro nepuoaay).
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CospgaHue nonb3oBaTtens

6. Boibepute MpaHMUbI TapUMUKALMKN N HAXKMUTE | @ Aofasue  |HAZ CMIMCKOM rPaHUL, TapuduKaLumm.
7. B nosiBuBLLEMCS OKHE BbIGEPUTE KNacc Tpadwmka Ansi rpaHnLbl, rpaHnyHoe konunyectso Tpaduka (0), n ueHy

Tpadwika, NPeBbILIAOLLErO rPpaHuLLy, B BamOTHbIX eauHuLax 3a Merabant. Haxmute | o ok |,

8. Ecnu HyxHo [06aBUTb NpeaonadYeHHbI TpauK, HAXKMUTE | w ddfaswrs |HAZJ CMIMCKOM Ha CTpaHuue

MpeponnayeHHbIN Tpaduk.

9. B nosBmBLLEMCH OKHE Bbl6epVITe Krfiacc npegonnadyeHHoro Tpadmka 1 ero Konn4ecTso. Haxmure | v Ok |

10.HaxmuTte | ¢ ok |B OkHe Ycnyra, YTo6bl 3aBepLUNTL CO3AaHWe HOBOM yCnyru.

Co3paHue nonb3oBaTens

HoBas y4eTHaa 3anncb KnneHTa co3gaeTcd B ANanoroBomM OkHe Do6GaBneHue nonb3oBatensa. Obs3artensHom
MHopMaLmen ABNSETCA NOrMH nosnb3osartens. Npu co3gaHmMm HOBOM y‘-léTHOIZ 3anncu naporb reHepunpyeTca

aBTOMaTUYECKN, HO €CTb BO3MOXHOCTb €70 N3MeHeHUsi. OgQHOBPEMEHHO C YHYETHOMN 3anUChio 3aBOAUTCS OCHOBHOW
Nn1ueBOo CYET nonb3oBaTens.

- DCHOBHbIE NapaMeTpbl

AONOAHKTENEHbIE NapaNeTPE!
A oHTakTE

s Apyroe

TorvH |

CreHEpHpOBaHHEIR Napons | 575d844c

Havmerosarne |

Mapons | ........

MNoaTEEmHKAEHE | ........

PafoTa no npenonnate [ |

v Ok ‘ | W MpumMeHuT ‘ | W OTmMeHa

Y106bI CO3aaTh Nonb3oBaTens:

1. Ha neBow naHenu B rpynne ctpaHuy NMonb3oBaTtenu v rpynnbl wenkHute nyHKT NMonb3oBaTtenu ; OTkpoeTtcs

CTpaHuua Cco CrUCKOM 3aperncTpnpoBaHHbIX nonb3oBaTenen.

o g b~ WOWN

7. Haxmute | ok |B okHe cBOWCTB nonb3osatens. Hoebli nonb3osarens GygeT co3aaH.

Mocne Toro kak y4éTHas 3anucb Nosib3oBaTeNs Co3AaHa, MOXHO NpUCTynaTb K 4o6aBneHnto yenyr AaHHOMY
none3oBarento (cM. CozaaHne cepBUCHOM CBA3KM Ha CTp. 1191 Co3paHune TapudHOM CBA3KKU Ha CTp. 122).

YpnaneHue nonb3oBaTtens

Ons yoaneHua nosfib3oBatena:

. Haxxmute | L aofasnme | OTKpOETCS OKHO [loGaBneHuUe nonb3oBaTtensi.

. Beegute norvH nonb3oBartens v, ecrnv Heobxoanmo, JINYHYHO MHOopMaLuio.

. Haxxmwnte MprumeHnTb. Ha nesoi naHenu nosiBATCS AONONHUTENbHBIE CCINKW.
. Ha neson nanenn HaxmuTe [ipyroe u BbibepuTe BantoTy nonb3oBatens u3 cnucka Banwora.

. Mpu HeobxoammocTn fobaBkTe TapudHbIE U CEPBUCHBIE CBA3KM, KaK ONMCAHO B COOTBETCTBYIOLLMX NpUMepax (Cm
Co3paHue cepBucHOM cBA3KM Ha cTp. 119, Co3naHue TapudHOM cBA3KM Ha cTp. 122).

1. Ha neBon naHenu B rpynne ctpaHuy Monb3oBaTenu n rpynnbl WENKHUTE NYHKT Monb3oBaTtenu ; OTKpOGTCH

CTpaHuLua Co CNUCKOM 3aperMcTpMpoBaHHbIX MNOrb3oBaTeENEN.

2. Bbl66pVITe HY>KHOIo nosfib3oBatesnia U HaxXmMmuTe

NetUP
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CospgaHue nuueBoro cyéta

3. Ecnu K nnueBbiM cHeTam Nonb3oBaTtens npuBs3aHbl CEPBUCHbIE CBA3KU:

3.1. B okHe CBOMCTB Nonb3oBaTens Ha neBoy naHenu B rpynne napametpos Tapudukaums LWenkHUTe nyHKT
CepBucHble cBA3KU. OTKPOETCS CTpaHMLa CO CMUCKOM CEPBUCHBIX CBSA3OK.

3.2. Ynanure Kaxayto CePBUCHYIO CBSA3KY HAXaTUEM KHOMKU | & vaanme |(B OKHE MOATBEPXAEHWS YAaneHus
Haxumarte OK).
3.3. MNoBTOPUTE NpEeabIQYLLNUIA War ¢ APYrMMU NIMUEBLIMU CHETaMM NOMb30BaTeNsl, €Crv OHU UMEHOTCS.

4. Ecnu K nuuesbIM cHeTaM Nonb3oBaTens npusBs3aHbl TapudHble CBA3KN:

4.1. Ha neBoii naHenu B rpynne napameTpoB Tapudukaums wenkHuTe nyHKT TapudHble cBA3ku. OTkpoeTcst
CTpaHuLa Co CMMUCKOM TapUdHbIX CBA3OK.

4.2. YpanuTte Kaxzayto TapudHyto CBSA3KY HaXKaTUeM KHOMKW | & vaamme |(B OKHE MOATBEPXKAEHUS yaaneHus
HaxxumanTe OK).
4.3. MNMoBTOpPUTE NpeabIAyLLMIA War ¢ ApyrMMu NMUEBbLIMU CHETaMK NOMNb30BaTenNsl, €CNv OHWU UMELOTCS.

5. HaxmMuTe | @ 3apume |, 4TOBbI 32KPbITh OKHO PEAAKTMPOBAHUSA NOMNb3oBaTens.

6. BbiGepuTe Nonb30BaTens B CINCKE U HAXMUTE | & vasmme |,

@ oka cywecmesyom cepeucHbie unu mapugbHble Ces3KU, yKasbigalouwjue Ha 1uyeabie cyema noib3oeameris,

yOarneHue amoeo Mo1b308amerisi HE803MOXHO.

Co3paHuve nuueBOro cyéTta

O,D,HOBDEMGHHO C co3gaHnemMm nosb3oBaTensd aBToMaTUYeCckn CO34aéTcs ero OCHOBHOM nuueBon cHéT. Kpome Toro, ¢
nonb3oBaTefieM MOXET OblTb CBA3aHO NPON3BOJIbHOE KONMNYeCTBO AOMNMOJTHUTENbHbIX NMNLEBbLIX CHETOB.

YUTtobbl co3pgaTb AOMONMHUTENBHbBIV NMULEBON CYET OIS OnpedenéHHOro nonbL3oBaTens:

1.

Ha neBsow naHenu B rpynne ctpaHuy Monb3oBaTtenu u rpynnbl wenkHuTe nyHKT MNonb3oBaTenu ; OTkpoeTtcs
CTpaHuLa Co CMMCKOM 3apermcTpupoBaHHbIX MOMNb30BaTeneu.

2. BblbepuTe Hy)XHOTO Nomnb3oBaTens U HAKMUTE | & Feaacrmposars | OTKPOETCS OKHO CBOMCTB MOb30BaTensi.

3. B okHe CcBOMCTB Nonb3oBaTens Ha fieBor naHenu B rpynne napametpos Tapudukauma LWenkHuTe nyHKT

10.Haxmute | o

. HaxmuTe | @ aofasnms | OTKPOETCS OKHO x|
CBOWCTB NMLEBOro cyéTa. ”“”EE“’“;”MZTE';?Z::: [ T

. Beibepute ctatyc poctyna B UIHTepHeT npu Kpeant [0.0 ‘ o
co3gaHuu cyéTa (BbikntoveH / BkntoyeH). Craska HAC [0.0 be cramabcn oo s

. BBegute Kpeaut cuérta (cymmy, Kotopas Kapra foctyna IPTV | | [ Cosaars |
0Ka3bIBaeTCs Ha CHETY NpM ero cosgaHun). WhTeprer | Bbiknioden ~|  AeT. skmiosa [

. Bbibepute Tun 61OKUPOBKM Ansi cHETA (CM. T Grokposky | He 3a6nokuposan v
cnncok B pasgene JlmueBble cyeTa Ha MeproR BoKMpoBKH
cTp. 18; ANs BbICTABIIEHWS BPYYHYIO 4OCTYNHA L —
TOMbKO aAMUHUCTpaTuBHas 6rokvposka). B ladid tiouecd

NuuesBsle cyeTa. OTKPOETCA CTpaHULLA CO CMIMCKOM NULIEBbIX CHETOB (codepalliasi nepBOHaYanbHO TOMbKO OAWH
CYET).

cnyvae Tvna 6roKMpoBkK, oTrnyHoro ot He
3a6nokupoBaH, npy HeobxoaumocTy BbiGepuTe onumio Mepuoa 6GrIOKUPOBKK 1 3afaiiTe Nepuoa BpeMeHu, B
TeyeHne KOTOPOro AOoMKHa AelcTBOBaTh BrNOKMPOBKA.

. 3apawnite napametpbl CtaBka HOC n CtaBka HCI onsa cospnaBaemoro cuéTta.
. Mpwn HeoGxogumocTu BbIbepuTe onumio Be3anMMUTHBIN pexnm.

, YTOOBI 3aBepLlnTb co3gaHne nnueBoro cyeta.
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YnaneHue gononHUTENbHOro NMLEBOro cYETa

YaoaneHune OONONHUTENbLHOrO NIULEBOro CYéTa

[ns yaaneHus AoNOMHUTENbHOMO NNLIEBOrO CYETA Nomnb3oBaTens:
1. Ha neBow naHenu B rpynne ctpaHuy MNonb3oBaTenu u rpynnbl WenkHuTe nyHKT NMonb3oBatenu ; OTkpoertcs
CTpaHuLa CO CMMCKOM 3aperncTpMpoBaHHbIX NONb30BaTENEN.

2. BblbepuTe Hy)XHOTO Nomnb3oBaTens U HAKMUTE | & Feaaxrmposas | OTKPOETCS OKHO CBOMCTB MOb30BaTensi.

3. Ecnin K c4éTy nNpuBsidaHbl CEPBUCHbIE CBA3KM:

3.1. B okHe cBOWCTB nomnb3oBaTens Ha neBowv naHenu B rpynne napameTpos Tapudpmkaumsa WenkHUTE NyHKT
CepBucHble cBA3KU. OTKPOETCHA CTpaHULa Co CMMCKOM CEPBUCHbIX CBSI30K NMLEBOrO CYETA.

3.2. Ecnv BbIGpaH apyron nuueBoi cHET, BbiGepuTe B BbiNaAatoLLeM CrMCcKe HYXHbIN. [oABUTCA CNMCOK CEPBUCHBIX
CBA30K 3TOr0 CYéTa.

3.3. YnanuTe Kaxnayto CepBICHYI0 CBS3KY HaXaTUeM KHOMKA | @ vaswms |(B OKHE NOATBEPXAEHUS yAaneHus
HaxumarTe OK).
4. Ecnu K CHETY NpuBsi3aHbl TapudHbIEe CBA3KU:
4.1. Ha neBou naHenu B rpynne napameTtpos Tapudukaums wenkHuTe nyHKT TapudHble cBA3ku. OTkpoeTcs
CTpaHuULa CO CMUCKOM TapuUdHbIX CBA3OK NULIEBOrO CYETA.
4.2. Ecnv BbIGpaH gpyrovi NnUEeBon CHET, BbiIbeprTe B BbiNagaroLLeM CUCKE HYXHbIW. [10SBUTCA CNMCOK TapndHbIX
CBA30K 3TOr0 CYéTa.

4.3. YpanuTe Kaxzayto TapudHyto CBA3KY HaXKaTUeM KHOMKW | & vaamme |(B OKHE NMOATBEPXKAEHUS yaaneHus!
HaxumarTe OK).

5. Ha neBot naHenu B rpynne napametpoB Tapudurkaumsa oTkporite NnyHKT JluueBble cyeta. OTKpoeTcsa cTpaHuua
CO CMMCKOM FMLEBbIX CYETOB.

6. BblBepuTe HYXHbI CUET U HAXKMUTE | & Yaamrs |, x|
7. B okHe nogTBepXAeHus yaaneHus Haxmute OK. VaankTe snemenT{e) "Thuseeis cieTs"?

-~

Jlnueson c4éT ByaeT yaanéH.

(1) OcHoeHoil nuuesoil cyém nonb306amerisi He MOXem Bbimb yOanéH.

| Ok H OTMeHa

Co3gaHue NoNMUTUKKM cnucaHus

[nsa co3gaHns NONMTUKW CMCaHNS:
1. MepenguTte Ha cTpannuy MonuTukn cnucaHms B rpynne ctpaHuy Tapudmkaums.
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Co3spaHune cepBUCHON CBA3KN

2. HaxmuTte | w fofasurs | . OTKPOETCS OKHO NapameTpoB MOMUTUKK CrIMCaHWS.

zl

OCHOBHBIE NapamMeTphl
HaumeHoBaHWe | |

TMepecyeT NpH CO3NaHNK CEPERCHON CEA3KH
[] ABon.nnata [ Tpadwc [ | 3somku

He CMCLIBATE NP OTCYTCTEMH ONOKMPOBKH
AfoH. nnata

Mepecyer npu BnokupoBke

ARMUHWCTPETHBHES ||'|UHbEUEETEﬂbEKEH |Cmtrennaﬂ |

He crmceieaTh aboH. nnaty
MepecsuTEiEaTE aboH. NnaTy

NepecMTEIEaTE NPEAOMNEHEHHEIH TPadHK

Ooooo

MEpECMTLIEATE NPEAOMNEYEHHBIE SBOHKK

Bo3Bpar cpefcTe
Mpia cHATIM BnoKMpOBKK B KOHLE Pac4eTHOro Nepuoaa

[] Mpu sHeceHMM nnaTexa Mpu yAaneHU1 CepBMCHON CBA3KN

HacTpoitkn cucTemHon GNOKHPOBKK
VCTEHABNVBATE NPV HEAOCTATKE cpeacTE | |

Bpewns npoBepk1

& AobaBuTh || & Yaanuts ‘

Yac | MuHyTa

‘ v COK || L OTmena ‘

3. BeBeanTe HavMeHOBaHWe NONMUTKKM CNNCAHUS.

4. B rpynne onuuii MepecuyeT npu co3gaHMm cepBUCHOM CBA3KU OTMETLTE HYXHble, ecnu TpebyeTcs, 4Tobbl npu
CO3AaHUM CBA3KM NMPOMCXOAUI NepecyeT COOTBETCTBYIOLLMX NapamMeTpoB (nogpobHee o nepecyeTe CPeacTs CM.
BasoBble 06bekTbl cuctembi: MonuTtuka cnucaHus Ha cTp. 24).

5. B rpynne He cnucbiBaTb Npy 0TCYTCTBUM GIIOKMPOBKKN OTMETLTE onuuio AGOH.nnaTa, ecnv Bo BpeMs
BnoknpoBKN NonNb3oBaTenNs C ero cHeTa AOMKHO MPOUCXOANTL CNMcaHne onnartbl 3a Kakne-nubo ycnyru.

6. B rpynne onuuii MepecyeT npu GrOKMpOBKe A4S BbIGPAHHOMO MO YMONYaHUIo TUna GrokMpoBKK BelbepuTte
onumu:

He cnucbiBatb a6oH. nnaty

MepecunTbiBaTbL aOOH. NNaTy

MNepecunTbiBaTb NpeaonaYeHHbIN Tpaduk

nepeC'-IVITbIBaTb npeaonnavyeHHblie 3BOHKU

7. YToGbl HACTPOWUTL NapamMeTpbl APYroro Tuna Grok1pPOoBKX, BeIGEpUTE ero U3 BeinagatoLero cnucka Tun
6nokupoBku. Mpy 3TOM NapaMeTpbl, HACTPOEHHbIE BaMMW ANs NpeaAblayLLEro BbIGpaHHOTo Tna Br10KMpPOBKM,
COXpaHsIoTCS.

8. B rpynne onuuii BosBpaT cpeAcTB Bbibepute coGLITUS, MPY KOTOPbIX AOSKEH NPOUCXOAUTL BO3BPAT CPeacTs
nonb3oBaTesio B criyyae U3MULWHEro CnncaHus.

9. B HacTpoWkax cuctemMHOM GNOKMpPOBKKM BbiGepuTe onuuio “YctaHaenmeBaTb NPy HEQOCTaTKe CPeAcTB”.

10.Haxmute | ok |. CosnaHne NONMTUKM CAMCaHMA 3aBEPLUEHO.

Co3pnaHue cepBUCHOM CBA3KM

CepsucHas cBsidka — OObEKT CUCTEMBI, CBSA3bIBAOLLMI YCIYry C NULEBbLIM CHETOM nonb3osartens. Kpome cuéra u
yCryrv, Ans CO34aHNs CEPBUCHOW CBS3KN He0BX0aNMO NpeaBapuTenbHO CO3AaTe pacyéTHbIN neprog (cm. CospaHue
pacyéTHbIX Nnepuoaos Ha cTp. 113).
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CospaHue TapudHoro nnaHa

YTtobbl co3patb HOBYH CEPBUCHYHO CBA3KY:

1. Ha neBown naHenu B rpynne ctpaHuy Monb3oBatenu n rpynnbl WENKHUTE NYHKT Monb3oBaTtenu ; OTKpoeTCH

CTpaHuLua Co CNUCKOM 3aperMcTpMpoBaHHbIX MNOrb3oBaTeENEN.

2. BblbepuTe HY)XHOTO Nomnb3oBaTesns U HaAXMUTE | & Feaacrmposars | OTKPOETCSt OKHO CBOMCTB MOrib3oBaTernsi.

3. B okHe cBoWiCTB nonb3oBaTtens Ha NeBol naHenu B rpynne napametpos Tapudunkaumsa LenkHnTe nyHKT
CepBucHble cBA3KNU. OTKpOeTCs CTpaHmLa co CMMCKOM CEPBUCHBIX CBA30K OCHOBHOIO NULIEBOrO CYETA.

4. Mpu HeobxognmocTH BbiGepuTe Apyron nuueBon cHET. MNoasutcs

CMNUCOK CEPBUCHBLIX CBA3OK 3TOIN cyéTa.

5. Haxmute | w aosasurs . OTKpOETCS OKHO BbIGOpa ycryri.

6. Belbepute ycnyry v Haxkmute | o ok |. OTKpOeTcs OKHO

napamMeTpoB CEPBUCHOW CBA3KM.

7. Haxmute | g eufpars M BoIGEpUTE PACYETHBIN NEepuos AerCTBuUS

ycnyru.

8. 3apainTe BpeMsa Ha4dana npeanocrtaBneHnsa ycnyru.

9. 3apanTe Bpems OKOHYaHWSA NPeAoCTaBNeHns yenyrm unm
ocTaBbTe BblbpaHHON onumio He yctaHoBReHo (HeorpaHU4eHHoe

Bpems).
10.Bbibepute nonutuky cnncaHus.

11.Mpun HeobxoaAMMOCTU OTKOPPEKTUPYIATE CTOMMOCTb YCIyru B
rpache CToMMocTb (B NPOLIEHTaX OT NOMHON CTOMMOCTM).

12.Haxmute | @ acfasume |, yTOGLI HOGaBUTL IP rpynny.

13.B oTkpbIBLLEMCS OKHE Nepenaute Ha Bknagky Onumu DHCP n
BblGepuTe AnHamuyeckun DHCP nyn, 13 KOTOpOro nonb3oBaTesb
nonyuut ceon IP agpec. Mpu HeobxogumocTn BbIGEpUTE KOMMYTATOP U MAC-ampec | \

NopT, K KOTOPOMY NOAKIKOYEH Nnonb3oBaTtesib, U HAXXMUTE | v Ok |

14.Haxmute | ok

Co3paHune TapudHoro nnaHa

[ whotemm || 2 @ | @ otrosm

BeibepiTe MaUesO cueT: |2 -/

yonyria Tun yenyrn Brtouena 5 Tap(y ecxas cro...| ID cassm

rvice Mepvoanueckas yc... No 20.000

BuifepuTe yoayry x|
1D yenyrd HasBaHHE: YeyrH THA yenyrd KOMMEHT 3pHI
2 TensthonA 1 TenedoHia ~
[Vor ] [ @eams |
ePBMCHasA CBA3Ka |

MapameTphl CCBINKN Ha yCIyTy

Haseate ycriyri | BASOBAS] |

Pacu. nepvon |1.09.2014 - 01.10.2014 (2861)| | & Bubpae |

Bpewsi Havana U 15.09.2014 16:11:50[2]

BpeMs OKOH4aHKa & He YCTaHOBNeHO
MonnTHKa CNMcaHKua \Default (1) '\ ‘ MogpobHee... |
e
CKopoCTh ‘ |
CroumocTb, % ‘1[][] |
IP rpynnb | & [lobasuTb | 4 -
1Pv4 Nogc... IPv6 Noxc...| MAC-anpec | Nlorust Pa3pellet...| 1D DHCP ...
[ABTO] 2
KsOTbl | & JlobaBnTh | r 4 @

WaeHTupmMKaTOp Knacca | HassaHue knacca Tpad... | Keota
10 Bxonaumia (10) 500M

‘ v Ok | @ OTMeHa |

, YTOObI CO30aTh HOBYIO CEPBUCHYHO CBA3KY.

X

‘CTETMuEwMP |0nummanus ‘UHLMMDHCP Mpouee |

Kammyrarop |Cisco-8.5.32 | [ & supare |

Mopr |3 ]

VAND | |

Duamiuecaaii DHCP nyn | 10.1.4.4/255.255.0.0 (1) -

| fononrensio |

‘ v 0K ‘ W OThexa

TapudHbI NNaH NpeacTaBnsaeT cobow NakeT ycnyr, NpegocTaBnseMbiX B KOMMekce. Micnonb3oBaHue TapudHbix
nnaHoB yaobHO TeM, YTo ofHON onepaumen (BbiIbop TapudHOro nraHa) MoXHo A06aBNATb NONb30BaTENSIM HECKOMBKO
YCNyr OAHOBPEMEHHO. [4nsi TOro 4tobbl BKMOYNTL KaKyr-nmbo ycnyry B TapudHbIi nNnaH, Heobxogumo
npegBapuTenbHO co3aaTb COOTBETCTBYHOLMIA WabnoH (cM. LabnoHbl yenyr Ha cTp. 61).

Ytobbl co3paTtb TapudHbIN NnaH:

NetUP
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CospgaHue TapudHoro nnaHa

1. OTkpowTe cTpaHuuy TapughHsie niaHb! (Tapudukaumna > TapudHbie -10j x|
AnaHbI) 1 HaxmuTe | © Aksmme | B oTKpLIBLUIEMCS OKHE BBEAUTE HasBaHue 121 pian detais

. Tariff name |Tarif'fp|an2 |
Tapuda 1, Npu HeoBXOAMMOCTM, KOMMEHTaPUIA U HEXKMUTE .
2. ,D,Ba)Kﬂbl LEeNnKHKUTe Ha co3gaHHOM TapI/ICbHOM nnaHe unn HaxXmute

[] Zero balance at the accounting period end

[ i OobasuTe ]l[ (7 PenakTuposaTe ]l[ & Yaanute ] [ (& OBHoBMTE
D HanmMeHosaHme CoznaH Cozaan Wzmerero Wzmern | OBHYNATE BanaHc 8 KoHUE pacieTHOro Neproaa | KoMmeHTapui
02.09.2016 16:02:05 02.09.2016 16:02:05
3. B OTKpbIBLLEMCSI OKHE CBOWCTB TapU@HOTO NraHa HaxmuTe _ =lofx]
OTKpOETCS OKHO CO CNUCKOM LLaBGNoHOB YCyT. Ta"“‘*’”{;“‘ ”"1:'|°1“1°"““"’
TapH

Hazearwme Taprda |Tariff plan 1

Cosaan [12.09.16 12:21 | Vamewen [12.08.16 12:21

KomMmeHTapun | ‘

Cosaan |init | Wamermn |mit

[] O8HynaTs GanaHc B KoHUE pacd. Neproaa

Yenyru

D | Tun Havmenos... | KommerTa...

4. BbibepuTe WwabnoH, Ha OCHOBE KOTOPOro HE06XoaAMMOo B Buttepere popmieanciyis e =

co3aath YCnyry, U HaKMuTe . OTKpOEeTCH OKHO :

jin] HanMeHoBaHne Thn KoMmMeHTapui CraTtyc
HaCTpoeK nder 13 IF' Traffic ‘I‘\Epenaua IP Tpahuka ‘ ‘LUEEHGHH yenyr

14 IFTY Yonyra [PTV LUahnoHe! yonyr

15 Wi-Fi Hotspot Hotspot LWafnoHe! yenyr

21 Megogo IPTV Yenyra IPTV LUaBnoHb! yenyr

2 CroTpéwka IPTV ~ Yonyra IPTV LUabnoHe! yonyr

7

5. MNpn HEOBXOAMMOCTU U3MEHNTE HACTPOMKMN YCIyTH. _ioix

Hanpumep, 4tobbl Npu co3gaHum TapudHoM CBA3KM ycnyra

He noaknoyanacb aBTOMaTU4eCKn, CHUMUTE ranoyky -

MopknoyaTb NO yMonyaHukw. Haxvnte . Ycnyra

Oynet gobaBrneHa B TapuHbIN MnaH. apeuurs

OLE IRt
(7) Tlobbie usMeHeHUs HACMPOEK MPUMEHSIOMCS MOTbKO K
dobaesnisiemol ycriyee u He 3ampazausaom
v o W Omes |

podumernbcKyro ycryay (wabrioH).
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CosgaHune TapuHOM CBA3KM

6.

Co3naHMe TapM¢Hoﬁ cBﬂsKM Cozpan |m|t | Wsmeran |m|t |
[ OBHynaTL BanaHc 8 KOHUE pacH. Nepuoaa
o o Ve

TapudHas cesizka — 0GbEKT CUCTEMBI, CBSA3LIBAIOLMIA TAPUMHBIN MiaH ¢ ””
nuueBbIM CHETOM nonb3oBaTtens. [lomumo cuéta n TapudHoro nnaHa ang I I -

o D Tun HawmeroBaHke | KoMMEHTaPHIA
co3aaHunst TapndHON CBA3KN HEOOXOAMMO NpeABapUTENbHO Co3aaThb T —————
pacyéTHbIn nepuog (cM. Co3aaHue pac4yéTHbIX nepuoaoB Ha cTp. 113). 24 Hotspot Wi Hotspot

UTobbI co3aaTb HOBYIO TapuHYO CBA3KY:
1.

AHanornyHbiM obpasom gobaBbTe apyrne Heobxogumble ycnyrm n ol x|

TapuhHbIi NNaH - CEBOACTEA
ID Tapuba ‘11 ‘

HakmuTe | ¥ % | 4T0Bbl 3aBEpLUNTL Co3aaHme TapudHoro nnaxa. B
JanbHeiiLleM Bbl MOXeTe B NMto6oii MOMEHT 106aBUTL HOBYIO YCryrYy,
OTpPEnaKkTUPOBaTh HACTPOMKW UMW YAANWUTb YCIyry U3 TapudHoro nnaHa.

HazsaHue Tapuba ‘Tarlﬁ‘ plan 1 ‘

KomMMeHTapHK ‘ ‘

Cosaan [12.09.16 12:21 | vamenen [12.08.16 1221 |

v OK | i OTMeHa

Ha neBsow naHenu B rpynne ctpaHuy NMonb3oBaTtenu u rpynnbl

wenkHuTe NyHKT NMonb3oBaTenu ; OTKpoeTcs cTpaHuLa Co CUCKOM
3aperMcTpupoBaHHbIX Nonb3oBaTenen.

2. BblbepuTe HyXHOTO NOMNb30BaTENsA U HAXKMUTE | & Feaaxtaposars | OTKPOETCS OKHO CBOMCTB MONb30BaTensi.

3. B okHe cBOMCTB NMonb3oBaTens Ha fieBon naHenu B rpynne napametpos Tapudukauma LWenkHnuTe nyHKT

8.
9.

. Bibepute Tekywmn TapudHbIN NnaH 13

. BbibepuTe 13 Boinagatowlero cnvicka Cnegyrowmm

TapudHble cBA3KW. OTKpOETCH CTpaHuua Co CNUCKOM TapUdHbIX CBA30K OCHOBHOIO fMLIEBOrO CYETA.

. Mpwn HeobxoaumocTu BbIbepuTe Apyror NULEBON CHET. MNMosBUTCA CNCOK TapudHbIX CBA3OK A8 3TOro cYéTa.

. Haxxmute | o gossswms | OTKPOETCS OKHO CBOMCTB X|

TapM(bHOﬁ CBSI3KW. TapudhHan CBA3Ka - CBONCTBA

TeKywHiA TapudHBIA nnaH

Cneayowmia TapudHbii nnaH |tes‘t tarff 1 (1) " ‘ v CMeHUTB ceituac

BbINaAAoLLEro Cnmcka.
Pacs. nepuop |17.04.2014 - 17.05.2014 (3) | 2]

| ® J106aB1Tb CEPBUCHYIO CBAZKY ‘

TapudpHbINA NNaH UM ocTaBbTe BLIGOP MO
yMonyaHuio He MeHATb.

| Yok | [ wormera

HaxmuTe | g Bupare M BbIGEPUTE PACYETHBIN NEPUOA AENCTBUS TAPUHON CBAKM.

Haxmute | ok |ans co3paHvsi HOBOWM TapudHOI CBSA3KM.

10.Ecnu B TekyLem TapudHOM nnaHe npucyTCTBYIOT pasoBble YCnyru ¢ BbibpaHHou onuunen Moakntoyatb no

YMOM4YaHuIo, TO AN KaX40W U3 HUX NOSIBUTCHA OKHO CBOWCTB CEPBUCHON CBSA3KM pa3oBou ycnyru. Beibepute

Xenaemyto 4aty U BpeMsi CiCaHUs U HaXMuTe | ok |.

MpuBa3ka kK gomy

B cucreme UTMS umeetcs BO3MOXHOCTb NOAAEPKMBaTb CNMCOK AoMOB (CnpaBoyHukmn: [loma). [Ang npmBssku
nonb3oBarens K Jomy:

1.

Ha neBsow naHenu B rpynne ctpaHul Monb3oBaTtenu u rpynnbl wenkHuTe nyHKT MNonb3oBatenu ; OTkpoeTtcs
CTpaHuULa CO CMUCKOM 3apermcTpupoBaHHbIX Nofnb3oBaTenen.

2. BblbepuTe Hy)XHOTO NOMNb3oBaTeNs U HAKMUTE | & Feaaxtmposars | OTKPOETCS OKHO CBOMCTB MONb30BaTensi.

3. B OkHe CBOWCTB Nonb3oBaTens Ha fieBon NaHenu B rpynne napametpoB Monb3oBaTtenb LENKHUTE MYHKT

KoHTakTbl. OTKpOETCS CTpaHuLa C KOHTAKTHOM MHG)opMaLueit Nonb3oBaTens.

. HaxxmuTte | £# Brifipats |OKOJ'IO NyHKTa Oom n Bbl6eleTe AOM 13 Cnncka 3aperncTpnpoBaHHbIX B CUCTEME JOMOB.

Aan | | | £ Bribpate ‘ |

. Haxkmute | ok |, 4To6bl 3aKPbITb CMIMCOK JOMOB.
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MpuBsa3ska k 6aHky

6. Haxxmnte | ¢ ok |B OKHe CBOIICTB MONb30BaTENA, YTOBLI COXPaHNTL U3MEHEHUS.

MpuBaska K 6aHKy

B cucreme UTM5 umeetcst BO3MOXHOCTb Noaaepkmeatb cnmcok 6aHkoB (CnpaBovHukmn: Cnvcok 6aHkoB). Ons

NPVBA3KN Nofb3oBaTens K 6aHky:

1. Ha neBoii naHenu B rpynne cTpaHuL NMonb3oBaTenu v rpynnbl wenkHute nyHKT NMonb3oBaTtenu 5 OTkpoetcs
CTpaHMLa CO CMMCKOM 3aperncTpMpoBaHHbIX Nofib30BaTENeN.

2. BblbepuTe HY)XHOTO Nomnb3oBaTesns U HAKMUTE | & Feaaxrmposars | OTKPOETCSt OKHO CBOMCTB MOrib3oBaTernsi.

3. B okHe cBoWiCTB nonb3oBaTtens Ha neBon naHenu B rpynne napameTtpos Monb3oBaTenb OTKPONTE MyHKT
[ononHutenbHble napameTpbl. OTKPOETCS CTpaHMLIA CO CMIMCKOM AOMNONHUTENbHbIX NapameTpOoB Mornb3oBaTens.

4. Haxmute | g Bufpare  |OKONO NyHKTa BaHK 1 BbiGepyTe 6aHK U3 CNCKa 3aperMcTpUpOBaHHLIX B CUCTEMe BaHKOB.

BaHk ‘ | ‘ 4 Brbpate

Wi rHeT

5. Haxxmunte | 4 ok |, uToBbl 3aKpPbITb CAMCOK GaHKOB.

6. Haxxmnte | 4 ok |B OKHe CBOIICTB NMONb30BaTENs, YTOBLI COXPaHNTL M3MEHEHMS.

BHeceHMue nnartexa

Y1006bI BHECTM NNATEX Ha CYET Nonb3oBaTens:

1. Ha neBow naHenu B rpynne ctpaHuy NMonb3oBaTtenu v rpynnbl wenkHute nyHKT NMonb3oBaTtenu 5 OTkpoeTtcs
CTpaHuLa Co CMUCKOM 3aperncTpupoBaHHbIX MOMNb30BaTeneu.

2. BbibepuTe HyXHOro NoMnb30BaTens 1 HaKMUTE | @ Brecrnmmatex |. x|
n M
OTKpoeTCFI OKHO NapamMeTpoB nnartexa. FraeTRR RaTE ToruH [/] BrnioumTe MHTEpHET
3. Ecnu y nonb3oBatensi HECKOSbKO NULEBbLIX CYETOB, BbIGEpUTE ”””eﬂ"z;”“ :1 —— ':
. MMa noTa =
HY>XHbI CYET M3 BbiNAZAoLEro cnmcka. fiara nmarewa (05, 12.2015 6457
4. BbibepuTe BanioTy nnatexa. = O oyl T
MeTog nnatexa [Onnata HanW4HBIMK -]
3. BBe'D'MTe Cymmy nnarexa. N2 NNaTEKHOTO AOKYMEHTa | ]
6. BBeanTe AaTy nnaTexa unm octaBbTe 3Ha4YEeHWE NO YMONYaHuo BbiucaTb Ke/TaHuvio |
KommeHTapui
(TeKyu.l,le ﬂaTy)- [InA agMuHACTpaTopa | |
. Beegut TY UCTEYEHUS NnaTexa Unmn octaBbTe 3HaYeHue N [1n5 nonssosaTens
7. BeeguTe gaTy uctede atexa OCTaBbTe 3Ha4YeHue no
YMOn4aHuio (He uctekaer). Cuer
MnaTex o cueTy | || Bw6pate || OTMera |

8. Beegute Npoun3BOJibHblE KOMMEHTapPUN And aaMMUHUCTpaTopa n ana
nonb3oBartend.

Mockinate ysegomnenns [

[ ¥ ok ][ wormena |

9. BblbepuTe meTog nnartexa.

10.Ecnu nnatéx npon3BoguTCS COrMacHO BHELLHEMY NNAaTEXHOMY
OOKYMEHTY, BBEAUTE HOMEpP 3TOro AOKYMEHTa.

11.Ecnn nnatéx npor3BogmMTCA Mo CYETY, 3aperMcTpupoBaHHOMY B CUCTEME, BbIOEpUTE HOMEP 3TOrO CYéTA.

12.Haxmute | o

, YTOOBI NPOn3BeCTU NNaTéx.

CospaHue punepa

[na cosgaHua HoBoro aunepa:

o [
1. Ha neBon naHenu B rpynne ctpaHuy Monb3oBaTenu n rpynnbl WENKHNTE NYHKT ,uunepbl - OTKpOGTCFl
CTpaHuua CO CNMUCKOM 3apermcTpupoBaHHbIX AUNepoB.
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HasHayeHune npusunerni gunepy

2. HaxmuTe | @ fobaswrs | OTKPOETCS OKHO CBOWCTB Aunepa.

E nobasnenue aunepa =10l x|

JloruH | |

. OCcHOBHbIE NapaMeTpbl

MonHoe uMa | |

AOMONHATEEHSIE NapaMETpE!
™ KorTarTel Napons

MoaTeepxaeHHe

CreHepupoBaHHSII Napons |f92057e7 |

1Pv4 MoaceTs [0.0.0.0/32 |

TPV6 MopaceTb |D: /128 |

(OCHOBHBIE NAPaMETPbI

ropAYas Knaeumila: -—-

v Ok | | W MpUMEHUTL | ‘ W OTMeHa

3. BBeguTe NorMH n HaumeHoBaHue gunepa.
4. CronupywTe creHepypoBaHHbI Naponb Avrepa Ang nepeaaydun onepatopy Uy ABaxabl BBEAUTE HOBbI Naporb.
5. Mpy HEOBXOAMMOCTM YKaXXMTe NoAceTb, U3 KOTOPOW paspeLleHa aBTopm3aums aunepa.

6. Haxmute | ok |ans 3saBepLueHus cosgaHus HOBOTO Aunepa.

HasHauyeHne npuBunerun gunepy

YToObI ONpenenuTb, k Kaknm 06bekTam CUCTEMbI AUMEP CMOXET NONy4MTb JOCTYN:

1. Ha neBowi naHenu B rpynne ctpanuy NMonb3oBaTenu 1 rpynnbl LWenkHuTe nyHKT Aunepsbl ; . OTtkpoeTtcs
CTpaHuLa Co CMMUCKOM 3aperncTpupoBaHHbIX ANIEPOB.

2. Bbl6€pV|Te HY>XHOro aunnepa n Haxmmte | ¢ PenakTuposate | OTKpoeTCH OKHO CBOWCTB annepa.

3. B okHe cBOWCTB Aunepa Ha Nesow naHenu B rpynne napametpoB MpaBa AocTyna WenkHUTe NyHKT
Monb3oBarenu. OTKpoeTCH CTpaHuLa Co CMUCKOM MOoSb3oBaTeNen.

4. B cton6ue MNpaBa pocTyna oTMETLTE rarodkammn nonb3oBaTtenen, K KOTopbiM Aunep AOMMKeH MMETb AOCTYM.

@ lMonb3oeamenu (8 omnu4ue om dpyaux cywHocmel) npuesidbiearomes K dunepam 8 Pexxume UCKITFOHEHUS, m.
€. Kax0blIl rMosb308amersib — MosibKO K 0OHOMY ouniepy. @rnaxku nonb3osamerned, yXKe npues3aHHbIX K Opyaum
ournepam, OMKIOYEHbI .

5. AHanornyHelM 06pa3om HacTponTe AOCTYN Aurepa K COOTBETCTBYIOLLMM CYLLHOCTSIM B cnuckax PacyeTHble
nepuoasbl, Yenyru, Tapudbl n [loma.

6. Haxxmute | ¢ ok |, 4yTOGbI COXPaHUTb U3MEHEHUSI.

NMpuBA3ka nonb3oBaTeneun K gunepy

Momumo cnocoba, onucaHHoro B npuMepe HasHavyeHne npusunerui aunepy, 4OCTyn Aunepa K OTAeNbHOMY

Nnonb30BaTento MOXET ObiTb HACTPOEH crneayoLWwmm obpasom:

1. Ha neBoii naHenu B rpynne ctpaHuy NMonb3oBaTtenu v rpynnbl wenkHute nyHKT NMonb3oBaTtenu ; OTkpoeTtcs
CTpaHuLa Co CMMCKOM 3apermcTpupoBaHHbIX MOMNb30BaTeneu.

2. BblbepuTe HyXHOTO Nonb3oBaTeNs U HAXXMUTE | & Peascruposars. . OTKPOETCS OKHO CBOMCTB Monb3osartens (no
yMonyaHuio - Ha nyHkTe OCcHoBHbIe napameTpbl B rpynne MNonb3oBaTtens).

3. Haxxmute kHonky MpuBasatb k aunepy. OTKPOeTCA CNNCOK 3aperncTpypoBaHHbIX ANNEpOoB.

4. BoibepuTe gunepa 1s cnncka u HaxmuTe | ok |, 4ToObl MPOM3BECTU NPUBSA3KY.
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CosgaHune Gpangmayapa

5. 3akpoliTe OKHO CBOMCTB NOJb30BaTersi.

KHonka MpuBaA3aTb k gunepy nMeeTcs Takke B popme noucka (cM. NMouck nonb3oBarenen Ha cTp. 102).

Co3paHune bpaHgmayapa

[ns cosgaHua GpaHgmayapa:

1. Ha neBoi nanenu B rpynne ctpaHuu HacTpoiku LenkHnTe nyHKT Cnncok 6panamayapos [l . OTtkpoetcs

CTpaHuua Cco CNMUCKOM CYLLEeCTBYHOLLNX 6paH,qmay3pOB.

Elinit@127.0.0.1 (AanuucTpaTop)

Cuctema  HacTpodisn  MoMowe

| ki AobasuTe ‘ r 4 L] ‘ (% OBHOBMTE

s::’ CRHMCOK N3paMETpoB

j) ‘ Trn | HarMEHDBaHKE | NaorvH HorHeHT apHK | IF
1 NokaneHer 127.0.01 Local FreeBSD 0.0.0.0

AoNonHATENEHEIE NaPaMETPE!

' Cnucok Gpananayapos

e
# Mpaevna firewall

2. Haxmute | w aosasurs . OTKpOETCS OKHO BpaHamayap.

3. Bbibepute 13 Beinagatowero cnucka Tun — JlokanbHbIW, ecnv koMaHabl GyayT
UcnosnHATbLCS nokanbHo, n Cisco (rsh), ecny komaHabl OyayT NepefaBaTbes Mo

npoTokony rsh.

4. BBeaute HaumeHoBaHue GpaHamayapa. MNpegsaputensHo y6eanTeck, YTo B
cUCTEME He 3aperMcTpupoBaH GpaHamayap C Takum Xe HarMeHOoBaHUeM.

5. Ecnn 6paHamayap MCrnonb3yeTcs B Kako-Mbo CEPBUCHOW CBA3KE YCIyrn

nepenauu IP-tpachmka B kayecTtBe napametpa MoctaBwuk NetFlow, BBeguTe ero

IP-agpec B none IP.
6. Ecnu Tun paBeH Cisco (rsh), BBegute JloruH ansa astopusauum no rsh.
7. BBeguTe Npon3BONbHbLIN KOMMEHTaPUNA.

8. Haxmute | ¢ ok |, yTo6bI 3aBEpLUMTL cCo3gaHue GpaHamayapa.

CospaHue npasuna firewall

[na co3ganns npasuna firewall:

= Bpangmayap il
Bpasgmay3p - CeoiicTea

Tun \Clsco (rsh) =1

IP |10.0.1.17

ToruH

| v ok || wormena |

|

1. Ha neBowi naHenu B rpynne ctpaHu, Hactpouku wenkHuTe nyHkT MpaBuna firewall & . OTKpoeTcA cTpaHuLa co
CMUCKOM 3aperMcTprMpoBaHHbIX NPaBur.

@10.1.2.14 (AAMHHMCTPaTOP)

CucteMa  HacTpodkn  MowMowb

‘ @ﬂUEGEMTb || JPeﬂaKTMpuEaTb

\:; CNHCOK NapaMeTpos

AONONHATENEHEIE NEPaMETPE!

_ Crncok BpaHAMayspos
i; Mpaewna firewall

I"I Cnmcar MAS

2. HaxmuTe | @ fdaswrs |, OTKpOETCSs OKHO Mpasuna firewall.

3. Beegute kommeHTapun B none KommeHTapumi, 4ToObl NErko oTnnyaTh JaHHOE NPaBuIo OT ApYrnx B o6Llem

cnucke.

4. B BbinagatowieM crnncke Bpanamayap Bbibepute GpaHaMayap, Ha KOTOPOM AOMKHA BbINOMHATLCS KOMaHaa, Unu
nosuuuio JIlo6oi 4ns BbINOMHEHWs1 KOMaHAbl Ha Bcex GpaHaMayapax, NoAKMoYEHHbBIX B MOMEHT BbIMOMTHEHUS.

5. B rpynne napameTpoB BbinonHaTb gnsa nubo BeibepuTe onuuto Bece nonb3oBartenu, nubo 3agarite 0aHO unm

HECKOJ1bKO 13 crnenyowmnx yCJ'IOBI/IIZ ana onpegeneHna obnactu NPUMEHNMOCTU:
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HacTtpoiika cepsuca Megogo IPTV

— WaeHtndmkatop nonb3osatens B none ID nonb3oBaTtens;
— pynny B Beinagatowem cnucke Umsa rpynnbi;

— TapudHbI NnaH B Beinagatowem cnucke HassaHue Tapudpa.
Ecnu 3apgaHo 6onee ofHoro ycnosusi, To N0 yMONYaHuIo y4uTbiBaeTca nx obbeamHeHne. MNMpn HeobxoammocTun
BblbepuTe onuuio CoBnaparoT BCe napameTphbl, HTOObI yunTbiBaTL NepeceyeHne yCcrnosun.

@ [ns npasun, UHULUUPYEMbIX cuCmeMHbIMU cobbimusimu (3akpbimue ¢hatinna demanbHOU cmamucmuku u
3akpbimue ¢hatina no2o8) dormkHa 6bimb 8blbpaHa onyusi Bce nonb3oeamernu.

1. B rpynne BbinonHaATb npu BbIbeprTe OOQHO UMM HECKONBKO MHULIMUPYIOLLMX COBLITUIA, MPU HACTYNMEHNN KOTOPbIX
[OMKHO cpabaTbiBaTb JAHHOE NPaBWo, NOMb3YyACh BbiNagatoLWwmym CrICKOM BCEX BO3MOXHbIX COBbITUI U KHOMKamu
Oo6aButb 1 Yaanutb.

2. B none MpaBuno firewall BBegnTe wabnoH komaHabl. [pn He06x0ANMMOCTH MCNOMNb3YNTE NEePEMEHHbIE ANS
NOCTPOEHMsI LIabnoHOB KOMaHp, (BbiNagaroLLmMi CNUCOK + kHomka BeTtaBuTb, cM. cnucok B pasgene UTM5 RFW:
MepemeHHbIe Ha CTp. 166). MepemMeHHble 3aMEHSATCA CBOUMU 3HAYEHUSMN HEMOCPEACTBEHHO MPU BbIMNONTHEHWUM
KoMaHgbl. Habop AonyCTMMbIX MEPEMEHHbIX 3aBUCUT OT BbIOPaHHbLIX MHULMMPYIOLWUX COBBLITUI (CM. CNINCOK B
pasgene UTM5 RFW: Co6biTus Ha cTp. 171). Npy ncnonb3oBaHumn HEAOMNYCTUMbIX NEPEMEHHbIX BblAaETCs
npegynpexaeHve.

BhINONHATE Npu:

CoBeiTHe ‘Bkmouennemmepnera vl | AoBaEHTE

HanMeHoBaHHe

BENKYEHME MHTEpHETS

SWITCH_IP ~| | Bersenm

TeesaraEee=]

3. Haxmute | v ok |, 4ToBbl 3aBEPLUNTL CO3AaHME NpaBuna.

Hactpownka cepsuca Megogo IPTV

Mopaepxka cepsuca Megogo IPTV, peannsosaHHas B 6GunnuHroson cucteme UTM5 Bepcun 5-3.004, nossonset
noaknodath 1 TapudmumnpoBaTth ycnyrm oHnanH-kmHoteatpa Megogo. MogkntoveHre ycnyr NnpomM3BoamTCs Kak
agMUHMCTPATOPOM Yepes LIEHTP YNpaBreHusi, Tak U nonb3oBatensamu Yepes JluyHbil kabuHem (Web-nHTepdpeiic).

Mopsaok HAaCTPOKKK:

1. OTkporite okHo lNpodyue Hacmpoliku. Beeante ID napTHepa, Mpedukc ans nonb3oBatenen n Conb Ansa
aBTOpM3auUuM (3TU AaHHbIE NPefoCcTaBnsalTCa KomnaHven Megogo). 3agante Tun pacyetHoro nepuopa: 1 —
©XEeOHEBHO, 2 — eXXeHeaernbHO, 3 — eXxeMecsayHo, 4 — exxekBapTarnbHo, 5 — exxerogHo, 1048576 — gpyrasi
AnuTenbHoCTb. o ymonyaHuio 3agaH tun 3.

MapameTp ANUTenbHOCTb pacyeTHOro nepuoaa yunTbiBaeTcs Tonbko Ansa tuna 1048576. MuHnmansHo
[onycTumas 4nMTenbHOCTb pacyeTHoro nepuoga — 3600 cekyHa. Ecnn, Hanpyumep, Heo6xoanMo 3afaTh pacyeTHbIN
nepvog AnuTenbHoCTbo 15 AHEN, TO cneayeTt ykasatb Tvn pacyeTtHoro nepuopa 1048576 1 ero AnNMTENbHOCTL B
cekyHpax (T. e. 15 gHen = 1296000 cekyHA). [inst BCEX OCTanbHbIX TUMOB pPacyeTHbIX NepMOAO0B Mobble 3HaYeHUsI
ONUTENbHOCTU UTHOPUPYIOTCS.
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HacTtpoiika cepsuca Megogo IPTV

TPYNnbl HACTPOEK

Tapkibricauma HacTpoiikn TapudkaLym
HaCTpolikK KapTO4HEIX NONE30BaTENEN

CNPABOHHHIKH

HacTpolikn yBegomneHiil

OT4ETEI HacTpoiikn NpoTokona SMTP

HECI'DOﬁKM BbICTABNEHNA CHETOB
| Ui. HaCTPOAKK CUCTEMBI | HacTporiin cepsepa RADIUS

| . JOnNOnHKTENEHBIE NapaMeTpil ‘

Id napTHepa B cucTeme Megogo

|
MpeduKc aAnA none3oBaTensi Megoga |
|

Conb ANA aBTopH3auMK Megogo

AMTENEHOCTE PACYETHOTO NeMOAA ANA NOAKMOYEHA YenyTy Megodo |U

|
|
|
Tun pacyeTHoro Neproaa AN\ Nogkmodedns yenyr Megogo |3 |
|
|

Apnpec xocTa cepenca CMoTpEWKE |

2. OtkponTte ctpanuuy LllabroHe! yciye (Tapudunkaumsa > LLlabnoHbl yenyr) u Haxmute . B pasgene
O6wme napamMeTpbl 3aganiTe HaMMeHoBaHue ycnyru (Hanpumep, Megogo IPTV) n BbibepuTe T1n Yenyra IPTV.

I HammeHoBaHWe |Megogo IPTV

_~ D6wye napaMeTpbl

tOp. maup [ v]
. MapameTpbl yonyrm .
KoMMEHTapHI | |
I Tun [ycnyra IPTV v]I
PaspewaTb
MoAKNIOYETE N0 yMONYaHMG || MHOKECTBEHHOE
NOAKKUEHIE

3. Nepengute B pasgen Mapametpsbl yenyru. B none Ucnonb3yemas cuctema IPTV Boibepute Megogo. Haxmute

. Yenyra Megogo IPTV 6yaet nobasneHa B Cnncok LWabrnoHos.

NetUP

127



HacTtpoiika cepsuca Megogo IPTV

Meproaryeckas COCTABNAOWEA CTOMMOCTI |0 |

_~ Ofiwve naparmeTpel

MNpoM3B0AMTE CMCAHKE [B Ha4ane pac4eTHoOro Nepuoaa ']

' NapaMerpb1 ycnyr

MonMTHKa CMCaHMA [Deﬁult (1) v]
I Wanonbsyeman cicTema IPTV [Megogo ']I
D yoyri | |

MpofiHbil nepuog (Hacos) |0 |

[LononHuTensHen naket ||

o] | HauMeHoBaHHE |TI4I'I | KoMMEHTEPMIA | CTaTyc

13 IP Traffic MNepenava IP Tpadika LWafnoHe! yonyr
14 IPTV Yenyra IPTV WabnoHe! yonyr
15 Wi-Fi Hotspot Hotspot LWafnoHe! yonyr
21 Megogo IFTV Yonyra IPTV LWabnoHe! yonyr

4. lanee HeobxoaMMo co3faTtb TapudHbIA NNaH ¢ ycnyron Megogo IPTV. OtkponTte cTpanuly TapugbHbie rnaHbl

(Tapudmkaums > TapudHbie nNaHbl) ¥ HAXXMUTE . B oTKpbIBLLEMCS OKHE BBEAUTE Ha3BaHWe

Tapuda (Hanpumep, Megogo IPTV - OnmumarbHas) n HaxmnTe .
=1831x]
TapuhHbIi NNaH - CEBOACTEA
Hassare Tapuda

[ OBHynaTL BanaHc 8 KOHUE pacH. Nepuoaa

[ & LobasuTe ]I[ [?Peaarcmposam ]I[ & Yoants ][ (4 OBHOBMTE

| D | Havmeqosarne ‘ CosaaH

|Cusnan |M3Heneno |M3Henun |06Hynmb BanaHc B KoHLE PacHETHOr 0 Nepuoaa | KomMmeHTapui
4 Tariffplan 1

09,2016 16:02:05 init (-1)  05.09.2016 13:00:09 init (-1]

8 | Megogo IPTV - Crmmansras [07.

5. [IBaxabl WENKHUTE Ha CO3aaHHOM TapuUHOM NaHe Unn HaxXmuTe . B oTKpbIBLUEMCSI OKHE
CBOWCTB TapMHOro NnaHa HaXXMmTe . OTKpOETCH OKHO CO CMMCKOM LIabnoHoB ycnyr. Beibepute
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HacTtpoiika cepsuca Megogo IPTV

wa6noH Megogo IPTV n HaxmuTe | ¥ % |

OTKpOETCFl OKHO HaCTpOeK ycCrnyru.

Lol
TapudHLli NNax - CEoRCTEA
ID Tapuda |9 |
Hazearme Tapuda |Megcgu IPTV - OnTHManeHas |
[ Buibepere popwrennckyio yenyry x|
KoMmeHTapum | |
CosaaH |08.09.16 15:29 Wsmeren  |08.09.16 15:29
‘ | | | D |HBMMEHOEEHME |Tv|r| ‘Konnar—nap«li ‘CTETYC
Cozgan ‘imt | Wzmeran |mit | 13 IPTraffic Mepenaqa IP Tpadwka LafnoHet yonyr
D o6 5 14 IPTV Yonyra IFTV LWafnaHe! yenyr
HYNATE GanaHc B KoHUE pacy. Nepuoaa
venyra 15 Wi-Fi Hotspot  Hotspot LUaBnoHs! yenyr
ko 2t |Meooco TV [Yanyra T | warore: yenyr
" 2 CroTpéwsa L... Yonyra IPTV LWafnoHe! yenyr
D | Tun | Hawmerosarme | KoMMeHTapWiA
v OK | W Ommera
| ¥ oK ‘ W OTrena |

6. B pasgene O6wue napameTpbl BBEAUTE HaMMeEHOBaHWe ycnyrv (Hanpumep, Megogo IPTV - OnmumarnbHasi). B
pasgene MapameTpbl ycnyru 3agavite ID nognucku. Kaxaorn us yetbipex 0CHOBHbIX nognuncok Megogo (Jlerkas,
OnTtumaneHas, MakcumanbsHas, NpemnanbHas), a Takke Kaxaon NoAnucke Ha OOMNOMHUTENbHbIN MaKeT KaHarnoB

COOTBETCTBYET YHUKAIbHbIA MOEHTUdMKATOP, KOTOPLIN YKasdaH B AOrOBOPE Mexay NpoBangepom 1 KoMnaHmen
Megogo. 3agavite nepMognyecKkyto COCTaBMNALLY CTOMMOCTU. 3adalnTe NpobHbIN Nnepuod, ecnm oH

npenycmoTpeH anst gobaensemon ycnyrn. Ecnv TapudHbIn nnaH co3gaetcs He AN OQHOW M3 YETbIPEX OCHOBHbIX

noanucok, a Ans AoMONMHUTENBHOrO NakeTa kaHanos, TO B MapameTpax ycrnyriu Heobxoaumo BbIGpaTh Onuuio

DononHutenbHbIn naket. Haxvmute | ¥ % | Ycnyra Gyget gobasneHa B TapudHbIi nnaH. PekomeHayeTcs
cpa3sy co3fgaTb TapudHbIE NnaHbl 418 BCEX OCHOBHbIX M AOMNOMHUTENbHBIX noagnucok Megogo (waru 5-8).

IHamMenoBanme |Megogo IFTV - OnTKManeHas |I Iﬂawunmuaocag COCTABNRAIOWLAR CTOMMOCTH ‘ ||
Op. nuuo [ v] MPOH3B0AMTE CIMCaHHE [E Hadane pacdeTHOro NepHoaa ']
KommerTapuit | | MoNMTHKS CIMCEHIA [Dafault [e}) ']

Tan
Wcnonesyenas cvcrena PV [Megogo -

PoguTenbckas yonyra | 19

pewaTs
11 1 [v] Noarniouas no yromsamal|| [ | miokecTeerHos *

NoAKoH

TapudbHbIi NNaH - CEOWCTBA
ID rapada [8 |

Hassaque Tapuda |Magcgo IPTV - ONTHMaNLHas |

KommeHTapm | |

Cosnan [07.08.1617:28 | Viwenen [07.08.16 17:28 |

Coanan |[init | Mamern [init |

[] OB+ynsTs Banac B KoHUe pacd. neprona
Yenyru
[ NobasTs ][ PepaKTMpoBaTh ][ Yaanute ]

ID |Tun | HauMeHoBaHHe KomMmeHTapuiA
20 |£~ |Megc-gc- IPTV - OnTMMansHaA |

7=

NetUP
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HacTtpoiika cepsuca Megogo IPTV

7. Danee HeobxoaMMo cBA3aTb TapudHbIe NNaHbl ¢ nognuckamvu Megogo:
{StariffID} => '{megogoBlockName}".
B koHdurypaumoHHbIvi dhann config.php Web-uHtepderica Heobxoanmo nobasuTe cneaytollee (Nnpumep):

$CONF_MEGOGO_ENABLED = true;
$CONF_MEGOGO_PAGE = [
'header' => 'one',
'footer' => 'ten',
4 => 'two',
5 => 'three',
6 => '"four',
14 => 'seTen'
1;
B npuBegeHHoOM npumepe yncna 4, 5, 6, 14 — 310 ID TapudHbix nnaHos B cucteme UTMS, a crosa two, three,
four, se7en — uMeHa html-ctpanuy nognucok Megogo:

one — header;

— two - Jlérkas;

- three — OnTumansHas;

— four — MakcumanbHas;

— five — NpemnanbHas;

— six- HACTPOW KMHO (NATb AONONHUTENBHBIX NAKETOB);
— se7en — Amedia Premium n Amedia Hit;

— eight — Haw ®yt6on (Maty TB - gon naker);

— nine — Amedia (Amedia HIT u Premium HD - gon naketbl);

— ten —footer.
Y3HaTb uMeHa Heobxogumblx html-cTpaHuL, MOXHO B cny6e TexHnyeckon nogaepkn komnaHum Megogo.

8. Heobxoammo BbINOMHWUTE CKpUNT updateTemplates . php, KOTOPbLIN HAXOAWUTCS B AUPEKTOPUN
/utm5 web php/lib/megogo. CKpUNT 3arpyaeT akTyanbHble WwabnoHbl cTpaHuL ¢ canta Megogo. Y
nonb3oBarens, OT MMEHWU KOTOPOro GyAeT BbINOMHATLCA CKPUMT, AOSKHbI ObITh MpaBa 3anvcu B nanku
lib/megogo M images/megogo. [1py HEO6XOAMMOCTH BbIMOMHEHNE CKPUNTa MOXHO A06aBUTL B NNaHWPOBLLMK
3agady cron.

9. Utobbl B IM4HOM KabrHeTe onpegeneHHbIX rpynn nonb3oBaTenemn oTobpaxanuch Hy>XHble Tapudbl, He0BXoaAMMO
HaCTpOUTb OTOOpaXkeHne aTux TapmudoB (cm. CmeHa Tapuda Ha cTp. 94). Nopsgok pacnonoxeHus WwWabrnoHoB B
NMYHOM KabuHeTe 3aBMCMT OT NopsaKa pacnonoxeHnsa TapudgoB B nHTepdence agmmHmcTpaTopa. HactpouTs

NetUP 130



HacTtpowika cepBuca «CMoTpéELLKay

NopsAoK MOXHO Ha cTpaHuue JocmymnHbie mapughsl (MHTepdericbl > CMeHa Tapuda > pegakTupoBaTh
rpynny):

Cmena Tapudpa - CBORCTBa
D [3

Tpynna
AxTvEMpoBaHa [v]

HemennerHas avera [

CmeH 3a nepuoa | 10 |

MocTynHbie Tapupbl

AobasnTe H PenakTupoBaTh || Yoanite |

ID Tapuda | Tapud ID yonyri | Yonyra MWHKMA. .| Y9uTIB... | Bed... | YauT...
5

6 MakcuMansHas 0 0.000 a 0.000 0

OnTuManeHaa [t} 0.000 ] 0.000 0

| v OK | W OTmeHa |

Ecnu Bce nepeyvmcneHHble Bbille AENCTBUS BbINOMHEHBI BEPHO, TO NHOOOM 3aperncTpupoBaHHbIn B cucteme UTM5S
nonb3oBartefb CMOXET noakntounTb cebe ycnyry Megogo IPTV yepes JfluyHbil kabuHem (pasgen Yenyru no
noanucke). lNMocne Toro kak Nonb3oBaTeNb akTUBUPYET YCIyry HaxkaTuem kHonku OcopMuTbL noanucky, Ans
AaHHoro nonb3osaTtens B cucteme UTM5 ByayT aBTOMaTnyecku cosgaHbl CEpBUCHAs 1 TapudpHasi CBA3KK, a Takke
pacyeTHBbIN NepUOA TOro TUNa, KOTOPLIN 3aa4aH B HAacTpovkax cuctemsl (cM. war 2). PacueTHbin nepvog tuna 1, 2, 3,
4 vinn 5 6ypet otcumTbiBaThea oT 00:00:00 Toro AHA, koraa Obina akTUBMPOBAHA ycnyra, a pac4eTHbIN nepuoa Tuna

1048576 — oT Hayana 4aca.

HacTtponka cepBuca «CmoTpéLukar

Mopaepxka cepBnca « CMoTpéLLKay, peanui3oBaHHas B bunnuHrosor cucteme UTM5 Bepcum 5-3.004, nossonsiet
nopgknoyatb 1 Tapuduumposats yenyrm IPTV «CmoTtpélukay. MogkntoyeHme ycnyr npoM3BoAMTCS aAMUHUCTPATOPOM

yepes LEHTP ynpaeneHus.
Mpu noagknioyeHun k cepercy « CMOTpELLKa» areHT (NpoBangep) nonyyaeTt crnegyowme napameTphbi:
— URL areHTa cnepytowiero Buaa: https://provider_name.proxy.lfstrm.tv

— ID naketoB TB-kaHanos: 0001, 0002, 0003,...

Mpynnbl HACTPoEK:

TapHdEaumla HacTpoiiki TaprdmkaLim
HacTpoliki KSpTO4HEIX Nonk3osaTenel

Crp3BoHHHKH

HacTporikk yeesomneHmi

HacTpofiu npeTokana SHTP
HacTpoliki BLICTABNEHWA CHETOB
| ‘\J@ HacTpoifku cucTemebl | HacTporiky cepsepa RADIUS

| AON0NHHTENEHEIE NapaHETPE! |

Mopsaok HAaCTPOKKK:
1. OTkponite okHo lIpoyue Hacmpotiku. B none Agpec xocta cepBuca CMoTpéLlka BeeauTe nony4veHHsin URL

arenTa. Haxmute | v ok |
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HacTtpowika cepBuca «CMoTpéELLKay

= Yo Megese |

s yomyrn Megogo |

I Anpec xocTa cepeuca CMOTPEWIKA

| https:/provider_name.proxy.Ifstrm. tw

2. OtkponTte ctpanuuy LlabroHe! ycye (Tapudunkaumsa > LLlabnoHbl yenyr) u Haxmute . B pasgene
O6wmre napamMeTpbl 3aaanTe HaMMeHoBaHue ycnyru (Hanpumep, CmMompéweka IPTV) n BbibepuTe Tvn Yenyra

IPTV.

.~ D6wue napaMeTpb!

7 MNapameTpel yonyrH

IHEHHEHOBEHHE |CHoTpéu.|K.a IPTV

tOp. miup [

KOMMEHTEDII

I Tun [Yc.nyra IPTV

v||

PaspewaTtt

MoAKMOYATE NO YMONUEHD || MHOMECTEEHHOE

NO4KNKOHEHNE

3. Mepenagute B pasgen Mapametpsbl yenyru. B none Ucnonb3ayemas cuctema IPTV BoiGepuTe Lifestream.
HaxmuTe . Yenyra Cmompéuwika IPTV 6yneT nobaeneHa B CMCOK LLaBMOHOB.

_~ Ofiluve napaneTpel

. MapaHeTpbl yenyrd

MepMoArHEcKan COCTABNAIWLER CTOMMOCTH |0

MpoMsE0ANTL CNMCEHKE [B HE4ane pacHeTHOD NEPHOAE

MoAMTHKE CrMCaHKA [Default (1)

I Wcnonbsyeman cactena IPTV [LiFEstream

Monb3oBEaTENECKHE AGHHEIE

Tun
Meaua-KoHTeHT

Megwa-Tpynna

I[ v Ok II[ W OTheHa

i) ‘ HaumeHosaHue

|Tun | KommeHTapuit | Cratyc
13 IP Traffic MNepenaqa IP Tpadwka WafinoHel yonyr
14 IPTV Venyra IPTV LIabnoHe! yenyr
15 Wi-Fi Hotspot Hotspot WafinoHel yonyr
21 Megogo IPTV Yeonyra IPTV LIafnoHe! yenyr
22 CroTpéwra IPTV Yonyra IPTV WafinoHel yonyr I
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HacTtpowika cepBuca «CMoTpéELLKay

4. [lanee Heobxoammo co3faTth TapudHbI NnaH ¢ ycnyron Cmotpéluka IPTV. OTkpoiTe cTpanuuy TapudbHble nnaHbl
(Tapudmkaumsa > TapudHbie nNaHbl) ¥ HAXXMUTE | & Robamms | B OTKPbIBLLUEMCS OKHE BBEAMTE Ha3BaHue
Tapuda (Hanpumep, Cmompéuika) n Haxmute | ¥ o |
=lolx|

TapuhHbIi NNaH - CEBOACTEA

HazsaHue Tapuda | CHoTpéwka

[] OBHynaTE BanaHc 5 KoHUE pacy. Nepuoaa

| ' OK i| W Ommera |

| s JobBasuTts | r 4 [ ‘ & OBHoBMTE
jis} | HaWmeHosaHe | CospaH | Cosaan | WameHero | Wsmetmn | OfHynATE BanaHc B KoHUE pa. .. ‘ Kamme...
0 Disable current tariff He ycTaHoEneHo init(-1)  He ycTaHoEnEHo init (-1)
9 Megogo IPTV - Onmumanshad 08,09, 2016 15:29:28 _init (-1) 08.09,2015 15:28:28 _ init (-1)
10 CMoTpéwka 12.09.2016 11:45:46  init(-1)  12.09.2016 11:45:46  init (-1) I

5. [ABaxabl LWWENKHUTE Ha CO30aHHOM TapUHOM NnaHe Unn HaxmuTe | & PenarxTiposate | B oTKpbIBLLUEMCS OKHE

CBOWCTB TapMHOro NraHa HaXxXMmTe | Aobamume | OTKpOETCH OKHO CO CMMCKOM LIabnoHoB ycnyr. Beibepute

wabnoH Cmompéwka IPTV n Haxmute | ¥ % |
OTKpoeTCs OKHO HACTPOEK YCIyrit.

%Tamminm =10
TapucHbIi NNax - CBoRCTBA
ID Tapuda | 10 |
Hazearne Tapuda |CMDTDELuKa | E BribEpeTe POANTENBCKYIO YOIy Ty _XI
KoMmeHTapum | |
Cosnar [12.09.16 1145 | Uaneren [12.09.16 1145 | I _|Hamerosarve | Tun [ cormermapuii |crarye
13 IP Traffic Mepenaqa IP Tpadwka LWabnoHe yonyr
P "”‘t | e |‘”'t | 14 IPTV Yenyra IPTV WafinoHe! yermyr
D OBHynaTE BanaHc B KOHLE pacy. nepuoaa 15  WiFi Hotspot Hotspot LWaBnoHe! yenyr
Yenyrm 21 Megogo IPTV Yonyra IPTV WabnoHs! yonyr
* 22 ICMo'rpeuma[F‘Wlmera IPTV |LLIaEnoH|:~| yonyr
] |Tv|n ‘HEW“IEHUBEHHE KommerTapii  OK | W OThera
¥ OK ] | W Ommera |

6. B pasgene O6wue napameTpbl BBEAMTE HaMMeHOBaHue ycnyrn (Hanpumep, Cmompéweka IPTV). Ecnu He
TpebyeTca aBToMaTUYeCcKoe NOAKNIOYEHNE YCyrn Nonb3oBaTento Npy co3aaHun TapudHON CBA3KNU, CHUMUTE
ranouky MoakntoyaTb No ymonyaHuto. B pasgene MapameTtpbl yenyru Beegnte B none Nonb3oBaTenbckue

AaHHble ID naketa TB-kaHanos. 3aganTte Nepuoanyeckyto COCTaBNSIOLLY CTOMMOCTU. HaxmuTe | ¥ % |,
Ycnyra 6ynet gobasneHa B TapuUHbIN nnaH.
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Hactporika cepsuca IptvPortal

IHEMMEHOBEHME |CMoTpéun~:a IPTV |I Inawunmuamaﬁ COCTABNADILERA CTOUMOCTH | |I

0p. o | '| MpOKM3BOAMTE CMMCaHIME |B Ha4aNEe PACHETHOO MEPMOAA V|

KommeHTapui | | MomTira civcanis | Default (1) ~|

Tun ——
Mcnons3yenas cucrena TV |Lifestream ~|

PoauTensckan yonyra |22 |

I Monb30BaTeNLKME AaHHbIE

Paspewate

MoAKAYETE N0 YMOMYEHHID || MHOXECTEEHHOE Tun
MoAKIIOHEHHE

Meana-HoHTEHT

TapudbHbIA NNaH - CEoCTEa Megwa-rpynna

ID Tapuda | 10

Hassarme Tapua | Crotpéura

" | ' Ok || W OTMeHa

Cosman [12.09.16 1145 | smeren [12.09.16 11:45

KommeHTapim | |

Cosaan ‘Inlt | Wzmerian ‘Iﬂlt

[] OBHynaTs BanaHc B koHUe pacd., Neprona
Yenyru

| Hobaeums |

D [Twn  |Hamewosamse | Konwertapuii

25 8 CHoTpéwka IPTV

‘ W OTtHeHa |

7. MNepepn nogkntoyeHmem Tapuda nonb3osaTtento HeobxoaMMo B ero KapTouke, B pasgene [lononHuTenbHble
napamertpbl, yka3aTb B none Lifestream user email agpec anekTpoHHOM NoYTbI, Ha KOTOPLIA ByAyT OTNpasneHsbl
NOrvH 1 Naporb ANA aBTopu3auun nonb3osaTtens Ha cepepe «CmoTpélukay. Mone Lifestream user id 6yget
aBTOMaTUYECKN 3anonHeHo nocne NoakmnYeHns Tapmda nonb3oBaTento U YCNewHon CUHXPOHN3aLUnmM Ha CTOPOHe
cepBepa «CMOTpéLLKay».

[lononHUTENEHEIE NEPaMETPE!

MNapameTp 3HaqeHue

Megogo user email

Lifestream user id

| 4 Cbpooute | | v Ok |I W MpuMeHUTE I| W OTMeHa |

HacTtpowuka cepBuca IptvPortal

Mopaepxka cepsuca IptvPortal, peanusosarHHas B 6unnunrosorn cucteme UTM5 Bepcum 5-3.005, nossonset
noaknoydatb 1 Tapuduymposatsb yenyru IPTV. MNogkntodeHne ycnyr nponssoanTcs agMUHUCTPATOPOM Yepes LieHTP
ynpaeneHus.

Mpwn nogkntoveHnn k cepeucy IptvPortal areHT (MpoBangep) nonyyaeT cnegyroLime napameTpsi:
— URL areHTa cnegytoulero Buaa: http://provider_name.iptvportal.ru

— UMS 1 Naporb Nonb3oBaTens;

— ID naketoB TB-kaHanos.

MopAaaok HacTPOMKK:
1. OTtkponite Hacmpoliku => Hacmpolku cucmembl => [po4ue HacmpoUKu:
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Hactporika cepsuca IptvPortal

1M H FPYnE!

CoobluEHHA

| (7 PenakTHpoBaTh || (4 OBHOBUTE

TPYNNkl HACTPOeK.

Taphibricaiy

CNpasoYHHEH

OTHeThI

‘;-{Z’ HacTpoliky cucTembl

“. ADnonHUTENEHEIE NApaMETPE!

HacTpoiiku TapudmMKaLm

HaCTPOiiKM KapToUHEIX NONBI0BATENEN
HacTpoiiki ysenomneHmii

HacTpoiiki npoTokona SMTP
HaCTPOIIKM BEICTAENEHIA C4ETOS
HacTpoiikk cepeepa RADIUS

HaCTpoiiku N0 yMoN4aHMo

2. B none Agpec xocta cepBuca IptvPortal BBeanTe nonyyenHbin URL areHTa, B nona Ums v Maponb

nonb3oBatens cepeuca IptvPortal — nonyyeHHbie ums 1 napons. Haxvure | ¥ % |

Anpec xocTa cepenca IntvPortal
Vina nenbzosatena cepanca IntvPortal

[lapene cepeuca IotvPortal

‘ netup.iptvportal.ru

‘admm

[yvsfran

—f o] [womes]

3. Otkponte Tapugukayus => Ycnyau (v LLIabrnoHb! ycrye, ecrniv yenyry Hy>Ho OyaeT BKMoYnTb B Tapud) u

HaxmuTe | & Adesms | B OTKpbIBLUEMCSH OKHe, Ha Bknaake Ob6ujue napamempsi, 3anonHute HammeHoBaHue U

Bblbepute Tvn Yenyra IP

TV:

~ D6wre NapaHeTpbI

* MapateTpel yomyr

| HaumeHosaHwe | IptvPortal

0p. nvuo |

KoMMEHTapMIA |

| Tun Ichyra IPTV

4. Mepenigute Ha Bknagky lMapamempsi ycryau. B none Ucnonb3ayemas cuctema IPTV BoibepuTte IptvPortal, B

none MNMonb3oBaTenbckue AaHHble BnuwmuTe ID nakeTa, KOTOPbIN HY>XHO NpuBA3aTb K cosgaBaemMon ycnyre, un

HaXMmute | « ok |,

- DfWwHe NapaMeTpE

MapaMeTpbl yCAYIH

Meproanyeckan coCTaBNAOLWARA CTOMMOCTI |30

MpousBoanTs ckcaHne |B Ha4ane paceTHOro Nepuoaa

MonuThKa crcaHua |Default [6l]

Thbl KOHTPEKTHEIX OKOHYEHIARA |

Wcnonesyemas aactema [PTV IIpl\dPorlaI

Mone30BaTENECKME AGHHEIE | 12345

Tvn

Meaua-KoHTEHT

Meaua-rpynna

_&‘ | W OTmera

@ ID nakema mernekaHanog cMmompume 8 rnaHersnu yripaeneHusi cepsucom IptvPortal.

5. Yt0o6bl L06aBMTL CO3aaHHYH0 YCryry Nonb3oBaTento, OTKpoTe kapTouky [Tonb3osamersi u co3nante CepBUCHYHO

unu TapudHyto CBA3KY.
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HacTpovika aBTomaTmyeckon permcrpaummn nons3osatenen HotSpot

HacTpounka aBTOMaTnyeckomn perncrpauumm nonb3oBarenen HotSpot

[ns aBTOmMaTn4eckon permcrpaumm nonbs3osarenen HotSpot no Homepy MoBuNBHOro TenedoHa Hy>Ho:

1. Co3gaTtb 1 HacTpouTb TapudHbIA NnaH ansa ycnyru HotSpot.

2. [lo6aBnTb Nyn KapT onnaTtbl 4118 CO34aHHOro TapudHoro nnaHa Hotspot (npy gobaenennu nyna kapt ykasatb ID
Tapuda HotSpot).

3. Cospatb npaswno firewall, cornacHo koTopoMy npu NogknoYeHUn nonb3osatens k HotSpot ckpuntam
SMS-wnto3a 6yaeTt nepenaBaTbcs HOMep TenedoHa, Ha KOTopbI ByayT OTNpaBneHbl NOMMH U Naponb Ans
aBTOpU3aLUN.

Mpumep: /netup/utm5/HotSpot SMS_send.pl TEL_ NUMBER LOGIN PASSWORD

= npasuna firewall x|

Npaeuna firewall - cROACTBA
KoMMeHTapUi |HntSpﬂt - PErMCTPaLIMA NONL30BaTENEN Mo HoMEpY MofinbHOro TenedoHa |

BpaHamaysp | Nioboli -

BLINONKATE ANA
Bce nonssosatent

BuINONHATL NpH:

CobBemure I‘Perm:rpaumq aboHerTa HotSpot v” NoBaEnTE |I

HaumeHoBaH1e

PerucTpawa aboHenTa HotSpot

[PassworD ~| [ Berasums |

Mpasnna firewall | /netup/utms/HotSpot_SMS_send.pl TEL_NUMBER LOGIN PASSWORD |
| ' OK ‘  OTmeHa |
MoxHO Takke 3agaTb CUCTEMHBIN BbI30B SMS-Lunto3a, ncnonb3yemoro nposangepom.
Mpumep:
wget "https://www.sms_service.com/action?provider_id=12345&tel=TEL_NUMBER&sms=LOGIN PASSWORD"
4. B koHurypaumoHHbi chann Web-uHtepdeiica /1ib/config.php A06aBUTL cnegyoLme napameTphbl:

$SHOTSPOT TARIFF ID = <ID TapmdHOTO maHa HotSpot>;

$HOTSPOT POOL ID = <ID myja KapT OmjaTe 14 Tapuba HotSpot>;

$HOTSPOT CHECK IP = True;
$HOTSPOT DURATION = <IIpOIOJIXMTEJNBHOCTE CeaHca HotSpot>;
$HOTSPOT PHONE REGEXP = <PeryndpHOe BEpaxeHMe IJId HOMepa TeyedoHa>;

5. HactpouTb nepeHanpasneHve nonb3osarens Ha CTpaHuuy /utm5 web php/hotspot.php AN BBOAa HOMepa
TenedgoHa.

6. Mocne Toro kak nonb3oBaTenb BBEN HOMep TenedoHa 1 Haxan kHonky Permctpauums, B cucteme UTM5
€037aeTcs KapToYHbIM Nonb3oBaTtens U cpabaTbiBaeT npasuno firewall Ha otnpaeky SMS ¢ normMHoM 1 naponem Ha
yKas3aHHbIN HoMep TernedoHa.
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BeeneHune

Anpo cucteMbl

BBeaeHue

Anpo cnucTembl — 3TO OCHOBHOWM MOAYSb, OTBEYaLWMiA 3a paboTy ¢ 6a3on gaHHbIX, obecrnevyeHne 4OCTyna K Hel n
06paboTky BxoAsILLEN MHGhOPMALIMU COrNAacHO BHYTPEHHMM npaBunam (TakMM Kak Tapudukaums, nepuoamnyeckue
cnucaHus). Aopo — 3To OTAEerNbHbIN MHOTONOTOYHbIV NpoLecc, paboTatoLuii B NoNb30BaTeNbCKkoM pexxunme. CTpykTypa
s4pa TakoBa, YTO OHO OPraHUYHO BMMCLIBAETCS B MHOTOMPOLIECCOPHbIE apXUTEKTYPbI U NPU BbICOKMX Harpy3kax
paBHOMEPHO UCMOSb3YEeT BCE NPEAOCTaBIEHHbLIE PECYPChI.

MOﬂyJ'Ib WHUUnanusaunm

CoeauHenus ¢ B
BepudmkaTop B

system user F URFA cepBep Knventsl URFA
MnaHnpoBLLMK
BTopuyHoe
arperauum ;
Tapucbukatop ;
NXT v.1 n NXT v.2 NXT knuneHTbl
TMepBuiHoe cepsepa (1C v ap.)
XpaHunuiie
arperauum

O6paboTunkn
Knaccudwukatop DYHKLMNIA
cepB. CBA30K
Knaccudukatop
Tpacuka MeHemxep ovepeaeii
TpaH3akuui

Dannbl CoxpaHeHuve
netanbHom neTanbHown
CTaTUCTUKN CTaTUCTUKN

Mogaynb BHyTpeHHu#
KypHamposaxna NetFlow i O6paboTumku O6paboTumky
Gycbep TpaH3aKLuii COBbITHIA

MocTaBLumk
NetFlow

Puc. 1. Cxema ycTtpoictea sagpa UTM Bepcum 5.3-004.

OCHOBHbI€ KOMMOHEHTLI sAAapa

O6pabotunk 3anpocoB URFA (UTM Remote Function Access) siBnsieTcst cepBepoM BbI30BOB YAanEHHbIX NpoLeayp.
OH NpuHMMaET COeaUHEHUS OT KITMEHTOB CUCTEMBbI 1 BbIMOMHSET 3anpoLLEeHHbIE KOMaHabl BHYTpU sigpa. 1ot
KOMMOHEHT CNy>MWT B BorbLUEN CTENEHN AN OpraHn3aLuy Nnosb3oBaTeNbCKMX U adMUHUCTPATOPCKMX NHTEPdENCOB.

Bydep NetFlow npuHumaet gaHHble o Tpadumke B popmate NetFlow Bepcuin 5,7,9 u 10 (IPFIX). Ons ycTponcTs,
NnoaaepPXXMBAOLLMX 3KCMOPT CTAaTUCTUKM MO MHBbIM NPOTOKOMam, HeobxoAMMO BOCMONb30BaThCs NpeobpasoBartenem
CTaTUCTWKN B COBMECTUMbIV hopmar.

KnaccudmkaTtop Tpadumka — Mogynb siApa, OCYLLECTBNSALNA COPTUPOBKY BCEro Tpadhmka no Kateropusm (krnaccam
Tpacduka) Ha OCHOBaHMM NapaMeTPOB, 3afaHHbIX B HACTPOWMKax cucTeMbl. [apameTpsbl knaccudukauum 3agatTcs B
ueHTpe ynpasnexHus UTMS.

HeTtapuduumpoBaHHasa nHgopmaums o Tpadmke, NpuHaanexallas oqHoMy aboHEHTY, arpernpyeTcs B MepBUYHOM
xpaHunuie. Nocne Tapudrkaumm ata MHOOPMaLUS NEPEHOCUTCH BO BTOPUYHOE XPaHUITULLIE U arpernpyeTcs B OgHy
3anncb Npy 0OVMHAKOBOM CTOMMOCTHM Tpacdmka. CnncaHme no MHpopMaLmm n3 BTOPUYHOIO XpaHUIMLLA NPONCXOauT
npv NPEBbILLEHNM MaKCUMarbHON CTOMMOCTM Tpadumka M MakCMMarbHOro BpeMeHU XpaHeHus nHdopmaumm B
ogHow 3anucu (Hactporku B uHTepdence agMuHMUCTpaTopa), Npu M3MeHeHnn CTOMMOCTU Tpadmka (Hanpumep,
€CIn CTOMMOCTb Tpadmka U3MEHSIETCS Nocne AOCTUXEHWS onpeaerneHHoro oobema), Npy NonyyYyeHun SApoM curHana
SIGHUP 1 npu 3aKkpbITUM OTYETHOIO Nepuoaa.
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3anyck

Mogaynb 6usHec-noruku (TapudukaTtop 1 knaccudmkaTopbl) OTBEHAET 3a TapudMKaLMIO BCEX YCNyT, B TOM YUche ycryr
nepegayu IP-tpacuka. OH ocyLLecTBNAeT nepeBo KONMYecTBa Oka3aHHbIX ONepaTopoM YCnyr B AEHEXHbIN
9KBMBANEHT C Y4ETOM BCEX 3aBUCHMOCTEWN, YKa3aHHbIX adMUHUCTPATOPOM CUCTEMBI.

Mopgynb >xypHanupoBaHus permctpupyert B log-caiinax sce cobbiTus B padote cuctemol UTM5. OH no3sonsiet
agMUHMCTpaTopam NPOBOAUTL AUArHOCTUKY CUCTEMbI M Nony4YaTb MHgopmaumio o cbosix B ee paboTe.

Mogynb goctyna k 6asam gaHHbix (DBA) npeacraenseT cobon yHudmumpoBaHHbii MHTepderc b1 n ocywecTtenser
nepeBo/ BHYTPMCUCTEMHbIX 3anNpoCOB AaHHbIX B 3anpockl K BHeLHen 6ase gaHHbIX. Takum obpasom, cuctema UTMS
He3aBMCKHMa OT Kakon-nnbo KOHKPETHON cuctemsl ynpasnenus BA.

Mpuem gaHHbIX NpoucxoauT nocpencteom bydepa NetFlow n o6paboTtumka 3anpocoB URFA. UcxogHble faHHble
CYMTBIBAOTCSA 13 6a3bl JAaHHBIX NPY 3amnycke.

@ JTrobbie usmeHeHus 8 6ase 0aHHbIX, cOenaHHble Hanpsmyto Yyepe3 CYB/] o epemsi pabomsi si0pa, Mo2ym
Mpusecmu K HEKOHMPOIUPYEMOMY MO8eOEHUI0 CUCMEMBI.

OaHHble NetFlow noctynatoT Ha 06paboTky B OM3HEC-MOAyIb, IAe pacCUnTbIBaOTCA BCe HEOOXoaMMble cnucaHus. B
cnyyae BbICOKOW NukoBown 3arpy3ku notok NetFlow moxeT 6bITb BycheprsoBaH ANA CHUXKEHNS BOSMOXHBIX NOTEPb.
HeobpaboTaHHble aaHHble NetFlow coxpaHstoTcsa B chainax cneumansHoro coopmata. Mogynb, COXpaHaooLWwnii aTn
AaHHble, NpK 3anycKke co3aaéTcsB OTAEMbHON HUTK U, MO BO3MOXHOCTM, C BbICOKMM NPUOPUTETOM.

3anyck

NcnonHsaembin dann agpa UTMS HasbiBaeTcst /netup/utm5/bin/utm5 core.

B komaHgHOWM CTpoKe MOXHO nepefasatb cneayouine napamMeTpbl:

-p <oyTb> MyTb k pid-cpanny.
-c <nyTb> [MyTb K KOHUrypaLMOHHOMY hanny.
-v BbiBOA MHOpPMaLMK O MONTHOM HOMepe COOopKKM, BpeMeHn COopKn 1 AONYCTUMbIX NapameTpax

KOMaHAHOW CTPOKM.

CyuuecTBytoT Tpu criocoba 3anycka utm5 core:
1. HenocpeacTeeHHbIN 3anyck 6uHapHoro daiina /netup/utm5/bin/utm5 core ¢ HeobXoAMMbIMM NapamMeTpamu;

2. 3anyck ¢ nomoubto ckpunTa watchdog ¢ ykasaHmem napametpa start

/netup/utm5/bin/safe utm5 core start

CKpvNT aBTOMaTUYeCKM NepesanycTuT utm5 core, €CIM OH MO KakUM Nbo NpUYMHaM HEKOPPEKTHO 3aBepLUnT
paborty;

3. 3anyck ¢ NOMOLLbIO CKpUMTa aBTOMaTMYECKOro 3anycka (pekomeHayembln cnocob).
B Linux:

/etc/init.d/utm5 core start
B FreeBSD:
/usr/local/etc/rc.d/utm5 core.sh start

[ina octaHoBKM utm5 core u ckpunTa watchdog crneayet BbINONHWUTL CredytoLyo KOMaHay:

B Linux —
/etc/init.d/utm5 core stop
B FreeBSD —

/usr/local/etc/rc.d/utm5_core.sh stop
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HacTtponka

HacTtpouka

HacTpolika agpa nponsBognTCcs C MOMOLLbIO:

— napameTpoB, 3aiaBaeMbix B kKoHdUrypaLmoHHoM darine (cM. KoHdmrypaumoHHbin cann);

— napameTpoB, 3aaBaeMbIX C MOMOLLbIO HTepdelica agmuHucTpaTopa (cM. HacTpoliku B MHTepdeiice

agMuHMUCTpaTopa Ha cTp. 52).

MapameTpbl, 3agaBaemble B KOHUIYpaLMOHHOM channe, UCnonb3yTca NPU UHMLManmM3aummn sgpa n KOMNOHEHTOB
cucTembl. MIameHeHnst napamMeTpoB BCTyNatoT B CUNYy Npu criegytoLlem 3anycke sapa.

MapameTpebl, 3a4aBaeMble C MOMOLLbIO MHTEPdENCa aaMUMHUCTPaTOpa, ONPeaensoT NoBeAeHUE sapa U ero
KOMMNOHEHTOB Mnocrie 3anycka. CyLLLeCTByeT BO3MOXXHOCTb M3SMEHATb 3HAa4YeHNA JaHHbIX NapaMeTpoB, eCiin HE YKa3aHOo
obpaTtHoe, B ntobon MOMeHT paboTbl sapa. ameHeHus BCTynakT B CUITy C MOMEHTA MX BHECEHMS.

KoHdurypaumoHHbin cpann

Mo ymonyaHutio sapo éunnuHrosor cucteMbl UTM5S ncnonb3yeT KoHUrypaumoHHbI dhann

/netup/utm5/utm5.cfqg.

dopmat KoHUrypaumoHHoro channa:

rnapaMe Tp=3HaueHue

Habop cumBOonoB, Haxo4AWMINCS [0 3HaKa paBeHCTBa, ABMNSETCA Ha3BaHMEM NapameTpa, Nnocne — 3Ha4eHnem
napametpa. [pobenbl yunteiBatotcs. [ycTble cTpokn urHopupytotcs. CTpoka, HaunHarLwwasicsi ¢ cuMmeona #,

CUHNTaeTCA KOMMeHTapuem.

Hwxe npMBognTCSA CNNCOK BO3MOXHbLIX MapaMeTpoB.

MapameTpsbl, CBA3aHHbIE C 6230 AaHHbIX:

Bo3moXxHble
3Ha4YeHusn

MapameTp

Mo
yMonyaHuro

OnucaHue

database type mysql, postgres

obs3aTenbHbIn

Tvn 6a3bl AaHHbIX.

napametp
database Ctpoka oba3aTenbHbIi HassaHune 6a3bl JaHHbIX.
napameTp
database host Ctpoka localhost Appec xocTa, Ha KOTOpOM HaxoauTcs 6asa
OaHHbIX.
database login CTtpoka TNOTUH TEKYLLIEro Jlorvn ans poctyna k 6a3e AaHHbIX.
nonb3oBaTtens
database password Ctpoka nycrasi CTpoka Maponb ons gocTtyna k 6ase AaHHbIX.
database sock path Ctpoka /tmp/mysql.sock  TyTb K Unix-COKeTy, ncnonb3yemomy Ans
(a) noaKmnYeHus Kk cepeepy 6a3bl aHHbIX.
Mcnonb3yeTcs TonbKo B criyyae, korga
database host He yKasaH unu ero
3Ha4yeHne paBHO localhost.
database port ® Crpoka 3306 Homep nopta ana goctyna k 6ase gaHHbIX.
dbcount Yncrnoor20064 6 KonunyecTtBo coeanHeHuin, OTKpbIBaEMbIX
SAPOM OMIIIMHIOBOW CUCTEMbI K 6a3e AaHHbIX
ONs NoNb30BaTeNbCKMX onepaLumi.
dbcount_sys UYncnoor2p064 4 KonnuecTtBo coeguHeHun, OTKpbliBaeMbIX

NetUP

SAPOM OMNMMHIOBOM CUCTEMbI K 6a3e AaHHbIX
0N CUCTEMHbIX onepauuii.
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HacTtponka

MapameTp Bo3MOXHble Mo OnucaHue
3HavyeHus ymon4yaHuio
database reconnect  HarypanbHoe 5 KonunyecTtso nonbiTok coeanHeHunst ¢ 6asomn
count yncno [OaHHbIX, eCN COEAMHEHUNE He ObINno
YCTaHOBMEHO, UMK KONMUYECTBO MOMbITOK
BbInonHeHnst SQL-3anpoca, ecnu ero
BbIMOSTHEHME 3aKOHYMITOCh HeyaayHo.
database reconnect  HarypanbHoe 2 3apepxka B cekyHOax nepen noBTOPHON
sleep yncno NonbITKON coeanHeHns ¢ 62301 AaHHbIX UK
nepes NoBTOPHbLIM BbINOMHEHNEM
SQL-3anpoca.
database charset @  Koguposka utf8 KoaupoBka coeanHeHnst ¢ 6a30in AaHHbIX.
verify database enable, disable enable Bepudmumposatb 6a3y gaHHbIX nepeq
3anyckom sapa UTMS.
verify archive tabl enable, disable disable Ecnu BkntoyeHa Bepudpmkaumnsa 6asbl AaHHbIX
es nepen 3anyckom, Takke BepndunumpoBaTb
apxuBHble Tabnuubl.
verify database ind enable, disable disable Bepuduumposatb MHAEKCH Nepen 3anyckoM
ex aapa UTMS.
a. [eiictByeT Tonbko ans MySQL
MapameTpbl, cBA3aHHble ¢ URFA-cepepom:
MapameTp Bo3MOXHble Mo OnucaHue
3Ha4yeHuUs yMonyaHutio
urfa bind host @ IP-anpec cepBsep oTkNo4eH  IP-agpec, Ha koTopom 6yaet
o o MHTepderca nnu npocnyLlimeaTbCs NOpT AN npuema
0.0.0.0 URFA-3anpocos.
urfa bind port Yucno ot 1 go 11758 MopT, KOTOPbLIV ByAET NPOCNYLIMBATLCS
65534 URFA-cepBepom.
a. MoxHo yKa3aTb HECKOJTbKO 3Ha4YeHun
MapameTpsbl, CBA3aHHbLIE CO Stream-cepBepoM:
MapameTp Bo3MOXHble Mo OnucaHue
3HavyeHus yMonyaHuio
stream bind host IP-agpec 0.0.0.0 IP-agpec, Ha koTopoM Gyaet
uHTepdenca nnm npocnywmBaTbCs NopT AN npuemMa
0.0.0.0 Stream-3anpocos.
stream bind port Yucno ot 1 go 12758 MopT, KoTOpbLIV ByAeT NpocnyLWMBaTLCS
65534 Stream-cepBepoM.
MapameTpbl, cBa3aHHble ¢ NXT-cepBepamu:
MapameTp Bo3MOXHble Mo OnucaHue
3HavyeHus yMonyaHuio
nxt bind host IP-agpec 0.0.0.0 IP-agpec, Ha koTopoM Gyaer
WHTEpderica unu npocnyLIMBaTbLCA NOPT 4115 Npyema 3anpocoB
0.0.0.0 NXT v.1.
nxt bind port Yucno ot 1 go M777 MopT, koTOpLIN ByAET NPOCNyLLNBATLCA
65534 cepsepomM NXT v.1.

NetUP

140



HacTtponka

MapameTp Bo3MOXHble Mo OnucaHue
3Ha4yeHus ymon4yaHuio
nxt v2 bind host IP-agpec 0.0.0.0 IP-agpec, Ha koTopom Byaet
nHTepdenca nnu NpOoCNyLWMBATLCS NOPT AN NpMeMa 3anpocoB
0.0.0.0 NXT v.2.
nxt v2 bind port Yucno ot 1 go 11778 MopT, KOTOpPbLIV ByAET NPOCNYLIMBATLCS
65534 cepsepom NXT v.2.
iptv_cluster host IP-agpec He 3apaH IP-agpec NetUP IPTV cluster core.
iptv_cluster port Yucno ot 1 oo 50500 Moprt, koTopkIn ByaeT npocnywwueats IPTV
65534 cluster core B oXxvgaHum CoOeanNHeEHMs.
Mapametpbl 6ycpepa NetFlow:
MapameTp Bo3MOXHble Mo OnucaHue
3Ha4yeHus yMonyaHutio
nfbuffer host Ctpoka 0.0.0.0 IP-agpec, Ha koTopoM Byaet
npocnywmsatbcs UDP-nopt ansa npnema
notoka NetFlow.
nfbuffer port Ctpoka 9997 [MopT, Ha KOTOPOM AP0 NPUHUMAET NOTOK
NetFlow.
nfbuffer bufsize HatypansHoe yctaHaenuBaeTca Pa3smep 6ydepa UDP-cokerta,
yuncno ocC ncnonb3yemoro ang npuema notoka NetFlow.
MapameTpebl, CBA3aHHbIE C NOACYETOM Tpaduka:
MapameTp Bo3MoOXHble Mo OnucaHue
3HayeHus ymMmon4yaHuto
classifier traffic  [lyTb Kk cpanny /netup/utm5/db/ ®avin ona xpaHeHus nHpopmauum o Tpaduke
file traffic.dat npu octaHoBke agpa UTM5.
MapameTpbl reHepauny JOKYMEHTOB:
MapameTp Bo3MOXHble Mo OnucaHue
3Ha4yeHuUs yMonyaHutio
doc_path MyTb Kk /netup/utm5/doc  OupekTtopus ans xpaHeHus *.odt cdannos.
anpekTopun
tmp path MyTb K /tmp Manka ans xpaHeHns BpeMeHHbIX (halirnos.
OUpeKTopum

libreoffice path MyTb k dpanny

{usr/bin/libreoffice

MyTb k ncnonHsiemomy dpanny LibreOffice.

Llenoe uncno (B
bantax)

max upload size

1000000

MakcumanbHbI pasmep 3arpy»Kaemoro
wabnoHa gokymeHTa / gorosopa.

MapameTpbl XXypHanupoBaHus (nogpobHee — B pasgene OnucaHue cuctembl: XXypHanupoBaHue Ha cTp. 15):

MapameTp Bo3MOXHble Mo OnucaHue
3HavYeHus yMOS4aHu1Io

log level Yucno 1 Onpepensier ypoBeHb COOBLLEHUN,
otr0po3 3anncbiBaeMblX B OCHOBHOW MOTOK

COOOLLIEHNIA.

log file main MyTb K panny

NetUP

CraHpapTHbIf
MOTOK OLUMOOK

dain 0CHOBHOMO NOTOKa COOBLLEHWUNA.
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MapameTp

Bo3smoxHble
3HavYeHus

Mo
YMOJYaHUIO

OnucaHue

log file debug

MyTb k channy

CraHpapTHbIf
NOTOK OLUNBOK

dain noToka coobLEeHMI C AMarHoCTUYECKOMN
N OTNago4HoOn nHpopmaumen.

log file critical

MyTb K panny

CraHpapTHbIn
MOTOK OLUMOOK

dann noToka coOoBLLIEHUIN O KPUTUHECKMX
oLlumbkax.

log file verificato
r

MyTb k channy

/netup/utm5/log/
ve-rificator.sql

davin coobLieHunin BepucukaTtopa 6asbl
[AaHHbIX.

syslog_name string He 3agaHo Mpedmke, gobaBnsiemblli K 3anncsam npu
BKIMHOYEHHOWN OMNLMN 3anUcu B CUCTEMHbIN
XypHan (syslog).
rotate logs yes, on, enable PoTauunsa BkntouaeTt poTtauuio log-channos.
OTKItoYeHa

max_logfile count @

Yucno

He orpaHunyeHo

MakcumanbHoe Konnm4ecTeo XpaHUMbIX
log-channos.

max logfile size @

Pa3smep B Gaintax

10485760

Pasmep log-chaina, npv AOCTMXEHUN
KOTOPOro Npov3BOAUTCS poTauus.

core pid file MyTb Kk panny /var/run/utm5_cor PID-cbann
e.pid
a. [lenictByeT, ecnu BKMoYeHa poTtaums log-dannos
MapameTpbl, CBA3aHHbIE C pa3MepPOoM CTeka:
MapameTp Bo3MOXHble Mo OnucaHue
3HayYeHus yMonyaHuio
thread stack_size Pasmep B Gantax 8388608 Pa3mep cTeka HUTK, OTBeYatoLLen 3a
(He meHee 65536) OM3HEC-TOruKYy.
rpc_stack size Pasmvep B 6bantax He 3agaHo Pasmep cteka Hutn URFA-cepBepa.

(He meHee 65536)

[MapameTphl, CBA3aHHbLIE CO cneumanbHON NULEH3NEN:

MapameTp Bo3MOXHble Mo OnucaHue
3Ha4YeHus yMorn4aHuio
ssl cert file MyTb Kk dpanny /netup/utm5/  ®ann ceptudumkara.
cert.crt
ssl privkey file MyTb k channy /netup/utm5/  ®ann npMBaTHOrO Krto4a.

privkey.pem

ssl privkey passphr
ase

Ctpoka

lMyctas cTpoka

[Maponk npuBaTHOrO Kntoya.

HacTponku B nHTepcence agMmHuUcTpartopa

MapameTpbl CUCTEMBI, 3aaBaeMble B MHTEpdECe agMMHUCTPATOpa, HaxoasaTca Ha Bknaake HacTponku:
HacTponku cuctembl 1 pasgeneHbl Ha HECKOMbKO rpynn HacTPOeK:

HacTponkn Tapmudukaumm

HacTtponku yBegomneHun

NetUP

HacTponkn kapToyHbIX Nonb3oBaTtenen

Hactporiiku npotokona SMTP
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— HacTtporiku BbICTaBneHUsa cHeToB
— [poune HacTpovikn

— Hactpoliika cepsepa RADIUS

OTKPOWTE HYXHYIO rPYMMy HACTPOEK ABOMHBLIM LLEMYKOM MbILLM UIW HAXKATUEM KHOMKM | & Penakposate |, OTKpOETCS
OKHO CO CMCKOM PEAAKTUPYEMbIX NapaMeTPOB:

x|

150-K0p, CHETEMHOI Ba/IOTH! [810 |
MUHHMMANEHAA CYMMa NEpMoaMYECcKoro civcaHms [0 |
BaiT B TapudULMpYeMoM KMIoGaiiTe [1024 |
YMEne NepHOAMHECKMX CIMCAHKMIA B DACYETHOM Nepuode (64 |
Tepyo arperaLyy Tpaduka (cek) [g00 |
MNoporosas CyMMa CMcaHig NPK arperaumy Tpaduka [s |
O6HYNATE NpefonadYeHHbIi Tpaduk Npu CMeHe Tapuba [

PAIPEWMTE M3MEHEHWE NpedonnaYerHoro Tpadwka (onacho) [

INepvoa coopa AaHHbIX C KONNeKTOopoB Tpaduka (cek) [60 |

[ VoK || @otmena |

Ecnn Ha3BaHve napameTpa noa4YepKHYTO, TO NPM HaBeOAEeHUN Ha Hero Kypcopa Mbillin 0To6pa>KaeTc9| BCNbiBaoLlan
noAcKaska € onncaHnem napametpa:

YMEno, NepHOAMHECKIX CIMCAHMIA B DaCYETHOM Nepuoge (64 |

MNepwoa arperawmm TDaI’%MKa (cek) |9EJU |

Toporoeas cyMua cnie

" [

MaKCHMMansHOe Bpems arperauui Tpaduvka (B cekyHaax). é
O6HynaTE npeaonnave N0 MCTEHEHHN STOMO BpeMEHM BYAeT NpoM3BEAEHT CMCAHHE
CPeACTS 33 arperMpoBatHblil Tpaduk

PagpewnTE M3MeHeHye NpegonnaqexHoro Tpadwia (onacho) | |

MapameTpsl Mepuon arperauunn Tpaduka v MoporoBasi cymma cnvucaHusl Npuy arperauum Tpadpuka onpegensiior
NepuoanNYHOCTb CNUCaHUS CPEACTB CO CYETOB MNoJb3oBaTenen.

@ Omu dsa napamempa Gelicmeyrom 00HO8PEMEHHO, M. €. CriucaHue npoucxooum npu HacmyrnaeHuu 106020 u3
ycnosull: npesbiweHue nepuoda aspeaayuu Unu HakomnneHue nopo2oeoli CyMMbI CriucaHusl.

@ Yem meHbwe 3Haq4eHuUs OaHHbIX napamempos, meMm bbicmpee bydym ysenuyueambcsi mabnuybl CriucaHusi —
Haubonee obbémHas Yacmpb B/, 8 cessu ¢ 4em mo2ym rnompebosambcs crieyuarnbHbie Mephbi (CM.
ApxueuposaHue mabnuy cnucaHuli Ha cmp. 245).
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BeeneHune

UTMS RADIUS

BBeaeHue

UTM5 RADIUS B3anmogencTsyet ¢ cepeepamu goctyna (aanee NAS) no npotokony RADIUS B cooTBeTCcTBUM CO
craHgaptamu RFC 2865, 2866 1 5176.

MpoTtokon Remote Authentication Dial In User Service (RADIUS) o6ecneunBaeTt aBTopusauuio, ayteHTumkaumo 1
aKKayHTUHI Mexay cepBepoM AOCTyna 1 CepBepoM aBTopusauuu.

[JaHHbIn npoTokon ynpoLaet ynpaeneHune 6onbwnm konvdectsom NAS. Hanpumep, korga B CETU MMEIOTCS HECKOMNbKO
YCTPOMNCTB, K KOTOPbIM NOfb30BaTENN AOMKHbI UMETb AOCTYIM, U HA KaXXO0M YCTPONCTBE coaepXmTCca HdopmaLumsi 060
BCEX NMONb30BaTensx, T0 agMUHUCTPUPOBAHME TakoW CUCTEMbI 3HAYUTENBHO yCcnoxHsaeTcs. NMpobnema moxeT ObiTh
peLleHa yCTaHOBKOM OOHOrO LIeHTpanbHOro cepeepa aBTopusaumm, YTobbl BCce CETEBbIE YCTPOWCTBA OTNPABMANN eMYy
3anpocbl No ctaHgapTHomy npotokony RADIUS. MNpu aToM B Ka4ecTBe cepBepoB JOCTYNa MOryT BbICTynaTh
yCTpoWcTBa NobbIx Npom3BognTenew, nogaepxmeatome npotokon RADIUS.

Mo gaHHOMY NpOTOKOMNY BO3MOXHa nepegaya nHdopmaLmm o nonyyYeHHbIX Nonb3oBaTensiMm ycnyrax (Bpems
coefunHeHus, noTpebneHHbIn Tpaduk, IP-agpec nonb3oBaTtensa u T. n.).

Pabota ¢ NAS onucaHa B pasgene UHTepdennc agmmHuctpartopa: Cnucok NAS Ha cTp. 77.

UTM5 RADIUS B3anmogevictayeT ¢ sapom UTM5 no npotokony Stream.
@ O0duH sksemnnsp ssi0pa UTM5 moxem pabomampb mosbko ¢ 00HUM RADIUS-cepsepom.

Maket RADIUS BxoguT B cocTaB Tpéx mogynen, Tpebytolumx oTaenbHbIX NuueH3ni. NMposepuTs Hanmume u cpok
OENCTBUSA NMULEH3NIA MOXHO B MHTepdence agmuHuctpatopa UTMS (cm. : JluueHsum, nyHkTsl Mogynb Hotspot,
Moaynb kommyTupyembix u VPN coeauHenuin 1 Moaynb TenedoHun).

OnucaHue B3aumogenctTeusa no nporokony RADIUS

Ecnn NAS HacTtpoeH Ha B3ammogenctaue ¢ UTM5 RADIUS no npotokony RADIUS, oH He xpaHuT 6asy AaHHbIX
nons3osarenen.

Mpu nogkntoyeHnmn nonb3oBatens NAS oTnpaensieT 3anpoc Ha NPOBEpPKY BO3MOXHOCTY AocTyna (Access-Request).

UTM5 RADIUS npuHMMaeT peLueHne 0 BO3MOXHOCTU NOAKIIOYeHNs aboHeHTa. B criyyae npMHATUS NONOXUTENBHOTO
pewenus Ha NAS oTnpaenseTcs OTBET 0 BO3MOXHOCTU NogkntoveHns aboHeHTa (Access-Accept). Mpwu
oTpuuatensHom pelleHun Ha NAS oTnpaBnseTcs oTeeT, 3anpeLyatowuii aoctyn (Access-Reject).Ecnu gns npuHsaTus
peLueHusi TpebyeTcs AononHuTenbHasa nHgopmaums, kotopyto NAS gomkeH npegocTtaBuTb HA OCHOBaHMK 3anpoca oT
UTM5 RADIUS, Ha NAS otnpasnsetcs oteeT Access-Challenge.

t—t—t =ttt -ttt -ttt —F =t —F =ttt =t —F =t —F = —F ==+
| |  ====== >Access-Request | |
| NAS | Eemmmm= Access-Challenge | UTM5 RADIUS

| |  ====== >Access-Request | |
| | <—————= Access-Accept |

+

R e e e e s

Ecnu NAS HacTpoeH Ha nepepavy nHgopmaumm o coeamHeHnn, UTM5 RADIUS nocne yctaHOBNEHWst COeaUHEHUS
oTnpaBenseT 3anpoc Ha y4yet (Accounting-Request), coaepxalmii ntHpopmaumio o Hayane ceccuu. B 3aBucumocTtu ot
KoHdurypaumm, NAS Takke MOXET OTNpaBnaTh OMNONHUTENbHbIE 3anpockl Ha yyeT (Accounting-Request),
copepxallume nHopmaLmio O TEKyLLLEM COCTOSIHUM YCTAaHOBMEHHOMO COEAVHEHUS, C NEPUOAUYHOCTLIO, ONPEAENEHHON
B KoHdurypaumm NAS.

Ecnu ansa coegmHeHns 6bin oTnpaeneH xots 6bl oguH 3anpoc Accounting-Request, To npu paspbie 4aHHOrO
coegnHermnsa NAS gomkeH otnpaeButb Accounting-Request ¢ ntorosoi nHdopmMaumen o CoeamHeHun.
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Mpw nonyyeHun 3anpoca Accounting-Request UTM5 RADIUS cosfaet, nameHsieT nnm yaansieT oObekT,
acCoUMMPOBaHHbIN C coeanHEHNEM. B 3aBUCMMOCTU OT coaepkaHnst 3anpoca MOryT BbINOMHATLCA AOMONHUTENbHbIE
OENCTBUSA, HanpaeBfeHHbIe Ha COXpaHeHVe B ONepaTMBHOM AOCTYyNe HeobxoanMon NHopMaLmMn O COeaNHEHUN.

B cnyyae ycnelHorn obpaboTku 3anpoca Accounting-Request UTM5 RADIUS otnpaensieT Ha NAS oTBeT
Accounting-Response ¢ nHdopmauumei ob ycneluHorn otpaboTtke 3anpoca.B cnyvae HeyaavHon obpaboTkm noboro
3anpoca otBeTbl Ha NAS He nepepatotcs.llakeTbl OT Hen3BeCTHOro (HesapeructpmpoBaHHoro B cucteme) NAS
WFHOPUPYHOTCS.

Bsanmopenctane UTM5 RADIUS u NAS ocyuiectansietca nocpegctesom RADIUS-naketos. [Ansa nepenayn
RADIUS-nakeToB mcnonb3yetcsa npotokon UDP. [ins npyema 3anpocoB Ha npoBepky goctyna (Access-Request)
UTM5 RADIUS o6bI4H0 ncnonb3yeT nopt 1812. [ins npuema 3anpocos Ha y4eT (Accounting-Request) UTM5 RADIUS
006bIYHO ncnonbayet nopt 1813.

B o6wwem cnyvyae RADIUS-nakeT BbIrMSANT criegyowmm obpas3om:

+

Identifier | Length |

—t—t—t =ttt —F—t—F—F—t—t—t—t—t—t—F—t—t—t—F—t—t—t—t—t—Ft—F—F—F—F—+
|

|

|

|

+

Authenticator

—— —— +—+o0o0
|

t—t—t—t—F—t—t—F—t—t—F—t—t—F—t—t—F—F—t—F—F—t—F—F—t—F—F—t—F—F = —+—
|  Attributes
t—t—t—t—F—t—t—t—t—t—F—F—+—

OnucaHne nonen nakera:

— Code — none, ucnonb3yemoe ansa ngeHtudpmkaumm Tuna RADIUS-naketa. UTM5 RADIUS nognepxvBaet
RADIUS-nakeTbl cO cnegylowumMm Kogamu:

Tun HasBaHue MpuHumaeTca unu nepeapaeTcs
UTM5 RADIUS

1 Access-Request npuHUMaeTcs

2 Access-Accept nepegaetcsi

3 Access-Reject nepepaercs

4 Accounting-Request npuHMMaeTcs

5 Accounting-Response nepegaetcsi

11 Access-Challenge nepepaetcs

— ldentifier — uicno, npeaHasHayeHHOE AN COOTHECEHMs 3anpoca 1 oTeeTa. [lybnvpyrowmecst 3anpockl ¢
OAVNHaKOBbIM VI,D,eHTVI(bVIKaTODOM, nocrtynueLllne B Te4eHne KOPOTKOro npomMexyTka BpemMeHn OT OAHOIo 1 TOro xe
NAS, nrHopupytoTcs.

— Length — cymmapHas anvHa noneri Code, Identifier, Authenticator u Attributes.

— Authenticator — ons 3anpoca 3710 yHMKanbHasi nocnegoBaTeNbHOCTb CUMBOJIOB, UCMONb3yeMasi COBMECTHO C
MD5-cymmon obuero ana UTM5 RADIUS n NAS cekpeTHoro cnoBa (secret) ons wudpoBaHusa napons
nonb3oBaTens ¢ nomoLlbo obpaTnmoro anroputma. [ins oteeta ato MD5-cymma nonewi Code, Identifier, Length,
Authenticator, Attributes 1 o6wiero cekpeTHoro croea.

B uensax obecneyeHunsi 6esonacHoCTM obLlee CEKPETHOE CMOBO AOMKHO ObITb AOCTATOYHO AMUHHBIM U CIOXHBLIM
ansa nogbopa. Kateropmyeckn He pekoMeHAyeTCs UCnorb3oBaTh NycToe obuiee cekpeTHoe crioBo. Ans
onpeaeneHus Toro, kakoe oblee cekpeTHoe crnoBo byaeT ncnonb3oBatbesd, UTM5 RADIUS ncnone3yeT agpec
otnpasutens RADIUS-nakeTa.

NetUP 145



Onucanune B3aMmogencTems no npotokony RADIUS

— Attributes — none nepemeHHo onuHbI, cogepxatllee cnucok atpubytos RADIUS.
@ B cucmeme UTM5 sepcuu 5-3.004 peanusoeaHa noddepxxka meauposaHHbIx ampubymoe RADIUS.

Kaxpgpih RADIUS-aTtpmbyT cogepXuT cneundunyHyo 4ONONHMTENbHY0 MHAOPMaLMIo 0 3anpoce unu oteete. B

2
b=t db =t dl =

Length
+—t—t—F—F—F—F—F—Ft—F—F—Ft—t—F—F—t—F—F—F—F—+—+—

o6wem cnyvyae RADIUS-atpubyT BbIrmaguT creayolmmM obpasom:

— Type — uncro, onpeaensiollee HasHa4YeHne JaHHoro aTpubyTa.
Onwucanne Tnnos RADIUS-aTtpubyTos:
http://www.iana.org/assignments/radius-types/radius-types.xhtml#radius-types-2

— Length — cymmapHasa anvHa nonen Type, Length n Value.

— Value - nHopmauus, cneumdmyHas ans kaxkagoro tTuna atpubyTta. B 3aBucnmocty ot Tuna atpubyta gaHHoe none
MOXeT coaepxaTb cneayoLlne AaHHbIE:

— text—ot1 1 go 253 6anT, copepxawmx Tekct B UTF-8 (B cTpoke He#onyctMMo MCMofb30BaHUE CUMMBONA C
HyneBbIM KOAOM);

— string — o1 1 go 253 6anT, cogepxawmnx GMHapHy MHPOPMaLIUIO;

— address — 32 6uTa, MHTEPNpETMPYEMBIE KaK afpec;

— integer — 32 6uta, uHTepnpeTnpyemble kak 6e33HaKkoBOE Lienoe Y1cno;

— time — 32 6uTa, uHTepnpeTmpyemble kak Bpems B cekyHgax ¢ 00:00:00 1 aHBapsa 1970 UTC.

HekoTopble anVI6yTbI MoryT ObITb BKMIOYEHbI B NakeT 6onee ogHoro pasa. B atom cny4yae nx nHtepnpetauna 3aBucuUT
OT Thna anVI6yTa. [Nopsigok cnegoBaHus anI/I6yTOB ABNAETCA CyLeCTBEHHbIM.

B nakeT Takke BKIMOYAKTCHA JOMNONMHUTENbHbIE aTpUBYThI, yKadaHHble B HacTponkax NAS, ycryr n cepBUCHbIX CBS3OK.
ATpnbyTbl, ykasaHHble B HacTporkax NAS, nobaBnsaoTca nepBbiMKU, B HACTPOMKaX YCIyr - BTOPbIMU, B HACTPOWKax
CEPBUCHbIX CBA30K - B nocneaHtoto ovepens. UTMS5 no3sonsiet HacTpouTb onpeaeneHHble AencTBus npy gobasnexHun
aTpubyToB, HanpumMep, 3aMeHUTb UNK yaanuTe paHee fobasneHHbI aTpubyT. Takum obpasom, HanbonbLLKi
npuopuTEeT MMELOT aTpmbyThl, ykazaHHbIE B CBOMCTBAaxX CEPBUCHBIX CBA30K. MogpobHee cM. [lononHuUTenbHbIE
aTpnbyTbl RADIUS Ha cTp. 78

B panbHenwem npu ykasaHum Ha kakon-nn6o RADIUS-aTpmbyT ByaeT ncnonb3oBatbCs ero obLenpuHaToe Ha3saHue,
a ugeHTudukaTop Tuna dyaet ykasaH B ckobkax. Hanpumep, atpmnbyTt User-Name (1).

CyuwectsyeT Tun atpubyta Vendor-specific (26), npegHa3HaveHHbIN AN nepefayy pacluMpeHHbIX aTpubyTos,

2
9012
- +-t—+-+
| Vendor-Id |

e e s B e et e s
| Vendor-Type | Vendor-Length | Data

Fot—t—t—t—t -ttt —t—F—t—F—t—F—F—F—F. ..

+ O W
[

2 3
R B et s At S +-+

HasHauyeHue KOTOpbIX onpeaenseTcs pasnMyHbLIMU opraHusaunsami. [JaHHble, NepedaBaemMblie B 3TOM aTpubyTe,
VHTEPNPETUPYIOTCS Criedyowmm oGpasoMm:

Vendor-ld — uncno, ngeHtudmumpyiollee opraHm3saumio, Kotopas onpeaensieT HadHayeHue aHHoro atpubyTa.

Vendor-Type — uncrio, onpegensioLiee HasHayeHe 4aHHOro aTpubyTa.

Vendor-Length — cymmapHasa gnvHa nonen Vendor-Type, Vendor-Length 1 Data.

Data — naHHble cneumdunyHon YacTn atpubyTa.
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B panbHenwem npu ynomuHanum vendor-specific atpubyToB GyaeT ncnonb3oBaTbes UX 0BLLENPUHSATOE Ha3BaHWe, a
Vendor-ld n Vendor-Type GyayT ykasaHbl B CKOOkax Yepes Touky ¢ 3anaTton. Hanpumep, Cisco-AVPair (9;1).

3anpocbki DM n CoA

Mpn HeobXoANMOCTU U3MEHEHMS NapaMeTpoB ceccun unum ee paspbiea UTMS RADIUS moxeT oTnpaensATb 3anpochkl
DM (Disconnect Message) n CoA (Change of Authorization) B cootBeTcTBun ¢ RFC 5176. [1ns nameHeHus
napameTpoB unu paspbiBa kaxgon ceccum UTM5 RADIUS otnpaBnseT oTaenbHbIn 3anpoc.

B3anpoc paspbiBa coeguHeHus (DM) n 3anpoc nameHeHus napameTtpos ceccum (CoA) MMeIoT ognHaKoBbIn hopmart U
oTnpaensTcsa No ymonyanuio Ha UDP-nopt 3799. Homep nopta MOXHO U3MeHWTb B HacTpoikax NAS (cm.
WHTepdpeinc agmmnHuctpatopa: Cnucok NAS Ha cTp. 77).

3anpocbl DM ncnonb3yoTcsa Anst paspbiBa ceccum, ecnu 6anaHc nuueBoro cyeTa nonb3oBaTerns CTaHOBUTCS
oTpuuarensHbIM. [ng naeHTudukaumm ceccmmn B 3anpoce MOryT NCMornb30BaThCs cnegyowmne atpubyThbl:

User-Name — nvs nonb3oBartens, acCoLMMPOBAHHOIO C O4HOW UK 6onee ceccuamu;

NAS-Port — nopT, ucnonb3yembiin CECCUeR, KOTOPYIO HY>KHO pa3opBaThb;

Framed-IP-Address — IPv4 agpec, accounmpoBaHHbIl C CECCUEN;

Vendor-Specific — oguH unn 6onee vendor-specific aTpnbyToB;

Called-Station-ld — ngeHTMdMKaTOP BbI3bIBAEMOWN CTOPOHBI;

Calling-Station-ld — ngeHTndnkaTop BbI3bIBAIOLLEN CTOPOHbI;

Acct-Session-ld — ngeHTMdUKaTOP, NO3BONAOLWLMIA OAHO3HAYHO naeHTUdMUMpoBaTb ceccnto Ha NAS.

Ecnu NAS ypaetca ngeHTMduumpoBaTh 1 pasopBaTh CECCUIO, OH OTBeYaeT Ha 3anpoc Disconnect-ACK, B NpoTnBHOM
cnyyae - Disconnect-NAK.

Banpocbl CoA ncnonb3yoTes AN U3MEHEHUs NapameTpoB LWEeNnuHra (perynmpoBaHunst NponyCcKHOM CrOCOBHOCTU
KaHana) ansi Tekywen ceccum (nogpodbHee cM. UTM5 Dynashape: Cxema pa6otbl Ha cTp. 177). Kak npaBuno, atu
napamMeTpbl MEHSOTCA B onpeaeneHHoe BpeMsi CyTOK UM No JOCTUXKEHUN onpeaeneHHoro nuMuta tpadwmka. Ecrnn
NAS nopaepxwusaet 3anpockl CoA n B nHTepdence agMmmHncTpartopa B HacTporikax NAS BeibpaHa cooTBETCTBYIOLLASA
onums, To Npy HacTynneHnn ntboro us AByx atux cobbitui UTMS RADIUS otnpasut NAS coOTBETCTBYIOLLMI 3anpoc
CoA.

AHanoruyHo 3anpocy DM, 3anpoc CoA copepXuT aTtpmbyThl, NO3BONSOLME NAEHTUDULMPOBATL CECCUID, a TaKKe
HoBble 3Ha4eHus napameTpoB RADIUS (cm. UTM5 Dynashape: NMapameTtpbi RADIUS Ha cTp. 178), koTopble
Heobxoaumo npumMeHnTb. Ecnn NAS yaaetcs naeHTMdumumpoBaTb CECCUIO U MPUMEHNUTL HOBbIE NapameTpbl, OH
oTBeyaeT Ha 3anpoc CoA-ACK, B npotusHom cnyyae - CoA-NAK.

OnucaHue paboTbl

Kpatkoe onuncaHne cxeMbl paboTbi:
1. CoepmHeHnmne c sgpom UTMS5.

2. Monyuyexue ot sgpa UTM5 nHdopmaumm o Heobxoammblx Ans paboTbl COObITUSIX.
3. Baaumopericteune ¢ NAS.
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4. MNepepaya gaHHbIX 0 B3anmogenctesum agpy UTMS.

Internet
Tdon

\/{
Cepeep ¢ ACP )
Stream RADIUS e -
-cepeep | =
Aapo UTMS MOAEMHBLIA Myn
wno3 IP-TenedoHmum
-/a- 3
E | '.;’
)

Mpwn 3anycke UTM5 RADIUS noaknioyaetcs k sgpy UTMS5, aBTopum3yeTcsi, Crnosb3ysi COOTBETCTBYOLLME NapaMeTpbl
KOH(pMrypaLmoHHoro daiina, 1 ycTaHaBnuBaeT coegnHeHne No npoTokony Stream.

Mocne yctaHoBneHust coeanHeHunsa sagpo UTMS5 Hanpaenser UTM5 RADIUS nHdbopmaumio 060 Bcex HeobxoaumbIx
06bekTax B COOTBETCTBYIOLLMUX COOLITUAX.

UTM5 RADIUS nogaepxvBaeT NOCTOSIHHOE COeAMHEHME C SAPOM Mo npoTokony Stream. Npu co3gaHun, nameHeHun
Unn yganeHun o6bEKTOB cUCTEMBI, NapaMeTpbl KoTopbix Heobxoammbl UTM5 RADIUS, agpo UTM5 otnpaensiet
onpepgerneHHoe cobbiTne no npotokony Stream.

Mpun nonyyeHunn cootBeTcTBytoLLEero cobbiTnss UTMS RADIUS cosnaert, MamMeHsaeT nnu yaansietT BO BHYTPEHHUX
Tabnuuax gaHHbIe O criefyroLmx obbekTax:

— IP-rpynnel;

— NAS;

— nuueBble cYeTa;

— BPEMEHHbIE AManasoHbl;

— ycnyrv nepefaydm Tpaduka n teneoHnm;

— CEepBUCHbIE CBS3KM YCNYr KOMMYTUPYEMOro A0CTyna u TenedgoHuu;
— TenedoHHbIE 30HbI;

— TenedoHHbIE HanpaBneHus;

— UMeHoBaHHble IP-nynbl.

ABTOpUu3sauunn

Mpun noctynneHun 3anpoca Access-Request UTM5 RADIUS BbInonHseT cnegyowmne AeiCTBUS:
1. MpoBoaunT npoueaypy ayTeHTudmKaummn nonb3osaTens, NCNonb3ys OAMH U3 CNeAyLWMX METOAOB:

- PAP

— CHAP
MS-CHAP v1
MS-CHAP v2
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— EAP-MD5
— EAP-TTLS
— Digest

@ AymeHmucbukayusi no memody Digest omknoHsemcsi om RFC u peanu3osaHa coanacHo crieyugukayuu
http://tools.ietf.org/id/draft-sterman-aaa-sip-00.txt.

B 3anpoce Ha aBTopuM3aumio B 0bs3aTenbHOM nopsake AormkeH 6biTe ykasaH atpubyTt User-Name (1). Yactb
3HayeHus atpubyta User-Name (1) go cumeona ;' 3aannceiBaetce B napametp Callback_prefix. Jlorun
paccmaTpuBaeTcs 6e3 npedumkca. Bce BykBeHHbIE CUMBOSbI B NTOTMHE NPUHYAUTENBHO NEPEBOOATCS B HUDKHUN
peructp. Ecnn atpubyt User-Name (1) He yka3aH, 3anpoc Access-Request nrHopumpyertcst n nocnegytouime
OeNCTBMSA He MPOM3BOASTCS.
Ecnn ayTeHTudmKauma npoLuna HeyaaqyHo unu Metoq ayteHTudukauum He nogaepxusaetcs, Ha NAS
oTnpasnsetcsa oteeT Access-Reject.
Ecnun B koHpurypaumoHHom cparnne UTM5 RADIUS (cm. KoHdmrypaumoHHbin ¢ann) 3agaH napamertp
guest pool name, TO HE3APETUCTPUPOBAHHBIE MONb30BATENMN TAKKE MOTYT BbITh aBTOPU30BAHbI.

1. Mo noruHy, nony4yeHHOMy Ha NepBOM 3Tane, onpeaenseTcsi CepBUCHas CBA3Ka, KOTOPOW NPUHAANEXNUT OaHHbIN

noruH. MNMepeveHb NPoN3BOANMBIX OEVCTBUI 3aBUCUT OT TUMNa CEPBUCHON CBA3KN.

— [ns cepBucHom cBaA3Kkn ycnyrn nepegayn IP-tpadumka:

* Ecnu B koHdurypaumoHHom danne UTM5 RADIUS 3apaH napameTp radius _auth vap, TO NULEBON CHET,
Ha KOTOPbIW CCbINaeTcs CepBUCHas CBsi3Ka, NPOBEPSIETCS Ha OTCYTCTBME AENCTBYIOLEN B AAHHbIA MOMEHT
ONOKMpPOBKMU.

* [NpoBepseTrcsa Hanuuue xoTa 6bl ogHoro ceoboaHoro IP-agpeca anst gaHHow IP-rpynnebi.

* Ecnu napamertp IP-rpynnbl PaspeleHHbie CID nmeeT HenycToe 3Ha4yeHne, TO NpoBepseTCcs 3HavYeHe
atpubyta Calling-Station-Id (31) Ha cooTBeTCTBME 3a4aHHOMY B 3HAYEHWUM JAHHOIO NapameTpa perynspHomy
BbIPAXXEHWIO.

* Ecnu B koHdurypaumoHHom dpavine UTM5 RADIUS 3agaH napameTp radius_nas_port vpn, TO
nposepsieTcsi 3HadeHne atpubyta NAS-Port-Type (61) Ha TOMHOE COOTBETCTBUE 3HAYEHMIO XOTHA Obl OAHOTO
napameTpa radius nas port vpn.

Ecnin xoTtsa Obl 0gHa 13 MPOBEPOK 3aBEPLUNTCS HEYAAYHO, TO OTrnpaenseTcsa oTBeT Access-Reject n ganbHenwne

OenCcTBMSA He MPOM3BOASTCS.

Mpu ycnelwHoM NpoxoxaeHny NpoBepok oTrpasnsietTcs oTeeT Access-Accept, cogepxaluuii cnegytowne

aTpubyThbI:

* Service-Type (6) — nepenaetcs 3HaveHuve 2.

* Framed-IP-Netmask (9) — nepenaetcs 3Ha4yeHne OxFFFF FEFF.

Framed-Routing (10) — nepenaetcs 3Ha4eHue 0.

Framed-Protocol (7) — nepenaetcs 3HayeHue 1.

* Framed-IP-Address (8) — nepepaetcs nepBbii cBo60oaHbIV IP-aapec anst gaHHon IP-rpynnel. IP-agpec
NoMeYaeTCsl Kak 3aHATbIN Ha BpeMs, yKasaHHOe B 3Ha4YeHun napameTpa radius ippool acct timeout
KoHpurypaumoHHoro garina UTM5 RADIUS.

Session-Timeout (27) — nepefaeTcs 3Ha4eHne napameTpa radius_default session timeout
KoHurypaumoHHoro ganna UTMS RADIUS.

— [Ins cepBUCHOW CBA3KW YCINyrM KOMMYTMPYEMOro 4ocTyna:

* [NpoBepsieTca cooTBeTCTBUE Hanunyms nnu otcytcTeusi Callback_prefix 3agaHHbIM napameTpam Pa3peleH
Callback v PaspeweH Ringdown. Ecnn napametp Pa3peweH Callback He 3agaH, npoBepka Bo3BpallaeT
oTpuuaTenbHbIN pe3ynsTaT Npu HanMuum Callback prefix. Ecnn napametp Pa3speweH Ringdown He
3aaH, NpoBepka BO3BpaLLaeT oTpuLaTebHbI pesynbTar Npu oTCyTCTBUM Callback prefix.

* Ecnu napameTp Pa3spelueHHble CID nmeeT HenycToe 3HayeHve, NPOBEPSETCH COOTBETCTBME 3HAYEHUS
atpubyTa Calling-Station-Id (31) 3agaHHOMY B 3Ha4YeHWUM JA@HHOTO NapameTpa PerynspHOMY BbIpaXKEHUIO.
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Ecnu napameTp Pa3pelueHHble CSID umeeT HenycToe 3HaveHne, NpoBEpPSIETCS COOTBETCTBMNE 3HAYEHUS
atpubyTa Called-Station-Id (30) 3agaHHOMy B 3Ha4Y€HMU AaHHOrO NapameTpa perynsapHOMy BbipaXeHMIO.

lMpoBepsieTca KONUMYECTBO YCTaHOBMEHHbIX A58 JaHHOW CEPBUCHOWN CBA3KM COEQUHEHUI Ha COOTBETCTBUE
MaKCHMMarnbHOMY YMCIy OOHOBPEMEHHbIX CECCUN, 3a4aHHOMY B CBOWCTBAX YCMyru, Ha KOTOPYHO CCbiNaeTcs
cepBUCHasi cBs3ka.

* Ecnu B KoHdurypaumoHHom draine UTM5 RADIUS He 3agaH napameTp blocked pool name,
NPOBEPSIETCS OTCYTCTBUE AENCTBYOLLEN BrOKMPOBKM NMLEBOTNO CYeTa.

Bbluncnsercsa makcumanbHoe BpeMsa COeaUHEHNS MO 68]'Ichy NNUEBOro cYETa U NapameTpam CepPBUCHON
cBsa3ku. [NpoBepka nponget ycnewHo, ecnmn 3Ha4eHne MakcmmaribHOro BpemMmeHun coeguHeHuns 6onbue 0, n
TeKyllee BpemMa BXoauT B yCTaHOBJ'IeHHbIVI BPEMEHHOW AnanasoH, a Takke ecnu cpeacTB Ha GanaHce
NMLUEeBOro c4eTa AOCTATOMHO And onflaTtbl KAK MUHUMYM opfHom CeKyHObl CoeJNHeHNA B TeKylLllee BpemM4.

Ecnu B cBorcTBax ycnyru ykasaH nyn, sapernctpupoaHnHbin B8 UTMS RADIUS, onpegenseTcs nepsbiii
cBoboaHbIvi IP-agpec B aaHHoM nyne. Ecnu cBo6oaHble IP-agpeca oTcyTCTBYHOT, TO NpOBEpPKa HE NMPOXOAMT.

Ecnu B koHdurypaumoHHom canne UTMS RADIUS 3apgaH napameTp radius_ nas_port dialup,
npoBepsieTcst 3HadeHue atpndyta NAS-Port-Type (0;61) Ha TOMHOE COOTBETCTBMUE 3HAYEHMIO XOTS Obl OQHOTO
napametTpa radius nas port dialup.

Ecnun xoTs1 6bl 0OgHa 13 NPOBEPOK 3aBEPLUNTCS HEYAAYHO, TO oTnpaenseTcst oTBeT Access-Reject, n
JanbHenwune OecTBUSA He MPOU3BOAATCS.

Mpun ycnewHom NpoxoxaeHn NpoBepok otTnpasnseTcs oteeT Access-Accept.

Ecnu nonb3osatens 3abnokvposaH, n B kKoHdUrypaunoHHom canne UTM5 RADIUS 3agaH napametp
blocked pool name, TO agpec OyaoeT BblAaH 13 nyna, npegHasHavYeHHOoro Ans 3abnoknpoBaHHbIX
none3oBarenewn (3agaHHOro 3TMM NapameTpom).

@ lpu pa3bnokuposaHuu nuyesozo cyema bydem omnpasreH 3anpoc DM (disconnect-message) u ceccus
bydem pa3opeaHa. [Nocrie amoao nompebyemcs rnepernoOKIoHeHUe.

Ecnu nonb3oBatenb He 3aperncTpmpoBaH, 1 B kKoHdurypaumoHHom canne UTM5 RADIUS 3apaH napameTp
guest pool name, TO agpec OydeTt BbigaH 13 nyna, npeaHasHa4eHHoro As rocteBblX Nofb3oBaTenen
(3apaHHOro aTMM NapameTpom).

Ecnun B cBOWCTBax ycrnyrm KOMmMyTpyemoro 4ocTyna B kayecTBe napameTtpa HassaHue nyna 3agaHo nms
3aperncTpupoBaHHoro B cucteme IP-nyna, nepegatoTtca cnegyowme atpubyThbl:

* Service-Type (6) — nepegaetcs 3HavyeHue 2.
Framed-IP-Netmask (9) — nepenaertcs 3HayeHne OxFFFF FEFF.
Framed-Routing (10) — nepenaetca 3Ha4eHue 0.

* Framed-Protocol (7) — nepenaetca 3HayeHune 1.

Framed-IP-Address (8) — nepenaetcsi ceobonHbin IP-agpec anst gaHHow IP-rpynnel; IP-agpec nomevaetcs
Kak 3aHATbIN Ha BpeMms, yKka3aHHOe B 3Ha4eHun napameTpa radius_ippool acct timeout
KOHurypaumoHHoro carna UTM5 RADIUS.

Session-Timeout (27) — nepegaeTca MakcMMarnbHOe BpeEMS TEKYLLE CECCUN.
Ecnu B cBOiiCTBax ycrnyrm KoMmyTUpyemoro 4ocTyna B kayecTBe napameTpa HasBaHue nyna 3agaHo nms
He3aperucTpupoBaHHoro B cucteme IP-nyna, nepegatotcs cnegytowue atpubyTbl:

*

*

Service-Type (6) — nepegaetca 3HayeHue 2.

Framed-MTU (12) — nepegaetcs 3HaveHne 1500.

Framed-Routing (10) — nepenaetca 3Ha4eHue 0.

* Framed-Protocol (7) — nepenaetca 3HayeHune 1.

Session-Timeout (27) — nepegaeTcst MakCMMarnbHOE BPEMS CECCUMN.

Cisco-AVPair (9;1) — nepegaetcs 3HayeHne addr-pool=<mumsa mnysa>, [4e <umda oyJa> — UMS
He3aperncTpMpoBaHHOro B cucteme IP-nyna.
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Kpome Toro, ecnu Ha atane aBTopu3auum Obin BeigeneH HeHyneson Callback_prefix, B otBeT gobasnstorcs
cnepytwowne atpnbyTol:

*

Callback-Number (19) — nepegaetcs 3HayeHne callback number (€Cnv He 3agaH napameTp
radius_callback_avpair enable KOHdurypaumoHHoro canna UTM5 RADIUS).

Callback-Id (20) — nepenaeTtcsi norvH ans Callback (ecnu He 3agaH napameTp
radius_callback_avpair enable koHdurypaumoHHoro cdanna UTM5 RADIUS).

Cisco-AVPair (9;1) — nepenaetcs 3HaveHne lcp:callback-dialstring= <callback prefix> (ecnu
3apaH napameTp radius callback avpair enable KOHdurypaumoHHoro daina UTM5 RADIUS).

Mocne Bblgaun IP-agpeca oH NnomMevaeTcs Kak 3aHATbIV Ha BPeMS, yka3aHHOe B napameTpe
radius_ippool timeout KOHdUrypaumoHHoro canna UTMS RADIUS.

— [nsa cepBucHom cBaA3ku ycnyrn tenedgonun: cm. Mogyns IP-tenecdoHuu: Anroputm pabotbl Ha cTp. 236.

Onsa nobbix CepBUCHBIX CBA30K B 0TBET Access-Accept BkntovatoTest anM6yTbI, YCTaHOBNEHHbIE ONA YCNnyru, Ha
KOTOPYIO CCbIJTaeTCA cepBUCHaA CBA3Ka.

AKKayHTUHI

B3anpocsl Ha y4eT (Accounting-Request) ncnonsaytotca UTM5 RADIUS anst onpegeneHns 3aHATOCTU BblAEMNEHHbIX
IP-agpecos, Tapudukauuu ycnyr hotspot, kommyTupyemoro goctyna n TenedoHuu, Tapudukaumm Tpaduka, a Takke
ONst QAUHAMUYECKOrO CO3[aHus, U3MEHEHWS 1 yaaneHus IP-rpynn.

B3anpoc Accounting-Request gomkeH ob6a3aTtensHO cogepkatb crnegyowme atpubyThbl:
— Acct-Status-Type (40)

— Acct-Session-Id (44)

— Framed-IP-Address (8)

Mpw oTcyTCTBMU XOTHA BbI OAHOIO U3 AAaHHLIX aTPMBYTOB 3anNPOC UrHOPUPYETCS.

Tun 3anpoca Ha y4eT onpenensietcs atpubytom Acct-Status-Type (40).

UTM5 RADIUS pasnuuaet Tpu Tvna 3anpocos Accounting-Request:

3HayeHue atpubyTta Acct-Status-Type HasBaHue KommeHTapun

1 Start CoobLaeT o Ha4yane ceccuu.

2 Stop CoobLaeT 0 3aBepLUEHUN CECCUM.

3 Interim-Update Coo06LLaeT NPOMEXYTOYHbIE AaHHbIE

YCTAHOBJIEHHOIO CoeiMHEeHUA.

— [pwn nony4eHun 3anpoca Start:

— Cospaetcst 06bEKT, ONUCHIBAKOLLNIA CECCUIO C NOAEHTUMUKATOPOM, YKa3daHHbIM B aTpubyte Acct-Session-Id (44);
no npoTokony Stream s4py nepefaeTcsi COOTBETCTBYtOLLEE COObITHE.

— Ecnu noruH, ykasaHHbii B aTpubyTte User-Name (1), npuHagnexuT IP-rpynne nnv cepBUCHON CBA3KE YCryru
KOMMYTMPYeMOro 4ocTyna, nocnegHui IP-agpec ans AgaHHon IP-rpynnbl unmn cepBnCHOM CBA3KN NOMEeYaeTcs Kak
3aHATLIN Ha HeonpeaeneHHoe BpeMs. IP-agpec nomevaeTcs Kak 3aHATLIN Ha BPEMS!, yKa3aHHOe B napameTpe
radius_ippool timeout, €Cnv 3T0T NnapameTp 3agaH. Ecnun 3agaH napametp
interim update interval, To IP-agpec ocBo6oanTCa TONLKO B TOM Criydae, ecrnum B TeHeHne TPOHOro
NpoMexyTKka BpeMeHM, 3a4aHHOro B 3TOM napameTpe, AN ceccun He noctynano 3anpocos Interim-Update.

— IP-agpec, accounmpoBaHHbIN C CECCUEN, MOMEYAETCH KaK 3aHATbIN.
— [Mpu nonyyeHunn 3anpoca Stop:

— Ecnu 3HaveHune atpnbyta User-Name (1) cooTBETCTBYET NOrMHY CEPBUCHON CBA3KWN YCIyr KOMMYTUPYEMOro
[OCTyna, TO BbINOMHAETCH TapudmrKaLms CeCCUM Ha OCHOBaHUN BPEMEHU, YKa3aHHOTo B aTpubyTe
Acct-Session-Time (46). MHdopmaums o HeobxognMom cnvcaHny nepegaeTcs agpy no npoTokony Stream
COOTBETCTBYIOLLMM COObITUEM.
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— OO6beKT, oNMChIBalOLLMIA CECCUI0 C MOEHTU(UKATOPOM, yKa3aHHbIM B aTpubyTte Acct-Session-Id (44), ynanseTtcs.
MHdopmaumsa 06 yaaneHun gaHHoro obbekTa nepegaeTcsa s4py No NpoTokony Stream COOTBETCTBYHOLLMM
cobbiTnem.

— IP-agpec nomevaeTcs kak cBOOGOAHbIN.
— [pwn nony4eHun 3anpoca Interim-Update:

— OGHoBRseTCA 06BEKT, ONMUCLIBAIOLLUIA CECCUI0 C MAEHTUMKATOPOM, YKkadaHHbIM B atpubyTe Acct-Session-Id
(44); no npotokony Stream aapy nepefaeTcsi COOTBETCTBYIOLLEe CobbITUE.

— Ecnu noruH, ykasaHHbIn B 3Ha4eHun atpubyta User-Name (1), npuHagnexuT IP-rpynne unu cepB1cHOM CBA3KE
ycnyrn KOMMyTUPYeMOro A4OCTYyNa, BKIOYEH MEXaHn3M KOHTPOMs ceccuii no 3anpocy Interim-Update u 3agaH
napamertp interim_update_interval, To IP-agpec ocBo6oguTcsa TONbKO B TOM Crydae, ecnu B TeYeHME TPOMHOro
NPOMeXyTka BPEMEHU, 3ajaHHOro B 3TOM NapameTpe, AN ceccum He nocTynano 3anpocos Interim-Update.

CneuyeT OTMETUTb, YTO €CTb onpeaeneHHble 0COBGEHHOCTH 06pa6OTKI/I 3anpocoB Ha y4eT.

B obwem cnyyae, npu noctynneHun 3anpoca Stop nnu Interim-Update ¢ naeHtudunkatopom ceccum, Kotopas paHee
He Gbina 3aperncTpmpoBaHa Co CTaTyCoM «OTKpbITay», ByaeT cosgaHa Hoeas ceccud. Mogyne UTM5 RADIUS moxet
XPaHUTb MHCPOPMALMIO O 3aKPbIThIX CECCUSAX B K3LLe, YTOObl HE co3gaBaTh NMOBTOPHYHO CECCUIO MO 3anpocy Stop unu
Interim-Update, cogepxaliemy naeHtudmkaTop ceccum, kotopas yxe bbina sakpbita. 1o ymonyaHuio gaHHas
BO3MOXXHOCTb OTKNto4eHa. UTobbl 3a4eicTBOBaTL K3LU 3aKPbITbIX CECCUN, B KOH(UIypaLMoHHOM daiine Heobxoanmo
3agaTtb ABa napametpa:

— use closed sessions cache=on

— closed sessions cache size=<umciyo> - pa3mep K3LUa 3aKpbITbIX CECCUN; ONpeaensieT KoNM4ecTso
3aKpbITbIX CECCUIA, O KOTOPbIX ByAET XpaHUTLCA UHDOpMaLMS.

Ecnu kaw 3agencTBoBaH, TO KOraa ceccuy NpucBanBaeTCs CTaTyc «3akpbiTay, naeHtndukatop Acct-Session-Id
OaHHOWM ceccumn NoMeLLaeTcs B KLU 3aKpbITbIX ceccuid. [Npy noctynneHum 3anpoca Stop unu Interim-Update
npoussoauTca nonck Acct-Session-Id B kawwe. Ecniv cogepxaluincsa B 3anpoce ngeHtudpmkatop ceccum 6yaeT HanaeH,
TO nHpopmaums o6 aTom 3anpoce He byaeT nepegana sapy UTMS. INMpu noctynneHum 3anpoca Start ugeHTndukartop
Ceccum 13 3TOro 3anpoca yaansieTcs 13 kala.

@ Koeda konuyecmeo 3anuceli 8 kKawe docmuaaem MakcuMarbHO20, rnpu dobasneHuu Ho8ol 3arnucu camasi
cmapas 3anuck yoarnsemcs. Yem 6onbuwe pasmep Kawa, memM MeHbLWE 8epOSMHOCMb CO30aHUs Mo8mopHoU
ceccuu o 3anpocy Stop unu Interim-Update, Ho mem 6onbwe 8peMeHuU U pecypcos KoMIbmepa
rnompebyemcs 01151 moucka 8 Kawe.

[ns kaxdol omOenbHoU cucmeMbl mpebyemMbil pa3Mep K3la 3agucum om MHO2UX napamempos, makux Kak,
Harpumep, Ko/iu4ecmeo 3apeaucmpupo8aHHbIX Mofb3o8ameriel, YUC/o ceccull Ha Kax00&2o0 norb3o08amertsi U
m. n. [Noamomy Onsa napamempa cl osed_sessi ons_cache_si ze 3Ha4yeHue 1o yMonyaHuro He
rpedycMompeHo.

@ lpu ocmaHoske RADIUS-cepsepa 8csi uHghopMayus 0 3akpblimbix ceccusix bydem ymepsiHa.

OnocpepnoBaHHasa Tapucdpukaumua Tpaduka

Ecnu cepsep goctyna He nogaepxusaeT 3KCNopT ctaTucTuku no npotokony NetFlow, To nHdopmauums o
notpebneHHoM Tpadhmke MOXeET ObITb NONy4YeHa Ha ocHoBaHUM 3anpocoB Stop nnu Interim-Update. Onsa
MCMNONb30BaHUS 3TOro MexaHM3mMa Heob6Xo4MMO NPUCBOUTE NMPOU3BOSIBHOE 3HAYEHME CUCTEMHOMY NapameTpy
radius_do_accounting (4na Tapudukauum no sanpocam Stop) unu radius_do interim accounting (Ans
TapudmKaumm no 3anpocam oboux TUMNoB).

Mpun nony4eHun 3anpoca Stop unu Interim-Update RADIUS-cepBep co3gacT Ase 3anucu ¢ uHgopmaumen o Tpaduke,
KoTopble aanee 6yayT TapuduumpoBaTbCcsa B Ape GUNNUMHIoBOM CUCTEMbI NO CTAHAAPTHOMY MEeXaHWU3My.

B nepBow 3anucu ¢ nHdopmauumer o Tpaduke B Ka4ecTBe agpeca oTnpasutens byaet ykasaH IP-agpec cepsepa
JOCTyna, a B KadecTBe agpeca nony4yatens — IP-agpec aboHeHTa, NCMONb30BaHHEGIN B AaHHON ceccun. KonnyecTso
notpebneHHbix 6ant bepétcs ns atpnbytos Acct-Input-Octets (42) n Acct-Input-Gigawords (52), cogepxalmxcs B
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3anpoce Stop unu Interim-Update. Bo BTopow 3anucu ¢ nHdopmauuer o Tpaduke B Ka4ecTBe aapeca nonyyarens
Oynert ykasaH IP-agpec cepBepa 4ocTyna, a B KayecTBe agpeca otnpasutens — IP-agpec aboHeHTa, MCNonb30BaHHbIN
B AaHHon ceccun. Konnyecteo 6ant 6epétca nsatpmbytoB Acct-Output-Octets (43) n Acct-Output-Gigawords (53).

CdhopmuposaHHble 3anucy nepedatorcs sapy UTMS5 B cooTBeTCTBYHOLLEM COBbITM MO NpoToKony Stream.

MexaHunam KOHTpPOINA ceccum

Ecnu 3apaH napameTtp interim update interval (cM. KoHUrypaumoHHbIn caitn), To nogpasymesaeTcs, 4TO
NAS pormxkeH otnpaenaTtb 3anpockl Interim-Update no kaxagomn oTKpbITOW ceccumn ¢ AaHHON NepuoanyHoCTLI0. [Npur
OTCYTCTBMU HOBbIX 3aNpOCOB B TEYEHNE TPOMHOIO NepUoAa nnv nNpu NocTynseHnn 3anpoca Stop ceccus cuntaetcs
3aBepLUEHHOW, a CBsi3aHHble C Hell IP-agpeca ocBoboxaatoTes.

Mo ymonyaHuio AaHHbIN NapaMeTp He 3afaH, U ceccust 3aBepLuaeTcsl TONbKO Npy NocTynneHun 3anpoca Stop. Ecnn
NAS nopaoepxmBaeTt oTnpasky 3anpocoB Interim-Update, pekomeHayeTcst 3agaTtb 3TOT napameTp BO nsbexaHve
BO3HWKHOBEHUS “NOBUCLLMX" CECCUN.

demoH utm5_radius

Wcnonuaembin cpann UTM5 RADIUS HasbiBaeTcs /netup/utm5/bin/utm5 radius.

B komaHAHoOW CTpoke MOXHO nepedaBaTthb criefyloLne napameTpbl:

-p <oyTb> MyTb k PID-channy
-c <myTb> MyTb K KOHUrYpaLMOHHOMY chamnny
-v BeiBOoA MHdOpMaLmmn 0 Bepcum 1 AONYCTUMbIX NapaMeTpax KOMaHAHOW CTPOKK

CyuwecTsytoT 3 cnocoba 3anycka utm5_ radius:
1. HenocpeacTtBeHHbI 3anyck 6uHapHoro danna /netup/utm5/bin/utm5 radius ¢ HEOBGXoAMMbIMU
napameTpamu;

2. 3anyck ¢ nomoLLbo ckpunTta watchdog ¢ ykasaHuem napametpa start:

/netup/utm5/bin/safe utm5 radius start

CkpunT aBTOMaTU4eCkn nepesanyctut utmS_radius, ecnm oH No Kakum-nmbo NpuyMHaM HEKOPPEKTHO 3aBepLUnT
pabory.

1. 3anyck c MOMOLLBIO CKpUNTa aBTOMaTUYECKOro 3anycka (pekoMeHayemblIli cnocob):
B Linux —

/etc/init.d/utm5 radius start
B FreeBSD —

/usr/local/etc/rc.d/utm5 radius.sh start

B aTom cny4yae npousongeTt 3anyck ckpunta watchdog.

[nsa octaHoBKM utm5 radius u ckpunTta watchdog cnenyet BbINONMHUTL KOMaHAay:

B Linux —
/etc/init.d/utm5 radius stop
B FreeBSD —

/usr/local/etc/rc.d/utm5 radius.sh stop

HacTtponka

Hactponka UTM5 RADIUS npon3Bogutcsi ¢ NOMOLLbHO:
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— napameTpoB, 3aaBaeMblX B KOH(UIypaLMOHHOM dhaiine;

— MapameTpoB CUCTEMbI, 3a4aBaeMbIX B MHTepdeice agMmuHucTpaTtopa (nogpobHee — B pasgene Aapo cuctembl:
Hactponku B uHtepdpence apmmHuctpartopa Ha ctp. 142).

MapameTpbl, 3agaBaemble B KOHUrypaumnoHHOM chainne, ucnons3ytoTtcs npy uimynanusauumn UTM5 RADIUS.

KoHdurypaumoHHbin chann

Mo ymonuaHuto UTM5 RADIUS ncnonb3yeT KOHUIypaLMOoHHbIN hann /netup/utm5/radius5.cfg.

dopmaT KoHpuUrypaumoHHoro garna:

napaMeTrp=3HaueHue

HaGop cumBOnoOB [0 3HaKa paBeHCTBA SIBMSIETCS Ha3BaHWEM napaMeTpa, nocne — 3Ha4eHuem napametpa. Mpobenbl
yuuTbiBatoTcsl. MNycTble CTPOKK UrHopupytotcsi. CTpoka, HauMHarLwasics ¢ CUMBoONa #, CYUTAETCst KOMMEHTapUEM.

Cnncok BO3MOXKHbIX napamMeTpoB:

MapameTp Bo3amoxHble 3HaueHue no OnucaHue
3Ha4YeHunA yMonyaHuio
core_host IP-agpec obsa3aTenbHbIn IP-agpec xocTa, Ha KOTOPOM 3anyLeHo S4po
napameTp UTM5.

core port ot 1 fo 65534

oba3arenbHbIn

MopT, Ha koTopom agpo UTM5 cnywaet

napameTp Stream (napameTp stream bind port B
KOHpurypaumnoHHoM dhanne agpa).
radius_login CTpoKa radius JlorvH nonb3oBaTtensa ang Aoctyna K sapy
UTM5.
radius password CTpoka radius Maponb nonb3oBatens Anst 4ocTyna K sapy
UTM5.
radius_pid file nma danna Ivar/run/ PID-chaiin.
utm5_radius.pid
radius ping interva 4ucno 30 OnuTtenbHOCTb (B CEK.) MOBTOPHbIX MOMbITOK
1 COeAVHEHUS C OPOM.
radius_acct host IP-agpec 0.0.0.0 Agpec xocTa ansa npuema 3anpocoB Ha y4yeT
WHTEpderica unu (Accounting-Request).
0.0.0.0
radius_acct port oT 1 go 65534 1813 [MopT Anga npuema 3anpocoB Ha yyeT
(Accounting-Request).
radius_auth host IP-agpec 0.0.0.0 AJpec xocTa ansa npuema 3anpocoB Ha
WHTEepderica unu npoBepky goctyna (Access-Request).
0.0.0.0
radius_auth port oT 1 go 65534 1812 [MopT Anga npMema 3anpocoB Ha NPOBEPKY
poctyna (Access-Request).
radius_auth mppe enable reHepauusi Bkntoyaet reHepaumto kntovenn MPPE 128
Kntoyen He OuT, ncnonb3yembIx Npu aBTOpM3aLUn No
npousBoguTcs npotokony -MS-CHAP-v2.
radius_auth vap 1 aBTopu3auus Ecnu 3HaveHne 3agaHo, TO
paspeLueHa 3a6roKMpoBaHHbIM NOMb30BATENSAM, NOMMHbI

NetUP
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MapameTp Bo3MOXHble 3Ha4vyeHue no OnucaHue
3Ha4yeHus yMonyaHutio
radius_ ippool acct  Bpemsi BcekyHaax 30 Bpewms, B TeveHune kotoporo IP-agpec 6yaet
timeout MOMeYEH Kak 3aHsATbIN Nocne oTnpaBku
Access-Accept.
radius_ippool timeo Bpems BCekyHOAax [0 MOMeHTa Bpewms, B TeveHune kotoporo IP-agpec 6ynet
ut npuxoga NMoMeYeH Kak 3aHsTbIi nocne npuxoga

Stop-naketa

Accounting-Start. He pekomeHgyetcs
MCMonb3oBaTh 3TOT NapameTp.

radius_auth null yes unu enable He 3agaHo Mpw BkntoueHun ator onumm RADIUS-cepsep
OyoeT npyHUMaTh U yCrnewwHo aBTopu3oBaTb
3anpockl 6e3 atpmbyTta User-Password (2),
€CNnu naporb Nonb3oBaTens, ykasaHHbI B
CepBUCHOW CBA3Ke, MYCTOMN.
radius_auth h323 re enable, on, yes He 3aJaHo [pw BKMOYEHUM AaHHOW OnuMK Ans
mote address TenedOHHbIX 3BOHKOB ayTeHTUdUKauuns
npon3BoguTcs He no atpmbyTy User-Name
(1), a no 3Ha4eHuto aTtpubyTta
h323-remote-address (9;23). 3HaueHne
aTpubyTa ncnonb3yeTcsa B Ka4ecTBe fornHa.
radius nas port vpn HaTtyparbHOe He 3agjaHo Ha cooTBeTcTBUE 3a4aHHOMY 3HAYEHUIO
a. MoxHo ykasaTb Heckonbko  YMUCIIO0 (npoBepka He OyoeT npoBepATLCS 3HaveHne aTpubyTa
Napamerpos. npou3BoAUTCS) NAS-Port-Type (61) npu nogkntoveHun ¢
NMOMOLLIbIO NTOTMHA, YKa3aHHOIO B CEPBUCHOM
CBsI3Ke yCrnyru nepegadv Tpadmka.
radius nas port dia HaTtypanbHoe He 3aJaHo Ha cooTtBeTcTBME 3a4aHHOMY 3HAYEHUIO
1lup @ yncrno (npoBepka He OyneT npoBepaTbCs 3HadYeHue atpubyTta
NPOU3BOAMUTCS) NAS-Port-Type (61) npy noakno4eHnm ¢
MOMOLLbIO FTOTMHA, YKa3aHHOIO B CEPBUCHON
CBSI3KE YCIyrn KOMMYTUPYEMOro A0CTyna.
radius nas_port tel HaTypanbHoe He 3aJaHo Ha cooTBeTcTBME 3a4aHHOMY 3HAYEHMIO
(a) yncrno (npoBepka He OyneT npoBepaTbCs 3HadYeHue atpubyTta
NPOU3BOAMNTCS) NAS-Port-Type (61) npy noaknodeHnm ¢
MOMOLLbIO FTOTMHA, YKa3aHHOIO B CEPBUCHON
CBsI3Ke ycryrn TenedoHuu.
radius nas_port_hot HaTypanbHoe He 3aJaHo Ha cooTBeTcTBME 3a4aHHOMY 3HAYEHMIO
spot @ yncrno (npoBepka He OyneT npoBepATbCs 3HadYeHue atpubyTta
NPOU3BOAMNTCS) NAS-Port-Type (61) npy noakno4eHnm ¢
MOMOLLbIO FTOTMHA, YKa3aHHOTO B CEPBUCHON
cBsA3ke ycnyru hotspot.
radius_card -autoad Yyes, on, enable He 3aaHo PaspeluaeT npoBoaMTL aBTOMaTUYECKYHO
d (aBTOpErNCTpPauM  perucTpaumio nonb3oBaTenen Yepes cepeep
A He RADIUS no npeponnayeHHou kapte. lNMpun
NPOU3BOAMUTCS) 3TOM nonb3oBaTtens B none JIoruH ykasoiBaet

NetUP

Homep KapTbl, a B none Maponb — NNH-koa
KapTbl. B cniyyae ycnyru TenecgoHnm B
KayecTBe nornHa ykasbisaetcs MNNH-kog nnu
vyacTb NMH-koga, ocTtaBlwasca YacTb
BbICTYNaeT B kKa4ecTBe naporsi.
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HacTtponka

MapameTp

Bo3smoxHble
3HavYeHus

3Ha4vyeHue no
YMOJYaHUIO

OnucaHue

send xpgk ep number

noboe

He 3agaHo
(Homepa He
nepegaroTcs)

Ecnu gaHHas onums BkNoYeHa, To npu
aBTopusauun aboHeHTa B crnyyae
NCMonb30oBaHus ycnyru TenedoHnm B oteeTe
Access-Accept bynet nepenaH atpubyT
Cisco-AVPair (9;1) co 3HayeHuem:
xpgk-ep-number=< CMUCOK TENE(OHHbIX

“.n

HOMepoB uepes ;" >

send h323 ivr in

no6oe

He 3afjaHo
(Homepa He
nepepaoTcs)

Ecnu gaHHas onums BKkMYeHa, To npu
aBTopusauun aboHeHTa B cnyyae
NCMONb30BaHNUs ycnyrn TeneoHnmn B otBeTe
Access-Accept 6yaet nepegaH atpmubyT
Cisco-AVPair (9;1) co 3HayeHueMm:
h323-ivr-in=terminal-alias: <

CMMCOK TenedoHHbIX HOMEPOB Yepes “;” >

h323 origin -reject

CTpoOKa

He 3afaHo

YcTaHaBnuBaeT HyneByt CTOUMOCTb A
3anpocoB Accounting-Request, B KOTOpPbIX
atpubyT h323-call-origin (9;26) paseH
3Ha4YeHU0 JaHHOro NapamMeTpa.

interim update inte
rval

BpPEMS B CEKyHAax
6onbliee 60

He 3aJaHo
(ncnonb3yertca
CTaHOapTHbIN
MEXaHW3Mm)

BkntoyaeT MexaHV3M KOHTPOMs Ceccuii Ha
ocHoBaHum 3anpocos Interim-Update.
3HauveHune nepenaercs B atpubyTte
Acct-Interim-Interval (85) naketa
Access-Accept.

radius_default sess
ion timeout

HaTypalibHOe
4yuncno

86400

3HayeHue atpubyta Session-Ti-meout (27),
nepegasaemoe B otBeTe Access-Accept ans
CEpPBWCHON CBSA3KM yCnyrn nepegayv
Tpadwka.

radius_callback avp
air enable

no6oe

He 3agaHo

BkntovaeT nepenady atpmbyTta Cisco-AVPair
(9;1) co 3HayeHuem
lcp:callback-dialstring=<callback
n-umber>, rae callback number — yacTb
forvHa oT Havyana CTpoku Ao cumeona '

radius_acct rewrite
_login_ answer

enable, on, true

He 3agaHo

Ecnu atpubyTt h323-call-origin (9;26) umeet
3HayeHue originate, 3agaHue napameTpa
BKMIOYaET 3aMeHyY NOrMHa Ha 3HayeHue
atpubyta h323-remote-address (9;23) npu
obpabotke naketoB Accounting-Request.

radius_acct rewrite
_login originate

enable, on, true

He 3agaHo

Ecnun atpubyTt h323-call-origin (9;26) umeet
3HayeHuWe answer, To 3ajaHue napameTpa
BKMIOYaET 3aMeHyY NOrnHa Ha 3HayeHue
atpubyta h323-remote-address (9;23) npu
obpaboTke naketoB Accounting-Request.

blocked pool name

cTpoka

He 3agaHo

Wwmsa IP-nyna, agpeca 13 KOTOporo BbigatoTcs
3abnoKkMpoBaHHbLIM NObL30BaTENSAM ANs
OrpaHNYeHHOro AoCTyna.

guest pool name

NetUP

CTpoKa

He 3agaHo

Wwmsa IP-nyna, agpeca n3 KOToporo Bbl4anTcs
rocTeBbIM NONb3oBaTeENAM Ans
orpaHuM4eHHoro goctyna.
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HacTtponka

MapameTp Bo3MOXHble 3Ha4vyeHue no OnucaHue
3HavyeHus ymon4yaHuio
named pool shuffle yes, no He 3agaHo Bknioyaet Bbigady agpecoB U3 cnyyanHoro
OvanasoHa (ecnu B cucTeme 3aBefieHo
Heckonbko IP-nynoB ¢ ogHUM nmeHem). Mo
YMOInuaHuio afpeca BblaatTcst
nocregoBaTenbHO M3 O4epeaHoro nyna go
€ro ucyepnaHns; Nynbl cnegytoT B Nopsiake nx
nobasnexus.
radius_auth tel ext yes,on, enable He 3aaHo BkntoyaeT pacno3sHaBaHue 3anpoca Ha
_reg peructpauuto TenedoHHOro 3BOHKa No
paBeHcTBy Calling-Station-ld =
Called-Station-Id B Access-Request.
tls certificate pat cTpoka He 3agaHo MyTb Kk dpanny ceptTudumkaTa npm
h ucnons3osaHun EAP-TTLS.
tls private key pat cTpoka He 3agaHo MyTb K chaviny NpMBaTHOIO Krtoya npu
h ucnonb3oBanum EAP-TTLS.
tel session_timeout HaTyparnbHoe 86400 MakcumanbHas npogormkuTensHocTs VolP
yncno ceccun (B cekyHaax).
disconnect re- HaTypansHoe 5 Bpemsa oxunganus oteeta PoD npwu paspbise
quest timeout 4yuncrno CECCUN BPYUHYHO.
incoming trunk for- Ntoboe He 3aaHo dopmat BxogsLLEero TpaHka B BUAE:
mat vendor_id:attribute_id:regexp
outgoing trunk for- mnoboe He 3afaHo dopmart ncxogsLLero TpaHka B Buae:
mat vendor_id:attribute_id:regexp
, noboe He 3aaHo dopmat ngeHTudukaTopa 3BoOHKa B BUAE:
pbx id format s Lo
- = vendor_id:attribute_id:regexp
4 } yes, on, enable He 3agaHo MpuceouTb TN yecnyru “framed” He3aBNCKMMO
g;gérl e_service_- OT TVINa YCMYrU, YKa3aHHOIO BO BXOASALLEM
3anpoce.
IP-agpec 0.0.0.0 Afpec xocTa ans npMema 3anpocos OT
dac_bind host MHTepderca nnu RADIUS-cepBepa Ha namMeHeHune
0.0.0.0 napameTpoB COeANHEHMS.
h323 currency string UsSD Kop BantoTbl.
use closed ses- yes, on, enable He 3agaHo XpaHuTb B KaLle MHOpMaLMIO O MOCNegHNX
sions_cache 3aKpbITbIX CECCUAX.
| 4 HatypanbHoe 0 Pasmep k3aLua 3akpbITbix ceccuit. UsmepsaeTcsa
crosed_ses-— | uncno B KOMNYECTBE CECCUIA, O KOTOPbIX XpaHUTCA
sions cache size
- - nHopmMaums.
yes, on, enable He 3agaHo BosBpawatb atpnbyt

h323 re-
turn code positive

Cisco:h323_return_code ¢ nonoxuTenbHbIM
3HaYeHneM.

MapameTpbl XypHanupoBaHus (NnogpobHee — B pasgene OnucaHue cuctemsl: XXypHanupoBaHue Ha cTp. 15):

MapameTp

Bo3amoxHble
3HavYeHus

3HaueHue no
YMOm4YaHuio

OnucaHue

log level

NetUP

yncnootr 0 go 3

1

OnpegensieT ypoBeHb COOBLLEHMIA, KOTopble
MULLYTCA B OCHOBHOW NOTOK COOBLLEHUIA.
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OuHamnyeckoe pacnpegeneHune |IP-agpecos

MapameTp Bo3MOXHble 3Ha4vyeHue no OnucaHue
3HavyeHus ymon4yaHuio

log file main ums cpanna CTaHOapTHbIN daiin 0CHOBHOIO NOTOKA COOOLLEHUN.
NOTOK OLIMBOK

log file debug nms danna CTaH4apTHbIN dann otnago4HoOro NOToKa COOBLLEHUN.
NOTOK OLIMBOK

log file critical ums cpanna CTaHOapTHbIN dann KpMTUYECKOro NOToKa CoOOBLLEHMN.
NOTOK OLIMGOK

rotate logs yes, on, enable potaums BkntoyaeT poTtauuio log-channos.
OTKIMYeHa

max logfile size pa3mep B bantax 10485760 Pa3smep channa, npu QOCTUXKEHMN KOTOPOTO

a. [lefcTsyer, ecnu BknoYeHa npon3BoanTcy potaums

poTauus nor-gpannos.

b. VHTepdencHble
napametpbl

string He 3apaHo Mpeduke, nobaBnsembln k 3anucam npu
syslog name BKI1IOYEHHON OMNUMK 3anncu B CUCTEMHBIN
XypHan (syslog)

OuHamunyeckoe pacnpepeneHue IP-agpecoB

[ns peanusaumm BO3MOXHOCTY Tapudmrkauum Tpadumka B TOM crnyyae, ecnu IP-agpec 6bin BbigaH nonb3oBaTtento ns
nyna unn UTM5 He BblgaBancs, BBegeHa cxemMa QuHamuy4eckon npusasky IP-agpeca k cepBUCHON CBA3KE yCryrn
nepegauu IP-tpacduka.

[ns npuMeHeHns cxeMbl K NIULIEBOMY CHETY HEOBXOAMMO NpuBS3aTh YCnyry nepegaudm IP-tpaduka ¢ ycTaHOBNEHHOW
onuuen AMHamn4yeckoe pacnpeaeneHue IP-agpecoB 1 ycnyry kKommyTupyemoro goctyna/hotspot ¢ yctaHoBneHHom
onuuen AluHamuyeckoe pacnpepeneHue IP-agpecos.

Mpw noctynnexun 3anpoca Accounting-Start, atpubyT User-Name (1) KOTOporo CoaepXuT foruH, ykasaHHbl B
CBOWCTBaX CEPBUCHON CBA3KM YCryrn kommyTupyemoro goctyna/hotspot ¢ yctaHoBneHHow onuven AuHammn4yeckoe
pacnpepeneHue IP-agpecos, a atpubyt Framed-IP-Address (8) conepxuT HeHyneson IP-agpec, sgpo UTM5
nepegaet cobbiTve, MHULManM3npytoLLiee npoLeaypy NpuBa3ku BelgaHHoro IP-agpeca k nuueBomMy cyeTy. B coObiTum
nepenarTcsi AaHHbIe O NMLIEBOM cyeTe aboHeHTa v BblgaHHOM IP-agpece. O6paboTyumnk coObITUS BbI3bIBAET DYHKLMIO,
BbINOMHAIOLLYI0 BCe HeOBXoanMbIe NPOBEPKN U, NPY HEOBXOAMMOCTM, HENOCPEACTBEHHYIO AMHAMUYECKYHO NPUBA3KY.

DyHKUNS AMHaMU4Yeckon Npusasku IP-agpeca BbINOMHAET criegytowime encTBus:

1. nonck cepBUCHOM CBSA3KM, CCbINaloLLEnNcs Ha AaHHbI NMLEBON CHET U Ha ycnyry nepepaym IP-Tpaduka c
yCTaHoBReHHOM onuuen OlIuHamunyeckoe pacnpeaeneHue IP-agpecoB. Ecnn cepBrcHasa cBsiska He HangeHa,
[anbHenwune Oe’cTBUS He MPoOn3BoaSATCS;

2. nouck IP-rpynnel, B KOTOPYIO BXOAMT yKkasaHHbIn |IP-agpec. Ecnu Takas IP-rpynna HangeHa, oHa yaanseTcs;

3. cosgaHue IP-rpynnbl, AN koTopon B kavecTse |IP-agpeca ceTn ycTaHaBnmBaeTcs yka3aHHbin IP-agpec, a B
kayecTBe macku — 255.255.255.255. OctanbHbiM napameTpam IP-rpynmnbl npycBavBaloTcs 3HaYeHns no
YMOIYaHuHo;

4. cosgaHuve IP-rpynnbl, NpMBSA3aHHON K HAWOAEHHOW Ha aTane 1cepBUCHON CBA3KE.

Mpu co3pgaHnm unu yganexHun IP-rpynnbl BIMOMHAKTCA cnegylowmne 4eNCcTBUs: ecnu ctatyc Internet ona nuuesoro
cyeTa, KOTOpoMy NpuHaanexuT IP-rpynna, ycTaHOBMNEH B COCTOsiIHNE BknroveH —

— [Mepep cospanvem nnu yaaneHuem IP-rpynnel ctatyc Internet yctaHaBsnveaetcsa B cocTosiHue BbiknioyeH;
— Mocne co3gaHua unu yganenus IP-rpynnel ctatyc Internet yctaHaenusaetcs B cocTosiHne BknioueH.

MOMMMO yka3aHHbIX AEWCTBUIN BO3MOXHA reHepaumst OAHOIO UMM HECKOMbKMX COOLITUI Ha BbIKIMOYEHME JOCTYNa B
WHTepHeT Ansa NMUeBoro cyeta B TOM cnydae, ecnu ctatyc Internet — BbikntoueH.
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OuHamnyeckoe pacnpegeneHune |IP-agpecos

Bo usbexaHnne owmnbok B pabote UTM5 kateropnyeckv He peKoMeHAyeTcs NCnosfb30BaTh AVMHAMUYECKYIO NPUBA3SKY
IP-agpeca, ecnu IP-agpeca 13 nyna nepecekatorcs ¢ IP-agpecamu, ctatnyeckn npuBA3aHHbIMY K CEPBUCHBIM CBSI3KaM
ycnyru nepegayn IP-tpaduka.
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BeeneHune

UMnopT TekcToBbLIX (hannos

BBeaeHue

NetUP UTMS5 nogaepxuvBaeT (nocpeacTBOM OTAEMbHbIX BCTIOMOraTenbHbIX YTUMWT) UMNOPT TEKCTOBbLIX (hannos,
coaepxalumx MHopMaLmio o Tpaduke Unm TenedoHHbIX 3BOHKaX.

MmnopT nogknaccoB Tpaduka B Buae CSV-cainnos onncaH B pasgene UHTepderic agmmHucTpartopa: Knaccbl
Tpadumka Ha cTp. 48.

MMnopT opraHn3oBaHHOM MHOPMaLMK O HEKOTOPbIX 06beKTax onucaH B pasaene MMnNopT CTPYKTYPUPOBaHHbIX
AaHHbIX Ha cTp. 187.

YTunmTy utm5_ send traffic cneayet ucnonb3oBaTth AMa MMnopta uHopmaumm o Tpaduke B TOM cryyae, ecnu
3Ta nHopMaumsa He CoOaepXUT AaHHbIX 06 agpecax oTNpaBUTENs UNu nonyyaTtens Tpaduka, HO COAePXUT
MHdOpMaLMIO O KoNM4ecTBe Tpadmka, ero Knacce, IorMHe CEPBMCHON CBA3KW YCNyru nepedayun Tpadmka, KoTopomn
OOIMKEeH NpuHaanexaTb AaHHbIN Tpaduk. Ecnn noctaslmk nHgopmaumm o Tpadmke NOAAEPKMBAET nepegady
AaHHon nHdopmaumm no npotokony NetFlow, pekomeHayeTcsa nepegasaTte UHGOPMaLMIo 0 Tpadnke No NPOTOKONY
NetFlow.

YTunmTy utm5_send_cdr cnegyeT UCNONb30BaTh A8 MNopTa MHdopMaLMm o TenedoHHbIX 3BOHKax B TOM criy4ae,
€CIn NoCTaBLUUK MHdOpMaunn He nogaepxmeaeT ee nepegavy RADIUS-cepBepy nocpeacTBOM 3anpocoB Ha y4yeT
(Accounting-Request). Ecnn noctasLumk nHdopmauum o TenedOoHHbIX 3BOHKaxX NOAAEPXKMBaET ee nepeaady
nocpeacTBoM 3anpocoB Ha y4eT (Accounting-Request), pekomeHayeTcsa HenocpeacTBEHHO NepeaaBath ee
RADIUS-cepsepy.

@ Lo eepcuu UTM5.3-001 0b6e amux 3ada4yu pewanuck eOuHbIM rpunoxeHuem — UTM5 Unif. ®opmam
umnopmupyembix ¢hatisnos u 601bUWUHCMBO KOHGU2ypayuoHHbIx napamempos UTMS Unif coemecmumbi ¢
onuchki8aeMbIMU ymunumamu.

Cxema paboTbl

Pa36op cdannoB ¢c nHcpopmauymen o tpacpuke

B cnyyae pasbopa channa ¢ uHdopmaumen o Tpadmke BbINOMHATCS crieayoLlmne OENCTBUS:
1. YctaHaBnuBaetcsa coegunHeHue ¢ sapom UTMS no npotokony URFA.

2. MNoCTpOYHO CYMTLIBAETCA TEKCTOBLIV haln, kaxaas CTpoka KOToporo pa3bupaercs B COOTBETCTBUM CO
CcTaHfapTHbIM hopmaTom.

3. [aHHble, cogepxalumecs B KaXaomn CTPOKE, COXPaHSAIOTCA BO BHYTPEHHEW CTPYKTYpe XpaHEHNs OaHHbIX.
4. CTpykTypa c gaHHbiMu nepegaetca aapy UTMS nocpeacteom BbidoBa URFA-yHKuumM 0x5511.
5. ¥Ytunuta utm5 send traffic 3aBepluaer pabory.

davin ¢ MHdopmMaumen o Tpaduke AOMMKEH cogepXXaTb AaHHbIe, OTBEYalLLmMe cneayowmm TpeboBaHusm:
1. Kaxxgas ctpoka chavina gomkHa cogepxatb AaHHble dhopmaTa:

<LOGIN> <BYTES> <TCLASS> <IP>

roe

— LOGIN — noruH, ykasaHHbIN B CBOMCTBaX YCryri nepegayn Tpadmka, KOTOpoMy OOMKEH NpUHaAnexatb AaHHbIN
Tpadwk;
BYTES - konnyecTtBo Tpadmka B 6anTax (He 4OMMKHO npeBbiwath 2 [6);

TCLASS - knacc tpadhmka, 3apernctpmpoBaHHbii B sgpe UTMS5, KoTopomy JOSKEH NpUHaanexaTb Tpaduk;

IP — IP-agpec, koTopbin ByaeT ykasaH Ans AaHHOro Tpadwvka npu opmmpoBaHMM oTveTa no Tpaduky ¢
rpynnupoBaHunem o IP. MNone IP-agpeca moxeT umeTb Npon3BOrbHOE 3HaYeHue B popmate IP-agpeca.
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Cxema paboThl

2. ®ann He OOMKEH coAepaTb CTPOK C Kakor-nmbo Apyron nHdopmaumen unm B gpyrom dopmare.

Pa36op cdannoB ¢ nHcpopmaumen o teneoOHHbIX 3BOHKAX

B cnyyae pasbopa darina ¢ uHopmauuen o TenedoHHbIX 3BOHKaX BbINOMHSAIOTCA crneayoLwmne AeNCTBUS:
1. YctaHaBnuBaetcsa coegnHeHue ¢ sapom UTMS no npotokony URFA.

2. MOCTPOYHO CUMTBIBAETCA TEKCTOBbLIV (havis, Kaxkaas CTpoka KOTOporo pa3bunpaeTtcsi B COOTBETCTBUM hopmMaToM,
3aaHHbIM B KOH(UrypaLmoHHOM danrne.

3. OaHHble, cogepallmecs B KaXaon CTPOKE, COXPaHSIOTCA BO BHYTPEHHEW CTPYKTYpPE XpaHEHWUs AaHHbIX.

4. CTpykTypa c gaHHbiMu nepegaetca aapy UTMS nocpeacteom BbidoBa URFA-dyHkummn 0x10310.

5. YtTunuta utm5_send_cdr 3aBepluaeT pabory.

dann ¢ nHdopmaumen o TeneoHHbIX 3BOHKaX JOMKEH COAepXaTb AaHHbIe, OTBEYaloLLMe cneayowmum TpeboBaHusaM:
1. Kaxxgas 3anncb 0 3BOHKE JOIMKHA HaXoaUTbCs B OTAENbHOWM CTPOKE.

2. 3anuck 0 KaXkaoM 3BOHKE OMKHa 3aHMMaTh He 6onee OgHON CTPOKMU.

3. Kaxxgasa 3anucb 0 3BOHKE AOMKHa COOTBETCTBOBATh cbopmaTy 3anucu, 3agaHHomMmy B KOH(*)VIpraLI,VIOHHOM hanne.
(DOpMaT 3anuncu OOMKeH COOTBETCTBOBATL OOLLMM Tpe6OBaHVIF|M K cbopmaTy 3arnncun o 3BOHKe.

4. daiin He [OMKEH coaepXaTb CTPOK C Kakow-nnbo Apyrov MHdopMaumnen nnm B pyrom opmare.
TpeboBaHus k hopmaTy 3anmncy o 3BOHKE:
1. Kaxxgas 3anucb 0 3BOHKE JOMKHa coaepxaTtb AaHHble B TEKCTOBOM BUJE.

2. Kaxxgast 3anncb 0 3BOHKE OOMMKHa ObITb pasgeneHa OgMHaKoBbIMW pasfenmMTensamMm Ha HECKONbKO NOMen.
Obs3aTtenbHo npucyTtcTeune crnegyrwmx nonem:

MoeHTudmkaTop BbidbiBatoLero aboHeHTa (TenedoHHbIA HoMep);

WaeHTndmkaTtop Bbi3biBaeMoro aboHeHTa (TenedoHHbIN HOMEp);

ﬂﬂVITeﬂbHOCTb 3BOHKa B ceKyHOax Oes YKasaHunAa eguHnLbl USBMepPEeHUs;

[ata 1 BpeMsa Hayana 3BOHKa, eCnn HeoBXoaMMO AaTUPOBaTh 3BOHOK BPEMEHEM, OTMNYHBLIM OT BPEMEHM
nepenavn MHOpPMaLn O HEM;
MoryT npucyTcTBOBaTb Takxe crieaylolme HeobsizaTenbHble Nons:

Bxogawmn TpaHk;

Mexoaswmin TpaHk;
WpoeHtudpmkartop ATC (PBX ID);

YHUKarnbHbIA YMCIOBON MAEHTUMKATOP 3BOHKA (MAEHTUdMKATOP ceccun).

Ecnn dopmat onntenbHOCTN 3BOHKa B KOHUIypaLMoHHOM hairne He 3afaH, TO MO YMOMYaHWIo MCNomnb3yeTcs
cnegyowmi chopmar:

<yu>:<MM>:<cc>.<MCK> <Bp3> <pHj> <Mec> <ur> <Irrr>

Mone KonunuectBo cumBonoB OnucaHue

uy 2 yacel

MM 2 MUWHYTbI

cc 2 CeKyHabl

MCK 3 MUNINCEKYHADbI
Bp3 3 BpPEMEHHas 30Ha
OHJT 3 OeHb Hepenu
Mec 3 mMecsL,

T 2 nara

TOTT 4 roq
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3anyck ytunut

Hanpumep, 00:35:05.000 UTC Tue Jul 19 2016.
MwunnucekyHabl n AeHb Hegenu UTHOPUPYHOTCS.

PasgenvTtens nonen B 3anncu o 3BOHKE 3afaeTcs B KOHUrypaLMoHHOM chaiine u siBnsieTcs eanHbIM A1 BCEro
pa3bupaemoro carina.

3anyck yTunur

3anyck yTUnuT nponssoamTCs KOMaH4aMu:
/netup/utm5/bin/utm5 send traffic
n

/netup/utm5/bin/utm5 send cdr

B komaHgHOWM CTpoke MOXHO nepenasatb obeunm yTunutam cnegyroume napameTpbl:

-c <myTb> MyTb K KOHUrYpaLMOHHOMY hanny.

-s <nyTb> MyTb Kk haviny ¢ umMnopTMpyemon nicpopmaumen. Ecnu 3agaH cumson “ - ”, To untaetca
CTaHAapTHbIN NOTOK BBOAA.
Mo ymon4yaHuio ncnonedyetcs pann /netup/utm5/source.dat

-v BbiBog MHOpMaumu o Bepcun 1 AoNyCTUMbIX NapaMmeTpax KOMaH4HOW CTPOKW.

KoHdurypaumoHHble dpannbl

YTUNUTbI CMOMb3YIOT KOHUrypaLmnoHHble pannbl utm5 send traffic.cfguMutm5 send cdr.cfg,
pacnonoxeHHble Ha UNIX-cuctemax B aupektopun /netup/utm5/, a B céopke UTM5 nog Windows — B aupektopumm
YCTaHOBKM (MO yMOM4aHmio C: \Program Files\NetUP\UTM5\).

dopmaT KOHPUrypaLUMOHHbIX (HalnoB:

napaMe Tp=3HaueHue

Habop cumBOonoB, Haxo4AWMINCS [0 3HaKa paBeHCTBa, ABMNSETCA Ha3BaHMEM NapameTpa, Nnocne — 3Ha4eHnem
napametpa. [pobenbl yunteiBatotcs. [ycTble cTpokn urHopupytotcs. CTpoka, HaunHarLwasicsi ¢ cumeona #,
CYMTaETCs KOMMEHTapueM.

Hwuxe cnenyet CNMCOK BO3MOXHbIX NapaMeTpoB.

Mapametpbl coeamHeHus ¢ sgpom UTMS (obwme ana obenx ytmnur):

MapameTp Bo3moxHble 3HauyeHue no OnucaHue
3HavyeHwus yMon4yaHuio
core_host IP-agpec 127.0.0.1 IP-agpec xocTa, Ha KOTOPOM 3anyLleHo A4po
UTM5.
core port HaTypanbHoe 11758 MopT, Ha koTopom sigpo UTM5 cnywaetr URFA
yucrno ot 1 oo (napametp urfa bind portB
65534 KOHpMrypaLmoHHoMm charine sapa).
core login CTpoOKa init JlormH nonb3oBaTensa 4nsa 4octyna K aapy
UTM5.
core password cTpoka init Maponb nonb3oBaTtens Anst 4octyna K sapy
UTMS.
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MapameTpbl pasbopa dainos ¢ MHopmaLmen o TenedoHHbIX 3BOHKaX (akTyanbHo Ans utm5 send cdr.cfg):

MapameTp Bo3MoXHble 3HayeHue no OnucaHue
3HayeHus yMon4yaHuto
pbx calling sid HaTyparnbHoe 0 Homep nosuuun B umnoptnpyemom daine,
yncno KOTOpasi COOEPXUT 3anuch O BbI3bIBAOLLEM
Homepe.
pbx_called sid HaTypanbHoe 1 Homep nosuuun B umnoptupyemom daiine,
yncno KOTOpasi COOEepXUT 3anuch O Bbi3bIBAEMOM
Homepe.
pbx_duration HaTyparnbHoe 2 Homep nosuumm B umnoptupyemom cdavine,
4ncno KOTOpasi CoAepXuT 3anucb 0 ANUTENbHOCTM
3BOHKa.
pr_duratiOn_fOrma CTpOKa CbOpMaTa d)OpMaT no CDOpMaT 3anucu BpeMeHM 3BOHKAa (a)
t YMOMNYaHuio
pbx session id HaTyparnbHoe 3 Homep nosuummn B umnoptupyemom davine,
yncno KOTopasi coaepXuT 3anuck 06
naeHTUUKaTope Ceccum.
pbx date time HaTyparnbHoe 4 Homep nosuunm B umnoptupyemom davine,
4ncno KOTOpasi COOAEepPXNUT 3anucb 0 AaTe u BpeMeHn
Hayarna 3BOHKa.
pbx_date_format CTpoka chopmata  dpopmar o dopmar JaTbl M BpeMeHU Hauana 3BoHka @,
YMOIYaHuio
pbx_ time HaTyparnbHoe He 3apaHo Homep nosunummn B umnoptupyemom davine,
4ncno KOTOpasi CoAepXuT 3anncb 0 BpEMEHU 3BOHKA
(ecnun BpeMsi XpaHUTCSA OTAENBHO OT AaThl).
pbx_time format CTpoKa hopmaTta  He 3afaHo dopmaT BpeMeHU Hayana 3BoHka @.
pbx_accounting cod HaTypanbHoe He 3agaHo Homep nosuuum B umnoptrpyemom dhavine,
e 4ncno KoTopasi coaepXuT 3anuce 06 nmeHn
nonb3oBarens (ecnv oHa ecThb).
pbx_incoming trunk HaTypanbHoe He 3aJaHo Homep nosuummn B umnoptupyemom davine,
yncno KOTOpasi COAEePXUT 3anucb O BXOASLLEM
TpaHke (ecnu oHa ecThb).
pbx_outgoing trunk HaTypanbHoe He 3aJaHo Homep nosuumun B umnoptupyemom davine,
4Yncno KOTOpasi CoaepXuT 3anuce ob ncxogsiLiem
TpaHke (ecnv oHa ecTb).
pbx_id HaTyparnbHoe He 3agaHo Homep nosuuum B umnoptupyemom dhavine,
yucno KoTopasi cogepXuT 3anmcb 06
naeHTndgukatope ATC (ecnu oHa ecTb).
pbx_delimiter CcTpoka npoben CvmBorn-pasgenvTens Mexay nonsmu.
pbx_quote CTpoOKa nycras cTpoka CumBOn, B KOTOPbIN 3aKMOYEHbI MONS.

a. B cTpoke cdhopmata BpemeHu gonyckaeTcs ucnonb3oBaHue crneundukatopoB %H, %h, %M, %m, %S 1 %s (cM. HUXe).

CneuudukaTtopb! Ana 3afaHusa faThl U BPEMEHU:

Cneunchukatop OnucaHwue

%Y rog (1970...)

Sy nocnegHve aea paspsaga roga (00..99)
N mecay, (01..12)

NetUP
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Cneuudmkatop  OnucaHue

%n mecsL, 6e3 Hynen cnesa (1..12)

%H yac (00..23)

%h yac 6e3 Hynew cnesa (0..23)

%D AeHb Mecsua (01..31)

%d OeHb Mecsiua 6e3 Hynen cnesa (1..31)
M MuHyTbI (00..59)

sm MUHYTbI 6e3 Hynen cnesa (0..59)

%S cekyHabl (00..60)

%s cekyHabl 6e3 Hynei cnesa (0..60)

b CokpalLeHHoe Ha3BaHue mecsua (Jan..Dec)
$U Bpems B oopmarte unix timestamp

oe
N

BpeMeHHasi 3oHa (Hanpumep MSK) — Tonbko gnsa OC FreeBSD un
Linux

no6on cumeorn

oe

MapameTpbl XypHanupoBaHus (mogpobHee cMm. B pasgerne Onucanue cuctemsbl: XKypHanmpoBaHue Ha cTp. 15):

MapameTp Bo3MoXHble 3HauyeHue no OnucaHue
3Ha4YeHus yMoOsf4yaHuio
log level yucro ot 0 go 3 1 OnpepenseT ypoBeHb COOBLLEHUI, KOTOpbIE

NULLYTCA B OCHOBHOM NOTOK COOBLLEeHWI (ecnn
npu 3anycke He 3afaH napameTp -d).

log file main nms anna CTaH4apTHbIN dann oCHOBHOIO NOTOKa COOBLLEHWIA.
MOTOK OLUMBOK

log file debug mmsa cpanna CTaHOapTHbIN darin oTnagoyHoOro NOToka CoobLLEHWIA.
NOTOK OLWNBOK

log file critical nms anna CTaH4apTHbIN dann KpUTUYEeCKoro NoToka CooOLLEHWIA.
MOTOK OLUMBOK
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UTMS RFW

Cxema pa6otbl UTM5 RFW

Addextop UTM5 RFW aBnsieTcs AeMOHOM MCNONMHEHUs KOMaHA, noctynatowmx ot agpa UTM5. RFW npegHasHaveH
Ans ynpaeneHus ctopoHHuM MO, Bknioyas 6paHamayapbl, MapLIpyTU3aTopsl, LWewnneps! U T.4.

Kpatkoe onuncaHne cxeMbl paboTbi:

1. CoepmHeHune c sgpom UTMS5;

2. MNMonyyeHue komaHg ot sapa UTMS5;

3. BbInonHeHne KoMaHg, NoKanbHO UnNu yaaneHHo.

Mpu 3anycke UTM5 RFW aBTOpusyeTcs B cucteme, UCMNOnb3ysi NapaMeTphbl, yka3aHHbIe B KOHUrypaLoHHOM doaiine.
Onga ycnewHown aBTopu3aumm UTM5 RFW gomnxeH 6biTb 3apernctpmpoBaH B cnucke 6paHamayapos (cM. UHTepdbeiic

agMuHucTpartopa: Cnucok 6paHamMayapoB Ha cTp. 76). KonvyectBo 3apernctpupoBaHHbix B cucteme UTM5 RFW
He OorpaHNyeHo.

UTM5 RFW ycTaHaBnmBaeT NocTosiHHOe coeanHeHune ¢ sapom UTMS no npoTokony Stream, oxumaas komaHa,
reHepupyemMbix 94pOM Npu HACTYNNeHUn onpeaeneHHblX cobbiTuin. CooTHeceHMe CoBbITUI N UCMONHAEMbIX KOMaHA
Npon3BOAUTCS B UHTEpdence agMuHNCTparTopa Ha cTpaHuue Hactponku: MNpaswna firewall.

Internet

KomaHabl,

330, aHHEIE B
(HacTtpoitku | Mpaewvna firewall)
WHTepdelica agMMHUCTpaTopa

CepBep c ACP rsh Ci;co
Stream (Cisco) 10S Firewall
Anpo UTMS —> “nm
nokKanbHo
(PC-poyTep) PC-poyTep
ipfw/iptables
NetFlow ] |

KomaHbl ncnornHsitoTes nokarbHO Ha TOM Xe cepBepe, rae 3anyleH RFW, ecnu B kadecTBe Tuna 6paHamayapa
BblbpaHo Local, n yaganeHHo no rsh — ecnu B kadectse Tvna 6paHamayapa BeibpaHo Cisco (rsh).

Ecnn RFW He noakntoyéH K a4py, KOMaHabl K3LWMPYHOTCA B TedeHne 24 vacos. [Npu nepenogkntodeHnn RFW k agpy
MOXET NPOMCXOANTb BbIMOMHEHNE HEKOTOPbIX KOMaHA, COrMacHo 3adaHHbIM hnaram CMHXpoHU3auun (cwm.
CuHXxpoHu3auus npaBun Ha cTp. 59); npu nogkntoyeHny 6e3 ykasaHuns naros BCe KaLIMpoBaHHbIE Npasuna byayT
oTnpasneHbl Ha addekTop. Kpome Toro npu 3anycke RFW nunu npu ero nepenogkniodeHnm K SApY MOXXET UCMONHATLCS
npou3BonbHas KOMaHAa, 3afaHHas napameTpom firewall flush cmd (cM. KoHcduUrypaumoHHbin dann Ha
cTtp. 57).
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MpaBuna firewall

Mpaewuno firewall — 370 06bEKT, 3agatoLWwnii LWAbNoH BLINOMHAEMON KOMaHAb! U ONpeaensaioLwmi yCnoBus eé
BbIMOSTHEHMS.

MepeyeHb 3aperncTpmpoBaHHbIX B cucteme npasun firewall Haxogutcs Ha Bknagke Hactpowku: Mpasuna firewall
MHTepderica agMmmHucTpaTopa.

[oTOBBIE ANS BLIMONHEHWSA NpaBuna nepeaaroTcsa Ha BobinonHeHe UTMS RFW.

MpaBuna firewall o6nagatoT cneayowWmMmM rpynnamy napameTpoB:

ObnacTtbto NPUMEeHUMOCTUN (}J,J'Iﬂ Kakunx nonb3oBaTtenen npasunio BbII'IOJ'IHﬂeTCH);

MHuupmmpyowmm cobbiTnem (MpuydmnHa BbIMONHEHNS npasuna);

MecTom BbinonHeHusi (RFW, koTopomy nepegaeTcs NpaBumno, M COOTBETCTBYIOLLUIA eMy GpaHamayap, Ha KOTOPOM
npaBuIIo BbINOMHAETCA);

LlabnoHom (cobcTBEHHO KOMaHaa).

Ona NOCTPOEeHUA LwabnoHoB kKOMaHz, NCNONb3YyHTCA NepeMeHHble, KOTopble HenocpeaCcTBEeHHO Npu oTnpaBke
KomaHabl Ha RFW 3ameHsatoTcs COOTBETCTBYHOLLMMN 3HAYEHUAMWN.

— O6nacTb NPUMEHMMOCTU — CBOWCTBO, ONpeaensitoLLee NLEBbIE CYETA, K KOTOPbIM MPUMEHUMO AaHHOE NPaBuo.
Ecnu BbiGpaHa onuusi Bce nonb3oBaTenu, noa AercTBME NpaBuria NnoanagatT BCe NULEBLIE cYeTa,
3aperMcTpupoBaHHbie B cucteme. B npoTnBHOM cnyyae gns Beibopa NnogMHOXECTBA JIMLEBBIX CHETOB MOXHO
ucnonb3oBaTh crneaylowue ycrnosus: Beibop no naeHtudmkatopy nons3osarens, BbI6op No NpUHagnexXHoCTu
nonb3oBaTens K rpynne v Belbop no TapudHoMy nnany. Mo ymonyaHuio npaBuno NpUMEHSIETCS K NMULEBLIM cHeTaM,
yOOBNETBOPSOLWMM N0OOMY U3 3aaHHbIX YCIOBUIA, ecnn nx 6onee ogHoro (T. e. y4nTbiBaeTcs 06beguHeHe
ycnoswuii — nornyeckoe UITN). Mpu BeiGope anbTepHaTUBHOM OMUUN YYUTLIBAETCHA NEpeceyeHmne ycrnoBui
(nornyeckoe W), T. e. NpaBuno NPUMEHAETCA K NIMLEBbLIM CHETaM, YAOBMNETBOPSIOLLMM BCEM YCIIOBUSAM.

@ lpu ebibope nuueabix cHemos Mo mapugHoOMy raHy nod ycrosue rionadarom nuyesblie cHema, Ha Komopbie
CCbln1armcsi mapugHble C8513KU, UMerowue ykasaHHbIU mapugbHbIl rnnaH 8 kadecmee mekyuwie2o. [1pasuna,
MPUMEHUMBIE K Cep8uUCHbIM ces3kam unu IP-apyrinam, 6y0ym npuMeHsimbCs KO 8CeM Cep8UCHbIM C8s3KaM uru
IP-epynnam asmux nuyesbix cHemoe, 8KrYasi me, Komophble cesi3aHbi ¢ Opy2uMu mapugbHbIMU raaHamu.

— WHunuumpyowee cobbiTue (oaHO unu 6onee) — BbibMpaeTcs 3 cnucka (cm. CobbiTus Ha cTp. 54).

— MecTo BbINONHEHUSA NpaBuna — CBOWCTBO, 3aJatoLLiee KOHKPETHbIN GpaHamayap nyTém Beibopa 13 cnucka, unu
(ecnu BbIbpaHa cooTBETCTBYOLLASA onumMs) Bce BpaHamayapbl.

— LWa6noH KoMaHAabl — CTPOKa, KOTOPas MOXET coaepXaTb nepemeHHble (cM. NMepemeHHbIe), 3amMeHAeMble
COOTBETCTBYHLUVMMMN 3HAYEHNAMW HEMOCPEACTBEHHO NPU OTNpaBKke KoMaHabl Ha RFW.

B clly4ae nokKarnibHOro NCnofmtHeHuA RFW BbinonHseT KOMaH4y cnegyruwimnm o6pasoM:
[sudo path ] [firewall path Jargl[ arg2[ arg3...]]

rae HeobszaTenbHble napameTpbl sudo _path U firewall path 6epyTca M3 KOHMUIypaLMoHHoro daina, a
ocTarnbHas 4acTb CTPOKM — U3 WabnoHa koMaHabl NOCMe NOACTAHOBKM 3HA4YEeHU NepeMeHHbIX. Takum o6pa3om, ecnm
oba napamertpa sudo_path U firewall path He 3aAaHbl, LHIABNOH KOMaHAbl JOMMKEH HAYNHATLCS C UMEHM
BHELLHEro UCNosHsAeMOoro danna.

B Clly4ae BbINMOTHEeHnA no rsh, KomaHga oTnpaBnseTcs B TOM BUAe, B KOTOPOM NOCTynua oT aapa (T. €. WabnoH ¢
noacTtaBieHHbIMU 3Ha‘-IeHI/IFIMVI).

CosgaHuve npasun onvcaHo B npumepe CosaaHue npaBuna firewall Ha cTp. 125.

@ [ns ucnonb3oeaHusi npasur, co30aHHbIx 8 cbopke 5.2.1-006 unu 6onee paHHel, HEO6X00UMO UX
npedsapumernbHO KoHeepmuposams (cM. lMpeobpa3oeaHue npaeus Ha cmp. 56).
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NMepemMeHHbIe

B atom pa3gene npvBenéH CnMcok BO3MOXHbIX MEPEMEHHbIX, AOCTYMHbIX A4S UCNONb30BaHWSA B LWAbnoHax KomaHa,
1 0bnacTb NPUMEHNMOCTU KaXaon U3 HUX (T. €. TUM COBbITUIA, MPU KOTOPbIX BO3MOXHO MCMOMb30BaHNe JaHHOW
nepemeHHon). Ecnun B komaHge ncnonb3yoTcs NepeMeHHble, He NPUMEHNMbIE A58 COBbITUI AaHHOro TUna, OHN
3aMeHSI0TCS 3HaYEHMAMM MO YMOMYaHMIO.

Cnucok cobbiTuii npueeaéH Hke (cM. CobbITUA Ha cTp. 54).

NMepemeHHasn 3HayeHue no O6nacTtb OnucaHue
ymMonyaHuro NPUMEHUMOCTH

UID nycras cTpoka Bce cobbiTus, kpome MaeHTudmkarop nonb3oBaTens

bITU 3aKpbITU

UGROUP nycrasi CTpoka 006_ 3akp ,e Cnu1cok naeHTUgrKaTopoB rpynmn, B KOTOPbIX
cdanna getanbHon "

COCTOMT NOMnb30BaTenb, pa3aeneHHbIX ';
CTaTUCTUKN U

LOGIN nycras cTpoka 3akpbiTue aitna JlorvH nonb3oBaTtens
noros

EMAIL nycrasi CTpoka Bce cobbiTus, kpome AZpec anekTpOHHOW NOYThl, YCTAHOBMEHHbIV B
cobbITM 3akpbiThe CBOMCTBax nonb3osarerns.

nn TanbHOMN
ACCOUNT 1ID 0 ¢aiina neta o MaeHTndmkaTop nnueBoro cyeta
- CTaTUCTUKM,

RULE_ID 0 3akpbIThe anna VaeHTndurkaTop nonb3oBaTens noc 3HadeHne
noros 1 YaoaneHue napametpa fw rule offset u3cnucka
nonb3oBaTens CUCTEMHbIX MapamMeTpoB.

FULL NAME nycrasi CTpoka MonHoe HanmeHoBaHWe Nonb3oBaTens

MOBILE PHONE

nyctaa CTpoka

WORK_ PHONE

nycras cTpoka

HOME PHONE

nyctasa CTpoka

SWITCH TIP

nyctaa CTpoka

SWITCH PORT

nyctaa CTpokKa

Homep MOBUNBHOIO TenedoHa nonb3oBaTens

Homep pabouero TenecoHa nonb3oBaTens

Homep gomaluHero TenegoHa nonb3oBaTensi

HassaHue GpaHamayapa, yCTaHOBMNEHHOIO B
none YaanéHHbIn komMmyTaTtop (cm. : [ipyroe Ha
cTp. 39)

MopT, ycTaHOBNEHHbLIN B CBOMCTBAxX
nonb3oBarens (cM. : [ipyroe Ha cTp. 39)

SLINK_ID

NetUP

Bce cobbiTus, kpome
cobbITM 3akpbiThe
c¢anna geranbHoMn
CTaTUCTUKM,
3akpbiTHe channa
noroB, lo6aBneHune
nonb3oBaTens,
U3meHeHune
nonb3oBaTens un
M3meHeHue 6anaHca
cuyéTta

MaeHTudmkaTtop cepBUCHOM CBA3KU
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MepemeHHan

3Ha4yeHue no
yMon4YaHuio

O6bnactb
NPUMEHUMOCTH

OnucaHue

ULOGIN

nycras cTpoka

BknioyeHune/Bbiknioy
eHue UHTepHeTa

Ho6aBneHne/IameHe
Hue/YaaneHue
cBa3kwm dialup,
BknioueHue hotspot,
BbikntoyeHune
hotspot, YcTaHOBKa
LWMPUHBbI BXOAALLEro
KaHana, UameHeHune
LUMPUHBbI BXOASLLEro
KaHana, CHATne
orpaHuyYeHuUm Ha
BXOASLLUUW KaHan,
YcTaHOBKa LUMPUHBI
ucxopgswiero KaHana,
N3meHeHne WNPUHbI
ucxopsiiero KaHana
n CHATHe
orpaHuyYeHuUm Ha
McXoasAaWMn KaHan

JlorviH, ykasaHHbIN B CBOMCTBaxX CEPBUCHOMN

cBA3kn unu IP-rpynnel

UIP

0.0.0.0

UMASK

255.255.
255.255

UINVERTMASK

0.0.0.0

UBITS

32

BknroyeHue/Bbiknioy
eHue UHTepHerTa,
BknroyeHue hotspot,
BbikniovyeHue
hotspot, YcTaHoBKa
LWMPUHBbI BXOAALLEro
kaHana, UameHeHune
LUMPUHBbI BXOASALLEro
kaHana, CHaTne
orpaHuyYeHuUm Ha
BXOASILLUMW KaHan,
YcTaHOBKA LUMPUHBI
ncxopasiero KaHana,
N3meHeHMe LWINMPUHDbI
ncxopasiero kKaHana
n CHATHE
orpaHuyYeHuUn Ha
ncxoasilmMm KaHan

Agpec cet nonb3oBaTensi, ykasaHHbIN B
csovictBax IP-rpynnel B none IP.

Macka ceTu Yepes ToUKy (Hanpumep,

255.255.255.0).

NHBepTMpoBaHHaa Macka ceTu Yepes TOUKY

(Hanpumep, 0.255.255.255). Vicnonbayetcs npu

pabote ¢ mapLupyTunsatopamm Cisco.

BuHapHas macka cetu (Hanpumep,
32 o3HavaeT 10 Xe, 4To 1 255.255.255.255).

MAC

NetUP

nycras cTpoka

BknioyeHune/Bbiknioy
eHue UHTepHerTa,
YcTaHOBKa LUMPUHbI
BXopAsLero KaHana,
N3meHeHMe WNPUHLI
BXOASALLEro KaHana,
CHATWe orpaHnyYeHunmn
Ha BXOAsILLUMW KaHan,
YcTaHOBKa LUMPUHbI
ucxopasLuero KkaHana,
N3meHeHMe WNPUHbI
ucxopsLlero KaHana
n CHATHe
orpaHu4YeHuUMn Ha
McxoasLMn KaHan

MAC-agpec, ykasaHHbIi B cBoncTBax IP-rpynnbl.
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MepemeHHan 3Ha4yeHue no O6nacTb OnucaHue
yMon4aHuio MPUMEHUMOCTU
SERVICE ID 0 [No6asneHue/ NpeHTudmkatop yenyrm
U3meHeHue/YaaneHu

e cBA3ku dialup,
OTKpbITHE ceccum,
3akpbiTue ceccum,
Ho6aBneHne/IameHe
Hue/YaaneHue
cBAsku IP-Tpacuka,
Ho6aBneHne/iameHe
Huel/YoaneHue
CBA3KM TenecoHum,
Ho6aBneHne/IameHe
Hue/YpaneHue Tex.
napameTpa,
Ho6aBneHne/iameHe
Huel/YoaneHue
cBsA3ku IPTV

UPASS

nycras cTpoka

Ho6aBneHne/IameHe
Huel/YoaneHue
cBaAsku dialup,
BknroyeHue hotspotn
BbiknioyeHue
hotspot

Maponb cepsucHomn cBaskn ycnyrm hotspot nnm
yCryru KOMMyTMPyemoro AocTyna.

DIALUP_  FLAGS

nyctaa CTpokKa

UCID

nyctaa CTpokKa

UCSID

nycras cTpoka

Ho6aBneHne/iameHe
Huel/YoaneHue
cBaAsku di-alup

dnary cepBUCHOW CBA3KU yCryrn
KOMMYTMPYEMOro gocTyna:

0 — yctaHoBneH napameTp PaspelueH
Ringdown;

3 — yctaHoBneH napametp PaspeweH Callback;
1 — ycTtaHoBneHbl o6a napameTpa

3HayeHune napametpa CID cepBUCHON CBA3KM
yCcnyrm KOMMyTUpyeMoro gocTyna.

3Ha4veHune napametpa CSID cepBUCHOM CBA3KU
ycnyru KoMmMyTUpyemoro goctyna.

DIALUP LIST

nyctaa CTpokKa

BLOCK TYPE

-1

SLINK LIST

nycras cTpoka

EXTERNAL ID

nyctaa CTpoka

U3meHeHune
COCTOSIHUA
GNOKMPOBKM

Cnucok napameTpoB CEPBUCHbIX CBA3OK YCIyru
KOMMYTUpPyeMOro goctyna ana gaHHoro
nuueBoro cyeta B opmate "unenTuduxkaTop/
JiormuH/naposis/CID/CSID/ duaru" yepes

n.n
’

Yucrnosoe npeactaBneHune Tmna 6riokMpoBKy (CM.
Tunbl GNOKMPOBKM Ha CTp. 54).

Cnucok Bcex naeHTMgrKaTopoB CepBUCHbIX
CBS30K, MPUHaAnexaLlmx nuueBoMy CHETY, Yepes

n.n
’

BrewHnn ID nuueBoro cyeta

BALANCE

NetUP

0

OnoBelyeHue 06
M3MeHeHun 6anaHca

BanaHc cuyéTa
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MepemeHHan 3Ha4yeHue no O6nacTb OnucaHue
yMon4aHuio MPUMEHUMOCTU
TECH PARAM TY O HobasneHue Tex. Tun TexHnyeckoro napamerpa:
PE napamertpa, 1 -web, 2 - email.
TECH PARAM 0 WameHeHue Tex. MaeHTnmkaTop TEXHUYECKOro napameTpa
D - napameTpa u

TECH PARAM VA
LUE

nycras cTpoka

TECH PARAM PA
SS

nyctaa CTpoka

TECH PARAM
T ID

-1

YananeHue Tex.
napameTtpa

3HaveHue TexXHN4YecKoro napamerpa

Maponb TexXHU4YeCKoro napameTpa

ID Tuna TexHMYeckoro napametpa:
1 -web, 2 - email.

SERVICE TYPE

OTKpbITHE ceccum,
3akpbiTue ceccum,
Ho6aBneHune Tex.
napameTpa,
N3meHeHue Tex.
napameTtpa u
YpaneHue Tex.

Tun ycnyru (cM. Tunbl yenyr Ha cTp. 54).

napameTpa
TARIFF 0 Do6asneHue / WaeHTudmkarop TapudHON cBssku
LINK ID N3meHeHue /
YnaneHue cBA3KU
DISCOUNT 0 Ilf'r achvka / Buaeo MaeHTndmkaTop pacyeTHoro nepuoga
PERIOD ID P A
— no 3anpocy
START DATE 0 [ara Hayana 4encTBMSA CepPBUCHON CBA3KM
END DATE 0 [laTta okoH4YaHus 4ENCTBMSA CEPBUCHOWN CBA3KM
IP_GROUP_ID 0 WpeHTudpmkartop IP-rpynnel cepBUCHOM CBA3KU
IPTV_SERVICE  nycTas CTpoKa Do6aBneHue/ameHe [lonb3oBaTtenbckmMe AaHHble, 3afaBaeMble B
DATA Hue/YpaneHue napameTpax ycnyru.
cBAsku IPTV
IP_GROUP_LIST nycras CTpoKa N3meHeHne Cnucok IP-rpynn B doopmarte
COCTOSIHUA "anpec/macka/maoruH/
GNOKUPOBKY, napoJsis /MAC/nocraBsumk NetFlow" yepes
Oob6aBneHue cBA3KM ";"
IP-Tpachuka,
N3meHeHue CBA3KMK
IP-Tpachuka n
YnaneHue cBA3KKU
IP-Tpachuka
TIME LIMIT 0 BkntoyeHue hotspot, OcTaTok BpeMeHU AN CEPBUCHON CBA3KM YCMyri
BbikntoyeHune hotspot
hotspot
TEL LIST nycras ctpoka Do6aBneHue cBa3ku Cnuvcok TenedoHHbIX HOMEpPOB B hopmaTte
TenedoHun, "Homep/noruH/ paspew.CID/BXOLN.
N3meHeHue cBA3KKN TPaHK/MUCXOH. TpaHK/pbx id/maposs"
TenecoHuu, yepes "; "

NetUP

YnaneHue cBA3KU
TenedoHun 1
U3meHeHue Tuna
GnoKMpoBKMU
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Mpasuna firewall

MepemeHHan 3Ha4yeHue no O6nacTb OnucaHue
yMO4yaHuio NPUMEHUMOCTU

NAS ID nycrasi CTpoka OTkpbiTe ceccum n  Nperntudukatop NAS

NAS_IP 0.0.0.0 3akpeiTve cecoum  Ti5 o NAS

SESSION ID

nycras cTpoka

ACCT STATUS T
YPE

0

CALLING SID

nyctaa CTpoka

CALLED SID

nycras cTpoka

WaeHTtudmkarop ceccum (ctpoka)

Cratyc ceccuu:
1 - oTKpbITa, 2 - 3aKpbITa.

ID BbI3bIBaOLLEN CTAHLINN

ID BbI3bIBAEMOW CTAHUMMK

FRAMED IP 0.0.0.0 IP-agpec, ykasaHHbin B RADIUS-aTpnbyTe
Framed-IP-Address (8)
BANDWIDTH 0 YcTtaHOBKa WMPUHbLI  TekyLas nponyckHas CnocoOHOCTb NOMockl
BXOASLEero KaHana,
N3meHeHMe LWINPUHDbI
BXoAsLero KaHana,
CHATMe orpaHnyveHumn
Ha BXOASALWMIA KaHan,
YcTaHOBKa LUMPUHbI
McxopasLuero KaHana,
N3meHeHMe LWINPUHDbI
ucxopasilero KkaHana
n CHaTne
orpaHuyYeHuUm Ha
MUCXOAsILLMN KaHan
PATH nycrasi CTpoka 3akpbiTune canna MyTb K pariny AgeTanbHON CTaTUCTUKN Unn
AetanbHown log-cpanny
CTaTUCTUKM U
3akpbiTHe channa
norosB
PAYMENT 0 BHeceHue nnarexa Pa3smep nnarexa
AMOUNT
PAYMENT TYPE O ID meToga nnarexa
ACTION nycrasi ctpoka 3anucb B OTYET ID gencreus
U3meHeHun "
COMMENTS nycras cTpoka 3meHehmne KoMmeHTapwuii K UBMEHEHMSIM AaHHbIX
nonb3oBaTenewn
nonb3oBarens
WHO nycras cTpoka ID BHOCMBLLEIO N3MEHEHNS
PASSWORD nycras ctpoka Perucrtpauusn Maponb ons Bxoga nNonb30BaTens B MUYHbIN
aboHeHTa HotSpot KabuHet
TEL NUMBER nycras cTpoka Homep mobunbHoro TenedoHa nons3oBartens
TILL nycras ctpoka OnnTenbHOCTb CyLLEeCTBOBaHWSA KapTOYKK

NetUP

aboHeHTa. [pn NOBTOPHOW perncTpauuu Ao
OKOHYaHuA nepuoaa, ANNTENbLHOCTL
o6HoBRseTCA
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Mpasuna firewall

MepemeHHan 3Ha4yeHue no O6nacTb OnucaHue

yMonyaHuro NPUMEHUMOCTH
USW_IP BknroueHue/Bbikntou  IP-agpec kommyTaTopa B cBoncTBax |IP-rpynnbl
USW_LOGIN eHue UnTepHeta JlornH kommyTaTopa B cBoncTBax |P-rpynnbl
USW_PASS Maponb kommyTaTopa B cBovicTBax IP-rpynnbi
USW_REMOTE ID Remote ID kommyTaTopa B ceoncTeax |IP-rpynnel
USW_ID ID kommyTaTopa B cBovcTBax IP-rpynnbl
USW_PORT MopT koMMyTaTopa B cBoncTBax IP-rpynnbl
UVLAN VLAN B cBovicTBax IP-rpynnbl

@ lNepemerHbie SPLI NK_I D, TRAFFIC LIM T, UTELLOGA NS, UTELNUMBERS, ul P_LI ST senaromes
ycmapeswumu U He ucrionb3yomcsi

Cpeam nepeMeHHbIX UCMONb3YTCS criedyolwmne nepeuncrneHuns:
— Tunbl 6nokupoBku — cMm. JluueBble cyeTa Ha cTp. 18.

— Tunsbl yenyr — cm. Yenyru Ha cTp. 21.

CoObiTuA

Hwxe NnpvBedEH CNMCOK BO3MOXHbBIX COOLITUN, MHULMUPYHOLLMX BbINOITHEHWE KOMaHAbI:

— BknroueHune UHTepHeTa — BbINONHAETCA ANA Kaxkaon |P-rpynnbl B Kaaon CepBMCHON CBSA3KE YCNyrn nepeaayu
IP-Tpadhuka, npuHagnexatiero nuueBoMy CHETY, NpU n3MeHeHUn ctatyca Internet gaHHoro cuéta c "BblknoyeH"
Ha "BKntoyeH";

— BbikntoyeHue UHTepHeTa — BbINONHSETCS 08ax0b! ANs Kaxaow |P-rpynnbl B KaX40M CEPBMCHON CBA3KE YCNyrn
nepegauyu IP-Tpadvka, npuHagnexawiero nuuesoMy CHETY, Npn n3meHeHumn ctatyca Internet gaHHoro c4éta ¢
"BKMNtoYeH" Ha "BbIKMOYEH";

— [o6aBneHue nonb3oBaTens — BbINOMHSAETCS ANA NOMNb30BaTens Npu Ao6aBneHnn AaHHOro Nonb3oBartens B
cuctemy (4Yepes nHTepdenc agMuHMCTpaTopa UM aBToMaTUYecKu);

— U3meHeHue nonb3oBaTens — BbINOMHAETCA Ang nonb3oBaTens npun n3aMeHeHnn aaHHbIX 3TOro Nonb3oBaTens,
— YpaneHue nonb3oBaTens — BbINOMHAETCS A5 NoNb3oBaTens npu ero yoanexHuu;

— WU3ameHeHue cocTosiIHUA 6]10KI/IpOBKI/I — BbINONHAETCA Angd nmueBoro cyéTta npn N3MeHeHNU COCTOAHUA
OnOKMPOBKM (T. €. MpK ero BroKNPOBKE UM pa3brIoOKNPOBKE);

— OnoBeleHne 06 N3MeHeHUU GanaHca — BbINOMHAETCS A1 NUMLEBOro cYéTa npuv NPoXoXxaeHnn ero 6anaHca
Yepes rpaHuubl, 3afaHHble CUCTEeMHbIM NapaMeTpoM notification borders. CobbIThE BbINOMHAETCS TONbKO
B Crny4yae npoxoxaeHusa rpaHnubl, BbI3BaHHOIO yMEHbLUEHNEM 6anaHca;

— OTKpbITUE Ceccum — BhINOSHAETCA Ansi CEPBUCHON cBsA3kM npu noctynneHnn RADIUS-3anpoca Accounting-Start;
— 3akpbITHe ceccum — BbINOMHAETCS ANs CEPBUCHOW CBA3KM Npu nocTynneHnn RADIUS-3anpoca Accounting-Stop;

— fo6aBneHune cBA3ku dialup — BbINOMHAETCS AN CEPBUCHON CBA3KM YCIyr KOMMYTUMPYEMOro AOCTyna npu eé
co3aaHuu;

— WUsmeHeHue cBA3ku dialup — BLINONHAETCA ANs CEPBUCHON CBA3KM YCNYrn KOMMYTUPYEMOro goctyna npu
U3MeHeHUN e€ napamMeTpoB;

— YpaneHue cBsa3ku dialup — BbINoONHAETCA AN CEPBUCHOM CBA3KM YCIYrM KOMMYTUPYEMOro AOCTyna npu eé
yaaneHuu,

— [o6aBneHue cBA3ku IP-Tpachuka — BLINONHAETCA ANS CEPBUCHOW CBA3KM ycnyru nepeaayn IP-tpacduka npu eé
nobaBneHuu;
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U3meHeHue cBAasku IP-Tpadmka — BLINONHAETCS NS CEpBUCHON CBA3KM ycnyrn nepedayn IP-Tpaduka npu
N3MEHEHUN e€ NapaMeTpoB;

YnaneHue cBsasku IP-Tpachuka — BbINONHAETCS 4Ns CEpPBUCHON CBA3KM ycnyru nepedayu IP-tpaduka npu eé
yhaneHuu;

[o6aBneHue cBA3KKU TenedOHUU — BLINOMHSETCSA AN CEPBUCHON CBA3KM yCryrn TenedoHun npu eé
nobasneHuu;

U3meHeHue cBA3KM TenedOHUU — BbINOMHAETCH ANA CEPBMCHOM CBA3KM YCNyrn TenedoHny npu nsMeHeHun eé
napameTpoB;

YnaneHue cBA3KK TenedoHUN — BbINOMHAETCA ANs CEPBUCHON CBA3KN YCNyrn TenedoHumn npu eé yaaneHuu;
BknroueHune hotspot — BbinonHaeTca onsa cepBucHom cBasku hotspot npy aBTopusaumm nonb3oBaTens;

BbiknioueHue hotspot — BuiNonHAeTca 4ns cepBUCHON CBA3KM hotspot Npu Bbixode nonb3oBaTens Unm
npekpaLleHnn ceccum;

PerucTtpauus aboHeHTa hotspot — BbinonHsieTca Anst nonb3oBaTens Nnpy gobaBneHnn 4aHHOTo Nonb30BaTerns B
cucTemy yepes web-nHTepdeic;

Hdo6GaBneHue Tex. NnapameTpa — BbINOMNHAETCS A1 CEPBUCHO CBA3KM NpU 0GaBNEHUM K HEW TEXHUYECKOro
napametpa (cM. : TexHu4Yeckue napameTpbl Ha cTp. 40);

N3meHeHMe Tex. MapameTpa — BbINOSHAETCS A5 CEPBUCHON CBSI3KU NPY N3MEHEHUM CBSI3aHHOTO C Hel
TEXHUYECKOro NapameTpa;

YpnaneHue Tex. napameTpa — BbIMNOMHAETCS AN CEPBUCHOM CBA3KN NpuU yoaneHnn cBA3aHHOIo C Hen
TEXHUYECKOro napameTpa;

YcTaHOBKa WMPUHBbI BXOAALEro KaHana — BbIMOMHAETCS ANS Kaxaow |P-rpynnbl npy HacTynneHny ycnosun
LeNnNMpoBaHMs NS BXOASALLEro kaHana no JaHHOM cepBucHON cesske (cM. UHTepdperic agMuHnucTpartopa:
OuHaMmunyeckoe WwennmpoBaHue Ha cTp. 88);

N3ameHeHMe WNPUHBI BXOASALLEro KaHarna — BbiNomnHaeTca Ans kaxaon |P-rpynnbl npyu cMeHe ycrnosui
LUENNUPOBaHUS ANs BXOASILLEro KaHana no JaHHOM CepBUCHOM CBA3Ke (Hanpumep, Npu nepexoae Tpaduka yepes
rpaHuLbl WennupoBaHus);

CHsiITUe orpaHMyYeHUn Ha BXOASALMIA KaHan — BbINONHSAETCA ANng kaxaown |P-rpynnel npu Bbixoge BXOASLLEro
KaHana no AaHHOW CepBUCHON CBA3KE U3-NOJ YCMNOBUI LLEVNNUPOBaHNS (HanpuMep, Npu obHyneHnn konmyecTsa
Tpaduka B MOMEHT 3aBepLUEHUS OTYETHOrO nepunoaa);

YcTaHOBKa WMPUHBbI UCXOASLLIEro KaHarna — BbINOMHAETCA ANns Kaxaon IP-rpynnel npu HacTynneHum ycrosui
LEeNNMpPOBaHMA AN UCXOASLEro KaHarna no AaHHOW CEPBUCHOM CBA3Ke (HanpuMep, Npu JOCTUXKEHUU TpadhnKoM
HVDKHEW rpaHuLibl LWennupoBaHuns);

MN3meHeHue WMpUHbI NCXOASALLEro KaHana — BbiNoMHAETCA AN KaK40on |P-pr|'|r|b| npu cMeHe yCJ'IOBMVI
LIeNnMpoBaHNa ANa UCXOASLLEro KaHana no AaHHOW CEPBUCHOM CBA3KE;

CHsAITMe orpaHMyYeHU Ha UCXOAALMM KaHas — BbINOMHAETCS ANs Kaxaon IP-rpynnbl Nnpy BbIXOAE UCXOASALLEro
KaHana no faHHOW CEpPBUCHOM CBA3KE N3-NOA YCNOBUN LLENNMPOBaHUS;

3aKprTVIe (baﬁna AeTanbHOM CTaTUCTUKU — BbINONHSETCA Ans danna getanbHOM CTaTUCTUKK NPKU ero
3aKpPbITUN;

3akpbiTue cparina noroB — BLINONHAETCS ANS log-dhanna npy ero 3akpbiTum;
BHeceHue nnartexa — BbINONHAETCA NPU BHECEHUN NnaTexa;

Hosas DHCP apeHpa — BbinonHsieTcs npy Bblgaye HoBoro IP-agpeca;
O6HoBneHne DHCP apeHAab! — BbINONHAETCA Npy 06HOBNEHUn apeHabl IP-agpeca;
UcteueHne DHCP apeHAabl — BbINONHAETCA Npu ucteyeHun apeHasl IP-agpeca;
Oo6aBneHue cBaA3kKu IPTV — BbINOMnHseTCA Npu co3aaHnum cepBucHon cBasku IPTV;
U3meHeHue cBA3kn IPTV — BbINONHAETCA NPy UBMEHEHUN CEPBUCHOM CBA3KM IPTV;
YnaneHue ceasku IPTV — BbinonHaeTca npu yaaneHun cepBucHom ceasku IPTV;

Jo6GaBneHue cBaA3ku Bugeo no 3anpocy — BbINOJIHAETCA Npu co3gaHnmn CepBUCHOWM CBA3KN Buaeo no 3anpocy;
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Bpangmayap

— WU3meHeHue cBa3kn Buaeo no 3anpocy — BbINOMHAETCS NpU M3MEHEHWUN CEPBUCHON CBA3KM Buaeo no 3anpocy;
— YnaneHue cBA3ku Buaeo no 3anpocy — BeINONHAETCH NpU yaaneHnm cepBucHom ceaskv Bruaeo no 3anpocy;

— 3anucb B OTYET M3MeHeHUA nonb3oBaTerier — BbINONHseTCs npu NoBbIX M3MEHEHMSAX OaHHbIX Nofb3oBaTerns,
KOTOpble OTpaXkeHbl B OTYETE N3MeHeHUs nonb3oBaTenen.

NMpeob6pa3oBaHue npaBun

MpeobpasoBaHue npasun 6paHamayapos, co3aaHHbix B UTM cbopku 5.2.1-006 unm paHee, nponsBoanTcs ¢
MOMOLLIbIO BKMIOYEHHON B MOCTaBKy NporpaMmbl £ix fwrules. [porpamma npuHMMaeT cneaytoLve napameTpbi:

-f lMpeobpasoBbiBaTH NpaBuna

-c <oyTb> MyTb K kKOHUrypaumoHHomy canny UTMS (no ymonyaHmio /netup/utm5/utm5. cfq).

-1 <myTs> MyTb K log-thaiiny, no ymonyanuio . /fix fwrules.log

-h BbiBog nHopmaummn o Bepcun 1 AoNyCTUMbIX NapaMmeTpax KOMaHAHOW CTPOKM

Takum obpasom, Npu cTaHgapTHOM pacnonoxeHumn cdannos UTM npeobpa3soBaHue 3anyckaeTcs KOMaHOoM:

fix fwrules -f

BpaHnamayap
BpaHamayap — 3To 06bEKT cUCTEMBI, NpeaHa3HaYeHHbIN Ans naeHTndunkaunm acdpdektopa, KOMMyTaTopa unm
nocTtaBwmka NetFlow.

Ha ctpaHuue nHtepdenica agmuHnctpatopa Hactporku: Cnucok 6paHaMayapoB NpuBeaéH CnmMcoK
3aperMcTpupoBaHHbIX B cUCTEMe BpaHamay3poB, C BO3MOXHOCTbIO Ao6aBneHus, pegakTMpoBaHns U yaaneHus.

BpaHamayap obnagaet criegyoLlyMm napameTpamu:
— WpeHTudmkaTop 6paHamayapa — 3agaeTcs aBTOMaTUYECKM.

— Twun - NlokanbHbINX, ecnn KOMaHabl 6yayT NCNonHATLCA NnokanbHo, unu Cisco (rsh), ecnu komaHabl 6yaoyT
nepegasaTbCs No npoTtokony rsh. Tun 6paHamayapa JomkeH cooTBETCTBOBaTL NapameTpy firewall type
KOHpurypaumoHHoro davina RFW, conoctaBnsiemoro ¢ AaHHbIM GpaHamayapoMm.

— HaumeHoBaHMe — yHUKanbHOE UMS, N0 KOTOPOMY NMPOUCXOAUT MAEHTMdMKALMA NoaknioyarLwmxes K sapy RFW.
HanmeHoBaHue 6paHamayapa JOMKHO COOTBETCTBOBATL NapaMeTpy rfw name KOHUrypaumoHHoro danna
RFW, conoctaBnsemoro ¢ gaHHbIM 6GpaHamayapoMm.

— IP — agpec noctaswuka NetFlow, ykasbiBaeMblin B cBovcTBax IP-rpynnbi.

— JlormH — norviH, ncnonb3yembli B ka4ecTBe remote login Npu aBTopusauum no rsh. Toneko ons Tuna
Opangmayapa Cisco (rsh). B kayectBe 1ocal login Bcerga nepegaértcs netup.

— KomMmeHTapui — HOCUT MHOPMALIMOHHBIN XapakTep.

CueHapwuii cosgaHus 6paHamayapa onucaH B npumepe CosaaHue 6paHaMayapa Ha cTp. 125.

HacTtponka cnyx6bl utm5_rfw

WNcnonHsaembin ann utm5 rfw HasbliBaeTcs /netup/utm5/bin/utm5 rfw.

B komaHaHOM CTpoKe MOXHO nepefasatb cneaywouine napamMeTpbl:

-c <myTb> MyTb K KOHPUrypaLMOHHOMY anny

-s <pmarm> CwuHxpoHusaums npaswun firewall npu 3anycke (BbINONMHATCA TONBKO KOMaHAbl, CBA3aHHbIE C
AaHHbiM RFW, 1 Tonbko Ha gaHHom RFW). BoamoxHble conarv cm. B pasgene CMHXpoHusaums
npaBun Ha cTp. 59.

-f MapameTp ycTapen (aHanor -s enable)
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HacTtporika cnyx6bl utm5_rfw

-0 MapameTp yctapen (aHanor -s disable)

-V BbiBOg, MHbOPMALLMM O BEPCUN U OonyCcTtuMbIX napamMeTpax KOMaHAHOW CTPOKM

B UNIX-cuctemax cyuwiectsyeT 3 cnocoba 3anycka utm5_ rfw:
1. HenocpeacTeeHHbIN 3anyck 6uHapHoro ganna /netup/utm5/bin/utm5_ rfw ¢ HEOBXOAMMbLIMU NapameTpamu.

2. 3anyck ¢ nomoLLblo ckpunTta watchdog ¢ ykasaHuem napametpa start:

/netup/utm5/bin/safe utm5 rfw start

B atom cnyyae ucnonHsemomy chaviny 6yner nepeaaH napametp - £. CKpunT aBTOMaTn4eckun nepesanycTut
utm5_ rfw B Cryvae, ecriv OH Nno Kakum-nmbo npuymHam HeKOppPEeKTHO 3aBepLUNT paboTy.

3. 3anyck ¢ NOMOLLbIO CKpUNTa aBTOMaTUYECKOro 3arnycka (PeKOMEHAYeMbIi crnocob).

B Linux:
/etc/init.d/utm5 rfw start
B FreeBSD:
/usr/local/etc/rc.d/utmb rfw.sh start
B aTom cnyyae npousonget 3anyck ckpunta watchdog.

[nsa octaHoBKkM utm5 rfw u ckpunTa watchdog cnegyet BbINOMHWUTL KOMaHay:

B Linux —

/etc/init.d/utm5 rfw stop

B FreeBSD —
/usr/local/etc/rc.d/utm5 rfw.sh stop

[Ons 3anycka RFW Ha ynanéHHon malumHe Heobxoammo, YTobbl napaMeTpbl core host U core port B €ro
KOH(UrypauMoHHOM chainie COOTBETCTBOBANM aapecy 1 MOpPTY, KOTopble ucnonb3ytotes sgpom UTMS gns
COefMHEeHMS No NpoTokorny Stream.

Ha ogHoli malumnHe MOXeT OfHOBPEMEHHO paboTaTb Heckonbko RFW ¢ pa3nmyHbiMKM KOHPUTYpaUMOHHBIMA 1
PID-cpannamm.

KoHdurypaumoHHbin chann

Mo ymonyanutio UTMS RFW ucnonb3ayeT KOHpUrypaumoHHbln ann /netup/utm5/rfw5.cfq.

dopmat koHUrypaumMoHHoro canna:

napaMeTrp=3HaueHue

Habop cMmMBOMoB 10 3Haka paBeHCTBa ABNSIeTCA Ha3BaHWeM NnapamMeTpa, nocrne — 3HadeHnemM napametpa. Mpobensi
yuuTbiBatoTcs. [ycTbie CTpokU urHopupytoTcst. CTpoka, HauMHatoLWwascs ¢ cuMBona #, CYMTaeTcss KOMMEHTapueM.

Hwxe npmBeaéH CNMCOK BO3MOXHbIX MapaMeTpoB.

MapameTp Bo3MoxHble  3HauyeHue no OnwucaHue
3HaveHwus yMoOn4yaHuio

O6wue napameTpbl:

rfw name CTpoOKa obsA3aTenbHbIN Ums UTM5 RFW, no KOTOpOMy MpouCcxoauT ero
napameTp naeHTudnkauns npy noaknodeHnm kK sapy UTMS. 3to
e 3HaveHune JOMKHO ObITb yKa3aHo B none
HanmeHoBaHue npu gobasneHun 6paHgmayapa B
cnncok 6paHamMayapos.
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MapameTp Bo3moxHble  3HauyeHue no OnucaHue
3Ha4YyeHus yMoOS4yaHuio
core_host IP-agpec obs3aTenbHbIN IP-agpec xocTa, Ha koTopoMm 3anyLueHo agpo UTMS.

napametp

core port

ymucno ot 1 go
65534

obsizaTenbHbIN
napameTp

MopT, Ha koTopom sigpo UTMS5 cnywaet Stream
(napameTp stream bind port B
KOHpMrypaLmoHHoMm channe sapa).

rfw login CTpoKa obs3aTenbHbIn JlornH nonb3oBaTensa Anga goctyna k sapy UTMS
napameTp
rfw_password CTpoKa obsasaTenbHbIN Maponk nonb3oBartens Ansa gocryna k aapy UTM5
napameTp
firewall type local, cisco local Tun firewall. JomkeH cooTBETCTBOBaTL NapamMeTpy
Tun 6paHamayapa C COOTBETCTBYIOLLMM UMEHEM.
Ecnu ycTaHoBneHo 3HaveHne local, KOMaHabl OyayT
MCNOMHATBLCSA NTOKarnbHO, a B criyyae cisco — 0ygyT
nepenasaTbCs Mo NPOToKony rsh.
sync_flags CM. HUXe He 3aaHo dnarn cuHxpoHu3auum

MapameTpbl, Ae/CTBYOLME NPU 3aJaHHOM napameTpe firewall type=local:

sudo_path nms He 3aaHo Mmsa ncnonHsemoro davina sudo
ncnonHdgemoro
danna
firewall path nvst nycras cTpoka Mmsa ncnonHsemoro cpanna, ocyLLeCcTBASIIOLEro
NCrnosiHaemMoro yrnpaBneHne ctopoHHum 0.
anina
firewall nvsi nycrasi CTpoka CkpwvnT, BbINOMHSEMbINA MPU COEAUHEHUN U
flush cmd UCMOJTHAEMOrO nepecoeguHeHn ¢ SApPOM.
danna
dont_fork yes, enable, true komaHgbI Ecnun 3HaveHne ycTaHoBNeHo — npasuna
NUCMNOJTHAKTCA BbIMNONMHAKTCA nocrnenoBaTernibHoO, T.e. KaXxagoe
napannenbHoO npaBnIio NCNONHAETCA TOJIbKO NOCrie BbINONTHEHUA

npegbiayiero. Mpu UCNonb3oBaHUM KOMaHAbI
iptables peKoMeHOyeTcs YCTaHOBUTL JaHHYHO
onuuio.

MapameTpbl, AeNCTBYIOLLME NPU YCTAHOBMNEHHOM firewall type=cisco:

cisco_ip

IP-agpec

obsizaTenbHbIN
napameTp

IP-agpec, Ha KOTopbIi ByayT nepenasaTbCst KOMaHAbI
no NpoToKony rsh.

MapameTpbl XypHanupoBaHusi (nogpobHee cMm. B pa3gene OnucaHue cuctemsoi: XKypHanupoBaHue Ha cTp. 15):

MapameTp Bo3moxHble  3HavyeHue no OnucaHue
3Ha4yeHus yMon4yaHuio
log level yncroor0go3 1 OnpegnensieT ypoBeHb COOBLLIEHNI, KOTOPbIE

nnuyTCcA B OCHOBHOW MOTOK COOBLLEHWIA.

log file main nms danna CTaHAapTHbIN dain 0CHOBHOTO NOToKa COOOLEeHnI
NOTOK OLUMOOK

log file debug mmsa cpanna CTaHOapTHbIN ®danin oTnagoyHoro NoToka coobLueHnn
NoTOK OLIMBOK

log file critical mms danna CTaHAapTHbIN dann KpUTUYECKOro NoToka coobLLeHni
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HacTtporika cnyx6bl utm5_rfw

MapameTp Bo3mMoxHble  3HavyeHue no OnucaHue
3Ha4YeHusA yMon4aHuio
rotate logs yes, on, enable  potauus BkntoyaeT potauuio log-dannos
OTKJ1IO4EHa

max logfile count

a. [OencTByer, ecrnn
BKIOYEHa poTaums

4Yucno

He orpaHn4eHo

MakcuMmanbHoe KOM4eCTBO XpaHUMbIX
log-chbannos

log-dhaiinos.
max logfile size @ Ppa3smepsbaittax 10485760 Pa3mep dpaiina, npn JOCTMKEHNN KOTOPOIo
B - NPOU3BOAMTCS poTaums.
pid file nms danna Ivar/run/ PID-pann
utm5_rfw.pid
syslog_name string He 3agaHo Mpedumke, gobasnsemblii K 3anUcam nNpu

BKITHOYEHHOW ONUUN 3aNnCcu B CUCTEMHBbIV XKypHan
(syslog).

MapameTp core_ timeout fABMsETCHA yCTapeBLUMM U HE PEKOMEHOYETCS K UCMOMb30BaHMI0.

CMHXpOHVI3aLI,I/I$| npasun

Mpn aBTOMaTU4ECKOM 3anycke MOgYINs NpU cTapTe CUCTEMbI MOXET ObITb UHULIMMPOBAHO BbINOMHEHUE OnpeaenéHHbIX
npaswIn 4ns BOCCTaHOBNEHUSI KOHUrypaummu cTopoHHero MO. BbINoMHAKTCS TONbKO KOMaHAbl, CBA3aHHbIE C AaHHbIM
RFW, n Tonbko Ha gaHHom RFW. HaGop npaBun gns BeINOMHEHWUs onpeaensieTcs dnaramu.

dnary CMHXPOHU3aUMKM (BO3MOXHbIE 3HAYEHMS NMEPEYUCTIEHBI HUXKE) 3a4at0TCa NapameTPoM KOHUIypaLMOHHOTO
aiina sync_flags WM napaMmeTpoM KOMaHAHOW CTPOKK s, MPUYEM nocrnefHuin umeet npuoputeT. MoxHo
OOHOBPEMEHHO UCNOMb30BaTb HECKONbKO (hriaros, pasgensis X ABOETOUMAMUN.

— enable — BbINONHUTL NpaBMia, accouMMpoBaHHble ¢ cobbliTuem "BkntoueHune Internet”;

— disable — BbINONHUTL NpaBuna "BeikntoveHue Internet”;

— users — BbINONHUTL nNpasuna "[Job6aeneHne nonb3osaTens”;

— iptraffic — BbiNONHWUTL NpaBuna "dobaeneHue ceasku IP-Tpadumka”;

— dialup — BbINONHWTL Npasuna "fobaenenHve cBasku dialup"”;

— blocks — BbINONHUTL Npasuna "VisMeHeHne Trna 6rnokmposkn”;

— shaping — BbINONMHUTE NpaBuna "YctaHoBneHue orpaHnyeHunii dynashape”.

NetUP

176



BeeneHune

UTMS Dynashape

BBeaeHue

Mogyne UTM5 Dynashape npegHasHadeH s perynmpoBaHnsi NPOMYyCKHOM CMOCOOHOCTM kaHana (LuennuHra) B
3aBMCUMOCTU OT BPEMEHN 1 OoT obbema Tpaduka, noTpebneHHoro nons3osaTenem.

Anpo 6unnmHroBon cuctemel hopMmpyeT NpaBuna B COOTBETCTBUM C 3aaHHbIMW NapameTpamMu LLeinuHra u
nepefaéT ux Ha ucnonHeHne. Peanmsaums ncnonHaemMbix annos ynpaBneHns nporpaMmmHbIMK Lennepamy ons
KOHKPETHOW CETEBON KOHMUrypaLum BosnaraeTca Ha CUCTEMHOro agMmmnHucTpartopa. MNprMepbl NpyvBeaeHsb! B pasgene
MpunoxeHusa: Cnocobbl WennuHra Tpadumka Ha cTp. 263.

[na paboTbl Moayns Heo6xoaMMO Hanuyne OTAeNbHON NuueH3un. NpoBepuTb HanMune U CPoK AENCTBUS NULEH3UN
MOXHO B uHTepdelice agMmuHuctpatopa UTM5 (O nporpamme > JluueHsumn > Moaynb AnHaMmn4eckoro
LWEeANMPOBaHUA).

Cxema paboTbl

LLlennuHr MmoxeT ObITb HACTPOEH OTAENBHO AN Kaxkaow yenyru nepegayv IP-tpadwvka. Hactpoviku wennuHra
BKIovatoT B cebs Habop orpaHnyeHnii MPONyCcKHOM CNoCOBHOCTM 1 NapamMeTpbl, onpegensioLmne ycrnosms
NMPUMEHEHNS TOro UMM UHOTO OFPaHUYEHNS.

YT0ObI HACTPOUTL LWEWNWHT ANS YCIyrn, HeOGXOANMO:
1. BeibpaTb ycnyry v 3agatb OCHOBHbIE NapameTpsbl wennuHra (cm. UHtepdenc agpmmHuctpartopa: [iInHammyeckoe
wennupoBaHue Ha cTp. 88), B ToM uucne:

— Tunbl IP-rpynn, k koTopbiM Byaet npumeHsTecsa wennuHr (VPN unu He VPN);
— BPEMeHHble Anana3oHbl AeNCTBUS LLEWNNHTa;
— rpaHuubl NoTpebneHns Tpadmka, Npy NPeBbILLEHNM KOTOPbIX OyAyT NOCNneaoBaTenbHO HanaraTbCs OrpaHNYeHns;

— 3HayeHusi NPOMNYCKHON CNOCOBHOCTU ANsi KaXA0ro BpEMEHHOro AnanasoHa 1 Ans Kaxaoro ypoBHsi noTpebneHus
Tpaduka;

— Knaccbl Tpadmka, K KoTopbiM OyaeT MPUMEHSATLCS LLIENMUH.

1. B cnyyae wennuHra ¢ nomolubio RADIUS-atpubyToB — Ha ToM e cTpaHuue 3agate RADIUS-aTpubyThl,
yCTaHaBMMBaLLMeE NPONYCKHYH CnocobHOCTb. [InHammnyeckoe n3ameHeHve atpmbyToB B 3aBUCUMOCTM OT
noTpebnénHoro Tpadmka obecneynBaeTcs NCNONb30BaHNEM NEPEMEHHBIX, BbIOMpaeMbIX U3 crimcka (CMm.
MapameTpbl RADIUS).

2. Hasnauntb npasuna firewall (cm. UHTepdenc agmmHuctparopa: MNpasuna firewall Ha cTp. 76) ans cobbiTun
YcTaHoBKa nponyckHOW cnocobHocTn, U3aMeHeHMe NnponyckHOM cnocoBHOCTU 1 CHATUE OorpaHMyYeHui
BXOAALLEro (MCXOAALLEro) kKaHana, ucnonb3yst NnepemMeHHyo BANDWIDTH, KOTopasi B MOMEHT NPUMEHEHUs
npasuna 3aMeHsaeTCcs Ha 3agaHHOe 3HaYeHne NPOMyCKHOW CNOCOBHOCTH.

OrpaHnyeHns NpMMEHSIIOTCA B Te4eHMe BbIOpaHHbIX AnanasoHoB BpemMeHu ans IP-rpynn BbiGpaHHbIX TMMNOB U AN
BblOpaHHbIX KraccoB Tpadmka, B 3aBUCMMOCTM OT NOoTpebneHns Tpaduka no gaHHow cepBucHom casaske. MNpu
nonagaHuy nog, ycnosusi LWeNnuHra (T. €. Np1 HacTynneHun 3afaHHOro BPEMEHHOMO AuanasoHa unv npu nepexoge
KonmyecTBa Tpadmka Yepes 3afaHHble rpaHuLbl) BbINONHAETCA cobbiTe YCTaHOBNEHUe NponycKHOM
CMOCOGHOCTHU, a NpU CMeHe ycrnoBuii — U3MeHeHMne NPOoNyCKHOM CNOCOBHOCTU BXOAALLErO (MCXOASILLEro) KaHana.
Takke npu kaxxgom m3 atux cobblTui nockinatTea coorseTcTByowmne RADIUS-atpubyThl 1 yaansatoTtes nx
npegblayLume sHaveHus. MNpuv BeIxoae U3-nog ycrnoBuii LLUENNMHra (T. . NPy OKOHYaHWM BPEMEHU OrpaHUYeHUin Unm npu
06HYNeHnn Tpadmka B MOMEHT CMEHbI OTYETHOTO Nepuoga) npomcxoamT cobbiTne CHATUE OorpaHUYeHWU 1 yaaneHme
RADIUS-atpubyTos.

CMeHa orpaHnyeHui Npy HacTyNeHU BpEMEHHOIo Avana3oHa NPOUCXOAMT He MO3AHee NATU MUHYT Nocne Havana
AvanasoHa. CMeHa orpaHMYeHnii B 3aBUCMMOCTHM OT KONnyecTBa Tpadumka NpoucxoamT Nocre odepeaHon arperaunm
Tpaduka, Nnepnogu4HOCTb KOTOpOW 3agaéTcst napameTpom [Mepuod aspezayuu mpaguka (cM. AApo CcUCTEMBI:
HacTtpoiiku B uHTepcpeiice agmmHucTparopa Ha ctp. 142).
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MapameTpbl RADIUS

3agaHHasa BenuynHa NpornyckHOM cnocobHOCTH B Criyvae MCMonb30BaHWSA BHELLHUX CKPUMTOB NepenaéTcs B HUX
HenocpeacTBeHHoO (T. €. 4apo UTMS He npon3BoauT C HEM HUKaKnx AencTBuin). B crniyyae ncnonb3oBaHust
RADIUS-aTpubyToB BenuumMHa MHTEPNpPETUpPYETCH Kak 3HavyeHne B Kont/cek n MOXXeT nepecynTbiBaTbCs B 3HAYEHNS B
ApYyrux eguHvLax, a Takke B 3aBucuMble BenuyuHel, cMm. MapameTtpbl RADIUS.

Mpu HEOOXOAMMOCTY M3MEHEHUS, MPUMEHEHNSI UMW CHATUS OrpaHnYeHnn ans TekyLen ceccuun, UTM5 RADIUS moxet
otnpaeuTb Ha NAS 3anpoc Change-of-Authorization (CoA), ecrniu NAS nopgaepxusaet 3anpockl CoA. B 3anpoce CoA
ncnonb3ykTest aTpubyThl, NO3BONSAIOWME naeHTMduumnpoBaTb ceccuto (User-Name, Framed-IP-Address,
Called-Station-Id u T. n.) n HoBble 3Ha4YeHns RADIUS-napameTpoB, oTBevaroLwmx 3a orpaHmyeHms ceccumn. B 3anpoc
Takke 6yget skntoveH DAC secret, ecnu ero 3HaueHve 3agaHo.

CoA 3anpockl 1 oTBETHI hopmupytotcs B cooteetcTeumn ¢ RFC 5176.

MapameTpbl RADIUS

[ns noctpoeHus RADIUS-aTpmbyToB MCNOMbL3YHOTCA NePEMEHHbIE, KOTOPbIe HENOCPEACTBEHHO NP OTrNpaBke
KOMaHAbl 3aMEHSII0TCA COOTBETCTBYIOLLUMM 3HAYEHUAMMW. SHAYEHNS BbIYMCISIOTCS U3 3a4aHHOWN NPOMYCKHOM
cnocobHocTK.

CnncoKk BO3MOXHbIX nepemMeHHbIX:

MNepemeHHasn OnucaHue 3auyeHue (W - 3agaHHasn
NpPonycKHas CNOCOOHOCTb)

MponyckHas cnocobHOCTb BXOAALLErO W*1024

IN BANDWIDTH BITS
— — KaHana [6uT/c]

IN BANDWIDTH KBITS To xe, [Kbut/c] W

IN BANDWIDTH MBITS To xe, [M6uT/c] W/1024

MponyckHas cnocobHOCTb NCXOAALLErO W*1024

OUT BANDWIDTH BITS
- — KaHana [6uT/c]

OUT_BANDWIDTH KBITS To xe, [Kéut/c] W

OUT_BANDWIDTH MBITS To xe, [M6uT/c] W/1024

Pa3wmep Bcnnecka (burst) ans exopgawero  1.5%(W*1024)/8

IN CISCO NORMAL BURST N
— - — noToka (B 6avitax)

PaclumnpeHHbIi pa3mep Bchnecka ans 1.5*2(W*1024)/8

IN CISCO EXTENDED BURST N
- — — BXOQdALero notoka (B 6anrax)

Pa3mep Bcnnecka anst UCXoasALwero 1.5%(W*1024)/8

OUT_CISCO NORMAL BURST N
- — — noToka (B 6avTax)

PaclumnpeHHbIi pa3mep Bchnecka ans 1.5*2*(W*1024)/8

OUT CISCO EXTENDED BURST .
- — — ucxoasLiero notoka (B 6antax)
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MpenynpexaeHue

UTMS Urfaclient

MpeaynpexaeHue

Mpw npoBegeHnn Tpebyembix 4ENCTBUIA B HEKOTOPBIX Cy4asx MOXET He NMPOBOAMTLCS PAA NPOBEPOK, KOTOPbIE
NpoBOAAT MHTepdenc agmmHucTpartopa nnu Web-nHrepderic nons3oBartens npun BbINOMHEHUN TOFO UM NHOTO
Aencrtaus. Kpome Toro, BbI30B HEKOTOPbIX PyHKLMI MOXeT noTpeboBaTh nocreaytoLero Bbl3oBa ApYrux PyHKUMIN C
Lienbio Co3aaHnst 06beKTOB, HEOOXOAUMBIX A COXPaHEeHWS TOrMYecKon LenoCTHOCTU AaHHbIX.

Mepen BbINONHeHWEM NMOBOro AENCTBUS HA CUCTEMAX, HAXOASALUMXCS B KOMMEPYECKO KCMnyaTaumum, C NOMOLLbHO
naketa UTM5 Urfaclient Heo6xoamMmo npoBeprTb KOPPEKTHOCTb OENCTBUI Ha CTEHO0BOW CUCTEME.

Maket UTMS Urfaclient npegHa3sHayeH ona Bsaumogenctaus ¢ agpom UTMS Ha Hu3Kom ypoBHe n TpebyeT YeTkoro
NOHUMAaHUS NOTVKN NPOU3BOANMbIX AENCTBUIA.

KomnaHus NetUP He HeceT OTBETCTBEHHOCTU 3a Ntobble NOCneacTBums, Bbi3BaHHbIE HEKOPPEKTHbIM NCMNONTIb30BaHNEM
nakerta.

BBeageHue

MakeT npegHa3HayvyeH aAns ocyLwecTBNeHNs YHMULMPOBAHHOIO A0CTyNa Kk cTpykTypam sigpa UTM5 nocpeacteom RPC
uHTepderica (URFA).

Maket UTM5 Urfaclient coctouT ua:

mMoaynsa siapa éunnuHroBor cuctemMsl (bubnunoteka 1iburfaclient. so), 06ecneynBaloLLEro B3aumMoaencTeme
yTunmTbl utm5_urfaclient u agpa UTM5;

yTUnuThl utm5_urfaclient, NpegHasHaYeHHON 4NS BLINOHEHNS TpebyeMbIX AENCTBUI;

cxembl, onuckiBaolen URFA-cbyHKUMM, BXOOHbIE U BbIXOAHbIE NapameTpbl ncnonbdyembix URFA-dyHKUMR;
— URFA-ckpunToB, cneunduyHbiX Ang NpoM3BoaNMOro AeNCTBUA UM NOCNegoBaTensHOCTU AENCTBUN.
BbiBog BbizbiBaeMbix URFA-(byHKLMI NULWETCA B CTAaHOAPTHBIN NOTOK BbiBoAa (stdout).

[na paboTbl Moayns Heo6xoauMO Hanuyne OTAeNbHON NuueH3un. NpoBepuTb HanMune U CPoK AENCTBUS NULEH3UN
MOXHO B uHTepderice agMmuHnctpatopa UTMS (cm. : NluueHsuu, nyHkT URFA Client).

Cxema

Cxema api.xml cogepXuTt npeactaeneHHble B Buae XML-TeroB onncaHus
— BXOOHbIX U BbIXOAHbIX NapamMeTpoB OyHKLUNIA;
— nocregoBaTenibHOCTN AEUCTBUI B 3aBMCMMOCTU OT 3HAYEHMS AaHHbIX MapamMeTpoB.

MyTb K dpariny api.xml moxeT 6bITb yka3aH B Ka4ecTBe napameTpa KOMaHAHOW CTPOKK —api. 1o ymonyaHuio:
/netup/utm5/xml/api.xml.

3HayeHVs BbipaXeHui B TeKyLLel peanusaumm NpeacTaBnaoT coGom nMbo sHadeHUsi nepeMeHHoN, cocTaBnsioLLen
BblpaXKeHne, NMB0o 3HaYeHVe BCTPOEHHOW OYHKLMM, NGO KOHCTaHTY, ECNN He HaNAEeHo NepeMeHHOMN U YHKLWK C
COOTBETCTBYIOLLMM MMEHEM.

MepeMeHHbIe B cucTeMe NpeacTaBnsaoT cobon MaccmBbl CTPOK. 10 yMonyaHmio NpoucxoamnT obpalleHme K Hynesomy
3reMeHTy JaHHOro MaccuBa, eciv IBHO He yKa3aH MHOEeKC MaccuBa.

MHTepI’IpeTaLI,VIﬂ 3HavYeHun nepemMeHHbIX 3aBUCUT OT KOHTEKCTa. Hanpmmep, B Cny4yae T1era integer Ha 3Tane nepenadu
3Ha4yeHnda n3 nepemeHHon nponcxoanT NapCUHr CTPOK, Ha 3Tane npnema 3Ha4yeHuda B NnepemMeHHyro NnponcxoanT
cepuanmnsaunsa CTpok.

Heob6xoamMmo BHUMATENbHO OTHOCUTBLCS K Bbl60py WMEH NepeMEHHbIX, TaK Kak BCE NEPEMEHHbIE B JAHHOWN
peanuns3aunmn ABnarTcA rnob6anbHbIMK.

BcTpoeHHble yHKLMM CUCTEMBI:
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Cxema

— now () — BO3BpaLlaeT CTPOKOBOE NpeAcTaBrneHne TeKyLLEro BpeMeHun B popmare unix;

— max_time () —BO3BpALLAET CTPOKOBOE NPEACTaB/IeHNe MaKCMMarbHOro 3Ha4yeHus BpeMeHn B cucteme UTMS5 B
dopmarte unix (2000000000, ~2033 roa);

— size(varname) — BO3BpallaeT ANMHY MaccmBa C UMEHEM var name.

HOHyCTMMbIe Tern

— urfa — kopHeBow Ter. He cogepxut atpnbyTtoB. MoxeT cogepxaTb OAMH UNn Heckonbko Teros function.
— function — onuckiBaeT dyHkuno. Obs13aTenbHble aTpUbyThI:
— name — UMS PYHKLMM

— 1d —naeHTudmKaTop MyHKLNN.
[omkeH cogepxatb Teru input n output (no ogHomy Ha onmcanue dyHkuun). MNopagok cnegoBaHms Teros input 1
output 3Ha4yeHUs He nmeer.

— input — cogepxuT onncaHne BXoAHbIX NapameTpos yHKumMKn. He nmeet atpnbytos. MoxeT cogepxaTtb
yrnopsAoYeHHYI0 NOCNeA0BaTeNbHOCTb TEroB:

— integer
- long
— double
— string
— ip_address
- if
- for
— error
— output — To Xe, 4To U input, TONLKO Afsi BbIXOAHbIX NAapamMeTpoB yHKLMK.

— integer — MOXeT HaxoaMTbCS BHYTPY Tera input WKW output; NepeaaeT Lernoe 3HayeHne Co 3HaKoM ArnvHon 32
6uta. lomxeH coaepxaTb CBOMCTBO hame — UMS NepPeMEHHON-UCTOYHUKA nnn nony4vaTtens. MoxeT cogepxatb
CBONCTBA:

— default — BblpaxeHue ang 3Ha4eHus no yMmorn4aHuto. VimeeT 3Ha4eHne TONbKO ANns BXOAHbIX NapaMeTpoB, B
cny4yae ecnn He HangeHa nepemMeHHas C UMEHEM, YKa3aHHbIM B cBouncTBe name. [pun OTCyTCTBUU nepemeHHom
N 3Ha4YeHnA No yMOn4aHuto NPON30MAET 3aBepLUEHNE NporpaMmbl C HeHyneBbIM KOOOM BO3Bparta.

- array_index — BblpaXxeHne ana Homepa AYENKN MaCCUBA-NCTOYHUKA UK MaccuBa-nony4varensa.

— long — aHanornyeH Tery integer, HO COAEPXMT ONNCaHUE LieSbIX 3HAKOBbIX MApaMeTpoB AnuHol 64 6uta
(int64 t).

— double — aHanornyeH Tery integer, HO COQEPXUT OMNMCaHNe NapaMeTpPOoB C NnasarLlen TOYKon (double).
— string — aHanornyeH Tery integer, HO COAEPXUT ONMCaHNE CTPOKOBbLIX NapamMeTpoB.

— ip_address — aHanornyeH Tery integer, HO COAEPXUT OonNncaHne napameTpos Tuna IPv4-agpeca (Hanpyumep
192.168.0.1 nnn 255.255.0.0). BHyTpeHHnm npeactaeneHunem IPv4 agpeca aBnseTcs uenoe Yicno anvHon 32 6ut
(Tvin int32_t).

— if — npegHasHaveH ana obecnevyeHns BETBNEHUS B NOCNeaoBaTernlbHOCTU NapaMeTpoB B 3aBUCUMOCTM OT
3HayeHns nepemMeHHon. [lormkeH umeTb aTpubyThi:

— variable — UMs NpoBepsseMor NepeMeHHoON,
— value — BblpaXeHue Ansi CPaBHMBAEMOrO 3HAYEHWS,

— condition — ycnoBue cpaBHeHUS (eq — paBHO, ne — He PaBHO).
MoxeT coaepxaTb ynopsAo4eHHyr0 nocnefoBaTernibHOCTb TEroB:

— integer
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URFA-ckpunT

— long

— double

— string

— ip_address
- if

- for

— €error
,D,pyrme BJ10XX€HHble Tern HeaonyCcTnuMbl.

— for — npegrasHayveH ans obecneveHuns peanusaunm LMKNOB. [JormkeH nMeTb atpubyThl:
— name — UMSA NepeMeHHON-CHETYMKA
— from — BblpaXeHne AN Ha4yarbHOro 3Ha4YeHUsi cCHeTYMKa

— count — BblpaXeHue 4N Ynucna utepauun umkna
MoxeT cogepxaTtb ynopaao4eHHy nocnegoBaTefibHOCTb TEroB:

— integer

- long

— double

— string

— ip_address
- if

- for

— error

,D,pyrme BJ10XXE€HHblEe Tern HegonyCcTnuMbl.

— error — BbI3blBaeT BbIX0OA U3 MPOrpaMmbl C HEHYNEBbLIM KOAOM BO3BpaTa, eCrin He ykazaHo obpaTtHoe. MoxeT umeTb
aTpubyThI:

— icode — Ko BOo3BpaTa nporpamMmmbl
— comment — onMcaHue ownbkm

— variable — UMsA NEPEMEHHOW, 3HauYeHne koTopor ByaeT BbIBEAEHO NOCNe KOMMEHTapusi Mpu 3aBepLUeHnm
nporpammei.

URFA-ckpunt

URFA-ckpunT onucbiBaeT NocrnenoBaTernbHOCTb AercTBui: BbidoBa URFA-GYHKLMIA, LUKINOB U YCIOBHBLIX ONEpaTopoB,
npegcraeneHHyto B Buae XML-Teros. Ha kaxgoe gevicteme NpucyTCTBYET No ogHOMY dhanny ¢ UMeHeM
<yMA_OeMCTBUA.Xml>.

Wmsa gupekTopun, B kotopon HaxoasaTcst URFA-cKpunTel, MOXET BbITb Yyka3aHO B Ka4eCcTBe napameTpa KOMaHOHOW
CTPOKM —x. [0 ymonyaHuio UM AupeKkTopum — /netup/utm5/xml/. Hanpumep, Ana aeictsus add_user no
ymonuyaHuio 6yaet ucnonb3osatbes pann /netup/utm5/xml/add_user.xml.

URFA-ckpunT JOMKEH COOTBETCTBOBaTbL TPEOOBaHUAM CXEMbI.

HonycTumble Tern

— urfa — kopHeBow Ter. [lormkeH coaepxxaTb YNOpsiAOYEHHYH0 NOCNeaoBaTeNbHOCTb TErOB:
— call

— parameter
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URFA-ckpunT

- add

- sub

— mul

- div

- cat

- if

- for

— message
— out

— set

— error
— remove

call — ocyuwectenseT BbidoB URFA-yHKkUuK, onpegeneHHon B api-ganne.

[omkeH nmeTb atpnbyT function — MMSA BbI3bIBAEMOW (DYHKLNN.

MoxeT umeTb aTpmMbyT output, MPU HYNIEBOM 3HAYEHMM KOTOPOrO HE MPOUCXOAMT BbIBOAA pe3ynbTata paboThl
yHKUMM B BUAE Xml-AOKYMEHTa.

MoxeT cogepxaTtb TerM parameter.

[pyrve BnoXeHHble TErM HeJoMyCTUMBI.

parameter — JOIMKEH cogepkaTb CBOMCTBO name — UMSA NEPEMEHHON.

MoxeT onpefenaTe HaYanbHble 3HAYEHNsI NEPEMEHHBIX, €CN UMeeT aTpubyT value, B NPOTMBHOM Cryvyae
onpegenseTt AONYCTUMbIN NapaMeTp KOMaHOHON CTPOKMU.

Ecnu 3Ha4yeHne nepemeHHoM ykasaHo Kak B davine AeicTBus B aTpnbyTe value, Tak U B KOMaHOHOW CTPOKE, TO
NpUopuTETHON ABNSETCA KOMaHAHas CTpoka. Bce npucyTcTByioLmne B KOMaHOHOW CTPOKE 3HAYEHUS AaHHOro
napameTpa, NMbo ero 3Ha4yeHre No yMOMNYaHuio, NOMELLAITCHA B CMIUCOK NEPEMEHHBIX Kak MacCuB C UMEHEM,
onpeaeneHHbIM CBOMCTBOM name.

@ MHozomepHbIe Maccusbi npu Heobxodumocmu mo2ym 6bimb nepedaHbi 8 (hyHKUUI Yepe3 ghalisl OaHHbIX — CM.

®alin 0aHHbIX Ha cmp. 52.

Tarke MOXET UMETb aTpMOYT comment — ONMCAHNE NEPEMEHHOM U COOTBETCTBYHOLLIETO KITHo4Ya KOMaHOHOW CTPOKMU,
BbLIBOAMMOE MPY OQHOBPEMEHHOM YKa3aHWUW Krtodei KOMaHAHOW CTPOKU —a  [mMsa_nmevicreus] U —help.

add — Ter apudmeTnyeckoro AencTems (cnoxenns). flormkeH nmeTb atpnbyThbl:
— argl — nepBoe cnaraemoe,

— arg2 — BTOpOe crnaraemoe,

— dst — 1Ms NnepemMeHHon ANs 3anucy pesynerara.

sub — Ter apudmeTHyecKkoro AencTBus (BbluMTaHms). [JJomkeH uMeTb aTpmbyThbl:
— argl — ymMeHbLLlaemoe,

— arg2 — BblMUTaemoe

— dst — 1Msa NepemMeHHoW ANs 3anucy pesynerara.

mul — Ter apudmeTmyeckoro AencTeus (ymHoxeHus). [lormkeH umeTb aTpubyThl:
— argl — nepBbIi MHOXUTENb,

— arg2 — BTOPON MHOXUTENb,

— dst — 1Ms NnepemMeHHON ANg 3anucy pesynerara.

div — Ter apudmeTnyeckoro aencTeus (aenenHus). JomkeH nmetb aTpubyThl:

— argl — genumoe,

— arg2 — genurensb,
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URFA-ckpunT

— dst — 1MA NepemMeHHoN A4Ns 3anucy pesynerara.
— cat — Ter onepauun koHKaTeHauun CTpok. [lormkeH umeTb aTpubyThli:
— argl — nepBas CTPoOKa,
— arg2 — BTOpas CTPoKa,
— dst — 1MA NepemMeHHoN AN 3anucu pesynsrara.

- if- npeaHasHaveH gna obecneyeHnsi BETBNEHUS B NOCneqoBaTeNbHOCTH napamMmeTpoB B 3aBUCMMOCTU OT
3HaH6HMHﬂepeMEHHoﬁ.ﬂOﬂmeHMMeTbanMGyTHZ

— variable — ¥Ms NPOBEPSEMON NEPEMEHHON,
— value — BblpaxeHue Ans CpaBHMBAEMOro 3HaYeHus,

— condition — yCnoBue cpaBHeHUs (eq — PABHO, ne — He PaBHO).
MoxeT coepaTb YNopsiAo4eHHYo NocnenoBaTesibHOCTb TEroB:

- call

— parameter
— add

— sub

- mul

- div

— cat

- if

- for

— message
— out

- set

— error

— break

- remove
Opyrve BNOXeHHbIE Tern HeAoNyCTUMBI.

— for — npegHasHayveH ans obecneyeHns peanusauun LMKNoB. [lormkeH nMeTb aTpnbyThbl:
— name — UMs NEPEMEHHO-cHeTUYMKA
— from — BblpaXeHne AN Ha4yarbHOro 3Ha4YeHUs: cHeTYnKa

— count — BblpaXeHue AN Yicna utepaumin umkna
MoxeT coiepxaTb ynopsao4eHHyto nocnegosaTenibHOCTb TErOB:

- call

— parameter
- add

- sub

— mul

- div

— cat

- for
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dann gaHHbIX

— message
- out

— set

— error
— break

— remove

[Opyrve BNoXeHHbIe Tern HegonyCTUMBI.

— message — [JOoMmMKeH UMeTb aTpuByT text. [JaHHbIN Ter ocywecTBNAeT BbiIBOA B NOTOK STDOUT OTNaf04HbIX
COo006LLEeHW, onpeaeneHHbIX B aTpubyTe text.

— out — gormxeH nmeTtb atpnbyT var. BeiBogut B notok STDOUT 3HaveHne nepemeHHOW, 3agaHHon aTpubyTom var,
B ByAe maccusa.

— set — onpefgenseT 3Ha4YeHUs NnepeMeHHbIX. [JJomKkeH UMeTb anM6yT dst 1 oauH N3 anVI6yTOBZ src Unn value.
O,D,HOBPEMEHHOE YKa3aHue anM6yTOB src U value HeOOMycTMMO.

MoxeT Takxe nmeTb aTpubyThl:
— dst_index — BblpaxeHue AN HOMepa sA4Yeinkn maccusa-npnemHuka (0, ecnu atpubyT He ykasaH);
— src_index — BbIpaXeHue ANs HoMepa fA4eiku maccusa-uctodHuka (0, ecnu atpubyT He ykasaH).

— dst onpegensieT MMsi NepeMeHHON-NPUEMHMKA (ECN NepeMeHHas-NMPUEMHMK He CyLLECTBYeT, OHa byaet
cosgaHa),

— src onpegensieT UM NepPeEMEHHON-UCTOYHMKA,

— value onpegensieT BbipaXeHne Ans NPUCBOEHNS NePEMEHHON.

B Tekywen peanusauumn 4ONyCKaeTCa NPMCBOEHNE HOBOMO dremMeHTa MaccuBa Nibo B CYLLECTBYHOLLYIO SYENKY,
nmbo B SA4ENKY C UHOEKCOM, PaBHbIM TEKYLLEMY pa3Mepy maccuea. MiHaekc nepBoro anemeHTa maccuea — 0.
Bbixog 3a rpaHuubl MaccuBa-UCTOMHMKA Takke HegonyCcTUM 1 NPUBOAUT K aBapMNHOMY 3aBEpPLLEHNIO MPOrpamMMmbl.

— error — BbI3blBaeT BbIX0OA U3 MPOrpaMmbl C HEHYEBbLIM KOOM BO3BpaTa, eCrin He ykazaHo obpaTtHoe. MoxeT umeTb
aTpubyThI:

— code — KoA Bo3BpaTa nporpammbl
— comment — onMcaHue ownbkm

— variable — UMA NEpeMeHHOW, 3HaueHne koTopor ByaeT BbIBEAEHO NOCNe KOMMEHTapusi Mpu 3aBepLUeHnn
nporpammei.

— shift — npegnonaraeT caBuUr 3Ha4yeHUi MaccKBa, yKa3aHHOrO B CBOMCTBE name, Ha OAHY MO3ULMIO BIIEBO C
yAaneHuem nepBoro anemeHTa. [JaHHbIi Ter npeaHa3HayeH Ansi BHYTPEHHErO UCTONb30BaHus, U ero NprMeHeHue
He peKoMeHayeTCs.

— break — ocyLlecTBNAET BbIXO4 M3 NMEPBOro Mo BIOXEHHOCTU Tera for C NPOAOIIKEHNEM BbINOSHEHNA CKPUNTa Co
criegytoLLert 3a LIMKIOM CTPOKK.

— remove — yaansieT afeMeHT MmaccyBa nMbo BECb MaccyB, MMs KOTOPOro AOMMKHO NPUCYTCTBOBATL B CBOWCTBE
name. MIHOEKC aneMeHTa MaccrBa MoxXeT BbIThb yKkasaH B BUAE BblpaXKeHUsi B CBOMCTBE array index, B
NPOTMBHOM Cry4yae yaanseTtcs BeCb MmaccuB. [pu yganeHum aneMmeHTa Maccusa nocneayoLme aneMeHTbl
CMeLLalTCH Ha OHY NO3ULMIO BNEBO.

dann gaHHbIX

dann gaHHbIX ONUCbIBAET MAcCKB UM HECKOJIbKO MacCMBOB, KOTOPbIE CrieayeT nepeaartb Kak apryMeHTbl B oyHKUMN.
MyTb K chaviny AaHHbIX AOMKEH ObITb yKa3aH B KayecTBe napamerpa KOMaHAHOW CTPOKN —datafile.

HonycTtumble Terun

— urfa- KOopHeBou Ter. [JorkeH coaep)aTb OAMH UM HECKOSbKO TEFOB array.
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YTtunuta utm5_urfaclient

— array — MaccuB NPoV3BOSbHOM Pa3MepHOCTHU.
[omkeH nmeTb aTpnbyTh:

— name — MMS1 NEPEMEHHOM;

— dimension — pa3MepHOCTb Maccuea.

Takke MOXET UMeTb aTpUBYT comment — NPOU3BONbHbIA KOMMEHTaPUIA.
[ornxkeH cogepxaTb ynopsiAoyYeHHyo NocneaoBaTenbHOCTb TeroB dim.
[pyrve BroxeHHble TerM HeOonyCTUMBI.

— dim — anemeHT MaccuBa, KOTOPbI MOXET caM Mno cebe ObITb MaccMBOM.
MoxeT umeTb aTpmMbyT comment — MPOU3BOSIbHbLI KOMMEHTAPWIA.
CopepxvMoe Tera JOrmkHO NpeacTaBnaTb cobon nMbo 3HaveHne anemeHTa maccuea, nMbo ynopsagoyeHHy o
nocnefoBaTeribHOCTb TEroB dim.
Opyrve BnoxeHHble Tern HegonycTUMbI.

YTunuta utm5_urfaclient

BbI30B yTURNUTBLI OCYLLECTBISIETCS U3 KOMAHL4HOW CTPOKU C YKa3aHWeM napameTpoB.

3anyck UTMS5 Urfaclient nponssoauTtca komaHgon

/netup/utm5/bin/utmb5 urfaclient
MapameTpbl KOMaHOHOW CTPOKU HAYMHAIOTCS CO 3HaKa “ - ”, 3aTeM criefyeT Ha3BaHuWe Kroya 1 yepes npoben
3Ha4yeHne napameTpa (MCKMYeHne CoCTaBnAeT KMoun —help, -debug, —u U -dealer, He Tpebyolme 3Ha4YeHnS).

BonbLIMHCTBO KNOYEN MMEIOT COOTBETCTBUSA CPeaM NapaMeTpoB KOHuUrypauuoHHoro davna. O6Lwun cnmcok Bcex
KINoYen 1 napameTpoB NPUBELEH HUXKE.

,D,OI'IyCKaeTCﬂ YKa3aHune napamMmeTpos, CI'IeLI,VI(*)VIHHbIX Aana onpeneneHHoro Jencrteus. B 3aBucnmocTun ot gencTang
HEeKOoTOopble CI'IeLI,VI(t)VILIHbIe napamMeTpbl MOTyT ABNATbLCA obsa3aTenbHbIMK.

Bce cTpokoBble 3Ha4YeHus AOMmKHbI NepeaaBaTtbcs B koguposke UTF-8.

Mopsagok YKa3aHuA napameTpoB HEe UMeeT 3Ha4YeHUd.

KoHdurypaumoHHbin chann

Mo ymonyanuio UTMS Urfaclient ucnonbsyet KoHUrypaumoHHbin dann /netup/utm5/utm5 urfaclient.cfq.

dopmat koHUrypaumMoHHoro canna:

rnapaMeTp=3HaueHure
Habop cMMBOMoB 10 3Haka paBeHCTBa ABNSIeTCA Ha3BaHWeM NnapamMeTpa, nocrne — 3HadeHneM napametpa. Mpobensi
yuuTbiBatoTcs. [ycTblie CTpokU urHopupytoTcst. CTpoka, HauMHatoLWwascs ¢ cuMBona #, CYUTaeTcss KOMMEHTapueM.

Bce 3HauyeHusi napameTpoB harina KoHduUrypaumm moryT 6biTb yKasaHbl U B KOMaHOHOWM cTpoke. MapameTpel,
yKa3aHHble B KOMaHAHOW CTPOKe, UMEIOT NPUOPUTET Haj napameTpamu, ykasaHHbIMK B dpavine KoHdurypauum u B
daiine AaHHbIX.

Cnncok BO3MOXHbIX napameTpoB M KIoden KOMaHOHOW CTPOKM:

Kniou MapameTp 3Ha4yeHue no OnucaHue
yMorn4aHutio
-h core_host 127.0.0.1 IP-agpec xocTa, Ha KOTOPOM 3anyLLeHO AP0
UTM5.
-p core port 11758 MopT, Ha koTopom sagpo UTM5 cnywaetr URFA

(napameTp urfa bind port B
KOHQMrypaumoHHom davine sapa).

-1 core login init JloruH anga goctyna k agpy UTMS
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Mpumepbl paboTbl

Knroy MapameTp 3HayeHue no OnucaHue

yMon4yaHuro

-P core password init Maponb ansa goctyna k agpy UTM5S

-x xml path /netup/utm5/xml/ VMsa ampekTopun, cogepallern cxemy u
URFA-ckpunTbl.

-api api /netup/utm5/xml/ MyTb K daviny cxembl

api.xml

-u plain user He yCTaHOBIEHO Ecnu ykasaHo 3HayeHue “yes”, BO3MOXEH BbI30B
TONbKO MOMb30BaTENbCKUX (PYHKLMIA, B MPOTUBHOM
crnyyae — TONbKO CUCTEMHBIX.

-dealer dealer He YCTaHOBIIEHO Ecnu ykasaHo 3HauyeHue “yes”, BO3MOXEH Bbl30B
TONbKO (PYHKUMIA Aunepa.

-s session_key He yCTaHOBMEHO Mpwv yka3aHWn gaHHOro napameTpa NPOVCXOANT
BOCCTaHOBIEHME CECCMMN MOSb30BaTeNs No Koy,
yKka3aHHOMY B Ka4ecTBe 3Ha4yeHus napametpa. [Npu
3TOM B havine koHdurypaumm, nnbo B KOMaH4HOM
CTPOKe AOMKHbI ObITb YKasaHbl TOFTMH U Naporb
CMCTEMHOTO Momnb3oBaTens.

-1 user ip 127.0.0.1 Mpn BOCCTAHOBMEHNN CECCUM MO KIoYy 3HaYeHne
AaHHoro napameTpa onpegenser IP-agpec, ¢
KOTOpOro 6bina nHnuumMannsmpoBaHa
BOCCTaHaBnvBaemasl ceccusi.

-a HeT He yCTaHOBMNEHO Nms genicteus (obasatenbHbli napameTp)

-c HeT /netup/utm5/ MyTb K KOHGUrypauMoHHOMY channy

utm5_urfaclient.cfg

-help HeT He yCTaHOBINEHO Moka3sbiBaeT cnpaBKy Mo NapameTpam BbI3BaHHOMO
ckpunTa (ecnu TakoBasi ecTb)

-debug HeT He yCTaHOBMEHO BbiBOOWT JOMONHUTENbBHBIE OTNAA0YHbIE AAaHHbIE B
npouecce BbINONMHEHNS

-datafil HeT He yCTaHOBMEHO Wmsa darna gaHHbIX

e

—<umsa> HeT He yCTaHOBMNEeHO 3HayeHue cneumdnyHOro NapameTpa <wmsa>

Mpumepbl paboThbl

Mpumepbl URFA-CKpUNTOB HaxodsiTcs B AMPEKTOpPUM /netup/utmb5/xml. TaM xe Haxogatcs cxema (api.xml) n
npumepbl annoB faHHbIX — search users new data.xml U teldata.xml.

Mpumep 3anycka yTUnuTbl:

utmb urfaclient -a link tariff with services -user id 5

-account id 5 -discount period id 2 -tariff current 1

-ip address 10.4.5.7 -iptraffic login test4

-iptraffic password 123

B aaHHOM npuMepe BLINOMHAETCA CKpUNT 1link tariff with services.xml, cogepxalluii npumep
NOAKMIOYEHMS K NNLEBOMY CHETY Nomnb3oBaTens TapndHOro niaHa ¢ NOAKMIYEHNeM BCEX YCIYT, BXOASALLMX B COCTaB
3TOro TapudHOro nrnaHa ¢ oTMeveHHbIM chnarom MoakntoyaTb yCnyry No yMOn4YaHuio.

Mo pe3synbratam paboTbl yTUNMUTa NULLET AaHHbIE B CTAaHAAPTHbLIN NOTOK BbIBOAA.
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BeeneHune

MMNopT CTPYKTYpUPOBAHHbIX
AaHHbIX

BBeaeHue

NetUP UTM5 nopaepxwveaeTt umnopt XML-charnos, coaepxalumx cneayowme CyLHOCTMW: Nonb3oBaTenen,
TenedoHHbIe HanpaBneHns N TenegOoHHbIE 30HbI.

MmnopT nogknaccoB Tpaduka B Buae CSV-cainnos onncaH B pasgene UHTepderic agmmHucTpartopa: Knaccbl
Tpadumka Ha cTp. 48.

MMnopT nepBrnyHON nHpopmaLmm o TpadumKe 1M 3BOHKaxX U3 TEKCTOBbIX hannos onucaH B pasgene Umnopt
TekcToBbIX thannos Ha cTp. 159.

MUHTepdenc onepauuun

Ons umnopTta gaHHbIX:

1. B MeHI0 LeHTpa ynpaeneHus Bbibepute Cucrtema: Umnopr. xI
2. Haxxmnte O630p 1 Bbibepute XML-ann. ooy o]
=
3. OTmeTbTe ranoykamm CyLLHOCTW, KOTOpble npeanonaraeTcs MMNopTnpoBaThb. T
(Mpoume cywHoCTH, ecnu oHM BCTPETATCH B dhanne, 6yayT THOpUpOBaHbI.) L

[ nopr |

4. Haxxmute Umnopr. | ]

|

Mmnoptupyembin hann XML npoBepsieTcst Ha COOTBETCTBME CXeMe (CM. Huxe). Takke

NpoBEpPSIETCS OTCYTCTBUE AYONMPOBaHUA CyLLECTBYOLLMX O6bEKTOB 1 BannaHOCTb

NepeKPECTHbIX CChINOK (T. €. CyLLeCTBOBaHWE OOBbEKTOB, Ha KOTOPbIE MMEIOTCS CChINKM B MMNOPTUPYEMBIX AAHHbIX).
Mpwu ycnelwHon npoeepke darin umnoptupyertcs B 6a3y. B npotneBHoM criydae Bbigaétcs cooblieHne o6 owmbke un
VMMOPT HE NPOU3BOAUTCS.

Cxema XML-chauna

MonHas cxema XML-chavina HaxoguTcsa no agpecy www.netup.ru/xsd/import.xsd. Mpumep npuBeaéH B pasgene
Mpumep XML-channa Ha cTp. 53.

XML-gepeBo gavina HauMHaeTCs C 3NleMEHTa BEPXHErO YPOBHA import, CoaepXXallero arneMeHThbl users, zones U
directions (CM. CXeMbl HUXE), KaXabI N3 KOTOPbIX MOXET BKIHOYaTb NPOM3BOMbHOE KONMMYECTBO AOYEPHMX
3fIEMEHTOB user, zone U direction, COOTBETCTBEHHO.
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Cxema XML-cbanna

: integer
[E] is_blocked : int
[E] balance : double
[E] accounts " '-E [E] account '-E [E] credit : double
[E] wat_rate : double
[E] sale_tax_rate : double
[E] int_status : int
id : integer
login : string
password : string
Full_name : string
is_juridical : int
jur_address : string
act_address : string
fat_number : string
entrance : string
floor : string
district : string

building : string

E
[E
[E
€]
[E]
[E
[E]
E
[E
[E
E
[E
[E

passport : string

users o oE

user house_id : int

work_tel : string

@]

home_tel : string

@]

mod_tel : string

icqg_number : string

tax_number : string
kpp_number : string
email : string
bank_id : int
bank_account : string
comments : string
personal_manager : string
connect_date : int
is_send_invoice : int
advance_payment : int
switch_id : int
port_number : int
binded_currency_id : int

[E] parameter_id: int

[E
[E
E
E
E
[El
E
E
E
E
[El
E
E
E

parameters o -EE [E] parameter -ﬁ

[E] parameter_value : string

[E] groups o '-E [E] group 'ﬁ [E] group_id : int

Puc. 1. Cxema XML-haina (anemeHT users ).
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Cxema XML-cbanna

dnemMeHT user

Copepxut nHdhopmaumio o nonb3oaterne. MoxeT BkNoyaTtb CreaylLwme anemMeHTbl (BCe, KpOMe forMHa n 0gHoro
CYéTa, ABNATCS Heobs3aTenbHbIMM):

AnemeHT Tun 3HaueHne no OnucaHwue
yMon4aHuro
id 4uncno He 3apaHo WaeHTndumkarop (3apesepBmpoBaH Ans

ucnons3osaHus B dyayiem). MNMpu 3anmcu B 6a3y
3nemeHTy npucBanBaeTtca Apyron noeHTMdukarop.

login cTpoka OGszaTtenbHbin  JloruH
3MNeMeHT
accounts Habop anemeHTOB account (cM. account Ha cTp. 50)
O6s3aTenbHO Hanu4une xoTsi 6bl OAHOMo 3NIEMEHTA.
password CTpoka He 3aaHo Mapornb
full name cTpoka He 3afaHo HavmeHoBaHve
is_juridical 0,1 0 1 — lopuanyeckoe nuuo,
0 — dunanyeckoe
jur address CcTpokKa He 3ajaHo Opuamndeckun agpec
act address cTpoka He 3ajaHo dakTnyeckmn agpec
district CTpoKa He 3afaHo Panon
building cTpokKa He 3afaHo CTtpoeHue
entrance cTpoka He 3aJaHo MNoobesn
floor CcTpoka He 3aaHo Ortax
flat number CTpoKa He 3afaHo Keaptnpa
passport CTpOKa He 3aaHo [MacnopTHble AaHHbIe
house id yucno He 3aaHo ID npoma B cnucke pomos B UTM
work tel cTpoka He 3afaHo Pabouunin TenedoH
home tel CTpoOKa He 3agaHo [omaluHun TenedoH
mod_tel CTpoOKa He 3agaHo Mo6unbHbIn TenedoH
icg_number cTpoka He 3afaHo Howmep ICQ
tax_ number CTpoKa He 3aJaHo NHH
kpp_number CTpoOKa He 3agaHo K
email CTpoOKa He 3agaHo E-mail
bank id yuncno He 3apaHo WaeHTndpmkaTtop 6aHka
bank_account CTpoOKa He 3agaHo Homep pac4éTtHoro cyéTta
comments cTpoKa He 3apaHo KommeHTapui
personal manager CTpOKa He 3aaHo [MepcoHanbHbIN MeHexep
connect_date ymcno He 3agaHo [ata nogkntodeHus B popmate Unix timestamp
is_send_invoice 0,1 0 MapameTtp Bbicbinatb cyeTt no email (1 — ga, 0 —
HeT).
advance payment 0,1 0 Mapametp PaboTtaTtb no npegonnarte (1 — ga, 0 —
HeT).
switch id yumcno He 3agjaHo ID kommyTaTopa
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Cxema XML-cbanna

AnemeHT Tun 3HayeHue no OnucaHue
yMon4aHuio
port number yncno He 3agaHo Homep nopta kommyTaTopa
binded currency_ id 4ucno He 3agaHo ID 3akpennéHHon BantoTbl NONb30BaTenNs
parameters Habop anemeHTOB parameter (CM. parameter Ha cTp. 50)
groups Habop anemeHTOB group (CM. group Ha cTp. 51)
account

OneMeHT account MOXET coaepxartb:

AnemeHT Tun 3HaueHne no OnucaHwue
ymMonyaHuro
id ymcno He 3aJaHo WoeHTudmkartop (3ape3epBupoBaH Ans
ncnonb3oBaHusa B 6yayiem). Mpu 3anmcu B 6a3y
3MemMeHTy npuceanBaeTcs Apyron naeHtTudukaTop.
is blocked ymcno cM. Tun 6NoKNpoBKK
balance BeLEeCTBEHHO BbanaHc cuéta
€ 4ucno
credit BewecTtBeHHO O Kpeant
€ 4yucno
vat_rate BewecTtBeHHO O CraBka HOC
€ 4ucno
sale tax rate BellecteeHHo 0 Craska HCT1
€ 4yucno
int status 0,1 1 Cratyc goctyna B VIHTEpHET

(0 — 3abroknpoBaH, 1 — BKIOYEH).

Tun 6GNOKNPOBKKU

— 0 — He 3abnoKMPOBaHO;

256 — NPUCYTCTBYET CUCTEMHAasA 6J'IOKVIDOBKa;

parameter

OneMeHT parameter AOIMKEH coaepXaThb:

768 — NPUCYTCTBYET cUCTeMHas BIIoOKMpPOBKa, NepecynTbIBaTb abOHEHTCKYIO nNnarty;
1280 — NpUCYTCTBYET CUCTEMHas BNOKMPOBKa, NepecynTbIBaTh Tpaduk;

1792 — npucyTCTBYEeT CUcCTEMHas 6ﬂ0KVIpOBKa, nepec4ynTbiBaTb aboH. nnaty u Tpaduk;

AnemeHT Tun 3HayeHue no OnucaHue
yMon4aHuio

parameter id ymcno ObasatenbHbin  MaeHTndukaTtop AONONHUTENBHOrO Napamerpa
napameTp

parameter value cTpoka OGszaTenbHbIn  3Ha4YeHUe napameTpa
napameTp
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Cxema XML-cbanna

group
OneMeHT group AOMKEH CoaepXaThb:
AnemeHT Tun 3HayeHne no OnucaHwue
yMOn4YaHuio
group id yucno ObszatenbHbli  MgeHTndukartop rpynnbl, B KOTOPYH BXOAUT
napameTp nonb3oBaTtersib.
dnemeHT zone
0.4 l] id : integer

[ E | zones

Co,u,ep>|<|/|T MHopmaLmio o TenedoHHOM 30He. MOXeT BKkNtoYaTb cnenywowine anemMeHTbl:

11 [E | name : string

0 o-E [E ] zone ..5

01 [E | zone_type : integer

[ E | directions

AnemMeHT Tun1 3HayeHue no OnucaHue
yMon4aHuio
id yncno He 3aaHo WoeHTudmkatop (3ape3epBupoBaH ans
ucnonb3oBaHus B 6yayuiem). MNMpu 3anvcu B 6a3y
3MNeMeHTY NpMCcBanBaeTCsa APYron naeHTudmkarop.
name cTpoka Ob6s3artenbHbIi  HavmeHoBaHue
anemeHT
zone_type ymcno 0 Tvin 3BOHKOB:
0 — MecTHbIN,
1 — BHYTPU30OHOBBIN,
2 — MexXOyropoAHbIn,
3 — MexayHapoaHbIn
directions Habop MpucytcteyeT Kaxabivi anemMeHT direction cogepXxut id
3MeMEeHTOB 0653aTenbHO, HO  (YMCIO) — NAEHTUMKATOP BKITFOYEHHOTO
direction MOXeT ObITb HanpasneHus.

a. He umetor
OTHOLLUEeHUA K
ANeMeHTy
BTOPOro
YPOBHS
directio
ns vero
novepHemy
ANeMeHTy
directio
n,
onncaHHomy
HUXe.

nyCTbIM.
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Cxema XML-cbanna

AnemeHT direction

[E ] directions + [E | direction
0

ot

e

Id

0.1

0.1

'll id : integer

1] name : string

Fi] prefix : string

E called_prefix : string
'l] «calling_prefix : string
(£ | zone_id : integer

[E | incoming_trunk : string
E outgoing_trunk : string

'll pbx_id : string

[E | calling_prefix_regexp : integer

'E called_prefix_regexp : integer

Fi] skip : integer

'l] dir_type : integer

CoaepxuT nHpopmaumio o TenedoHHOM HanpasneHnn. MoxeT BKIoYaThb:

AnemeHT Tun 3HayeHue no OnucaHwue
yMon4aHuio

id yncno He 3agaHo MpaeHTndmkaTop. Mcnonb3yetcs Tonbko As
MepeKpPeCTHbIX CCbINIOK U3 3NIEMEHTOB zone,
HaxoasLwmxca B 3Tom xe cpanne. Mpu 3anvcm B 6asy
3MNeMeHTY NpMCcBanBaeTCsa APYron naeHTudmkarop.

name cTpoka ObsaszatenbHbin - HammeHoBaHne

anemeHT

prefix cTpoka He 3afaHo To xe, uTo 1 called_prefix (ocTaBneHo ans
COBMECTUMOCTU CO CTapOn Bepcuein; npu
OOHOBPEMEHHOM YyKasaHuu 0601X NpUoOpUTETHBLIM
siensieTcs called_prefix).

called prefix cTpoka He 3agaHo MpedwKc nnu perynsapHoe BbipaxkeHne Ans
NPOBEPKN BXOASALLErO HOMepa.

calling prefix cTpoka He 3apaHo Mpecdukc nnu perynspHoe BbipaxeHne Ans
NPOBEPKN UCXOASALLEro HOMepa.

zone id 4yncno He 3agaHo MaeHTudmKaTop 30HbI, B KOTOPYHO BXOAUT
HanpaeneHve.

incoming trunk CTpOKa He 3agaHo HavmeHoBaHwve BxoasLlero TpaHka

outgoing trunk cTpoka He 3agaHo HavnmeHoBaHWe ncxogsiuero TpaHka

pbx_id CTpoOKa He 3agaHo MaoeHtudpmkarop ATC

calling prefix reg u4ucno 1 WuTepnpetaums calling_prefix:

exp 0 — npedwmkce,
1 — perynsipHoe BblpaxeHue.

called prefix rege  4ucno 1 WuTepnpetauunsa called_prefix:

Xp 0 — npedwmikc,
1 — perynspHoe BbipaxeHue.

skip yncno 0 1 — OTMEHUTb Y4ET AaHHOrO HanpaeneHns (He

NetUP
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Mpumep XML-banna

AnemeHT Tun 3HaueHne no OnucaHwue
yMon4aHuio

dir type yumcno To xe, yTO B Tvn 3BOHKOB:
coepkalien 0 — MecTHbIN,

30He; ecrnv 30Ha
He 3agaHa — 0

1 — BHYTPU3OHOBbIN,
2 — MexayropogHbin,
3 — MexayHapoaHbI.

O6s13aTenbHbLIM ABMSIETCS yKa3aHue XoTsi Obl
incoming_trunk, outgoing_trunk nnu pbx_id.

Mpumep XML-cdbanna

ofHOro anemeHTa u3 cnegyowmx natu: called_prefix, calling_prefix,

Mpu umnopTe daina, NpuBeAEHHOIO HUXE, CO30Al0TCA CreayroLne CyLLHOCTH:

— TenedoHHoe HanpaeneHne “Mockea”, BknovatoLLee 3BOHKKN, BXOAALLME HOMEpPa KOTOPbIX OnpeaenstoTca

perynspHbIM BblpaxeHnem ~749 (519) [0

-91{7}8.

— TenedoHHas 3oHa “Poccusa” Tmna 2 (ans MexayropoaHbixX 3BOHKOB), BKIHOYatoLas HanpaeneHme “Mocksa”.

— [Monb3oBatens VBaHOB (hunsmyeckoe NULIO), BXOAALWMIA B rpynny 2, ¢ onpeaené&HHbIMU NOrMHOM 1 Naponem, ¢
OLHMM CHETOM M ocTaTkom 650 p. Ha cuéTe.

<?xml version="1.0" encoding="utf-8"?
<import>
<users>
<user>
<accounts>
<account>
<id>1</id>
<balance>650</balance>
<vat rate>0.18</vat rate>
<int status>1</int status>
</account>
</accounts>
<id>11</id>
<login>ivanov</login>
<password>aipswl23</password>
<full name>VBanoe</full name>
<is juridical>0</is_juridical>
<groups>
<group>
<group id>2</group id>
</group>
</groups>
</user>
</users>
<zones>
<zone>
<id>1</id>
<name>Poccua</name>
<zone_ type>2</zone_type>
<directions>
<direction>
<id>1</id>
</direction>
</directions>
</zone>
</zones>

NetUP
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Mpumep XML-darna

<directions>
<direction>
<id>1</id>
<name>Mockea</name>
<called prefix>"749(5]9) [0-9]({7}$</called prefix>
<called prefix regexp>l</called prefix regexp>
</direction>
</directions>
</import>
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BeeneHune

Moaoynb aunepa

BBeaeHue

Mogynb agunepa obecneunBaeT BO3MOXHOCTb CO34aHUA AMNEPOB U yrnpasrneHnsa umu. B coctaB moayns BXoaAT:
— bubnunoteka agpa GUNNMHroBon cnucteMbl liburfa-dealer. so, peanusyowas PyHKUMOHANbHOCTb AMnepa;
— YacTb UHTepdenca agMMHUCTpaTopa, OTBETCTBEHHAs 3a yNpaBneHne aunepamu;

— WHTepdenc gunepa.

Ounnep — 310 06bEKT, NO3BONSAOLLMIA MOAKMNI0YATLCH K OMMMMHIOBOM CUCTEME U3BHE U BbIMOMNHATL OTAENbHbIE OYHKLMK
agMUHMCTpaTopa No OTHOLLEHMIO K YacTu nosb3oBatenei. MiHtepdeic gunepa npeacraBnseT cobov NpunoxeHme Ha
nnatcopme UTM Control Center, aHanormyHoe nHtepgency agMMHNUCTpaTopa, HO C OrpaHU4EHHOW
PYHKUMOHAMNBHOCTBIO.

[na cospgaHusa n paboThbl Annepa HeobxoaMMOo Hanuyme oTaenbHON nNuueH3un. NpoBepuTb Hanu4me 1 CPoK AenCTBUA
NULEH3UN MOXHO B UHTepderice agMmuHucTpatopa UTMS (cm. : JNluueHsun, nyHkT UHTepdbenic aunepa).

Hwxe onncaHo cosgaHvne annepoB 1 UX BO3MOXHOCTW.

CospaHue gunepa

CosgaHve gunepa ocyLecTBnseTcs B MHTepdence agMmmHucTpatopa B pasgene MNonb3oBaTtenu u rpynnbl:
Ovnepbl.

Mogo6Ho cucTemHbIM Nonb3oBaTtensaMm, aunep obnagaet npaBamu, CMCOK KOTOPbIX aCCOLIMMPOBAH C OOHOW 13
CMCTEMHbIX Fpynn, @ UMeHHO ¢ rpynnov Aunepsbl. CBovicTBa AaHHOW rpynnbl (B YaCTHOCTU, CMIMCOK PaspeLléHHbIX
onepaumin) MoryT 6bITb NPOCMOTPeHbI B pasaene MNMonb3oBaTtenu u rpynnbl: CUCTEeMHbIe rpynnbl.

@ CucmemHas epynna Qunepbl s8risemcs 6cmpoeHHoU, u eé ceolicmea 8 uHmepgetice adMuHucmpamopa
docmyrHbI MOsibKO O MPocMompa.

Ha cTpaHuue ceoicTB aunepa nmeetcs rpynna napametpos MpaBa goctyna, B KOTOPOW perynupyercs 4ocTyn
JaHHOro aunepa K criegyowmnmM CyLHOCTSAM:

Monb3oBatenu (cm. Monb3oBaTenu Ha cTp. 18);

PacuyeTHble nepuoppl (cm. PacuéTtHble nepuopbl Ha cTp. 20);

Ycnyru (cm. Yenyru Ha cTp. 21);

Tapudbl (cm. TapudHbIe nnaHbl Ha cTp. 20);

[oma (cnpaBOYHUK NOAKMOYEHHbIX AOMOB).

[nsa kaxgoro n3 NYHKTOB NpUBOANTCA CMUCOK CyLLl,HOCTeVI C BO3MOXHOCTbIO pa3pelieHna AaHHOMY aunnepy ocTyna K
KaXKOOM U3 HUX NO OTAENbHOCTU. M0 yMonyaHuio gunep He UMeeT AOCTYNa K 9TUM CYLLHOCTSAM, 3a UCKITIOYEHNEM TeX
nonb3oBaTtesien, KoTopble co3gaHbl UM CaMUM.

Kpowme TOro, Ha cTpaHuLe CBOWCTB Annepa MMeeTcs rpynna ctpaHuy, OT4yeTbl, B KOTOPOW coaepXmTtca Habop oTyeToB
no nonb3oBaTensmM, NpMBs3aHHbIM K AaHHOMY aunepy. Ha aTol cTpaHuue ecTb crnegyloLine OTYeThbI:

OcHoBHoOM OTYET (cM. OCHOBHOW OT4YeT Ha CTp. 66);

OT4éT no GrnioknpoBkam (cM. OT4YeT No GrNoknpoBKam Ha cTp. 69);

OT4éT no Tpaduky (cm. OTUYeT no Tpaduky Ha cTp. 66);

OT4é€T no TenedoHnn (cMm. OTYeT No TenedoHumn Ha cTp. 67);

Ot4yéT no dialup n VPN (cm. Ot4yeT no dialup n VPN Ha cTp. 68);

Ot4yét no nnatexam (cm. OTYeT NO Nnarexam Ha cTp. 69);

OT4é€T no ycnyram (cM. OT4eT no ycnyram Ha cTp. 67);
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WHTepdbernc gunepa

— OTuéT no gokymeHTam (cM. OTYETHI MO AOKYMeHTaM Ha cTp. 70).
Kaxabivi nonb3oBartenb MOXeT OblTb MPUBA3aH TOMLKO K OAHOMY AWUMepy.

ﬂOCTyI’I ounepa K otaefibHOMY Mofib30BaTEN0 TaKXXe MOXEeT ObITb HaCTPOEH Ha CTpaHWULEe CBOMCTB MOMb3oBaTenst
nocpeacTeom KHomku MpuBasaTtb K aunepy.

CosgaHve gunepa 1 HacTpoKika ero npas AOCTyna onucaHbl B npuMmepax CosgaHune aunepa Ha cTp. 123,
HasHauyeHune npuBunerun gunepy Ha cTp. 1241 MNpuBnA3ka nonb3oBaTenen K gunepy Ha ctp. 124,

Mocne co3gaHvsl v HaCcTPOWKM Aunep MOXeT AeUCTBOBaTb Kak afMUHMCTPaTOp C OrpaHUYeHHbIMU NPUBKIIETMSIMU MO
OTHOLLIEHWIO K JOCTYMHBIM €MY MOMb30BaTensM U ApYrMM oGbekTaM, 8 UMEeHHO — BbINOMHATL CMeayOLLME onepaLum
(cM. cooTBeTCTBYlOLLME NpMMepbl B rMase TunoBble AencTeus Ha cTp. 113):

— CospgaHue n yaaneHune nosfb3oBarternd,

— W3meHeHne cBONCTB Nosnb3oBaTtens (3a UCKINKOYEeHnem y/:l,a]'léHHOI'O KOMMYyTartopa, 3aKpennéHHoON BantoThl,
TEXHUYECKNX NapamMeTpoB, rpynnoaoﬁ NPUHaONEeXHOCTN U NPUBA3KU K ,u,vmepy);

— CospaHve, n3amMeHeHue, yaaneHue nuueBoro CHETa;

— Co3paHue, n3ameHeHue, yaaneHue cepBUCHOW CBA3KY;
— CospaHuve, nsmeHeHve, yaaneHve TapudHON CBA3KY;
— [lpuBA3ska nonb3oBaTens K A0OMy;

— BHeceHue nnartexa;

— ®opmupoBaHMe OTHETOB;

— CmeHa cobCcTBEHHOrO Napons.
UHTepdenc aunepa

YctaHOBKa 1 3anyck

1. 3arpyaute nHTepdenc gunepa u3 nM4Horo kabuHerta knmeHTa Ha ctpaHuue netup.ru/UTMS5/customer.php
(paspen ®aunnbl > hann utm_dealer. zip).

2. Pacnakynte nony4eHHbI dann Ha paboyelt cTaHuMm gunepa, T. €. Ha KOMMNbloTepe, ¢ KoToporo ByaeT BecTucb
paboTa gunepa.

@ [ns 3anycka uHmepgetica Heobxodumo ycmaHosums Java Runtime Environment (JRE) sepcuu 8.0 (Java
1.8.x) unu ebiwe. Jucmpubymus JRE 0ocmyneH Ons 3a2py3ku Ha calime java.com .

3. Banyctute UeHTp ynpasneHus gunepa (pann utm dealer.jar) ABOWHbIM o

Len4YkKoM MbILLK Ha 3TOM Cbalzﬂe Mnn n3 KOMaHgHou CTPOKU: Cepeepinopt
[127.0.0.1:11758] [+]

java -jar utm dealer.jar

Narvn |\:Isa\er1 |~

Napons |.... |

lMocne 3anycka NOSBMTCA OKHO MOAKIMIOYEHUS, aHANOMMYHOE TaKOMY XKe OKHY )
o (= HacTpofick
WHTEpderica agMMHUCTpaTopa. e (RO =

COMPaHATE HACTPOHKH

4. Beegute IP-agpec cepBepa n, Yepes gBoeToumne, NopT And nogkntodeHns. Ecnu
ucnonb3yeTcst cTaHaapTHBIN nopT (11758), ero MOXHO He ykasbiBaTb.

CoxpaHATE Napone

| Ok || Cancel

5. BeBeguTe norvH 1 napone aunepa, ¢ KOTopbIMU OH BbIN Co3faH B nHTepdence
agmuHucTpartopa.

6. B rpynne napameTtpoB HacTpoiku BeiGepuTe A3bIk MHTEPAENCa.

@ BbibpaHHbIU 53bIK HEe MpUMeHsiemcsi HeMeOIeHHO K caMOMy OKHy rnodkoveHuUsi. CMeHa si3bika rnpoucxooum
npu cnedyrouwem 3arycke npospammbi.
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WHTepdbernc gunepa

7. Ecnu BbIGpaTh onumto CoxpaHsaTb HaCTPOMKMU, TO BCE BBeAEHHble AaHHble (KpOMe Naporisl) COXpaHSATCS B
KOH(pUrypaunoHHOM cbarine 1 6yayT aBTomaTuyecky NoacTaBneHbl B (hopMy Npu criegytolem 3anycke
nporpamMmbl. Ecnv BeiGpaTh onuutio CoXpaHATb Naporib, TO COXPaHAETCS Takke U Naporib.

@ lNocne nepeozo exoda 8 cucmemy pekoMeHAyemcsi UsMeHUMb naporib (cM. 8 pasderie uHmepgelica
HononHumensHo).

WHTepdbeiic amnepa cogepXxvT criegytolmne pasgensl, JOCTYMHbIE MO CCbifkaM Ha rneBon naHenu: NMonb3oBaTtenu,
OT14éThbl, JononHutensHo 1 O nporpamme. [loBeaeHVe arnemMeHToB nHTepdenca aHanorMyHo ONMCcaHHbIM B
pasgene UHTepdeitc agpmmHuctparopa: O6wme npuHUMnbI Ha cTp. 36.

@ B omnu4ue om admuHucmpamopa, ounep He uMmeem 803MOXHOCMU MpocMampueams U U3MEHSIMb CIUCKU

dusnepos, cUCMeMHbIX rofb30eamernel, 2pyni U CUCMEMHbIX 2pyiir.

Monb3oBaTtenu

Ha ctpanuue Monb3oBaTenu NnpuBeaEH CBOAHbLIV CNMCOK AOCTYMNHbIX JAHHOMY AWNepy Nonb3oBaTenem, coaepxatiunm
cneayoLyo MHpopMauuio:

ID nonb3oBaTens — naeHTUUKaTOp Nonb3oBaTens.

JlornH — norvH nonb3oBaTens B cUCTEMeE.

OCHOBHOM NULIEBOW CYET — HOMEP OCHOBHOTO NNLIEBOrO CYETA NoNb3oBaTeNs.

MonHoe uMsa — NonNHoOE UMS UM Ha3BaHWe opraHM3aumm.

Tun GHOKMPOBKVI — cTaTtyc 6]'IOKVIDOBKVI OCHOBHOTO NIMLEBOro CHETa Nosb3oBaTens.

BanaHc — cymMapHbIi 6anaHc BCex N1LUEBbIX CHETOB MOMb30BaTENS.

IP (VPN) u IP (He VPN) — cnucok IP-agpecoB nonb3oBartens.

MmeeTcst BO3MOXHOCTbL J06aBneHus, penakTnpoBaHus, yaaneHus n noucka nonb3oBaTenen, a Takke BHOCa nnarexa.

KHOMKM | £ aofasvme | | & Peasxrvposars  |OTKPBLIBAKOT OKHO CBOWCTB MOMb30BaTENsl, Kak U B MHTepdeiice

agmuHucTpaTopa (cM. UHTepdbennc agmmHuctpaTtopa: Nonb3oBatenu Ha cTp. 37). B okHe nmeetcs psg ctpaHuy,
OOCTYMHBIX MO CCbINKaM Ha NEeBOK NaHenu, KoTopble CrpynnMpoBaHbl B Crieayolie CBopavyMBaemMble pasaensbi:

Monb3oBaTtenb

OCHOBHbIe napameTpbl — I0MMH, HaVMeHOoBaHWe, Naposb 1 CreayloLwme aNeMeHTbI:
— napameTp Pa6oTtaTb no npegonnare;

— kHorka NMokasaTb NnamMATKY Nonb30oBaTesNs — MOKa3biBAET NaMATKY O Nonb3oBarterne (KOHTakTHas MHpopmauus,
NOrvH, Naponb);

[JononHutenbHble NnapaMeTpbl — NACNOPTHbIE AAHHbIE 1 ©6aHKoBCKMe napamMeTpbl.

KoHTakTbl — NnepcoHanbHble JaHHble (agpec, TenedoH, e-mail) KOHTaKTHoro nuua.

ﬂOﬂOﬂHMTeanble KOHTAaKTbl — CMMNCOK AaHHbIX AONONMHUTENbHbIX KOHTAKTHbLIX NAL,.

UHdopmauusa — CJ'Iy)KeGHaFI MHdopmaLmsa (uaTa N BpemMsdA co3gaHnA nonb3oBaTtena n nocnegHero UsSMeHeHusa ero
ﬂaHHbIX), AO0CTynHaA TONbKO And npocMoTpa.

@ B omnu4ue om aOMUHucmpamopa, Ounep He uMeerm 803MOXKHOCMU rnpocmampusamsbs U USMEeHSMb Spyrnosyro
I'IpUHaa.l'le)KHOCmb rosib3o08ameris, doaoeopa, 3aerI'I!7éHHyIO easiromy U mexHu4eckue riapamempsbl.

Tapudukaums

— JlnueBble cyeTa — CNNCOK NNLEBbLIX CHETOB NOSb30BaTENS.
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WHTepdbernc gunepa

- CepBVICHbIe CBA3KN — CMNCOK CEPBUCHbIX CBA3OK, NPUBA3AHHbIX K JTMLEBbIM CHeTaM aHHOro nonb3oBaTtena.
- Tapucprle CBA3KU — CMNCOK TapI/I(*)HbIX CBA30K, NpUBA3aHHbIX K NALEBbIM cHeTaM OaHHOro nonb3oBaTtend.

— TexHu4yeckue napameTpbl — MPON3BOISIbHBIE NAaPaMETPhbI, aCCOLUNPOBAHHBIE C NULIEBLIM CHETOM AAHHOTO
nonb3oBaTens. 3Ha4YeHNs TEXHNYECKUX NapaMeTpOoB MOryT NOACTaBNATLCA B KOMaHAbI YNPaBneHUst CTOPOHHUM
MO, oTnpaensiemble cuctTemomn Npu onpegenénHbix cobbiTusax, cm. UTM5 RFW: Mpaewuna firewall Ha cTp. 165.

Junep nmeet BO3MOXHOCTb J06GABNEHNS CEPBUCHBIX M TapUHBIX CBA30K, MPUMEHSIS TONBbKO Te ycryru, Tapudbl 1
pac4é€THble nepuogbl, AOCTYM K KOTOPbIM ObIN paspeLuéH eMmy agMuHUCTpaTopoM. [ins peaaktmpoBaHus JOCTYMHbI BCe
cepBUCHbIE 1 TapudbHble CBSI3KW, BKIOYas Te, KOTOPbIE UCMONb3YIOT ApYre ycrnyru, Tapudbl U pacyéTHble neproap.

OT1yeThbl

B naHHoM pasgene cogepxuTcsa uHTepderic hopMmpoBaHns OTHETOB ANS BbIOpaHHOMo Nonb3oBaTens.
MpeacTtasneHbl BCe BUALI OTYETOB, NepevncreHHble B pasgene OT4yéTbl Ha cTp. 50.

KHonka | &, ¥aannTe |Ha CTpaHuLe CO CNUCKOM nosib3oBaTtenemn yoandeTt nonb3oBartend, eciiv npeaBapuTtesibHO

yAaneHbl BCe aCCOLMMPOBaHHbIE C HUM CEPBUCHbIE U TapudHbIe CBS3KW. B npoTnBHOM cnyyae Bblgaétcsa coobLleHne
06 owmnodke.

KHonka | <, moc< (OTKpbIBAET OKHO Mowcka (cM. Mouck nonb3oBaTenei Ha cTp. 102).

KHoMKa | @ Brecrunnarex  OTKPBLIBAET OKHO BHECEHMS naTexa (cM. BHecTn nnaTtex Ha cTp. 101).

OTYyéTHhI

WHTepdbeic amnepa nogaepxusBaeT YacTb OTYETOB, AOCTYMHBIX agMUHUCTPATOPY, 8 UMEHHO:
— OcHoBHoI OT4ET (cM. OCHOBHOM OT4eT Ha cTp. 66);

— OTyét no 6nokuposkam (cM. OT4eT No GnokMpoBkam Ha cTp. 69);

— OTt4ét no Tpaduky (cm. OTUyeT no Tpaduky Ha cTp. 66);

— OTy4ét no tenedoHnmn (cM. OT4eT No TenedoHUm Ha cTp. 67);

— Ortyért no dialup n VPN (cm. OTtyeT no dialup n VPN Ha cTp. 68);

— Ort4ét no nnatexam (cm. OTYeT No nNnarexam Ha cTp. 69);

— OTu4ét no ycnyram (cm. OT4eT no ycnyram Ha cTp. 67);

— OTy4éT no gokymeHTam (cM. OTYETHI MO AOKYMeHTaM Ha cTp. 70).

OTYET No BCeM MoMb30BaTesNsiM OrpaHUYeH Nosb3oBaTensMu, 4OCTYNHLIMU AUNepy.

B otnnyne ot agMuHUCTpaTopa, Aunep He UMeeT BO3MOXHOCTN (DOPMUPOBAHNSA OTYETOB MO rpynnam nonb3oBarenen.

JdononHuTtenbHO

[aHHas cTpaHuLua No3BoNsAeT CMEHNTL Naponb Annepa. [na cMeHbl Napons cneayet BBECTM HOBbIW Naposb B Nons
HoBbin naponb v NMoaTesepxxaeHue 1 Haxatb kHOMNKy U3ameHnTb. Ecnn naponu He coenagatot, kHonka UameHnTb
HeaKTuBHa.

O nporpamme

Ha gaHHoM cTpaHuue npuBefeHa nHdopmMaumsa o gunepe n Homep Bepcum nporpammei.
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BeeneHune

Moaynb Kaccupa

BBeaeHue

Kaccup — 9710 cucTeMHbIN Nonb3oBaTenb, KOTOPOMY Pa3peLLEHO BbINOMHATL OrpaHUYeHHbI Habop onepaLmnii: BHOCUTb
nnaTexu 1 npocMaTpueaTb OT4YETHI. VIHTepdenc kaccupa npegcraenseTt cobon npunoxerHve Ha nnatdopme UTM
Control Center, aHanornyHoe uHTepdgericam agMmH1McTparTopa v gunepa, Ho ¢ 6onee orpaHM4eHHOM
PYHKLMOHAMBHOCTBIO.

[nsa cosganua n paboTbl Kaccupa HeobxoAMMO HanM4me OTAeNbHON NLEeH3NK. NpoBepuTb HanuyMe 1 CPoK AeNCTBUS
NLEH3UN MOXHO B MHTepderice agmmHncTpatopa UTMS (cm. : Jluuensun, nyHkT UHTepdbenc kaccupa). JlueHsuns
MOXET OrpaHn4mMBaTh KONMYECTBO KacCUpPOB, OQHOBPEMEHHO noaknodaemslx k agpy UTMS.

Hwxe onncaHo cosgaHne KaccupoB N NX BO3MOXHOCTW.

Co3paHune Kaccupa

Kak 1 niobble crcTemHble NMorb3oBaTeni, Kaccupbl CO34aloTCs B UHTEpdeice agMUHUCTpaTopa B pasaene
Monb3oBaTtenu u rpynnbi: CUCTeMHbIe Nonb3oBaTenu. >KenatensHo co3aarb AN HUX CUCTEMHYIO rpynny
Kaccupbl (cM. CucTeMHble rpynnbi Ha cTp. 19) ¢ orpaHnyeHHbIMU NpaBamy. HeoGxoammble yHKLUM
CTpyNnMpoBaHbl B OTAENbHYIO BETKY B APEBOBVAHOM NPEACTaBMNEHNUM, N BKITOYALOT:

FID HasBaHue cyHKLuUN OnucaHue

0x1206 rpcf search users new Mowck nonb3osarenei

0x2006 rpcf_get_userinfo MonyyeHne nHopmauum o nonb3osarene

0x2026 rpcf_get user_by account MonyyeHve naeHTUmkaTopa nonb3oBaTens no
naeHTUUKaToOpy ero NULIEBOroO cyeTa

0x2033 rpcf get user account list MonyyeHune cnncka naeHTnUKaTopoB
nonb3oBarenew

0x212c rpcf get cashier settings MMonyyeHne HacTpoek MHTepderica kaccupa

0x2600 rpcf get accounting periods Mony4eHune cnucka pacyeTHbIX NepMoaoB

0x2910 rpcf get currency list Cn1cok JOCTYMNHbIX BanoT

0x3008 rpcf payments report owner ex leHepauusi oTyeTa No NnaTexam TeKyLlero kaccupa

0x3100 rpcf get payment methods list MMony4yeHune cnmucka MeTogoB nnarexa

0x3110 rpcf add payment for account notify BHeceHune nnartexa v oTnpaBka yBegOMITEHNS
aboHEeHTY NO 3NEKTPOHHON No4Te

0x440A rpcf whoami MonyyeHne nHopmaLmmn o TeKyLLEEM Kaccupe
(cnctemHom nonb3oBaTtene)

0x11112 rpcf get core time MonyyeHne cMCTEMHOrO BpeMeH!

0x1510 rpcf get accountinfo MonyyeHune nHdopmaumnm 0 NMUEBOM cYeTe

9

MoxxHo Takxke YKa3aTb MacKy nogcetum, n3 KOTOPOW paspeLLeHo NoAaKNtYeHne JaHHOro Kaccupa.

Momunmo paspeLueHnii, onpeaensemMbliX CUCTEMHOW rPynnow, Kaccupbl 3aBUCAT OT MHTEPENCHBLIX HACTPOEK,
BblbpaHHbIX agMuHUcTpaTopom (cM. UHTepdenc kaccupa Ha cTp. 94).

[Mocne co3gaHusa n HAaCTPOWMKM Kaccup MOXET BbINOMHATb cnenywouine onepaunn:

— BHeceHue nnartexa;

— ®opmMupoBaHune OTYETOB MO NnaTexam.
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MHTepdenc kaccupa

MHTepdhenc kaccupa

YcTtaHOBKa 1 3anyck

1. 3arpyaute nHTepdenc kaccmpa u3 NMYHOro kabuHeTa KnMeHTa Ha cTpaHuue
netup.ru/UTMS/customer.php (pasgen ®@annbl > dann utm cashier.zip).

2. Pacnakynte nony4eHHbI hann Ha paboyer CTaHumMM Kaccmpa, T. €. Ha KoMMbloTepe, ¢ KoToporo 6yaeT BecTucb
pabota kaccupa.

@ [ns 3anycka uHmepghetica Heobxodumo ycmaHosume Java Runtime Environment (JRE) eepcuu 8.0 (Java
1.8.x) unu ebiwe. Jucmpubymue JRE docmyneH 0nsi 3a2py3Ku Ha calime java.com .

3. 3anyctute LEHTp ynpasneHus kaccupa (pann utm _cashier. jar) ABONHBLIM LLENIYKOM MbILLK Ha 3TOM dhanne
mnnm n3s KOMaH/J,HOVI CTPOKMU:

java -jar utm cashier.jar

Mocne 3anycka noaBUTCA OKHO NOAKIMOYEeHUA, aHanorm4yHoe TakoMy Xe OKHY MHTepderica agMmuHucTpaTopa.

4. Beeaute |IP-agpec cepBepa u, Yyepes ABOeTouMEe, NOPT ANs NOAKMoYeHus. Ecnu ncnonb3syercst cTaHgapTHbIN NopT
(11758), ero MOXHO He yka3blBaTb.

5. BeeauTe norvH 1 naponke Kaccupa, ¢ KOTopbIMU OH 6bIn co3faH B nHTepdence agMmuHmucTparopa.
6. B rpynne napameTtpoB HacTpoiiku BbiGepuTe A3blk UHTEPAENCA.

@ Bbi6paHHbIl S3bIK He MpuMeHsiemcsi HeMeOsIeHHO K caMoMy OKHY rodkmoYeHusi. CMeHa si3bika npoucxodum
npu criedyrowem 3arycke rnpospammbI.

7. Ecnu BbIGpaTth onumio CoxpaHsaTb HaCTPOMKKU, TO BCe BBeAEHHbIe AaHHble (KpoMe Naporist) COXpaHSATCA B
KOH(UrypaumoHHoM charine v 6yayT aBTomaTuyecky NoacTaeneHsl B 0opMy npu criegytowem sanycke
nporpaMmbl. Ecnu BeiGpaTh onuuio CoXpaHATbL Naporib, TO COXPaHAETCSA Takke U Naporb.

WNHTepdeiic kaccupa coaepXuT CreayoLwmne cTpaHnLbl, AOCTYMHbIE MO CCbIfIkaM Ha NeBOW naHenu: BHecTn nnaTtex
n OTyer.

lMoBeaeHne anemMeHTOB UHTepdelica aHanorMyHo onncaHHbIM B pasaene UHTepdenc agmmHucrtpartopa: O6wme
npuHLUMNbI Ha cTp. 36.
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WHTepdenc kaccupa

BHecTu nnartex

= Wnrepdeiic kacoupa =10fx]

CucteMa HacTpoliki  MoMOolb

ID akkayHTa |5 |

A}' BHECT MAaTeM

Haltti ‘
A2 Mnatex
= Monk3oBarenn

1D nons30BaTens TNoruH

MNons3oBarents

1D aKkKayHTa s -
(S ITEES CyMua 8 BanioTe 100

BbinucaTk KBMTaHUMIO

KomMMeHTapHii ‘ |
BanwoTa \Russia Rouble (810) '\ | BHECTM nnaTex |
Cranye I

ropayas knaeuwa: [Alt] + P

Bpewms cepeepa: 30.05.14 15:07 Moscow Standard Time

[ns BHeceHus nnaTtexa HeobxoaAMMO NMPOM3BECTHN NOUCK Nonb3oBaTens. [MonHbIN CNMCoK Nonb3oBaTene kKaccupy
HeJoCTyneH.

Monck MOXeT OCyLLECTBNATLCH MO HOMEPY CYETA, HOMEPY NOMb30BaTENs, YacTy NTOTMHA UMK YacTW NOSTHOTO UMEHM
(oTAenbHble BO3MOXHOCTM U3 3TOro NepeyHs MoryT ObITb 3anpeLleHbl agMuHucTpaTopom). KonnyecTso
nonb3oBarenen, BbiIBOAMMbIX B pe3yrbratax noucka, Takke MOXeT ObiTb OrpaHMyYeHo HacTporkamu B MHTepderice
agMuHucTpaTopa.

MeTop nnatexa (OnnaTta HanMYHbIMK) hrKcpoBaH. MoXHO BbIGpaTh TONBKO CYET (€cnu y nonb3oBaTenst ux
HeCKOIbKO), BantoTy (M3 onpeaenéHHoro agMMHMCTPaTopoM Crucka) U cyMMy nnarexa. [Npv BHeceHun nnarexa
MOXHO Hane4vartaTtb KBUTaHUMO 06 onnare. [ins aToro cnegyet BblopaTh COOTBETCTBYIOLLYHO onumio. MoXHO Takke
[obaBuTb KOMMEHTapui k nnatexy B none KommeHtapui.

OTyeT

B naHHOM pasgene cogepxuTtces MHTepdenc opmmpoBaHMs OTHETOB MO NnaTexam, Kak B MHTepdence
agMuHucTpaTopa (cM. OT4eT no nnatexam Ha cTp. 69), Ho co crnedyLWUMK OTIIMYNAMM:

B oTYéT BKMOYEHbI TONBKO NaTexu, NPomM3BeaEHHbIE AaHHbIM KacCUpoM;

OTcyTCTByET BO3MOXHOCTb Bbl60pa no rpynne nonb3oBarenen;

OTCyTCTBYIOT HEPENEBaAHTHLIE KOMTOHKM, B TOM Yncne “MeToa ocyuiectenenus nnarexa” u “Ifuyo, BHECLWee
nnarex”;

B KOHTEKCTHOM MEHI0 OTCYTCTBYHOT NyHKTbI “KBUTaHUMS” 1 “OTkar’.

NetUP 201



BeeneHune

YTunuta utms>_tray

BBeaeHue

YTunuta utm5_tray npegHasHadyeHa Ans 3anycka Ha KOMMbloTepax KOHEYHbIX Nonb3osaTenemn u Moxet
MCNoMb30BaTbCA AN NPOBEPKN COCTOAHMSA CYETA, NONONMHEHMSA CYETA, BKINIOYEHMWSA/BbIKMIOYEHMS ocTyna B VIHTepHeT,
OTCnexmnBaHusa ctatyca NoakMnYeHns, a Takke gpyrnx onepauni. B kayecTBe anstepHaTUBbI MOXHO MCMOMNb30BaTh
Web-unHTtepdeiic nons3osatens (cm. Web-untepdenc Ha cTp. 206), 4acTUHHO peanmayoLnii Takyto xe
PYHKUMOHANBbHOCT.

YcTtaHOoBKa U 3anyck

1. 3arpyaunte nHTepdenc nonb3oBaTens, HaXoAaLWNIACA B NIMYHOM KabuHeTe KnneHTa Ha cavTte
netup.ru/UTMS/customer.php B pasgene ®ainbl nof HasBaHMeM utm5 tray.zip.

2. PacnakynTe nony4eHHbIn gann Ha KoMNbloTepe nonb3oBarensi.

@ [ns 3anycka uHmepgbetica Heobxodumo ycmaHosume Java Runtime Environment (JRE) eepcuu 8.0 (Java
1.8.x) unu ebiwe. Jucmpubymue JRE docmyneH Onsi 3a2py3Ku Ha calime java.com .

3. 3anyctute pann utm5_ tray.jar ABONHbLIM LLEMTYKOM
MbILLW Ha 3TOM hairne nnm u3 KOMaHgHON CTPOKMK: Sl Moarroserve

Cepeepinopt [127.0.0.1:11758] |

java -jar utmb tray.jar

TornK [users |

Napons [ |

[NosBMTCA OKHO nogkn4vyeHus.

Bpens oBHoBNEHHA [ sE

4. Beegute IP-agpec cepBepa u, 4epes ABOETOUMNE, MOPT ANA | moeasmpesaeme monsansice | sH
nogknodeHus. Ecnn ncnonb3yercs ctaHgapTHbIV NOpT et [ru =
(1 1 758), ero MOXHO He yKa3b|BaTb. [ ] Bentouate MHTepHET npH noakniaqerim

5. BeeguTe norvH 1 naporb, 3afaHHble afMUHUCTPATOPOM EZ::ZZDD
npu co3gaHun nonb3oBaTtensi. [ Cespaswinars e Tosiipw samyare

6. Ykaxxute B none Bpems obHoBneHus nepvos LSS

Coxpamte | | Noasmaunreca

0BHOBMEHWA cTaTycHOWN MHpopmaLmm (B cekyHaax) unm
OCTaBbTe 3Ha4YeHWe N0 YMOMYaHuio.

7. Ykaxute B none MpeaynpexpeHune npu 6anaHce
3Ha4yeHue GanaHca (B eanHMLax 3akpennéHHoN BankoThl
I'IOJ'IbGOBaTeJ'Iﬂ), npn KOTOPOM AOMMKHO BblAaBaTbCA npeaynpexaeHne, nnn octaebtre 3Ha4eHWe no yMmondaHuio.

8. BblbepuTe a3blk MHTEpPhelica.

@ BbibpaHHbIli 93bIK HE MPUMeHsIemcsi HeMeONIEHHO K caMoMy OKHy MoOKmo4YeHUs. CMeHa si3bika rnpoucxooum
npu cnedyrouwem 3aiycke npoespammsi.

9. Mpwu HeoBxoauMocTU BbiGepuTe onuun BknrovyaTb UHTepHeT Npu noaknodeHumn n/unm OTknovatb UHTepHeT
Npu 3aKpbITUK, YTOOLI NPUBSI3aTb CTATYC NOAKITOYEHUS K 3aMyCKy YTUIMTbLI utm5_tray.

10.Mpwn HeobxoammocTu Bbibepute onuuio OTKkNoYaTb MHTepHeT Npu notepe cBA3M, 4TOOLI NepeaaTs A4py
OUNNNHIOBON CUCTEMbI MHCTPYKLIMIO OTKOYaTb 4OCTyN B IHTEpHET 4aHHOMY Monb30BaTento, eCnn CBsA3b C HUM
noTtepsHa.

11.Mpw HeobxoammocTn BbiGepuTe onuuio CBopaYynBaTh B TPEW Npu 3anycke, YToObl MUHMMU3NPOBATbL OKHO
utm5_tray cpasy npu BKMOYEHUN.

12.Mpwu HeoBxoaumMocTH BbiGepuTe onuuto MogkniovaTbcsA NpU 3anycke, YToGbl 3anyckaTte YyTUIUTY utm5_tray npu
BKITHOYEHUM KOMIMbIOTEPA.

13.Haxmute Mopkntountbea. OTKPOETCS OCHOBHOE OKHO MPOorpamMmbl.
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Pasgenbl nHtepderica

3anyuieHHas nporpaMma oTobpaxkaeTcs B Buae 3Hadka B obnactv ysegomneHuii (cM. 3Ha4ok B obnactm
yBegomneHun Ha cTp. 50). Mpu 3akpbITMM OCHOBHOMO OKHa NporpaMMa npogormkaeT pabotatb. OTKPbITb OKHO MOXHO
OBOWHBIM LLEMYKOM Ha JaHHOM 3HauKe.

Pa3penbl nutepdenca

OkHo nHTepderca nporpammMbl utm5_tray cogepxut HeCKonbKo BKnadok. [locTyn nonb3oBatenen K OTAeNbHbIM
BKMNaZkaM HacTpamnBaeTcs B MHTepgence agMuHucTpaTtopa (cMm. UHTepderic agmmHucTpartopa: Tray npunoxeHue
Ha cTp. 93).

OcHoBHoOe

Bknagka OCHOBHOE COOEPXUT CreayHoLLyHo x

VIH(*)OpMaLWIIO' & Ocrosroe | OTueTEl |é)nnaTemM |g Venyrn | ConblusHna |;; THugekIE cueTa |®Tapn¢ul |,‘,'\ MoaKnHUEHHE \

ol [43

— ID nonb3oBarens;

oy [k

— NoruH; o0 \
OcHosHoi cueT sa

- ®UO;

— Homep ocHoBHoro cuéra; Kpeanr scvasmorociera (00

Craeka HAC [oo

— BbanaHc OCHOBHOrO CYETa;

THN BROKHPOBKK [ 8 (e agran)

BannaHe neHoBHORD cieTa [-150.0 |

— KpeauT 0CHOBHOTO CY&Ta; T [inelot
VHTEpHET e | [ vewerams |
— CraBka HOC;

— Tun GNOKNPOBKY;

Moapainee... | | Vorenerne aannorx | | Criewanapona |

— [arta co3gaHus;

— Crartyc VIHTepHeT (C BO3MOXHOCTbIO U3MEHEHUS,
ecrnu 3To gonyckaercst 6anaHcom).

Takke Ha CTpaHuLe UMEIOTCA KHOMKW:

— MoapobHee — OTKpbIBAET OKHO C NOAPOGHOM MHOpMaLMen o nonb3oBaTesne (NacnopTHbIe AaHHbIE, afapec,
KOHTaKTHasi uHdopmaums).

— WN3meHeHMe AAHHbIX — OTKPbIBAET OKHO pPeAaKkTUPOBaHUS AaHHbIX Nonb3oBaTens. ViMsi, agpec, nacnopTHble
OaHHble 1 6aHK MOXXHO BBECTU, ECMN OHU He BBEAEHbI, HO HEMb3S PeAakTUpoBaTh B AanbHenweM. KoHTakTHbie
OaHHble (TenedoHbl, Beb-agpec, Homep ICQ) MOXHO peaakTMpoBaTh HEOrPAHNYEHHOE KONMYECTBO pas.

— CMeHa napons — OTKpbIBAeT OKHO, CoAepalliee MHTepdenc cMeHbl Napons nonb3oBaTens.

OTYéTHI

Bknapka OT4eTbl cogepxut nHTepdenc hhopMMpoBaHns OTHETOB ANS AAaHHOIO NOMb3oBaTens, Kak B nHTepdence
agmuHucTpaTopa (cM. OTyeTbl Ha cTp. 41).

x

‘ & OrHosHoE ‘ OTHETE ‘Q) Mnatexu |@ SEmyrH I . CooBuieHHa I: MHUEBELIE CHETa |@Tapn¢bl |5‘;_l MoAknHHEHHE ‘

MPOMENSYTOK BREMEHH ¥ Thn oT4eTa

—_— ‘ ChopHHpOBaTE
|Mpeasiaywmiinecay « | | CugTa ~| B
- o "

Tpaddmr (aaTa) —
Tpadidwk (IP)

[ DuneTp

CyMma | ID akkayHTa

| Aata

(CueTa

Tenedon —
on

MpencTaeneHsl crieqyrolme Buabl OTYETOB:
— Tpaduk;
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Pasgenbl nHtepderica

— Tpaduk c rpynnupoBkor no aarte;
— Tpadwmk ¢ rpynnuposkou no IP;

- Yenyru;

— [Mnatexuy;

— CropatoLme nnarexu;

— Cuyera;

— TenedoHus;

— VPN;

— Bnoknposky;

[BwxeHne cpeacTs.

JocTtyn nonb3oBaTenew K OTAENbHbIM BuAaM OTYETOB HAaCcTpavMBaeTcsa B MHTepdence agMMHMCTpaTopa (Cm.
UHTepdenic agmuHucTpartopa: Tray npunoxeHue Ha cTp. 93).

MnaTexwm

Bknagka Mnartexun cogepxuT cnegytolume srneMeHTbl nHTepdeiica:
L Ocromnoe | Oreetel | (8) MnaTen | g6 vemymn | Coo

B pasgene AKTuBaLuMa KapTOYKM NONb30BaTeNb MOXET MOMNOMHUTL CBON CHET, .

KTHBALMA KapTo4KH
BBeast Homep 1 PIN-kog kapTbl onnartbl. . ]
B pasgene KButaHuma o6 onnate Haxogutcs MHTepdeic hopMupoBaHus Howep Kaprowen |
nnaTexHblX KBUTAHUMI 18 nevaTu. s

| Acmenposare
KBM1aHUMA 06 onnate
Cymria |
| Bonacams kevmaHun

Yenyrun

[aHHas Bknagka cogepXXvT CINCOK YCIyr, NpeaocTaBnseMblixX Nonb3osaTento. [Ansa Kaxaomn ycrnyrm npuesoamTCs:
Ha3BaHwve, TvN, TapudHbIN NNaH (8N9 yCryr us TapudHbix NNaHoB), pacYETHbLIN Neproa U nepuognyeckas
COCTaBnsoLWas CTouMoCTH.

CoobuweHus

[aHHas Bknagka cogepXxut uHtepdeiic 4ns obmeHa CMCTEMHbBIMU COOBLLEHUSAMN C aAMUHUCTPATOPOM. AHANOrMYHbI
WHTepdeNC Ha CTOPOHe agMnHUCTpaTopa onvcaH B pasaene UHTepdenc agmuHucTtpartopa: CoobuieHus Ha
cTp. 46.

JlnueBble cyeTa

Ha paHHon Bknagke otobpaxkaeTcs 6anaHC BCex NUUEBbLIX CHETOB Mnornb3oBartens. MoXHO U3MeHUTb cTaTyc AocTyna
B IHTepHeT n Jo6poBONbLHON GNOKMPOBKK (€CNM 3TO pa3peLleHO HAaCTPOoMKaMn aaMmMHUCTparTopa 1 4onyckaeTcs
6anaHcom nonb3oBaTens).

Tapudnbl

[aHHas BKnagka cogepXXuT CNMCOK TapudHbIX NaHoB nonb3oBaTens. MoXHO NpOCMOTPETb UCTOPUIO TapUHbIX
NMaHoB, a TaKKe CMEHUTb crneayrLni TapndHbIA NNaH (ECNKU 3TO pas3peLleHo HAaCTpoNKaMmn agMMHUCTpaTopa 1
ponyckaetca 6anaHcom nons3osarens).
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3Hayok B obnactu yBeoMMeHui

MoaknroyeHune

[aHHaga Bknagka gybnvpyeTt okHO nogkrnoveHust. Jllobble nameHeHns HacTpoek ByayT NPUMEHEHbI Mpu crieayoLemM
NOAKITHYEHNN.

3Ha4oK B obnactn yBeOMSIEHUN

Mpu paGoTatoller nporpaMme utm5_tray B o6nactu yBegoMeHuin otobpaxaeTcs 3Hayok. B 3aBucumocTtu ot
COCTOSIHUA COEAMHEHNsI C AOPOM U cTaTyca gocTyna B MIHTepHeT, BUf, 3Hauka MOXET GbiTb pasHbIM:

— E - npoucxoauT coeauHeHve ¢ Sapom (Npu sanycke nporpaMmel).
— B - coeguHeHune yCcTaHOBNEHO, IHTEPHET BKITHOYEH.

— B — coeauMHeHWe yCTaHOBMEHO, VIHTepHET BKITHOYEH, HO He Ans BCeX NMLEBbIX CHETOB NOfb3oBaTens (HekoTopble
3abrnokMpoBaHbI).

— B - coeavnHeHne yctaHoBneHo, IHTEPHET OTKIHOYEH.

Mpun HaBeeHUM Kypcopa MbILLK Ha 3HAYOK OTOBpaxkaeTcsl BCnnbiBatoLas nogckaska ¢ nHdopmaumen o banaHce
OCHOBHOrO cYéTa nonb3oBaTens. [laHHas nodckaska oTobpaxaeTcs aBToMaTn4ecku, korga 6anaHc noHmkaeTcs Ao
Hyns1.

3Ha4yoK umeeT COGCTBEHHOE KOHTEKCTHOE MEHIO CO CriedyoLwmnMn NyHKTaMu:

OTKprTb — aKTuBMpyeT OCHOBHOE OKHO nporpamMmmbl.

BknrounTtb / OTknounTb UHTEpPHET — N03BONSET BKIOUYNTE UM OTKIIOYMTD VIHTEPHET.

O nporpamMmme — BbIBOAWT HOMEP BEPCUM NPOrpamMMbl M KOHTaKTHYI MHAOpMaLuio.

Bbixoa — 3aKpbiBaeT nporpammy.
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BeeneHune

Web-nHtepdenc

BBeaeHue

Web-nHTtepdeinc UTM5 no3BonseT koHeYHbIM NoNb30BaTensam NpoBepsATb COCTOSHNE CHETA, MOMOMHATL CHET U
BbINOMHATL HEKOTOpPbIE Apyrue onepaumun. AnbTepHaTUBHbLIM CPEACTBOM A1 BbINOMHEHUS 3TUX Onepaumin SBnseTcs
ytmnuta utm5_tray (cMm. Yrunuta utm5_tray Ha cTp. 202).

YcTtaHoBKa

1. 3arpyaute cepBepHyto YacTb Web-uHTepdeiica 13 nM4yHoro kabuHeTa KnMeHTa Ha cTpaHuLe
netup.ru/UTM5/customer.php (pasgen ®ainnbl > ann utm5 web php.zip).

2. PacnakynTe nony4eHHbln dann Ha Web-cepsepe.

3. B koHdurypaumoHHom harne Web-uHtepdenca (cm. : Obwmin Ha cTp. 50) BBeaMTe agpec, nopT, NOrvH 1 Naponb
ans pocryna k aapy UTM5, a Takxe nyTb k Web-uHTepdericy oTHoCUTENBLHO KOPHS cawnTa.

4. B koHdurypaumoHHom channe PHP (kak npaBuno, aTo cain php . ini) oTpegakTupyinTe cnegyoLlee:
— npucBoONTe NapameTpy short open_tag 3HaveHue 1 (3KBMBAMEHTLI: On, True UMK Yes);

— NpaBWmbHO 3afanTe YacoBOW NOSAC, HaNpUmep:
date.timezone ='Europe/Moscow'

@ [ns pabomel Web-unmepgbetica Heobxodum uHmeprnpemamop PHP eepcuu 5.4, 5.5 unu 5.6. B 3asucumocmu
om muna OC u sepcuu uHmeprnpemamopa PHP moxem nompebosambcsi ycmaHo8Ka U Hacmpouka
pacuwupeHuti OpenSSL u PCRE dnsi PHP.

@ Koppekmnasi paboma Web-uHmepdgbelica 2zapaHmupyemcsi Ha ecex penu3ax PHP 5, HauuHas ¢ eepcuu 5.4. He
pekomeHOyemcs ucriosib3o8ame Opyaue eepcuu PHP.

Bxopa B cucremy

Ha cTpaHuue aBTopu3auum (no ymon4danuio — http://Baw.cepep/utm5_web_php, rae BMecTo sam. cepsep
Heobxoaumo noactaButb MMs cepeepa UTMS) BBeamTe NorvH 1 naposb nonb3oBaTens.

[nsa Bxoga no npegonniadeHHon KapTe BeBeauTe B nons JlornH [ ) urtLogintourn =]
n Maponb Homep u PIN-kog kapTbl, COOTBETCTBEHHO. Ecnn Exon & o Kaaner
OaHHble BBEAEHbI BEPHO, B cCUCTEME OyAeT CO30aH KAPTOYHBIA  exoa thotsset)
nonb3oBarerib C JIOTMHOM card NUM, rae NUM — HOMEp KapTbl.  Asroperucroauus nonssosarens

Bxon B nuaHbIi kKabuner

B kayecTtBe napons yctaHaBnuaetcs PIN-koa kapThbl. B el S )
Jlormn
[nsa Bxoga B nHtepgenc hotspot nepenante no ccoinke Bxon TTapos
(hotspot) (ecrin 310 He NponcxoauT aBTOMaTUYECKN) U B0iiTW B NMuHLIi KaBHHeT

BBeaguTe Homep u PIN-kog kapTel B nons JloruH v Mapons.

OTob6pa3utca cTpaHuLa ¢ napameTpamm TeKyLLEen ceccum

(Havano, octaBlueecs Bpems, IP-agpec 1 Ap.), a Takke B OTAEMNBLHOM OKHE OTKPOETCS nepBoHaYarnbHO 3anpoLueHHas
CTpaHu1ua, C KOTOPOW Npour3oLLna nepeagpecauusi.
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Pasgenbl nHtepdenca

Pa3penbl nHtepdenca

O6bwume

NMonb3oBaTenb

Ha nepBoii Bknagke npueeneHa obiuas

06wue
MH(*)OpMaU'MH 0 I'IOJ'Ib3OBaTeJ'Ie, B TOM Monbzosatenn [Jluuesbie cueta [laponb
yucne: ID, norvH, nonHoe ums, gaTa Zrzluzs
€o30aHust, CyMMapHbI 6anaHc NUUEBbIX — Orust - .
C4eToB U CcTaTycC. Tapudibl u yenyru
Ha sknapgke Moppo6GHee npueenexHa Hnaresct N
nornHas nHgopmaums o nonb3osartene, - Bedm TEpEmD [
BKIOYAs FOPUANYECKUI U hakTUYeCKni | 108020

afpec, KOHTaKTHble AaHHble U
6aHkoBCKMe PEeKBU3NTDI.

Bknagka PepgaktupoBaTb No3Bonsiet Pekomenayemsi nnares | 243.57
pefakTMpoBaTh AaHHbIe NOMb3oBaTeNs. KpeauT | 0

Wwms, agpec, nacnopTHble AaHHble, 6aHK HAC | 13%

1 6aHKOBCKUI CHET MOXXHO BBECTU, ECINU [ara cosganus | 01/01/16 03:00
OHM He BBefEeHbI, HO HeMb3s oo

pefakTMpoBaTh B AalnbHENLLEM.
KoHTakTHble AaHHble (TenedoHsl,

MNorvH

OCHOBHOW NMUeBOR cueT | 39

BanaHc | 199.82

COCTOAHWE WHTepHeTa | BRNAKUeH BuIKNKYMTE

Beb-agpec, Homep ICQ) nognexar
HeorpaHn4yeHHOMY peaakTUpPOBaHUIO.

JinyeBble cyeTa

Ha aTow cTpaHuue nepeyvncrneHbl Bce cdeTa nonb3oBartens. [ns kaxaoro c4éta npueeneHsl ero 1D, 6anaHc, kpeawr,
HAC, ctaryc 6noknpoBku n coctosiHne NHTepHeTa. Nog 3abnokMpoBaHHbIMK cpeacTBaMm NOHMMAETCSt 30bITOYHO
cnucaHHasi cymma, kotopasi AofmkHa ObiTh BO3BpallleHa Nonb3oBaTtento B KOHLUe nepuoaa. Kpome Toro, Anst Kaxaoro
M3 CYETOB NONb30BaTENb MOXET NPOM3BECTU CrieayoLmne AeNCTBUS:

BepHyTb — BepHyTb 3a6noK1poBaHHbIE CPeACTBa Ha CHET, HEe AOXMAAACh KOHLA pacyéTHOro nepuogaa.
BKnOYNTL MHTEPHET — €CINU OH BLIKIIOYEH U CYET He 3abrnoKnpoBaH.
BbIKNHOYMUTL MHTEPHET — €CIM OH BKITIOYEH.

O6ellaHHbIM NNAaTEX — NPOM3BECTM OBELLaHHbIN NaTéX, T. €. KpeAUTHbIN NNaTéxX Ha CBOW CYET C OrpaHUYEeHHOM
CYyMMOWN 1 (PUKCUPOBAHHBLIM CPOKOM. 3a 06€eLLaHHbIN NNAaTEX MOXET B3MMaTbCA komuccus. MNapameTpbl kpeguta
(MakcMMarnbHas cymma, CpoK AENCTBUA KpeamuTa, MUHUMAarbHbIA MHTEpPBan Mexay obelaHHbIMU nnatexamu,
MUHUManbHbIA BanaHc Ansa nnaTtexa, KOMUCCUS, MMHUManbHbIN 6anaHc Ans nnatexa 6e3 KoMMccumM) BBOASTCSA
agMuHucTpaTopom (cM. : O6ellaHHbIe nnarTexu Ha cTp. 96).

[JobpoBonbHasa 6nokupoBKa — 6r1oKMpoBKa OrpaHNYEHHON ANUTENBHOCTU, KOTOPYIO NOMNb30BaTENb MOXET
NPUMEHWTb, Hanpumep, YTobbl He NNaTUTb aBOHEHTCKYH NNaTy B NEPUOA, KOrAa OH He HyxaaeTcsi B ycnyrax. 3a
yCTaHOBKY GIOKMPOBKU MOXET B3MMaTbCs Kommuccust. MNapameTpbl 6rOKMPOBKM (MUHUMaIbHas U MakcMmarnbHas
ONUTENbHOCTb, MUHMManbHbIN MHTEPBan Mexay 6rokMpoBKkamm, BO3MOXHOCTb CAMOCTOATENIbHOTO CHATUS
6rOKMPOBKM, MMHUManNbHBIV BanaHc Ana 6rI0KMPOBKM, KOMUCCUS) BBOASATCA aAMUHUCTPATOPOM (CM. :
[NobpoBonbHasa 6nokupoBKa Ha cTp. 95). ObpaTnTe BHMMaHWe, YTO Nocre Bbixoda U3 oOPOBObLHOW
6rOKMPOBKM MONb3oBaTeNb AOJMKEH BPYYHYH U3MEHUTb CTaTyC UHTEpPHET A cuéTa Ha BknroveH (nenaetcsa Ha
3TON Xe CTpaHuLe, cM. BKnounTb MHTEPHETBBILLE).

— OBuXeHUe cpeacTB — NepeBon CPeACcTB C OQHOro cYéTa nonb3osaTens Ha ApYyrow.
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Pasgenbl nHtepdenca

Maponb

Ha aToli cTpaHuLe nonb3oBaTtenb MOXET M3MEHWUTb Naposb AOCTYNa K ycryram, TpebyoLwym BBoga Naponsi, a Takke
k camomy Web-uHtepdericy (nMyHOMy KabUHETY).

CoobweHunn

[aHHas cTpaHuLa coaepxut nHTepdeic anst obMmeHa CMCTEMHBIMU COOBLLEHNSMY C aaMUHUCTpaTopoM. CoobLueHns
pasgeneHbl Ha Tpu rpynnbl: HoBble, Bxoasiwme 1 OTnpaBneHHble, M MOryT Takke NokasblBaTbCH C hunbTpaumen no
KpUTEPUIO BPEMEHU. AHaNorMyHbIN MHTepdenc Ha CTopoHe agMUHUCTpaTopa onucaH B pasaene UHTepdeiic
agmuHucTtpartopa: CoobeHuns Ha cTp. 46.

OTyeThl

CTpaHVILI,a COOEPXXUT Ha OTAENbHbIX BKIagkax OTYEThI ANd AaHHOro nonb3oBartens. BknoveHsbl cnenywouine suabl:

OT4é€T no Tpaduky;

OT4éT no ycnyrawm;

OTYéT No nnarexam;

Cyera;

OT4éT no TenedoHnu;

OTYéT no ceccusaM;

OT4éT no GriokMpoBkam;

[BmxeHne cpeacTs;

[poune cnucanus.

@ Knaccbl mpacgbuka, y0anéHHble ¢ moMowbio uHmepdghetica adMuHUCmpamopa, npodormkatom omobpaxambcsi
8 omyémax Ha web-uHmepaelice KaK cyuwecmsyrujue.

PYHKLMOHAMNBbHOCTb NOMHOCTLIO aHaNorMyHa oT4ETaM Tex e TUMOoB B MHTepdence agMmHucTparopa (cm.
UHTepdreric apmuHucTpatopa: OTyeThbl Ha CTp. 65), 338 UCKMIOYEHNEM KOHTEKCTHOTO MEHHO.

Tapudbl n ycnyru

Ha sknagke Tapudbl NpyBoANTCS CMMCOK NWLEBLIX CHETOB NoMb3oBaTens. [ina kaxagoro cHéta npuseaeHsl
CBAi3aHHbIE C HUM TapudHbIe NNaHbl, a ANa Kaxaoro TapuHOro nnaHa ykasaHbl AaTbl Hayana M OKOHYaHUS
pac4eTHOro nepuoaa, a Takke cnegyrLwmin TapudHbIn NnaH. iMeetcst BO3MOXXHOCTb CMEHbI CrneayoLero TapudgHoro
nrnaHa Ha CoBMeCTUMbIN € HUM (cM. CoBMeCcTUMOCTb TapudHbIX NnaHoB Ha cTp. 21). 3a CMeHy nnaHa MoxeT
B3MMaTbCA KOMUCCUS, 3afjaBaemMas aAMUHUCTPATopoMm (CM. : CmeHa Tapuda Ha cTp. 94).

Bknagka YCﬂyFVI COOEPXNUT CNNCOK yCnyr, NpUBA3aHHbIX KO BCEM JTMLEBbIM CHETaM NOJib3oBaTenA. [nsa kaxgon ycnyrm
npmMBOAATCA: AaTbl Ha4ana N OKOH4YaHUA pac4eTHOro nepunoaa, ueHa n cymma cnmcaHun 3a TeKyLU,VIVI nepwuoa.

Ha Bknagke Uctopusa cmeHbl Tapuca npMBoanTCA CIMCOK TapubHbIX NNaHoB, KOTOpble paHee 6binn NpMBSA3aHbI K
KaX4oMy 13 nnLeBbIX CHETOB.

MnaTexwu

Ha Bknagke AKTUBaLMs KapTbl NOMb30BaTENb MOXET MOMNONHUTL NI0OON N3 CBONX NMMLEBLIX CYETOB, BBEAA HOMEP U
PIN-koa kapTbl onnarsil.

Ha Bknagke MnatexHbin AOKYMEHT HaxoauTca MHTepdenc opMMpoBaHNS NNATEXHbIX KBUTAHLMIA 15 pacrnedaTtku.
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KoHdurypaunoHHble ansbl

Mpoune BkNagku (€Cnn oHM aKTUBMPOBAHbI) COAepPXaT MHTepdenc Ans BHeCEeHNs NnaTexen ¢ MOMOLLbIO Pa3fNYHbIX
nnaTéxHblx cuctem. [laHHas pyHKLMOHANBHOCTb KOHTPONMPYETCH OTAENbHLIMWU KOHUIYPaLMOHHbLIMY ddarnamm (CM.

: MnaTeXxHble cucTembl Ha cTp. 52.

Bbintu

Haxatune Ha 3TY CCbIJIKY NPpUBOAUT K BbiXo4y U3 Web-uHTepdenca nonb3oBaTtens n BO3Bparty Ha CTpaHuuly

aBTOpU3aLUN.

KoHdomrypaumoHHble dannbl

oowun

Mo ymonyanuio Web-untepderic UTM5 ncnonb3yet KOHUIrypaLumoHHbIn ain, HaxogaLwWwmnines B QUPeKTopmm
/1lib/config.php OTHOCUTENBLHO KOPHEBON anpekTopun Web-nHtepdenca. ®ann cogepxut cneayowme

napameTpbil:
Bo3mMoXHble 3HayeHue no
MapameTp OnucaHue
3Ha4YyeHus yMorn4yaHuro
$CONF DEFAULT MODULEL string 00 user CtpaHuua no ymonyaHuio nocrne
BXOAa Mnonb3oBarens.
$CONF_DEFAULT MODULE2 string card CtpaHuua no ymonyaHuio nocne
BXOAaA Mo KapTe.
$CONF DEFAULT MODULE3 string hotspot CtpaHuua no ymonyaHuio nocrne
aBsTopu3aumm B hotspot.
$CONF_DEFAULT LOGIN string 00_login CtpaHuua no ymonyaHuio ao
aBTOpU3ALML.
$CONF_PATH string /utm5 web php/ MonoxeHne web-uHTepdeiica
OTHOCWTErbHO KOPHSA canTa.
$CONF_WEB_ USER string web JlornH cnctemHoro nonb3osaTens B
BUNNUHroBOM cucTeme.
$CONF_WEB_PASS string web Maponb cuctemMHoro nonb3oBarens
B GUNNMHIOBOW cUCTEMe.
$CONF_CORE_HOST IP-agpecunn  127.0.0.1 Appec xocTa, Ha KOTOPOM

JOMeHHOoe UMsa

3anyuieHo sapo UTMS.

$CONF_CORE_PORT

HatypanbHoe 11758

Homep nopta anst obpatleHns K

yucno aapy.
$CONF_LANG ru, en ru Asbik web-nHTepdeinca.
$CONF_REDIRECT HOTSPOT 0, 1 0 Mepeagpecaums nocne
aBTopusaumm B hotspot Ha
CTpaHuLy, 3anpoLLEHHY0 nepes,
aBsTopU3aLmen.
1 — BKITIOYEHO
0 — OTKNO4YEHO
$DB_HOST IP-agpec unn  localhost IP-agpec unu gomeHHoe nvs
[IOMeHHOoe UMs cepBepa, Ha KOTOPOM HaxoauTcs
6a3a gaHHbIXx UTM5.
$DB_NAME string UTM5 Nma 6asbl naHHbIx UTMS.
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KoHdurypaunoHHble ansbl

Bo3mMoXHble

3Ha4yeHue no

MapameTp OnucaHue
3Ha4yeHus ymMorn4yaHuio
$DB_LOGIN string root Wms yyétHom 3anucu,
MCMOonNb3yeMOon Ansi NOAKMYEHNS K
CYBA.
$DB_PASS string He 3aJaHo Maponb y4éTHon 3anucu ans
nogkntoveHus k CYB[.
$DB_CHARSET KoOMpOoBKa utfs8 KogumpoBka coequHeHusi ¢ 6a3on
OaHHbIX.
$LOG_DIR string /netup/utm5/log/ [upektopus xpaHeHuslog-gannos
ANs peructpaumm cobbiTui,
OTHOCHLLMXCH HEMOCPEACTBEHHO K
pabote Web-nHtepdeiica.
$PAYMENTS LOG DIR string /netup/utm5/log/ [AdupekTtopus xpaHeHus log-cannos
payments/ ONns perncTpaumm cobbITuim,
CBSI3aHHbIX C MNaTexamu,
ocyLecTBNAeMbIMN Yepes
Web-nHtepdeinc.
SPAYMENT SYSTEMS VISIBLE true, false true BkritoueHue/oTknoueHne
0TOGpPaxXeHus cTpaHuubl
NNaTEXHbIX CUCTEM B JIMHHOM
KabuHeTe nonb3oBaTtens.
true — BKIOYEHO
false — OTKIMHOYEHO
$PAYMENTS CHECKING PERIOD HatypanbHoe 86400 Mepvon npoBepky NOTEPSAHHBLIX
4ncno nnaTexewn B CEKyHAax.
$LOG_LEVEL Llenoe uicno 7 YpoBeHb (TUM) pernctTpupyembix
or-1p07 coObITUN.
$HOTSPOT TARIFF ID HatypanbHoe ID TapudHoro nnaHa Hotspot.
yncno
$HOTSPOT POOL ID HaTtypansHoe ID nyna kapT onnatbl Ans
4yuncno TapudHoro nnaHa Hotspot.
$SHOTSPOT CHECK_IP true, false true
$HOTSPOT DURATION HatypanbHoe 90000 MakcrmanbHasi 4nMTENbHOCTb
4yucno ceaHca nopkntodeHns kK Hotspot.
$SHOTSPOT PHONE REGEXP string 495[0-9]1{7} PerynsipHoe BbipaxeHune ons
hopMMpOBaHUS HoMepa
TenedoHa.
$HOTSPOT PASSWORD ALPHABET  string gqazxswedcvfrtgbn Habop cumBOnoB, MCNOMNb3yeMbIX
hyujmkiolp npuv reHepauum napons ans
1234567890 nogkntoyveHuns K Hotspot.
QAZXSWEDCVFRTGBN
HYUJMKIOLP
$HOTSPOT PASSWORD LENGTH HatypanbHoe 8 [nvHa napons.
yncno
$NBS_HOST IP-agpecunn  127.0.0.1 IP-agpec unu gomeHHoe nms
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KoHdurypaunoHHble ansbl

Bo3mMoXHble 3Ha4yeHue no

MapameTp OnucaHue
3Ha4YeHusA YMOMYaHUIo
$NBS_PORT HatypanbHoe 51010 MopT cepBepa, Ha KOTOPOM
4yucno YCTaHOBJ1€H MOA4YIb UHTEerpaunmn

UTM5 ¢ nnatéxHbIMy1 cUCTEMaMM.

$NBS_ LOGIN string root Mmst yyéTHOM 3anucuy,
MCNOMb3yeMoW Ans NOAKITHYEHUS K
MOAYIO UHTerpawmm c
NNaTéXHbIMU CUCTEMaMM.

$NBS_ PASS string root Maponk y4éTHOM 3anucu ans
NOAKIMYEHUSA K MOZYIHO
MHTErpaumm ¢ nnaTéxHbIMm

cucTeMamu.
SKEYSTORE FILE string lib/web-netup.ke AQgpec xpaHeHus cnyxebHoro
ystore anna web-netup.keystore
$KEY PASS FILE string lib/web-private. Agpec XxpaHeHus criyxebHoro
pass danna web-private.pass
$CONF_MEGOGO_ENABLED true, false false BkntoueHue / oTknoyeHne

OTOOpaXkeHNsi CTpaHuLbl
0POpMIEHMSA MOANMUCKM Ha yCryry
Megogo.

false — OTKIMHOYEHO

true — BKITHOYEHO

$CONF_MEGOGO_PAGE

Kpome Toro, chann koHdurypaummn Web-nHtepdenca UTMS cogepxut napameTpbl MHTerpauumn ¢ nnatgpopmon
RentSoft:

— $CONF_RENTSOFT AG NAME
— $CONF_RENTSOFT SECRET
— SCONF_RENTSOFT API ADDR

Mo ymonyaHuio AaHHbIe NapaMeTpbl 3aKOMMEHTUPOBaHbI. [ns nonyveHus nogpobHol nHopmMaumm no Bonpocam
KOHOUryprMpoBaHUs Moaynst MHTerpauum ¢ nnatgopmon RentSoft o6paTtuTeck B cryk6y TeXHMUYECKON Noaaep:KKu
KomnaHum RentSoft .

MnaTeXxHble cuctembl

WHTepdenc B3anmMoaencTBms € NNaTEXHbIMU CUCTEMaMU UCNOMb3yeT OTAEMNbHbIN KOHUIYPaLMOHHBIN hann
/lib/legacy payment systems config.php, cogepxalmi (cpeav npounx) cneaytolimne napameTpbl:

Mapamer Bo3amMmoXxHble 3HauyeHue no Onucanme
P P 3Ha4YeHus yMOJI4aHuio

$web_money visible true, false false BkntovaeT nogaepxky cuctembl WebMoney.
$yandex money visible true, false false BkntouvaeT nogaepxky cuctembl Yandex Money.
$chronopay visible true, false false BkntovaeT nogaepxky cuctembl Chronopay.
$mobi money visible true, false false BkniovaeT nogaepxky cuctembl MobiMoney.
$web creds visible true, false false BkntoyaeT nogaepxky cuctembl WebCreds.

3a KaxabIM U3 NepeuncrieHHbIX criedytoT Apyrue napaMeTpbl, cneumndguyHble AN COOTBETCTBYIOLLEN NNaTEXHON
CUCTEMBI.
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CucTeMbl aKkBampuHra

JononHutesnbHble Mmoaynu

HekoTopble moaynu, HaxoaWwmMecs B AMpeKTopun /modules/, cogepxaT cOBCTBEHHbI napameTp $MOD VISIBLE,
OTBEYaIOLLMI 3a BKIOYEHNE Moayns B nHTepdenc. [ins BknioyeHnss Heobxognumo NpuMcBOnTbL NapaMmeTpy 3HaveHue
true.

Cuncrembl 3KBanpuHra

WHuterpauuns UTM5 ¢ cuctemamm akBanpuHra no3sonset aboHeHTam NononHATb NULEBON cHeT u3 JluyHo2o kabuHema
C nomMoLLbio 6aHKOBCKUX KapT. BunnuHroeas cuctema UTM5.3-004 paboTaeT co crniefyrowmmm cucteMamm
3KBaWMpuHra:

P®U BaHk

Payment Express

PayPal

Robokassa

Uniteller

Anba-6aHk

baHk ABaHrapg

Knbepnnat (CyberPOS)
Mockosckuin KpeantHein baHk
Metepbyprckuin CoumnanbHbii Kommepuecknii Bank (MCKB)
C6epbaHk

MpomcBasbbaHk

TuHbkop BaHk

MHTerpauus ¢ Kaxgon cucTemMon aKBaipuHra 3akasblBaeTcs OTAENbHO Yepes STuyHbIl kKabuHem KnueHma Ha CTpaHuue
netup.ru/UTM5/customer.php B pasgene MNnartexHble cuctembl. [ocne npnobpeteHnss HeobxoauMbIX Moaynemn
3KBavipuHra TpebyeTcst ckavaTb M NOMECTUTb B AUPEKTOPUIO /netup/etc/ HOBbIN hain xpaHunuiia ceptTndurkaTos
netup.keystore ¥ 3aTem nepesanycTuTb MOGYMb MHTErPaLMM C NNATEXHLIMW CUCTEMaMW.

WHTepHeT-akBaripuHr ot “PON BAHK” moxHo nogkntounTb 6ecnnatHo (cm. netup_payservice-rfi (P®U BAHK) Ha
cTp. 54).

@ [ns koppekmHou pabombi cucmem akgalpuHaa mpebyemcsi ycmaHo8umb rnakemal! pacuiupeHud,

obecriequsaroujux e3aumodeticmeue PHP u MySQL: e Debian amo nakem php5- nysql , e Centos 7 —
php- nysql . lNMonb3oeamensam Centos 7 HEO6Xx00UMO makxKe ycmaHosumsb pacuwupeHue php- nbstri ng dns
pabombi ¢ MHO206alimosbIMuU cmpoKamu.

B dupekmopuu| i b/ Paynent Syst ens/ t pl / omHocumensHO KopHeg8o20 kamarnoea Web-unmepgbetica onsi
Kaxx0ol cucmembl 3KkealipuHea rpedycmompeH wabnoH html-cmpaHuubl. B amom wabnoH moxHo dobaensime
pasfuyHbIe rosiCHeHUs1 o pabome cucmembl 3kgalipuHaa u 5itobyro dpyayro uHghopmayuto 0risi Mosib308ameris,
a makxke CChbIfIKU Ha usobpaxkeHusi 8 dpoopmame Baseb64 (Hanpumep, io2omuribi MPUHUMaeMbIX K orsiame
baHkosckux kapm). Codepxxumoe wabrnoHa 6ydem ebieo0umscs 8 JluuHOM KabuHeme Mosb308amerisi Mo
Wwen4Ky Ha 102omurne naamexHol cucmemsi.
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KoHdurypuposaHue

KoHdurypuposaHue

KoHdmrypaumoHHbie hannbl cuctem aKkBampvHra npegcraeneHsl B popmate XML n HaxogdaTcs B AupeKkTopum
lib/PaymentSystems/settings/ OTHOCUTENbHO KOPHEBOro katanora Web-uHtepderica. Mepapxunyeckas
CTPYKTYpa KOHUrypaumoHHoro danna cnegytowas:

<?xml version="1.0"” encoding="utf-8"7?>

<config>
<name></name>
<description></description>
<image></image>
<enabled></enabled>
<settings></settings>

</config>

— <?xml version="1.0" encoding="utf-8"?> - o6bsBneHne XML, B KOTOPOM yKa3aHa Bepcusi A3blka U KOAMPOBKa

[OKYMEHTa;

— config — KOpHEBOW 3NEMEHT

— name — Ha3BaHWe NnaTeXHoON CUCTEMbI;

— description — onMcaHue U NoOACHEeHUs,

— image —norotun, otobpaxaemMbivi Ha cTpaHuLe MnaTexHble cuctemMbl B JIuYHOM KabuHeme ronb308ameris, €Cnv
cucTeMa 3KBaipuHra 3afgencTeoBaHa (BKItoYeHa). Bce norotmnbl XxpaHATCA B AUPEKTOPUUN images/ OTHOCUTENBHO
KopHeBoro katanora Web-nHtepdenca.

— enabled — BKITIOYEHNE/BLIKITIOYEHNE NITATEXHOW CUCTEMbI (3Ha‘-IEHVIFI 1umno, COOTBeTCTBEHHO);
— settings — napameTpbl NSATEXHON CUCTEMBI.

[anee npvBegeHo onucaHme napamMeTpoB KaxKaoW CUCTEMbI AKBaNpPUHra.

netup_payservice-rfi (P®U BAHK)

KoHdurypaumoHHbin ann netup payservice rfi.xml HaXoauTCA B AMPEKTOPUA
lib/PaymentSystems/settings/ OTHOCUTENBHO KOPHEBOIO KaTanora web-nHtepdenca n cooepxuT criegyroLime
napameTpbl:

MapameTp OnucaHue

order name OnwvcaHve onnaynBaemMomn ycnyru.

key YHUKanbHbIV KoY, reHepupyeMblil CUCTEMOW NP CO3AaHUM KHOMKM B [INYHOM
KabuHeTe.

secret key CekpeTHbIN KoY cepsuca.

service id Homep cepsuca. Y napTHepa MoXeT OblTb HECKONMbKO CEPBMCOB B OAHOM aKkayHTe.

order number prefix  [lpeduKc Ana naeHTugukatTopa nnarexa.

WHTepHeT-akBanpuHr ot “PO BAHK” moxHo noakntoumTb GecnnartHo. [ns sToro:

1. MpowvignTe permctpaunio Ha cante 6aHka n BoMauTe B NMUYHbIN kabuHeT - http://home.rficb.ru/

2. MNMepengute B pasgen UHcTpyMeHTbI 1 Ha Bknagke APl kno4um creHepupymTe KoY -
https://home.rficb.ru/apikeys, Ha Bknagke CepBuchbI - 106aBLTE HOBLIN CEPBUC -
https://home.rficb.ru/alba/add. B ¢popme no6aBneHuns cepBuca ykaxuTe:

— B none URL ckpunTta o6paboTumka Ha Bawem canTe -
<URL_web-unHTepdenca>/payment_notify_listener.php?payment_system=netup_payservice_rfi
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— B none URL cTpaHuLbl ycnewHoW NOKynKM -
<URL_web-unHTepdenca>/?module=52_payment_systems&payment_system=netup_payservice_rfi&state=suc
cess

— B none URL cTpaHuubl OLWINGKM -
<URL_web-uHTepdeinca>/?module=52_payment_systems&payment_system=netup_payservice_rfi&state=fail

3. CreHepupy#iTe Koy AN co3naHHoro cepauca:

PO (6arK]

API ko4

HHCTpyMeHTBI Momows

Mo# arkayHT

Cepevcel  MOHMTOPMHI

CepBuchbl

o ofasnTs Cepeuc

id Hazganuwe HedcTenA

[Hemo cepeuc @

/.. >

4. Mepenigute Ha Bknagky Hactponku CMS, ckonupyiite n nepeHecuTe nomy4yeHHbIE KoY, CEeKPeTHbIN KoY 1
naoeHtTudukaTop cepsuca (ID) B kKOHpUrypaLUMOHHbLIN daiin netup payservice rfi.xml.

PO (6arK]

API gnoumn

HHCTpyMeHTSI Momows

Mok arkkayHT

Cepemcbl  MoHMTOPHHI

Co3zaHne KHOMKM onnaarbl

C NOMOLWbK 3TOf HOPMbI Bbl MOMKETE CO3AaTE KHOMKY AAA ONAATH TOBAPA MAK YCAYTH Ha Balwen calite. BoiepuTe cnocol nepegaqu
XAPAKTEPMCTUK TOEAPA MM YCAYTH B HAL CKPMMT M HAMMMTE KHONKY "C034aTh KOA KHOMKM .

XapaKTepUCTUKK TOBapa MNK YCNYTH:

VCTEHOBWT: EDYUHYK)  [1epeaBaTe B CKDUMT YSpes NepeMeHHsie  COZ03Te CChIMKY  Co303Te QR-kon  HacTpoliku CMS

Kntou;

VEBES2gvyrwIrgwzWhxitdeZ HIwRVXxveUMAVTQO/UDQ= KOMUPOBATH
CeKpETHEIN KKz

2c0b2b0b85f5c5806e8668463f7d3e82 KOMMPOBAaTh

5. ®ann koHUrypaumm cucteMbl 3KkBapuHra HaxoauTCA B AMPEKTOPUN 1ib/PaymentSystems/settings/
OTHOCUTENLHO KOPHeBOro KaTanora web-uHtepdeiica. OTkponTe daiin netup payservice rfi.xmlu
BHECUTE B HETO CrefylLlmne U3MEHEHNS:

— B none enabled 3ameHuTe “0” Ha “1”, YTOObI BKMIOYUTL MIATEXHYK CUCTEMY;

B nore key BNULIKTE KIHOY, CreHEpPUPOBaHHbIN Ha canTe 6aHka, Ha cTpaHuue Hactponku CMS;

B Nofne secret key BNUWINTE CEKPETHBIV KIOY C 3TON XXe CTpaHuLbl;

— BMone service id BOUWNUTE MAEHTUdUKATOP CO34aHHOIo cepsuca, Co CTpaHuLbl CepBVICbI;

COXpaHuTe U3SMeHeHUA.
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6. Bongute B Llenmp ynpasneHusi nnaméxHbIMuU cucmeM aMu U Ha cTpaHuue BHelwHMe nnaTéxHble cucteMbl
ybenutecs, uto moaynb “NetUP Payservice RFI” Haxogutcs B coctosHum “Mogynb nogkntoveH”. Ecnv “Mogynb He
NoakmnoYveH”, 06HOBUTE NULIEH3NIO, COXPAHWUB B ANPEKTOPUIO /netup/etc/ HOBLIN hann XxpaHunmwa
ceptudmkaToB netup . keystore, U nepesanycTute Mogynb UHTErpaumm ¢ NIaTéxXHbIMU CUCTEMaMU.
MponsBoanTb kakme-nnmbo JOMONHUTENBbHbIE HACTPOMKM MOAYISA MHTErpauun ¢ NNaTéxHbIMM cCUCTEMaMn He
TpebyeTtcs.

@ Ecnu nodknrodume Modyrib He Mosy4uniock, omrpasbme coobujeHue 06 amom Ha adpec info@netup.ru

7. B Llenmpe ynpasneHusi nnaméxHbiMu cucmem amu Ha cTpaHuue CoeauHeHue ¢ UTMS nposepbTe napameTpbl
coeVHeHUs: agpec 1 MopT cepBepa, a Takke NOrMH 1 Napofb CUCTEMHOrO Nonb3oBaTens, kotopble 6yayT
ncnonb3oBaThCs ANs aBTopM3aLmm Npy BHeceHUU nnartexen. Agpec n nopt cepeepa UTM5 B HacTponkax LieHTpa
ynpaeneHns NNaTéxHbIMM cMcTeEMamMm, CBA3aHbI C NapameTpamu nxt v2 bind host Mnxt v2 bind port
darina koHdwurypaumm sapa UTM5. 3HayeHnst aTnx napameTpoB no ymonyaHmio 0.0.0.0 1M 11778
COOTBETCTBEHHO. Ecnn B koHGMrypaumoHHom davine sapa vcnonb3aytotes apyrue |IP-agpec n/wnu nopr,
ybenutechb, YTO OHM COBMaJaT C COOTBETCTBYIOLLMMU 3HAYEHUSMW, YCTaHOBMNEHHbIMU B LieHTpe ynpaBnexus
NNaTéxHbIMU CUCTEMAMMU.

~

E External payment systems (Administrator) - Coegurenve ¢ UTMS - NetUP United Control Center = | Bl S

Cuctema  Moaynu  HacTpoiika  [Momowe

Cucrema: External payment systems

@ Mpodins: Administrator Agpec 10.1.5.144 Appec cepsepa UTMS, K KOTOPOMY HYXHO NOAKNKOMHTECA
MopT 11778 MNopT cepsepa UTMS, K KOTOPOMY HYXHO NOAKNKOMHTECA

B BHELHHE MNATERHBIE CHCTEMG! NoruH init TNorvH Nonb30BaTENA ANA AETOPU3aLMH Ha cepeepe UTMS
n CogamHeHne © UTMS Mapone lzl MNapane NoNb30BaTENA ANA a5TOPM3aLM Ha cepsepe UTMS

| Moaknounte | CoeawHerue c cepsepom UTMS
J } QTHeT No Fanpocan | CoXpaHHTe | CoxpaHeHie TEKYILKX HACTPOEK ANA BTO3aNYCcKa

CrcTemna

Onepawn | OfHOBHTE | OBHOBNEHME CTATYCA COBAMHEHIA

| 3arpysuTb | 3arpyska MHPOPMALIW O NepCoHane

Coegunenne c UTMS

10.1.5.144:51010 @ 24.11.16 15:00

8. Mo 3aBepLUeHnn Bcex HacTpoek, B JTuuHOM KkabuHeme aboHeHma, B pasaene Mnarexwu, Ha cTpaHuue MnaTtéxHble
cucrtembl nosisutcs norotun “PO4U BAHK”.

Korga aboHeHT B J/luyHOM KabuHeme BblbepeT cMCTeMy 3KBaWpUHra, 3anonH1T popmMy onnatbl U HXXMET ONNaTuThb,
OH ByAeT nepeHanpaBneH Ha CcTpaHuLy BbIBpaHHON NNaTeXHoW cuctembl. Ha aTow cTpaHuue aboHeHT JomKeH
3anonHuTb hopmy 1 Haxkatb OnnaTuTk. Ecnu 6anaHc 6aHKOBCKONM kapTbl abOHEHTa NO3BONAET COBEPLUUTL ONNary,
nosBMTCS yBegoMneHune ob ycnewHoM nposegeHun nnartexa. B npotMeHom cnydvae, nosiBUTCH yBeAOMIIEHUE O
HepocTaTke cpeacTB. [ocne coBeplLUueHus nnatexa aboHEHT MOXET BEPHYTLCS B JIUYHbIU KabuHem, HaXxaB
NpeaycMOTPEHHYIO AN 9TOr0 KHOMKY Ha CTpaHuLe NNaTexHoW CUCTEMBI.

paymentexpress-com (Payment Express)

KoHurypaumoHHbin pann paymentexpress-com. xml HAXOAUTCA B AUPEKTOPUN
lib/PaymentSystems/settings/ OTHOCUTENBHO KOPHEBOIO KaTanora web-nHTepdenca n cogepxuT criegyroLume

napameTpbi:

MapameTp OnucaHue

UserId YHuKkanbHoe nvs nonb3oBaTtens ang naeHTundukaumm yquHoﬁ 3arnncun KnneHTa.
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MapameTp OnucaHue

Key YHUKanbHbIN 64-3Ha4HbIA KoY ANs YYETHOW 3anucy KIneHTa.

test mode 3HaueHus: 0 unu 1. Ecnn 3HayeHmne 1, To nnaTtexHas cuctema paboTaeT B pexume
TECTUPOBaHMSI.

CurrencyInput Bantota nnatexa (Hanpumep, USD, EUR).

order number prefix  [lpedukc Ana naeHTugukatTopa nnarexa.

paypal (PayPal)

KoHurypaumoHHbIn dann paypal . xml HaXO4UTCA B AMPEKTOPUM 1ib/PaymentSystems/settings/
OTHOCUTENbBbHO KOPHEBOTO KaTtarnora web-nHTtepdpeinca n cooepxuT cneayoLime napamerpbl:

MapameTp OnucaHue

business PayPal ID nnn Email, cBazaHHbIV € y4eTHOW 3anuckto B cucteme PayPal. Email
OOrmKeH ObITb NOATBEPXKAEH.

item name Onuncanne onnavmsaemon ycnyrn. Hanpumep, «nononHeHne cyértar.

currency_code Kog BantoTbl nnartexa (Hanpumep, USD, EUR).

robokassa (Robokassa)

KoHdurypaumoHHbin dann robokassa . xml HaXoQuTCH B AMPEKTOpUM 1ib/PaymentSystems/settings/
OTHOCUTENBbHO KOPHEBOTO KaTtanora web-nHTtepdenca n coaepxuT cneayolime napamerpbl:

MapameTp OnucaHue
MerchantLogin VaoeHTtndumkatop marasmHa B cucteme Robokassa.
passwordl Maponb #1. Vicnonb3yetcst uHTepceicoMm MHULManu3auum onnartbl. JnvHa He

MeHee 8 CUMBOIOB, AOMKEH coaepXaTb XoTA Obl ogHy OyKkBYy 1 x0Ts 6b1 OAHY LMAPY.

password?2 Maponb #2. Ncnonb3yeTca nHtepdencom ornoBeLleHusi 0 nnarTexe,
XML-uHTepdericamu. [nMHa He MeHee 8 CMMBOIOB, AOMKEH codepKaTb XOTs Obl
OOMH CUMBON M XOTSA Obl 0HY LMAPY.

uniteller (Uniteller)

KoHdurypaumoHHbln pann uniteller . xml HAXOQUTCH B ANPEKTOPUM 1ib/PaymentSystems/settings/
OTHOCUTENBbHO KOPHEBOTO KaTtarnora web-nHTepdeinca n cooepxuT cneayoLime napamerpbl:

MapameTp OnucaHue

Shop_ IDP WpeHTtundpmkaTop Toukm npogaxu B cucteme Uniteller. B JlnyHom kabuHete aToT
napameTp HasbiBaetcs Uniteller Point ID v ero 3HayeHne gocTynHo Ha cTpaHuue
«Toukn Npoaaxun komnaHum» (NMyHKT MEeHI0 « ToYKu npogaxu») B ctonbue Uniteller
Point ID. ®opmar: ot 1 o 64 cumsonos (a~z, 0~9) unu ABe rpynnbsl CUMBOIOB,
pasgeneHHbIX «-» (nepsas rpynna ot 1 go 15 cumsonos, BTopas rpynna ot 1 go 11
CVMBOINOB), K PErNCTPY HEYYBCTBUTENEH.

password Maponb u3 pasgena MapameTpbl aBTOpU3aumum JInyHoOro kabmHeTa cuctembl
Uniteller.

Currency Kog Bantotbl (3 cumBona).

Language A3bIk MHTEpPdEca NnaTexHON CTpaHuubl (en unu ru).

Comment KommeHTapuii k nnatexy (4o 1024 cumBonos; nepegaercsa B 3anpoce Ha onnary).
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alfabank (Anbca-baHk)

KoHdurypaumoHHbin pann al fabank . xml HAaXOAUTCA B AUPEKTOPUN 1ib/PaymentSystems/settings/
OTHOCUTENBHO KOPHEBOTO KaTtanora web-nHtepdernca n coaepxuT cneayolime napamerpbl:

MapameTp OnucaHue
userName JlornH marasuHa, nonyyYeHHbIN NPy NOAKNIOYEHNN.
password Maponb MarasuHa, NOny4YeHHbIN NPY NOAKIOYEHUN.

test mode

3HaueHus: 0 unu 1. Ecnn 3HadeHne 1, To nnatexHas cuctema paboTaeT B pexume
TECTMPOBaHUS.

order number prefix

Mpeduke Ana naeHTudmrkaTopa nnarexa.

avangard (baHk ABaHrapp)

KoHdurypaumoHHbln pann avangard.xml HAXOAUTCA B AUPEKTOPUN 1ib/PaymentSystems/settings/
OTHOCUTENBHO KOPHEBOTO KaTtarnora web-uHTepdernica n coaepxuT cneayoLie napameTpbl:

MapameTp

OnucaHue

shop id

YHUKanbHbIN MOEHTUPUKALMOHHBIA HOMEpP MarasuHa.

shop sign

Moanuck MHTepHeT-MarasviHa (BblgaeTcs TexnoaaepKKon).

av_sign

Moanucb cucTeMbl 3KBapUHIa (BblAaeTCsl TEXNOAAEPKKON).

order number prefix

Mpedmke ana naeHTndmkaTopa nnarexa.

ciberplateshop (Kubepnnart, CyberPOS)

KoHdurypaumoHHbin dann cyberplateshop . xml HAXOAUTCS B ANPEKTOPUN 1ib/PaymentSystems/settings/
OTHOCUTENBHO KOPHEBOTO KaTtarnora web-uHTtepdeinca n coaepxuT cneayoLime napamerpbl:

MapameTp OnucaHue

password Koposas dpasa, ncnonb3oBaHHas Npu reHepauum Knioven marasmHa.

keynumber Kopg knueHTa (M3 TpeTbel CTpoku chaina kapTodku knoda K<shop code>.dat).

bankkey Kon 6aHka (bepetca 13 parina CyberCard. iks).

ShopIP IP-agpec cepepa marasvHa. Moxet 6biTb 3ag4aH B ABHOM BuAae, €Cnu 310
Heobxoaumo.

PaymentDetails OnwncaHne (HazHayeHue) nnarexa.

test mode

3HayeHus: 0 unn 1. Ecnu 3HadeHne 1, To nnatexHas cuctema paboTtaeT B pexume
TECTUPOBaHUS.

order number prefix

Mpeduke ansa ngeHTndmrkaTopa nnarexa.

sign tool

MyTb K yTUnuTe checker.exe.

keypath MyTb K KaTanory Knioyen.

pubkeyfile HaseaHue daiina ¢ nyenmyHbIM KIo4HoM.

seckeyfile HaseaHwue parina ¢ npnBaTHBIM KIHOYOM.

randomseed HasBaHue danna co cnyvariHbIM HavanbHbIM 3anonHeHeM AN reHepaTopa

nceBAoOCny4YanHbIX Yncen.
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NMpumeyaHus

MameHeHre cocTosiHMS NnaTtexa NponcxXoauT TOMbKO Npy Bo3BpaLlleHun nonb3osatens u3 NC obpaTHO B NNYHbI
kabuHeT. B npoTokone B3anmopencTens ¢ cuctemon aksavpuHra CyberPlat e-shop He npegycmoTpeHa
BO3MOXHOCTb MPOBEPKN COCTOSIHWS Nnarexa.

B cBsi3u ¢ npoBepkamu/orpaHnyeHnsimm co ctopoHsbl MNC CyberPlat, npu TectupoaHum goctyn B Be6-uHTEpdENc
nonb3oBaTens AOKEH OCyLLEeCTBNSATLCA No agpecy 127.0.0.1. Ans atoro MmoxHo nubo nepeHanpasuTb nopt 80
TecToBoro cteHaa ¢ NC Ha nokanbHy MaluunHy, nubo npokcnposatb cteHf ¢ [MC B nokansHom HTTP-cepsepe.

BmecTe ¢ mogynem nnartexHbix CUCTEM NOCTaBMATCA ABe Bepcumn yTunuTbl checker.exe, ocyluecTBnswoLLen
KpUNTO3alWmMTy nepegaBaeMon 1 NpMH1UMaemon nHopmMaumm:

— checker amd64.exe — ansa 64-paspagHon Bepcuu Linux. McnonbsyeTca B cTaHaapTHOM KOHdMrypaumm
mogayns NC;

— checker i386.exe —ana 32-paspsagHon sepcum Linux.

Mpy HeOBXOAMMOCTH YTUNUTY checker . exe MOXHO CKOMMUIMPOBATb CAMOCTOATENBHO (CM. JOKYMEHTaLMIo0 K
nnarTeXxHow cucreme).

moscreditbank (MockoBcknn KpeantHbin BaHk)

KoHurypaumoHHbin dpain moscredbank . xml HAaXoOUTCS B AMPEKTOPUN 1ib/PaymentSystems/settings/
OTHOCUTENBHO KOPHEBOTO KaTtarnora web-nHTepdenca n coaepxuT cneaylolime napamerpbl:

MapameTp OnucaHue

mid WpeHTndpmkaTop marasmHa (npegoctaBnseTcs Npy pernctpauum).

password Maponb MarasvHa (NpefocTaBnsieTca Npu perucTpauumn).

merchant mail AJpec 3neKTPOHHON NOYThI, Ha KOTOPbIN ByayT NpUXoanTb YBEOOMITEHNS O
TpaH3aKunsX.

aid WaoeHTndmkaTop aksarepa.

order number prefix  [lpeduKc Ana naeHTugukatTopa nnarexa.

pscb (MeTepbyprckun CounanbHbin Kommep4yeckuin baHk)

KoHurypaumoHHbin pann pscb . xm1l HaXoaUTCs B AMPEKTOpUN 1ib/PaymentSystems/settings/
OTHOCUTENBHO KOPHEBOTO KaTtanora web-nHTtepdenca n coaepxuT cneayolme napamerpbl:

MapameTp OnucaHue
shopID WaeHTndpmkatop marasmHa.
secretKey CeKpeTHbIl KNk,

order number prefix  [lpedukc Ans ngeHTudrkaTopa nnarexa.

sberbankrbs (C6ep6aHk)

KoHurypaumoHHbin pan sberbankrbs . xml HAXOOAUTCS B AMPEKTOPUN 1ib/PaymentSystems/settings/
OTHOCUTENBLHO KOPHEBOTO KaTtanora web-nHTtepdenca n coaepxuT cneayoLme napamerpbl:

MapameTp OnucaHue

userName JlornH marasuHa, NonyyYeHHbIN NPY NOAKNIOYEHNN.

password Maponb MarasnHa, Nony4eHHbIN NPY NOAKIOYEHUN.

test mode 3HayeHus: 0 unn 1. Ecnu 3HadeHne 1, To nnatexHas cuctema paboTtaeT B pexume
TECTUPOBaHUS.
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MapameTp

OnucaHue

order number prefix

Mpeduke Ana naeHTudmrkaTopa nnarexa.

promsvyazbank_acquiring (lMpomMmcBsa3b6aHKk)

KoHiurypaumoHHbin ann promsvyazbank acquiring.xml HaXoOuTCA B AMPEKTOPUA
lib/PaymentSystems/settings/ OTHOCUTENBHO KOPHEBOIO KaTanora web-nHtepdenca n cooepxuT criegyroLime

napameTpbl:
MapameTp OnucaHue
TERMINAL YHUKanbHbI HOMep BUPTYarbHOro TepMuHarna ToproBon To4ku. dopmaT™ — YUCroBoNn,
8 3HakoB.
MERCHANT Homep Toproeoi Touku. dopmat — uncnosor, 12-15 3HakoB.

MERCH NAME

HasBaHue ToproBoi Touku. Popmar — CMMBOIbHBIN, 1-50 3HaKOB.

EMAIL

Afpec 3neKkTPOHHON NOYTbI TOProBoOW ToUkn. Popmat — cMMBONbHBIN, 3-80 3HAKOB.

KEY

CeKpeTHBbIN KIHoY.

* <DopmaT OaHHbIX: YUC/1080U — MOXeET cofepXatb TONbKO Ldpsbl; CUMBOITbHbIL — MOXET cogepxaTtb ntobble nevyaTHble

CUMBOIbI.

tinkoff_bank_acquiring (TuHbkod ¢ BaHk)

KoHdurypaumoHHbin ann tinkoff bank acquiring.xml HaXOAUTCA B AMPEKTOPUU
lib/PaymentSystems/settings/ OTHOCUTENBLHO KOPHEBOIO KaTanora web-nHrepdenca n cogepxuT crnegyroLume

napameTpbi:

MapameTp OnucaHue

terminalKey Kntou TepMmHana, nonyyYeHHbIV Npy NOAKMIOYEHWMN.
password Maponb, Nony4YeHHbIV NPy NOAKMOYEHNN.

test mode

3HaueHusi: 0 unu 1. Ecnn 3HadeHre 1, To nnatexHas cuctema paboTaeT B pexume
TECTMPOBaHUS.

order number prefix

Mpeduke Ana naeHTudmrkaTopa nnarexa.

YTto6bl NOAKMOUYNTL MHTEPHET-3KBaNPUHT “TuHbkO D BaHK”:
1. 3akntouute goroBop ¢ 6aHKOM 1 nonyuute foctyn B JIuyHbIG KabuHem.

2. B nuyHom kabuHeTe Ha cavite 6aHKka BNULLIMTE Ansi TECTOBOrO U KOMMEPYECKOro TepMunHana:

— URL cTpaHuubl ycnewwHoW NOKY MKy -
<URL_web-uHTepdeinca>/?module=52_payment_systems&payment_system=tinkoff_bank_acquiring&state=S

UCCESS

— URL cTpaHuubl oMOKM -
<URL_web-uHTepdenca>/?module=52_payment_systems&payment_system=tinkoff_bank_acquiring&state=F

AlL

@ [ns cmparuubl owubku MoxHo ocmasumbs URL, npednoxeHHbil 6aHkoM. CmpaHuya, pa3pabomaHHas
b6aHkoM, codepxum nodpobHoe ornucaHue owubku, rnpedocmasrisiem 803MOXHOCMb 8HECMU U3MEHEHUST 8
peKsu3uUmMbl U 08mMopuUMmb rorbImKy ornaameal.

3. B dain koHurypaumm tinkoff bank acquiring.xml BHECUTE U COXpaHWUTE CreayloLmMe U3MEHEHUS:

— B none enabled 3ameHunTe “0” Ha “1”, YTOBLI BKMOYUTL MNATEXHYIO CUCTEMY;
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— Bnone terminalKey BAMLUUTE KoY, BblAaHHbIA GaHKOM;
— B none password BNULIUTE NApOrb, MONYYeHHbIN NPY NOAKMIOYEHUN;

— Bnone test_mode 3ameHuTe “1” Ha “0”, YTOGbLI OTKMIOUYNTL PEXMM TECTUPOBAHNSI.

4. Bovigute B LieHmp yrnpasneHus rnnaméxHbiMu cucmemM amMmv 1 Ha cTpaHvue BHelmHue nnaTtéxHblie cUCTeMbl
ybeautecs, 4to mogynb “TuHbkodd baHk” HaxoguTcs B cocTosaHumM “Moaynb nogkntoden”. Ecnn “Mogynb He
noakmnoveH”, 06HOBUTE NULIEH3NIO, COXPaHWB B ANPEKTOPUIO /netup/etc/ HOBbIN hann xpaHunuwa
cepTudmkaToB netup . keystore, U NepesanycTute Mogynb UHTErpaumm ¢ NAaTéxHbIMU CMCTEMaMU.
MponssoanTb kakne-nnMbo AOMONHUTENBHLIE HACTPONKN MOAYNA MHTErpauun ¢ NNaTéxHbIMM cUcCTeMamn He
TpebyeTcs.

@ Ecnu nodknoyume mMoOyrib He oMy4unnocb, omrpasbme coobujeHue 06 amom Ha adpec info@netup.ru

5. B LleHmpe ynpasneHusi nnaméxHeiMu cucmem aMmu Ha cTpaHuue CoeanHenmne ¢ UTMS nposepbTe napameTpbl
coeVHeHUs: agpec 1 NopT cepBepa, a Takke NOrMH 1 Napornb CUCTEMHOrO Nonb3oBaTens, kotopble ByayT
MCnonb30BaTbCA Ans aBTopm3auumn npu BHeceHun nnatexen. Agpec n nopt cepsepa UTM5 B HacTporikax
Llenmpa ynpaerneHus nnaméxHbiMu cucmemamu, CBA3aHbl C napameTpamm nxt v2 bind host u
nxt v2 bind port danna koHdurypauum sgpa UTMS. 3HaueHns sTrx napameTpoB no ymonyaHuio 0.0.0.0 n
11778 cooTBeTCTBEHHO. ECcnun B KOHurypaLumoHHoM channe sapa ucnonesytotesa apyrve IP-agpec n/vnv nopr,
ybeautecn, 4TO OHM COBMaJAlT C COOTBETCTBYIOLLMMU 3HAYEHUAMMW, YCTaHOBNEHHbIMU B LieHTpe ynpasnexus
NNaTéxHbIMU CUCTEMAMMU.

£5 External payment systems (Administrator) - Coeannerue ¢ UTMS - NetUP United Control Center =NREN X

Cucrema  Moaynw  Hacrpoiika  Momows

Cuctema: External payment systems

Mpodine: Administrator Anpec 10.1.5.144 Anpec cepeepa UTMS, K KOTOPOMY HY?KHO NOAKMKOHUTECA
MopT 11778 MopT cepeepa UTMS, K KOTOPOMY HY#HO NOAKIIOHYMTECS

B BHELHHE MAATEXHBIE CHCTEMb! Norux init NorvH Nonez08aTens ANA SETOPU3ALAW Ha cepeepe LTMS
B CoganHEHHE © UTMS Mapons l:l Maponb Nonb30BaTENA ANS SETOPH3aLMM Ha cepsepe UTMS

| MoAknKYMTE | CoeauHeHWe ¢ cepsepom UTMS
ﬂ} OT4ET Na 3anpocad | CoxpaHuTs | CoXpaHEHWE TEKYILWMX HACTPOEK ANS aET03anycka

| ObHoBMTE | OBHOBNEHWE CTATYCA CORAMHEHNA

| 3arpysuTe | 3arpysKa MHOPMALYN © NEpCoHane

Coepuuenne c UTMS

10.1.5.144:51010 @ 24.11.16 15:00
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Cxema B3anmopgenictena UTM5 ¢ cuctemamm akBaipuHra

Cxema B3aumogencteusa UTMS c cuctemamm aKkBanpuHra

Ha npvBeneHHOM Hke cxeme nokasaHbl OCHOBHbIE Luary B3aMmoaencTemsa ounnudroson cuctemosl UTMS ¢
WHTErpupoBaHHbIMN CUCTEMaMM 3KBaMpUHra npuy ocyLLecTBeHNM Nofnb3oBaTensaMmu nnatexen ns JluyHozo kabuHema.

MNepeBoga cpencTs Ha
cyeT nposaiaepa.

A

BaHk npoBaiigepa BaHk-aKBaliep

£~

2. BBoA HEOBXOANMbIX AAHHbIX
M coBepLlIeHMEe naaTexa. 3. MopTBepxaeHne
nposefeHnAa nnatexa.

1. Bbibop cucTeMbl 3KBAMpPUHTa,
BBOZ, HEOOXOAWMMBIX [AAHHbIX W  J

5. Mepepaya ceepeHui

0 nnatexe moaynio ) nepexos, Ha CTPaHuLy oniaThl. =/
Moaynb UTM5 | MHTerpauum nc. JINYHbIN KabuHeT )
Payment Systems | nosb3oBatens IKBaMpPUHT
(utm5_web_php) <

4. Nepexod, 06paTHO B INYHBIN

Yy KabuHeT (aBTOMaTUYECKU WM :
. MO HaXaTUIO KHOMKM). :
N ] Cron | _
i ayment_orders_checker.ph o o
5.2. Mepepaada ceedeHuii o| Pay = = PAR | 5 4, Mepuogunuecknini 3anpoc ceeaeHui
MPOBEAEHHBIX  MnaTexax 0 NpoBefeHHbIX NaaTexax.
moaynto uHterpaumm c MNc.
- > UTMS Core

6. Mepenava cBeAeHM 0 NPOBEAEHHBIX
nnatexax B AAPO W 3auuUCieHue
CPEeACTB Ha CYeT No/b3oBaTenei.

1. B JluyHom kabuHeme Ha cTpaHuue MnaTtexHble cucTeMbl Nonb3oBaTernb BbiOUpaeT cucTeMy aKkBampuHra, Yepes
KOTOPYIO OH XenaeT MononHUTb NIMLEBON CHET, 3anonHAeT oopMy onnathl U HaXMMaeT KHOMKY OnnaTtuTb.
[Mpouncxoout nepeHanpasneHe Ha CTpaHuLy NNaTexHon CUCTEMBI.

2. Ha cTpaHuvue nnaTtexHow cMcTeMbl Mofb30BaTeNb Takke 3anornHAeT cneumansHyo (opMy onnatbl U HaXMMaeT
kHoMKy OnnaTuTb.

3. Ecnu 6anaHc 6aHkoBCKOM KapTbl NONb30BaTeNnA NO3BONIAET COBEPLLUNTL onfaTty, TO Ha CTpaHuue nnaTexHomn
CUCTeMbl BbIBOOUTCA yBegoOMIeHne o6 ycnewHOoM npoBeaeHUN nnaTtexa. B npotnBHOM cny4yae BbIBOOUTCA
yBegomMIeHne o HeaocrtaTke cpeacTs.

4. lMocrne ycnewHoro CoBepLUEHWS nnaTtexa nonb3osarens Bo3BpalyaeTcs B SluyHbIl kabuHem. B 3aBncnmocTtn ot
nnaTexHon cMcTemMbl Bo3BpaT B JTIUYHbIU kKabuHem nponcxoanT aBToMaTMyeckn Unn no HaxaTuto
nNpeaycMOTPEHHOWN OIS 3TOro KHOMKU Ha CTpaHuLUe NNnaTexXHon CUCTEMBI.

5. JanbHenwWwmnn xoq AEUCTBUI MO 3a4NCIIEHNIO CPEACTB Ha CHET NMoNb30BaTeNs 3aBUCUT OT NPOTOKONa paboTbl
cuctembl UTMS ¢ cuctemon akBanpuHra. BoamoxHbl criegyrolime BapuaHThbl:

— [lpun nepeHanpaBneHun co CTpaHnubl onnarsl B JIuyHbIl kKabuHem cucTeMa dKkBavpuHra cpasy nepegaer
cBefeHus o npoBeaeHHoM nnatexe Web-nHtepdeiicy nonb3oBaTens, KOTOPbI B CBOKO o4epeab nepechbinaeT aTn
CBefieHVsa MoAyrio UHTErpaummn ¢ NNaTexHbIMU CUCTEMaMK, OTKYAA OHW 3aTeM NOCTYNatoT B SAPO BUNNNHIOBON
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Perunctpaumns cobbitun

CUCTEMBI, M MPOUCXOAUT 3a4MCIIeHNe CPEACTB Ha NMLIEBOI CYeT Nnonb3oBaTens. B aTom cnyyae nonb3oBatenb
Cpasy CMOXET yBUAETb NomnosiHeHue cyeta B JTuYHOM kabuHeme (T. H. MTHOBEHHOE 3a4iCrieHne CPEACTB Ha CYeT).

— lMepenaya cBefeHWn 0 NNAaTEXe 1 3a4MCNEHNE CPEACTB Ha CYET NOJb30BaTEeNs MPOUCXOAUT Yepes HEKOTOPOe
BpeMmsi ocre coBepLUeHus NnaTtexa. B aTom cryyae nonb3oeartenb He CMOXET cpasy YBMAETb NoMofHeHMe cyeTa
B JTuuHOM KabuHeme.

— [lpoTokon B3aMMogeNCcTBMA C HEKOTOPbIMW CUCTEMaMM 3KBavipuHra BoobLLe He npegycMmaTpmBaeT
aBTOMaTMYECKY0 Nepegady CBeAeHW O NPOBeAeHHbIX nnartexax. [Ansg paboTtbl ¢ Takummu cuctemamm
HeobxoanMo HacTpPoUTL B NNaHMpoBLLMKe 3agady Cron nepnogmnyeckoe BbINOMHEHNe ckpunTa
payment orders checker.php, KOTOpbI ByAeT 3anpalumsaTb CBEAEHUA O NPOBEAEHHbIX NnaTexax n
nepegaBaTb X MOAYIIO UHTErpaLMmM C NraTexHbIMU cucteMamm (cM. warn 5.1 u 5.2 Ha BblLenpuBeaeHHO
cxeme). [laHHbIN CKpUNT HaxoaMTcs B KOpHEBOM katanore Web-nHTepdeiica.

[na yyeta cBefeHuU 0 nnarexax, MPOBOAUMbIX Yepe3 CUCTEMbI SKBAMPUHra, Heobxoanmo AobasuTb B 6a3y gaHHbIX
UTM5 Tabnuuy payment orders. CTpyKkTypa Tabnuubl coaepxutcs B anne

payment orders_table schema.sqgl, KOTOPbI HAXOOAUTCA B AUPEKTOPUM share/ OTHOCUTESIbHO KOPHEBOTO
katanora Web-unHTepderiica. B aty Tabnuuy 6yoyT BHOCUTBCA Kak CBEAEHMS, NepeaaBaemMble NnaTeXHbIMm
cucTeMaMu aBToMaTUyecku, Tak U CBeeHUs1, Nepuoanyecky sanpaluvBaemMble CKpUnTom
payment orders checker.php.

Peructpaumusa cobbitnn

[na xpaHeHus log-charinos cuctem akBapuHra UCnonb3yeTcs AMpeKkTopusa /netup/utm5/log/. Ang peructpauun
cobbITui B log-charinax Heobxogumo, 4Tobbl MoNb3oBaTenb, OT UMEHN koToporo padotaet PHP, obrnagan npasamu
3anvcy B JaHHyo avpektoputo. Bo nsbexxanne yganenus log-cgannos nonb3oBarensmm, He ABnsA0LWUMnCS
Bragensuamu aTux annos, peKoMeHayeTCs YCTaHOBUTb Arsi JaHHOW OUPEKTOpumn atpnbyT sticky bit:

chmod -t /netup/utm5/log/
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O0Lue ceBegeHus

Moaynb hotspot

O6wue cBegeHus

Mogynb hotspot npeaHasHaveH onsa Tapudmkauum ycnyrm 4ocTyna B CETb MO BPEMEHU C aBTOpM3aunen

nonb3oBarene no npotokony RADIUS unu yepes ctrangaptHeii Web-untepderic cuctemol (cm. Web-untepdeic Ha
cTp. 206). [ina opraHmnsaumm ycnyru hotspot Tpebyetcs otaensHas nuueHsus. MNMposepuTb Hannune u Cpok AencTBns
NULEH3UN MOXHO B UHTepderice aamuHucTpatopa UTM5 (cm. O nporpamme: Jnuensun, nyHkt Moaynbs Hotspot).

Mpu pabote yepes Web-nHtepdeinc nocne Beoga nonb3opatenem Homepa u NMNH-koga kapTbl B npoLecce ee
akTMBauum ctpanuua B bpaysepe Oyger nepuogmyeckm o6HOBNATLCA, TEM CaMbiM MHPOPMUPYSI CEPBEP O TOM, YTO
nonb3oBaTenb NPOAOMKaET NONb30BaTLCSA YCNyron. Ecnu B TedeHne 3agaHHoOro epemeHu xu3Hu hotspot ceccuu
OGHOBMNEHNS CTPaHWLbl HE NPOMCXOAMIO (NONb30BaTENb 3aKPbIN 3Ty CTPaHWLY UK BbIKIOYUI KOMMNLIOTEP) UMK
NOCTYNWUIN CUrHan 3akpbiTUs ceccum (nonb3oBaTterb Bbibpan B MeHI0 NyHKT Bbixog), To gocTyn B UHTEpHET
OrnokupyeTcsa 1 NPou3BOAUTCS CNMCaHNe CPEACTB 3a BpeMs paboTol. Mpu ncyepnaHum cpefcts 4ocTyn B MHTepHET
Takke Oynet 3abnoknposaH. Bpems xu3Hu hotspot ceccum 3agaetca B MHTepderice agMmmHucTpartopa (Hactporiku >
Hactponku cuctemsl > Mpoyne HacTpOrKM).

[na ncnons3oBaHuns mogyns hotspot Heobxoanmo AobaBuTb TapudHbIV NnaH, coaepxawmi yenyry hotspot (cm.
Ycnyra hotspot Ha cTp. 57). MoxHO 3agaTb pasHyto CTOMMOCTb YCIyry s pa3HbIX BpEMEHHbIX AMana3oHoB, a Takke
€o3aaTh CMMCOK pa3peLLeHHbIX CeTEN, N3 KOTOPbIX pa3pelueHa aBTopusaunst Ha Web-uHTepderice, u konuyecTso
OOHOBPEMEHHbIX CECCU AN AaHHOW napbl NOrMH/napons.

[na coBmecTHOro ncnonb3oBaHuns moayns hotspot ¢ kapTouHow nnatgopmort Heobxoanmo cBsA3aTh aeHTUdUKaTop
TapudpHoro nnaHa, cogepxatlero ycnyry hotspot, c cosgaBsaembiMu kapTamu goctyna (cm. : ID Tapudpa Ha cTp. 44).
MonyuuB kapTy, Nonb3oBaTerb AOMMKEH CHaYana 3aperucTpMpoBaTth e€ B pasaene ABToperucrpauus nofnb3oBaTens
Web-nHTepderica n nony4nTb NOrMH 1 Napofb Anst [octyna kK nHrepdency hotspot. 3T gaHHbIe B fanbHenwem

ucnonb3ylTcs Npy asTopusauun B pasgene “Bxop (hotspot)” (cM. Web-uHTtepdeic: Bxon B cuctemy Ha ctp. 206).

Ecnu ansa nonb3oBatenewn hotspot HeobxoamMma TapudumkaLmsa no Tpaduky, TO MOXHO UCMNonb-30BaTh ycnyry hotspot
COBMECTHO C yCrnyrow nepefayv Tpaduka ¢ ycTaHOBMEHHOW B CBOMCTBax o6eux ycnyr onuuer iuHamuyeckasn
npuBsA3ska IP-agpecoB. ABTopu3auus nonb3osatensi B Web-uHtepdeice UTM5 byanet npoucxoguts no nape
noruH/naponbe 13 cepBUCHON CBA3KM ycryru hotspot.
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O0Lue ceBegeHus

Moaynb Captive Portal

O6wue cBegeHus

[JaHHbI Mogynb NO3BONSET C MOMOLLBIO web-uHTepdenca pernctpnpoBaTth B CUCTEME HOBbIX NOMNb30oBaTenemn un
NpoBOAWTL NEPBYIO ONNaTy 3a nogkntoyaemsle yenyru. Ans opraHusauum yenyru Captive Portal Tpebyetcsa otaensHas
nunueHsus. NpoBepuTb HanuuMe n Cpok 4eNCTBMS NULIEH3UN MOXHO B MHTepdence agMmuHuctpatopa UTM5 (cm. O
nporpamme: JluueHsuu, nyHkT Mogynb Captive Portal).

MNoaknioyeHune

1. PacnakyinTe nony4eHHbIi apxvB B OTAENbHYIO AMPEKTOPUIO Ha web-cepBaepe.

2. MpoBepbTe 1 Npy HEOBXOAMMOCTU U3MEHWTE NapaMeTpbl MOAKMYEHUs k Base, NNaTexHon cucteme n SApy
GunnuHra B KoHUrypaumoHHom davine /app/etc/config/app . xml

3. B koH®urypaumoHHbin pann tariffs.xml, BnuwuTe ID, HasBaHWe 1 CTOMMOCTb TapudoBs, KOTopble
none3oBarenb MOXeT nogkniounTb Ha Captive Portal. [No ymonyaHuio nonb3oBaTtento npeanaraeTcs Tpy TapuHbIX
nnaHa Ha BbI6op

currency code>

@ TapupHble nnaHbl Hy»XHO ripedeapumeribHO co30ame 8 uHmepghetice admuHucmpamopa UTMS5 (cm.
TapudgHbie nnaHbl Ha cmp. 47)
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Web-uHTepderic Captive Portal

Web-uHtepdcenc Captive Portal

Registration

Password

Repeat password

Ha cTtpanuue pernctpaumm (no ymonyanwmio - http://Baw.cepBep/captive-portal/, rae BMecto eam. cepeep
Heobxooumo noacTaBuTb MMs cepeepa UTM5) nonb3oBaTtens BBOAUT CBOW MOYTOBLIN AWK, UMS U NAPOrb.

@ BapeaucmpuposaHHbie Monb3o08amesnu Mo2ym rpolimu 8 fIuYHbIU kKabuHem o ccelnke I’m existing user
3anonHus opmy U Haxas | , Nonb3oBaTernb NepexoauT Ha cTpaHuLy Beibopa Tapuda:

Select your tariff plan

Tariff plan name Monthly payment

Usi 10.00

Bbibpas Tapug 1 Haxas | , lonb3oBaTens BUAUT coobLleHre o TOM, YTO OH ByaeT nepeHanpasneH B cUCTEMY
Payment Express ans onnatbl BeibpaHHoro tapuda:

Summary
Tariff plan name Monthly payment

You will be redirected to Payment
Express system. It will ask you for your
credit card details and charge your
account according to the tariff plan you
have selected
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Web-nHtepderic Captive Portal

Haxas | |, nonb3oBaTtenb NEepexoanT Ha CTPaHULY OMnartkl, @ ero PerncTpaUnoHHbIe AaHHbIe
nepepatotcs B 6azy UTM5:

Payment Checkout
Amount $10.00 (USD)

Credit Card Payment

Card Number:™

Name On Card:*
Expiry Date:* 06 v 17 *

CVC:

¢) paymentexpress
visa &

Privacy Policy

Monb3oBaTenb MOXeT NPOM3BECTUN ONMnarTy:

— W3 NIMYHOro kabuHeTa, ecrniv NoAKIMYeHbl CUCTEMBI 9KBavipuHra (cM. Cuctembl aKBarMpuHra Ha cTp. 212);

— no6bIM JOCTYMHBIM CNOCOOOM, yKasaB CBOM NNaTEXHbIE PeKBU3NUTHI (Y3HaTb PEKBM3NTLI MOXHO B IMYHOM kabuHeTe
none3oBarerns).

@ Ecnu no kakum-nubo npu4uHam rnpoyecc onnamaei He bbii1 3a8epUEH, MoMbL308ameris MOXem
asmopu3oeambecs Ha cmpaHuue http://eaw.cepeep/utm5_web_php, socrnonb3oeaswucb email’'om u
rnaporsem, yKka3aHHbIMU rpu peaucmpauyuu (cm. Bxod e cucmemy Ha cmp. 206).

Mocne onnatel pabota Mmogynsa naéTt ctaHaapTHeIM cnocobom (cm. Moaynb hotspot Ha cTp. 223).
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BeeneHune

Moaynb UTMS DHCP

BBeaeHue

Mogyne UTM5 DHCP BeinonHsieT dpyHkummn DHCP-cepsepa. OH npuHumaeT DHCP 3anpockl n o6pabatbiBaer nx B
cootBetcTBUM ¢ RFC 2132. MNMpu popmuposaHum oteeta UTM5 DHCP ucnonb3yeT cneaytoLLme CyLHOCTU: Npodunb
o6opygosaHus, kommyTtatop, DHCP nynbl u IP-rpynnbi.

UTM5 DHCP nossonsieT npussasatb cratudeckuii IP-agpec unu nyn amHammyeckunx agpecos k MAC-agpecy, K
KOMMYTaTopy MInu K onpeaeneHHoMy NnopTy KommyTaTopa.

(i) UTM5 DHCP moxem HasHayams mosbKo IPv4-adpeca.

UTM5 DHCP ncnonb3yeTt nHcpopMaumio n3 6asebl JaHHbIX, a Takke B3aumogencTayet ¢ sgpom UTMS no npotokony
Stream 1 MoXeT nony4yatb OT Hero coobLeHnsi 06 nameHeHUn MHpopMaLumn B 6ase gaHHbIX U HEOBXOANMOCTHY ee
oOHOBRNEHUS.

UTM5 DHCP no ymonyaHuto pabotaet B pexume not authoritative. Pexxvm paboTbl MOXHO M3MEHUTb B
KOH(UrypaumoHHoM danne (napametp is_authoritative).

be3 dononHumensHou nuyeH3uu modyrns UTM5 DHCP no3eonsem odHospemMeHHO apeHOo8amb He boriee
decsamu IP-adpecos.

CywHocTu, ucnonbsyemoie UTM5 DHCP
1. Mpodunb 060pyaoBaHUA — 3TO CYLLHOCTb, CoAepXKaLlas obLune xapakTepucTuUkM onpeaeneHHoro Tuna
KOMMYTaTOpPOB:

— HammeHoBaHMe — CTpoOKa, cogepaliasa MM KommyTatopa. YHUKanbHOCTb HAMMEHOBaHNA He NPOBEpPSETCH, HO
pekomMmeHayeTCH;

— EMKOCTb — KONM4YeCcTBO NMopTOB KOMMYyTaTopa. MOXHO yKkasaTb HECKOMBbKO 3HAYeHUI Yyepes 3ansTyio;

— MapameTtpbl DHCP Option 82 — onncanve napameTtpoB DHCP Option 82, ucnonb3yembix KOMMYTaTOpOM
AaHHoro Tvna npu popmmpoBaHun DHCP-3anpoca:

— Remote ID — ngeHtudpmkatop DHCP-peTpaHcnaTopa, Yepes KoTopbiv Obin Nony4veH 3anpoc;
— Nopt - Nopt DHCP-peTpaHcnaTopa, Yepes KoTopkin 6bin Nony4eH 3anpoc;

— VLAN ID - npgeHtudukatop VLAN (ecnu ucnonssyetcs).

B xapakTepucTukn aTnx napameTpoB BXOOAT: TN napameTpa (cTpoka/6uHapHhIn), pacnonoxeHne B DHCP Option
82, cmelleHVe u AnvHa napameTpa. 3TN XxapakTePUCTUKN UCMONb3YTCA Npy YTeHun napametrpoB DHCP Option
82, Bxogsawwmx B DHCP-3anpoc

2. KomMyTaTop — 3T0 CyLHOCTb, cogepikallas napaMeTpbl KOHKPETHOrO KOMMYyTaTopa:
— HauMMeHOBaHue — CTpoka AnuHOW Ao 255 cuMBONOB, codepxallas uMs KommyTtatopa. LlenecooGpasHo

ncnonb3oBatb HeEkKoe WHPOPMATUBHOE Ha3BaHWME, KOTOPOE MOMOXET MWAEHTUdULMpPOBaTb KOMMYTaTop.
YHUKanbHOCTb HAMMEHOBaHNA HE NMPOBEPSETCH, HO PEKOMEHAYETCS;

— hakTMyecKkM agpec — KOMMEHTapuiA,  MO3BONALWUA  OAHO3HAYHO  MAeHTUdMUUpPOBaTL  U3MYEcKoe
MECTOMOMNOXeHNe KoOMMyTaTopa;

— TWN — BHYTPEHHUI naeHTUdUKaTop Npoduns obopyaoBaHuUs, CoAepXKaLlero napaMeTpbl, NpUcyLe gaHHOMY
TUNY KOMMYTaTOPOB;

— Remote ID — ngeHtudpmkatop DHCP-peTpaHcnatopa, wucnonb3yembli npu  (OPMUPOBaHMM 3anpoca K
DHCP-cepsepy. Tun napameTpa 1 orpaHu4eHve AnuHbl 3aJaeTcs B HacTponKax COOTBETCTBYIOLEero npoduns
obopyaoBaHus;

— KONUYeCcTBO MOPTOB — KONIMYECTBO MOPTOB KOMMYyTaTopa. Bo3mMOXHbIe 3HaYeHUst aTOro napameTpa 3afakoTcs
B npochune obopyaoBaHus;
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CywHocTn, ncnonedyemble UTM5 DHCP

— napameTpbl focTyna kK kKommyTaTopy — IP-agpec, norvH n napons KoMMyTaTopa.

MepeyncneHHble BbilLe NapamMeTpbl MOXHO Mcnonb3oBaTth B npasunax firewall (wvogyne UTM5 RFW), koTopble
nogpasymeBaloT HeoOXOAMMOCTb OTMpPaBKM KOMaHA KommyTaTopy. Hanpumep, ecnv npy obpasoBaHum
3aJ0MKEHHOCTM HEO6X0AUMO OTKIOYMTB NMOPT KOMMYTaTopa, YToObl 3a6noK1poBaTh NONbL30BaTEN JOCTYM B
WHTepHeT.

,D,aHHbIM napamMmeTpam B npasunax firewall COOTBETCTBYHIOT crieayoline nepemMeHHble:
- USW_IP

- USW_LOGIN

- USW_PASS

— USW_REMOTE_ID

- USW_ID

- USW_PORT

— UVLAN

— SWITCH_IP

— SWITCH_PORT
Mogpo6Hee cm. UTM5 RFW: NepemeHHble Ha cTp. 166
B cBovicTBa KOMMyTaTopa MOXHO 406aBUTb 3HaYEHUs! AoNONHUTENbHbIX onuu DHCP. 311 onuun 1 nx
3HayeHus 6yayT BkntoyeHbl B otBeT DHCP-cepBepa, ecnv DHCP-knneHT f06aBuT ux B CNMCOK 3anpallnBaeMbIxX
onuun.

3. DHCP nyn - 370 cyLHOCTb, cogepxallas napameTpbl nyna IP-agpecoB u 3Ha4eHusi cTaHgapTHbIX onumii DHCP,
KoTopble ncnonsaytTcss DHCP-cepeepoM npu hopmmpoBaHmm oTBeTa npu Beliaade IP-agpeca ns atoro nyna.
Cpeau Hux ecTb obsi3aTenbHble NapameTpsbl:

— Wnio3

Macka

DNS cepsep 1

Bpems apeHabl — BpeMs apeHabl B cekyHOax. He pekomeHayeTcsi 3agaBaTb Bpems apeHabl meHee 3600
cekyHz. 3HayeHue no ymonyaHuio: 86400 cekyH (24 yaca).
Heobsa3aTenbHble napamMeTpsbi:

— DNS cepBep 2
— NTP cepBep
— OomeH

B ceonctea nyna DHCP moxHo go6aBuTb 3HaYeHus aononHuTenbHbix onuuin DHCP. 31u onuun 1 nx 3HavyeHns
OyayT BkntoveHbl B otBeT DHCP-cepBepa, ecnv DHCP-knueHT 4o6aBuT nx B CIMCOK 3anpallnBaemblX ONLUuii.

Mapametpsl LUn03 n Macka ncnonb3yroTes Ans YCTaHOBNEHUSA NpuHaanexHocTy IP-agpeca onpegeneHHoMy nyny
DHCP.

B cBoiicTtea nyna DHCP Takke BxogaT AnanasoHbl IP-agpecos.

Kpowme Toro, ansa nyna DHCP 3apaeTtcs aectBue npu 6nokupoBaHun. 3TOT napameTp onpeaensieT noruky
obpabotkn DHCP-3anpoca, noctynatowero ot 3abnoknpoBaHHOro nornb3osartens. Bo3moxHble aencTeus:
Ucnonb3oeams ryn 0ns 3abrokuposaHHbIX aboHeHmMos n eHopuposame 3arpoc.

@ Ecnu e DHCP-3anpoce yka3saHbl KOHKpemHble onyuu DHCP, 8 DHCP-omeem 6ydym dobaeneHbl me u3 HUX,
3Ha4eHUs1 KomopbIx 3a0aHbl U uMeromcsi 8 6ase OaHHbIX. Ecriu @ DHCP-3anpoce He ykasaHO HUKaKux onyud,

8 DHCP-omeem 6ydym dobasrneHbi 8ce onuyuu, 3Ha4eHuUsi Komopbix 3adaHb! U umeromcesi 8 6a3e 0aHHbIX.

4. IP-rpynna - 3TO ONMCaHNe CETU U CBSI3AaHHbIX C HEN NapaMeTpoB, MpUHaANEXallUmMx CePBUCHON CBA3KE yCnyru
nepegauu IP Tpadmka. Ha ocHoBaHuu HacTpoek IP-rpynn npoucxoauT Bblgaya IP-agpeca 1 ngeHTudukaums
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O6paboTtka DHCP 3anpoca

Tpaduka ana gansHenwen tTapndukaumn. B IP-rpynne 3agaeTtca cooTBeTCcTBME Mexay ctatudeckum IP-agpecom
Unu Nynom auMHamMmu4ecknx |IP-agpecos v creayolyMm napameTpamu:

MAC-agpec

BHyTpeHHuIn ID kommyTaTopa

MopT koMMyTaTopa
VLAN ID

[nsa 3agaHua cOOTBETCTBMSA HEOOXOAMMO yKasaTb cTatudeckun IP-agpec nnu BeibpaTth Nyn AUHAMUYECKUX afpecoB.
HeobxoamMMo Takke yka3aTb 3Ha4eHUsI ONMCaHHbIX BhILLE NapaMeTPOB, K KOTOPbLIM crieayeT npuesasath IP-agpec unm
nyn AMHaMWUYeCKUX agpecoB.

@ Huana3oHbl cmamuyeckux IP-adpecos He 00mKHbI epecekambcs ¢ duanasoHamu OuHamuyeckux IP-adpecos.
To ecmb nyn cmamuy4eckux adpecoes He criedyem ykasblgeamb 8 kadecmee ryna OUHaMu4YecKux adpecos HU 8
o0Hou IP-epynne. B npomusHom criydyae modyns UTM5 DHCP moxem eecmu cebs Herpedcka3yemo.

MopTt 1 VLAN ID - ato napameTtpbl DHCP Option 82. UTM5 DHCP cuuTbiBaeT nx cornacHo Mpodwunio
o6opyaoBaHus, BbIOpaHHOMY AN AaHHOTO KOMMYyTartopa.

Mocne cosgaHuns cepBUCHON CBA3KM ycnyrn nepeaayv IP Tpadmka, nob6aenenns IP-rpynnel, cogepxaluen napameTpsl,
K KOTOPbIM MOXHO NpuBsa3aTe IP-agpec, B 6a3e gaHHbIX NOSBATCS 3aMUCb, XpaHsiLLias COOTBETCTBUE MEXAY
cratnyecknm IP-agpecom nnm nynom DHCP 1 atTumun napametpamu.

O6paborka DHCP 3anpoca

Mpu nonyyennn DHCP-3anpoca, UTM5 DHCP cpaBHuBaeT napameTpbl 3anpoca ¢ COOTBETCTBYOLLUMU NapaMeTpamMm
IP-rpynn, nmetoummcst B 6ase aaHHbIX. [py 3ToM NpuopuTeT NapameTpoB Mo yobiBaHuio cneaytowmin: MAC-agpec >
ID kommyTaTopa > Mopt > VLAN ID. 3anncu B 6a3e gaHHbIX COPTUPYHOTCS MO AaHHBLIM MapamMeTpam B Nopsigke
ybblBaHuWSA, U 3aTEM NPOU3BOAMTCS NMoUCK. Kaxaas 3anvcb cogepXuT napameTpbl oaHow |P-rpynnebi.

UTM5 DHCP cepBep npocmatpuBaeT 3anucu, anst KOTopbiX 3anonHeHbl Nonsi:
— MAC-agpec

— MAC-agpec 1 ID kommyTaTopa

— MAC-agpec, ID kommyTaTtopa v MopT

— MAC-agpec, ID kommyTaTopa, Mopt 1 VLAN ID

— ID kommyTaTOpa

— ID kommyTaTopa n NMopTt

— ID kommyTaTopa, Mopt 1 VLAN ID

1. B nepsyto ovepenb cpasHuBaetca MAC-aapec (ecnu oH 3agaH B 6ase AaHHbIX).

2. Nanee npoucxoant yteHne DHCP Option 82 (ecnn oHa BkntoveHa B noctynuswmin DHCP-3anpoc) Ha ocHoBaHWK
napameTpoB Npoduns o6opyaoBaHMSA, COOTBETCTBYIOLLENO KOMMYTaTOPy, YKa3aHHOMY B NPOBEPAEMOW B AaHHbIN
MOMEHT 3anucu B 6a3e AaHHbIX.

3. Ecnn 4yTeHne napameTpoB MPOLUSIO yCNELLHO, TO MPOMCXOAUT CPaBHEHWEe NapameTpoB, YkasaHHbIX B
DHCP-3anpoce. CpaBHMBaOTCS TOMbKO Te NapaMeTphbl, 3HAaYEHNS KOTOPbIX 3a4aHbl B MPOBEPSEMON Ha AaHHbIN
MOMEHT 3anucu B 6ase AaHHbIX.

4. Ecnun kakon-nnbo napameTp He Obin 3afaH B 3anpoce, CpaBHEHWE NO HEMY He NPOBOAMTCS.

5. Mownck sBnsieTcsa ycnewHbIM NPy HanM4Mn COBNaaeHWn 1 OTCYTCTBUM HECOBNaAEHU COOTBETCTBYHOLLIMX 3HAYEHUN
B 6a3e gaHHbIx 1 B DHCP-3anpoce.

Mocne Bblgaum IP-agpeca n npoymnx Hactpoek cetn, UTM5 DHCP gobaensiet B 6a3y AaHHbIX 3anMcb O Havarne u cpoke
apeHabl gaHHoro IP-agpeca (cpok apeHabl 3agaetca B cBovicTBax nyna DHCP).
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KoHdou1rypaunoHHsIn dansn

KoHdourypaumoHHbIn chann

Mo ymonuanuto UTM5 DHCP ncnonb3yeT KOHUIypaLMoHHbIn hann /netup/utm5/dhcpd5. cfq.

dopmaT KoHpuUrypaumoHHoro garna:

rnapaMe Tp=3HaueHue

Habop c1umBonoB 40 3HaKa paBeHCTBA ABMNSAETCA HAa3BaHWEM NapaMeTpa, nocne — 3HadeHnem napametpa. MNpobenbl
yuuTbiBatoTcs. [1ycTble CTpoku urHopupytotes. CTpoka, HaunHarLwascs ¢ cumeona #, cuMTaeTcs KOMMEHTapueM.

Cnncok BO3MOXKHbIX napamMeTpoB:

MapameTp Bo3MOXHble 3HauyeHue no OnucaHue
3HayeHus yMorn4yaHuio

database type mysql, postgres  mysq| Tun 6a3bl AaHHbIX UTMS5.
(obszaTenbHbI
napametp)

database (obsazarenbHbin - UTM5 Wms 6a3sbl gaHHbIXx UTMS.
napameTp)

database host Database server localhost Apnpec cepBepa 6a3bl gaHHbIX UTMS.
IP/hostname

database login CTpoKa root JlorvH nonb3oBartens Ansa gocrtyna k 6ase

JaHHbIX UTMS.
database password CTpokKa He 3agaHo Maponb nonb3oBatensa Ans gocryna K

0ase gaHHbIx UTMS5.

database sock path

MyTb K avny

Ivar/run/mysqld/

Tonbko aona MySQL. MyTk k cokeT-channy

mysqld.sock 6a3bl faHHbIX. Vicnonb3yeTcst B TOM
cny4ae, ecnu napametp database_host
He 3aaH 1N UMeeT 3HavyeHne
“localhost”.
database port ot 1 go 65534 3306 Tonbko ans MySQL. MopT cepeepa 6asbl
OaHHbIX.
database charset KoOupoBKa utf8 Tonbko ans MySQL. Kognposka
coeavHeHus ¢ 6a3oi AaHHbIX.
core host IP-agpec 127.0.0.1 Apgpec cepsepa, Ha KOTOPOM 3anyLUeHO
(obsi3aTenbHbIN agpo UTMS.
napameTtp)
core_ port oT 1 go 65534 12758 MopT, Ha koTopom agpo UTM5 cnywaet
(obs3aTenbHbIv Stream (napameTp stream bind port
napameTtp) B KOHUrypaumoHHoM dhanne sapa).
dhcp_ login CTpoKa dhcp Jlorun anga poctyna k sapy UTMS.
dhcp password CTpoKa dhcp Maponb ansa goctyna k aapy UTMS.
dhcp lease expire timeou Bpewmss 1800 MuHuMmansHoe Bpemsi Nocre ncTeveHns
t cekyHaax CpoKa apeHfbl, B Te4eHne KOToporo
KIMEHT MOXET NpoAoskaTb
MCMONb30BaTh Ha3Ha4YeHHbIN
DHCP-cepsepom IP-agpec.
dhcp lease validation pe Bpewmsas 86400 MepuoanyHOCTL NPOBEPKM OCTaBLUErocs
riod ceKyHaax BpemeHun apeHabl IP-agpeca.
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KoHdou1rypaunoHHsIn dansn

MapameTp Bo3moxHble  3HavyeHue no OnucaHue
3HayeHus yMonyaHuio
interface Mapa <interface He 3agaHo Cnucok nHTepencos, NPUHUMaOLLINX
name>,<IP DHCP-3anpochl, 1 COOTBETCTBYHOLLMX UM
address>. IP-agpecos. Ecnu B kayecTBe UMeHn
[obGaBbTe nHTepderca 3agaHo ethO, To BO3MOXHbI
HECKOmMbKO OBa criyyasi:
WHTEPdENCOB, 1) IP-agpec ykasaH (Hanpumep, 10.0.0.1)
Kaxabl C HOBOW - cepBep NpUHMMAaET TONbKO unicast
CTPOKM: 3anpockl Ha agpec 10.0.0.1:67
interface=<interf 2) B kauecTBe IP-agpeca ykasaH 0.0.0.0 -
ace name><IP cepsep npuHumaet broadcast 3anpochl,
address> noctynuelumne Ha ethO (B Linux
interface=<interf MCNOMb3YHTCA ONUMM COKETa
ace name><IP SO_BROADCAST n
address> u T.4. SO_BINDTODEVICE)
is_authoritative yes, on, enable  OtkntoyeHo Pexxum pabotbl DHCP-cepBepa:
authoritative unm not authoritative.
load log yes, on, enable  OtkntoyeHo Mpn 3anycke DHCP-cepBepa 3arpyxatb
13 6asbl XXypHan apeHabl. Ans
6onbLUNHCTBA CUCTEM NOOXOAUT
3Ha4YeHMe No YMOMYaHMIo.
log level Yucno 1 Onpepenser ypoBeHb COOOLLEHMN,
or0p03 KOTOpble NonagatoT B OCHOBHOW MOTOK

cooOLLEeHUI.

log file main

MyTb K dhanny

CtaHpapTHbIv
NMOTOK OLUNOOK

®dalrn oCHOBHOIO NOToKa COOBLLEHWUIA.

log file debug

MyTb K panny

CtaHOapTHbIv
NOTOK OLUNBOK

®dann notoka coobLLeHn ¢
[MarHoCTUYeckom 1 oTnagoyHon
MHdopMaLmen.

log file critical

MyTb Kk danny

CtaHpapTHbIv
NOTOK OLUNOOK

darin noToka CoOOLEHWI O KPUTUYECKMX
oLmbkax.

max_ logfile count Yucno He orpaHnyeHo  MakcrmanbHOE KONMYECTBO XPaHUMbIX
log-cpannos.

max_logfile size Pasmep B 10485760 Pa3mep channa, npm gOCTUXEHUN

bavitax KOTOPOro NPON3BOAMUTCS poTauus.

ping retry count Yucno 1 KonnyecTtBo NonbITOK OTNpaBku
ICMP-3anpoca (cM. use_pi ng).

rotate logs yes, on, enable  Potauus BkntoyaeT poTtauuio log-cannos.

OTKIHOYeHa

use ping yes, on, enable  OtkntoyeHo Ecnu B npouecce NpuHATMA peLleHns o
Bblaade IP-agpeca obHapyxumBaeTcs, 4To
ONsi faHHOTO afipeca yXe CyllecTByeT
apenga, otnpaeutb ICMP-3anpoc Ha aToT
IP-agpec, 4ToGbI BEIACHUTL haKTUYECKNIA
CTaTycC KNueHTa.

use _old lease yes, on, enable  OtkntoyeHo Mpy HEBO3MOXHOCTN COOTHECTU AaHHbIE

DHCP Option 82 B noctynusLuem
DHCP-3anpoce npoanesatb
CyLLECTBYIOLLYIO apeHay ANa AaHHOro
MAC-agpeca.
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O0Lue ceBegeHus

Moaynb uHTerpauum c IPTV

O6wue cBegeHus

[aHHbI Moaynb NpegHasHayveH ans nHrerpauumn unnudra UTMS ¢ cuctemoi IPTV komnanum NetUP. Bnarogaps emy
cucrema UTMS nony4daet BO3MOXHOCTb fo6aBneHns ycnyr npocmotpa TB kaHanoB 1 cnucaHvsa cpeacTs 3a
nonb3oBaHue 3TUMK ycriyramu ¢ nonb3oatenen UTMS. Takke nosiBNSieTCS BO3MOXHOCTb CO3AaHUS CEPBUCHBIX
CBSI30K AN YCIyr A@HHOTo TUMa U, Ha X OCHOBaHUK, yNpaBneHns AOCTYNOM K npocMoTpy TB kaHanoB (npekpalleHus
Joctyna npv 6noKnpoBKe NULEBOIO cYeTa, NpeaoCcTaBneHnsa 4OCTyna Npyu BHECEHUN CPEACTB).

MpenycmoTpeHa BO3MOXHOCTb MHTerpauum UTM5 ¢ cuctemamu IPTV gpyrux npoussogutenei. B atom cnyvae
B3aNMOAENCTBME MOXET OCYLLEeCTBNATLCS nocpeacTBoM cobbitnii UTM5 RFW 1 CTOPOHHMX CKpUNTOB.

Mopgynb TpebyeT oTaensHon nuueH3un. MpoBepuTb HaNM4YMe 1 CPOK OEUCTBUSA NULEH3UN MOXHO B UHTEpdelice
agmuHucTpaTtopa UTMS5 (cm. : JluueHsnn, nyHkT Mogynb nHterpauum c IPTV).

OnucaHue paboTtbl Mmoaynsa

Mopynb uHTerpauum nogknodaetcs k aapy cuctemsl IPTV - NetUP IPTV Core - n npeactaBnseTcsi CUCTEMOW
ounnuHra. Ans ycnewHoro coeanHeHus ¢ NetUP IPTV Core Tpebyetcsi, 4utobsl DNS-cepBep, paboTatoumin Ha
cepepe ¢ UTMS, ycnewHo npeobpa3sosbiBan B IP-agpeca nmeHa gomeHHoM 3oHbI IPTV. Takke TpebyeTcs, YTobbl
ObINy OTKINIOYEHBI BCE ApYyrMe cuctembl GunnuHra, B3aMmoaencTByowme ¢ sApom cuctemsl IPTV.

IPTV cuctema NetUP npenoctaBnsieT ycrnyru Ha OCHOBaHUM KapT gocTyna. Hanuume kapTbl 4OCTyna aBnseTcd
obs3aTenbHbIM YCNOBUEM ANS NoNnydYeHusa Aoctyna Kk npocMoTpy TB kaHanos. Mogynb nHTerpauum no3sonsiet
co3gaBaTh Nonb3oBaTenbCckue KapTbl 4OCTYNa U reHepMpPOBaTh AN HUX KOAbl akTUBaLMU.

YnpaeneHue goctynom K TB kaHanam ocyliectensetcs nocpecrsomM B3anmogenctana ¢ NetUP IPTV Middleware.
Mpu HeobxoAMMOCTY NpeoCTaBMTb KNMEHTY AOCTYN K Meamna-koHTeHTy, UTMS otnpaenset IPTV Middleware komaHay
paspeLnTb NPOCMOTP MeAMa-KOHTEHTa KNMEHTY C COOTBETCTBYHOLLEN KapToW AOCTyNa Ha HEOrpaHNYEeHHbIN Cpok. B
crnyyae 6rokMpoBKM NULIEBOTO CYETa UNW OTKINIOYEHUS yeryrn (Hanpumep, npu cmexe tapuda), UTMS otnpaenser
KOMaHAy U3MEeHWUTb BPeMs OKOHYaHWs NpedoCcTaBneHust 4OCTyNa K KOHTEHTY Ha Tekyllee BpeMsl, U, Takum obpasom,
npekpaTuTb AOCTYM K KOHTEHTY.

AKTMBaLmMsa nuueH3nn ans gaHHoro moayns B UTM5 genaet goctynHeim Tvn yenyr IPTV.

Hwxe npuBeaeHo onucaHue nogkntodeHus k cucteme NetUP IPTV.

NMoaknioyeHune

Ona nogkntodeHus k NetUP IPTV Core B koHdhurypaumnoHHom dhaine UTMS ykaxxknTe 3HauyeHnsi napaMeTpoB
coeanHeHus ¢ NetUP IPTV Core:

— iptv_cluster_host — IP-agpec NetUP IPTV Core

— iptv_cluster_port — nopT, 3ape3epBupoBaHHbIvi aAnst coeauHeHns NetUP IPTV Core ¢ GUnnIMHroBon cuctemon
(3HayeHue no ymonyanuio 50500)

@ Lns koppekmHou pabomsi cepsep ¢ UTMS domxeH paspewams umsi db.iptv 8 adpec cepsepa ¢ IPTV cluster
core
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[NopknoveHne

B web-nHTepdence agmuHnctpatopa IPTV oTkponTe cTpaHuly Services:

‘Services

IPTV services

Service Status
NetUP IPTV Billing started
Crenteen e o

Serce St

Ecnun cnyx6a NetUP IPTV Billing 3anyLieHa, BbIoepyTe ee NeBoW KHOMKOM MbILLIN U B OTKPbIBLLEMCS UaroroBOM OKHE
Haxmute Yes, YToObl OCTAHOBUTL CryXOy.

Confirmation

Are you sure you want to stop "NetUP IPTV Billing"?

[Hanee nepenguTte Ha cTpaHuly Connections v LLENKHUTE NeBON KHOMKOM MbIlK Ha |IP-agpece HanpoTuB coeanHeHus
NetUP IPTV Billing.

Connections

NetUP IPTV Core

b e e 444

NetUP IPTV Billing (license 443) Offline 1010114

NetlIP TPTV Middleware

B oTKpbIBLUEMCS AMANOroBOM OkHe HaxmuTe Auto detect, 4To6bl OGHOBUTL MHAPOPMALIMIO O BUNIIMHIOBOW cUCTEME.

Change server host
Server host
[10.1.0.114 |

Banyctute UTMS. Mocne 3anycka UTM5 B web-nHTepdeiice agmunmctpatopa IPTV nepenigmTe Ha cTpaHuuy
Connections n ybegutecb, 4to NetUP IPTV Billing nogkntoveH u IP-agpec coBnagaet ¢ agpecomM cepBepa, Ha KOTOPOM
3anyweH UTM5.

@ Ecnu UTMS5 6bin 3anyweH do Ha4ana Hacmpolku nodkmtodyeHusi K NetUP IPTV Core, no 3agepweHuu
HacmpoUku nepe3arnycmume si0po UTM5
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Cosganuve n nogkntodeHmne yenyrn IPTV

CospaHue n nogknioveHue yenyrm IPTV

[na okasaHua ycnyru TpebyeTtca co3aate kapTy goctyna IPTV. Ona sToro:
1. OTkponTe uHTepdernc agmmHuctpatopa UTMS v nepengute Ha ctpaHuuy [lons3o8amernu.

2. BbibepuTe HyXHOTO KIMEHTa U HaXMWUTE | & Peaactiposars |,

3. B okHe cBOIMCTB nonb3oBaTens nepenante Ha cTpaHuuy Jluyessie cdema B rpynne cTpaHuy Tapugbukayus.

4. BuiBepuTe NULIEBOII CHET, K KOTOPOMY MNaHm1pyeTe NoaKMounT yonyry IPTV, n HaxMmuTe | & Peaasrmposare |,
OTKpoeTCs OKHO pedaKkTUpOBaHUS CBOWCTB NINLEBOTO cYeTa:

(8 neuescdceer x|

MWReBo CYeT - CRONRCTRA

Nwuesod ceer 19 Brewrast ID

Kpegur 0.0 Banawc 0.0
Crama HAC 0.0 % CramaHCn 00 %
KapTa gocryna PV | | [ cosgars
WuTepreT  Bumouen - ABT. BIMONaTE
Tun 6noxaposn  He 3a6.n0KpoBan -

Nepwoa BnoKposKH

BELIM T rit DERIIM

LILO%J | 0 OV

5. B okHe CBOWCTB NNLIEBOrO CYETA HAXMUTE KHOI'IKy| Co3mate \HanpOTMB napametpa Kapta goctyna IPTV. B
rpade napameTpa NosiBUTCS HOMepP KapTbl JOCTyna

@ Kod akmusayuu kapmsi docmyna

MOXHO Hallmu 8 OKHe ceolicme orib308amerisi Ha cmpaHuue Kodbi

akmueayuu IPTV e epynne Tapudgukayus

[Hanee co3panTe HoByto ycryry (cMm. TunoBble aenctBusA: Co3pgaHue yenyru nepegaym IP-tpacduka Ha cTp. 115).
Ha ctpanuue lNMapamempsi ycryeu, Bbibepute cuctemy IPTV NetUP, n BbiIGepyTe HyXXHbIV Meana-KoOHTEHT U rpynny
KOHTEHTa, K KOTOPbIM HY>XHO NpegoCcTaBMTb JOCTYN NONb30BaTensaM 3TOW yCryru.

(i) Coadaiime wabrnoH ycryau IPTV npu He06X0OUMOCMIU € BKITI0YEHUS 8 MapUGpHbIL MNaH.

x
MNapameTpbl CEPBHCHON CBA3KK yenyrH IPTV
Hassanwe yonyrn [IPTV ]
Pac, nepnoa | | ‘ £ Bofipats |
Spens vevene [0]o5052017 257 12]
Bpens okonuaHna | @) He ycTaHoBneHo

MonwTyica cicanns | Default (1) ~| | Moapotree... |

CromnocTs, % [100 ]

Kapra nocryna PTV. | | | cosnam ||

" | 4 Otmera |

NetUP

Mocne 3Toro ycnyry MOXHO NOAKMIOYUTE NOMb30BaTEN0 aHanormM4yHo
nobon apyron nepuogmyeckoi ycnyre (cm. TunoBble AEACTBUA:
CospaHue cepBUCHOM CBA3KM Ha cTp. 119). Ecnu kapTta gocTtyna He bbina
co3faHa 3apaHee, ee MOXHO CO3[aTb Ha 3Tane NOAKIOYEHUS YCyru B
OKHe CO3/1aHWs CEPBVICHO CBSI3KW, HaXaB KHOMKY | Cosgats  |HanmpoTuB
napameTpa Kapra goctyna IPTV.
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BeeneHune

Moaynb IP-TrenedoHunum

BBeaeHue

Mogynb IP-TenecoHnn npeaHasHaveH ans od6paboTku 3anpoCcoB Ha aBTOPM3aUMIo U YYET NOTPEONEHHbIX YCnyr oT
rornocoBbIX LLUMK30B, renTknunepos (gatekeepers), ronocoBbix Npokcu-cepeepoB. [NogaepxmBaeTcs Kak Knaccuieckas,
Tak n IP-tenedoHus.

Y4YET AaHHbIX Nponcxogut nubo Ha ocHoBe 3anpocoB UTM5 RADIUS (cm. UTM5 RADIUS Ha c1p. 144), nnubo Ha
ocHose CDR-¢haiinos nocpeactsom BCoMoraTesisHoN yTunutbl utm5 _send_cdr (cM. UMnopT TekcToBbIX chaitnos
Ha cTp. 159).

Mopynb TpebyeT oTaensHOn nuueHsun. NMpoBepuTb HanM4Me 1 CPOK OENCTBUSA NULEH3UN MOXHO B UHTEpdeNice
agmuHucTpaTtopa UTMS (cm. : NluueHsnnm, nyHkT Mogynb TenedoHun).

TepMUHDI

IP-renecoHus (IP telephony) — 06Lnii TepMUH, O3HAYaOLWLMI Nepegayvy peydn no ceTsiM C UCMOoNb30BaHMEM
npoTokona IP. Takke ons 0603Ha4YeHnss 3Ton TEXHONOrMM ncnonb3ytoTces TepMuHbl: Voice over IP (VolP), Internet
Telephony.

TchON (PSTN) — cokp. “TenedoHHas ceTb 06LLEero Nonb3oBaHns”. B 9To NOHATME BKMOYEHbI FOPOACKUE U
HauMoHanbHble ceTh 06blYHOM TenedoHun. Takke ucnonedyetcsa TepmuH PSTN — cokpalueHnue ot “Public Switched
Telephony Network”.

AOH (Caller ID) — Homep BbI3bIBatoLLero aboHeHTa. Takke ncrnonsdyetcs TepmuH ANI — cokpalleHune ot
“Automatic Number Identification”. YacTo ycnyra onpeageneHms Homepa Bbi3biBatoLLero aboHeHTa Ha3blBaeTCst
AOH.

Lnto3 IP-tenecdoHum (VolP gateway) — ycTponcTBo, nmetoLiee nopT Ans NOAKMIYEHNs K ceTu Ha 6ase
npoTokona IP, a Takke no HeobxoAMMOCTM NopThl AN noakntodeHns kK ThOI. OBbIYHO AaHHOE YCTPOUCTBO CNYXNT
ans cteikoBkn ThOI n IP-ceTn. Mpumepom moxeT cnyxuTb mapwpyTtusaTtop Cisco 3620 ¢ mogynem NM-2V +
VIC2FXO.

H.323 — crangapT, npeanoxeHHbii MexgyHapoaHbIM coo30oM anekTpocsasu (ITU-T), onuceiBatowmin nocTpoeHue
ceten IP-TenedoHnn. CTaHaapT onucbiBaeT NPOTOKONbI, CBSA3aHHbIE C perncTpaumen obopyaoBaHms
IP-tenedpoHnmn (RAS — Registration, Admission and Status), yctaHoBneHunsa coeanHeruns (H.225.0, H.245),
nepepayv peyu, aBTopusaumu nonb3osartene n ap.

H.323 npuepatHuk (H.323 rentknnep, H.323 gatekeeper) — npvBpaTHMK OTBEYAET 3a pErMcTpaLmio OKOHEYHOTO
o6opynoBaHns (LLUMO30B, KITMEHTCKUX YCTPOMCTB), KOHTPOIb NpaB AOCTyna, HOMepHoW nnaH. MNpakTnyeckn Bce
NPUBPAaTHUKN NMEIOT BO3MOXHOCTb MPOBOAUTL aBTOPU3aLmio U nepeaady CTaTUCTMKM NO COCTOABLUMMCS 3BOHKaM
no npotokony RADIUS.

Kopeku — anroputmbl ©xaTusi 3Byka Ha nepeatoLLeit CTOpoHe U [eKOANPOBaHUS Ha NPUHUMALOLLEN CTOPOHE. B
OCHOBHOM 3TO MCMOMb3yeTcs AN MUHMMKU3aLMK Tpaduka, No3TOMY KOLEKN B OCHOBHOM XapaKkTepuayoTcs
Morocow NponyckaHns, HeobxoAMMOoN ANA nepegayn peyun ¢ UCnonb3oBaHNeM 3Toro Kogeka. MNpw nepegaye
ronoca 6e3 cxaTtusi notpebyeTcsa nonoca nponyckaHus B 64 Kout/cek. Kogeku ¢ BbICOKOW CTENEHBIO CxXaTus
Tpe6yr0T OOonNbLUNX BbIYUCINTENbHbIX pecypcoB, NO3TOMY A114 KoAnpoBaHUA OOnNbLLOro KoNMYyecTBa rofocoBbIX
MOTOKOB MCMOMb3YTCA CrielmanbHble MUKPOCXEMbI, Tak HadbiBaeMble DSP-npoueccopsl.

HasBaHue MoTok, KayecTBO
Kopeka Kout/cek

G.711 64 Bbicokoe
G.723.1 53-6.4 CpenHee
G.729 8 CpenHee

IVR - cokpalueHue ot Interactive Voice Response. Mpeacraenset cobov TEXHOMOMMIO rOfIOCOBLIX MEHIO U YaCcTO
ucnonb3yeTcs Ans asTopusauum nonb3osatenen TOIl ans 3soHKoB Mo IP-tenedoHnm.
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Anroput™ paboThbl

Anroputm paboThbl

RADIUS-3anpocsbl, MMeloLme OTHOLIEHUE K TenedOHMM, OMO3HAKTCA CUCTEMOM MO HaNu4uuio atpubyTa
cisco-h323-conf-id. B npoTMBHOM crnyvae 3anpoc MHTEPNPETUPYETCH Kak OTHOCALLMIACS K YCryre KOMMYTUPpyeMOoro
gocTyna.

Ons peructpaunm aboHeHTa npmBpaTHUK nNockinaet Ha cepeep RADIUS 3anpoc Ha perucTtpauumto ¢ ykasaHmem ID
BbI3bIBatoLero aboHeHTa Calling-ID (31) n ero noruHa, Ho 6e3 ykasaHusa Called-ID (30). Cepsep RADIUS unwet
CEPBUCHYIO CBA3KY yCnyru TenedoHun, naeHTnmumpys €€ no normHy, ykasaHHOMY B CBOMCTBAX CEPBMCHON CBA3KM
(cm. : NlormH Ha cTp. 109). Ecnn cepBurcHas cBaska obHapyXeHa 1 COOTBETCTBYOLLUIA NTMLEBON CHET He
3abrnokMpoBaH, To BbiAAETCS NOMNOXMTENbHbLIN OTBET; B NPOTMB-HOM CryyYae BblAaETCsl 0TKa3 B permcTpauum.
MonoxuTenbHbIN OTBET MOXET coAepaTb TenedoHHbI HOMEP Nofb30BaTeNs, ECN TAKOBOW 3a4aH B CBOMCTBAX
CEPBUCHOW CBA3KU.

[ns aBTOpM3aumMun 3BOHKa NMPUBPATHMK UINN rONOCOBOW LUMIO3 nocbkinaet Ha cepsep RADIUS 3anpoc Ha peructpauumio
¢ ykasaHuem Calling-ID (31) n Called-ID (30). Cepsep RADIUS uLieT cepBUCHYIO CBA3KY YCryrn TenedoHunu,
naeHTMdULMpys eé no forvHy, ykasaHHoMy B CBOMCTBax CepBUCHON CBA3KW. Ecnn cBAska obHapyxeHa, banaHc cuéTta
NonoXuTeneH, 3BOHOK BXOAMT B HanpasrneHne, BKMIOYEHHOE B COCTaB ycnyru TenedoHun (HenocpeacTBEHHO Uin B
cocTaBe 30Hbl), U TEKyLLee BPeMS BXOAUT B pa3peLUEHHbIN BPeMEHHOWN AnanasoH (Takke 3agaBaeMblil B CBOMCTBaX
ycnyru), TO BblGAETCA NONOXUTENBHBIA OTBET; B MPOTUBHOM cnyyae cepsep RADIUS Bbigaét otkas B aBTopusauum.
MonoxuTenbHbIN OTBET BKIOYAET MaKCMMAaIbHYO ANMMTENbHOCTb COeANHEHMS, paccunTbiBaemMyto nmbo Kak cpok
OKOHYaHWs BPEMEHHOrO AnanasoHa, A5 KOTOporo 3agaHa LeHa ycnyru (ecnu AaHHbIA AnanasoH He MOKpbIBaeT BCé
BpeMs CyTOK), Nnbo Kak Cpok ncyepnaHusi banaHca c4érta, ¢ y4ETOM TekyLero 6anaHca 1 CTOUMOCTU yCyru
(BO3MOXHO, MEHSIIOLLIENCS CO BPEMEHEM), B 3aBUCMMOCTU OT TOrO, YTO M3 3TOrO HACTYyMNaeT cKopee.

[na Tapndurkaumm 3BoOHKa NPUBPATHMK UM rOfIOCOBON LUIHO3 MPU Hayarne 3BOHKa nocbinaeT Ha cepeep RADIUS
3anpoc Accounting-Start ¢ ykasanunem Calling-ID (31), Called-ID (30) 1, BO3MOXHO, BpEMEHM Ha4yana CoeavHeHus.
Ecnu Bpems Hayana He ykasaHo, TakOBbIM cuMTaeTcs Bpems npuxoda 3anpoca Accounting-Start. Cepsep RADIUS
ULLLET CEPBUCHYIO CBA3KY YCIyrn TenedoHnn, naeHTudnLmpyst €€ no noruHy, ykasaHHoOMy B CBOWCTBax CEPBUCHOMN
cBs3kn. Ecnu cBAska He 0GHapy»keHa, 3anpoc urHopupyeTcsl. B npoTnBHOM crnyyae onpeaensieTcsl CTOMMOCTb MUHYThI
pasroBopa, 3agaHHas B CBOMCTBaXx yCcnyru Ansi aHHOro BpEMEHHOro AuanasoHa u TeneoHHOro HanpaeneHns (Mnm
30Hbl). Ecnin 3BOHOK He Noanagaet nog HanpaeneHus!, 3aJaHHble B CBOMCTBAX yCIyru, Unv BpeMsl 3BOHKa He BXOAUT
B 3a[jaHHble BPEMEHHbIE Anana3oHbl, 3BOHOK TapuuLmMpyeTcs Mo HyneBon CTOMMOCTA. B MOMEHT OKOHYaHUs 3BOHKA
nocelinaercs 3anpoc Accounting-Stop ¢ ykasaHunem Calling-ID (31), Called-ID (30) n, BO3MOXHO, 4NNTENBLHOCTY 3BOHKa
n/vnn BpemeHn okoH4aHuns coeguHeHns. Cepsep RADIUS ocyluectsnseT Tapudmkaumio ¢ y4ETOM CTOMMOCTU MUHYThI
pasroBopa, onpefenéHHon paHee, U ANUTENbHOCTU coeanHeHust. Ecnn onutenbHOCTb COeAMHEHUS HE yKa3aHa, 3a
Heé NPMHUMAETCSA Pa3HOCTb MEXAy BpeMEHEM OKOHYaHWs U BpeMeHeM Havana. Ecnv Bpemst oKoHYaHus He ykasaHo,
TaKoBbIM CHMTaETCSA BpeMs npuxoga 3anpoca Accounting-Stop. Ecnu Ha npoTSXeHnM 3BOHKa NPOMCXOAUT CMeHa
BPEMEHHbIX A1ana3oHOB — 3BOHOK pa3buyBaeTcs Ha YacTu, KOTopble TapuUUUpyTCcs No-otaensHocTU. Ecnu Ha
NPOTSXKEHUM 3BOHKA MO KaKOW-NMB0 NpUYnHE MEHSETCS CTOMMOCTb MUHYThI pa3roBopa, Hanpumep, B crieacTeme
nepeceyeHns rpaHnLbl TapudmrKaumm, 3BOHOK pa3buBaeTcs Ha YacTu, B npegenax KoTopbiX CTOMMOCTb MUHYTI
NOCTOsIHHA, Aanee 3TW YacTu TapudunumpyroTcs no-oTaenbHoOCcTU. MiHhopmaums o cnucaHny nepenaértcsa B S4po
UTMS.

3BOHKM, A58 KOTOPbIX He nepedaH 3anpoc Accounting-Stop, B 3aBucumocTu ot Hactpoek RADIUS moryT Ob1Tb 6o
NPOUrHOPMpPOBaHbI, NMMBO NpU3HaHbI 3aBEPLUNBLUMMUCH B ONPeaenéHHbI MOMEHT Ha OCHOBaHWUK 3anpocoB
Interim-Update, n TapndumumpoBaHbl COOTBETCTBEHHO.

B cnyuae, ecnu noctaBLuk nHcpopmaLmmn He nopaepxusaeT ee nepenavy RADIUS-cepBepy nocpeacTsom 3anpocos
Accounting-Request, ana pasbopa nHgopmaLmm o 3BOHKax UCMonb3yeTca yTunuta utm5_send_cdr (cm. AMnopT
TeKkcToBbIX hannoB Ha cTp. 159). [laHHas BcnomoraTtensHas ytunuta pasbvpaet danbl ¢ MHdopMaumen o 3BOHKax
1 nepenaét nony4veHHsle aaHHele B 9apo UTMS no npotokony URFA.

Cxema opraHusauum cetu

LLno3 VolIP, coeamHsatowmin TpOIr1 ¢ IP-ceTbio, opraHm3yeT npeobpa3oBaHue roriocoBoro Tpaduka u3 cetu Ha base
npotokona IP B TpOr. Takum obpa3om, nonb3osarens ¢ IP-tene-hoHOM nMMBo KOMMLIOTEPOM C YCTAHOBMEHHBIM
nporpammHbiM TenedoHom (Microsoft NetMeeting, OpenPhone v ap.) MoxeT Bbi3biBaTb aBOHEHTa ropofCcKom
TenedoHHoun cetn (ThOTMM).
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Cxema opraHusaumm cetu

AHanornyHo u B obpatHyto CTopoHy: aboHeHT ropoackon TenedoHHor cetn (TOIN) MoXeT BbI3biBaTb aboHEHTa B
ceTu ¢ npotokonom IP. [inst atoro Heobxoanmo HabpaTtb Homep wirto3a B cetn ThOI (Ha cxeme 310 9391000) 1 3aTem
nocne aBTopu3aumm (€Cnn 3TOT MEXaHN3M BKITKOYEH Ha LWmto3e) HabpaTb BHYTPEHHUIA HOMep aboHeHTa B CeTu C
npotokornom IP (Ha cxeme ato Homepa 100 n 200).

IP-renedpoH
IP-appec: 10.0.0.2
TenedoHHbI Homep: 100

TenedoHHBIN
Homep: 9391000

Eth. t
lopopckan ATC itekatls

LWnioz VolP

IP-appec: 10.0.0.1 —®

KomnbloTep c nporpamMmHbim
IP-renedoHom
IP-agpec: 10.0.0.3
TenedoHHbIA Homep: 200

B cxeme c yyactnem npmspatHuka H.323 Bce yCTpoONCTBa CETU OOMKHbI 3aperncTpnpoBaTbCs Ha npyuBpaTHuke. MNpu
3TOM aBTOpM3aLUSA MOXET NpoBoauTbes no npotokony RADIUS ¢ ncnonb3oBaHnMem cTaH4apTHOWM CXeMbl
Access-Request.

K ppyromy onepatopy
IP-TenedoHmm

Lnioz VolP 2
IP-agpec: 10.0.0.5

IP-tenedoH
IP-appec: 10.0.0.2
TenedoHHbIN Homep: 100

TenedoHHIA
Homep: 9391000

[oponckana ATC
LUnios VolP

|IP-appec: 10.0.0.1

KomnbloTep ¢ nporpaMmHbIm
IP-TtenedoHom
IP-appec: 10.0.0.3
TenedoHHbIA Homep: 200

MpuepatHuk H.323
IP-agpec: 10.0.04

B nTore y npmeparHuka Haxogutcs Tabnuua IP-agpecoB n HomepoB BCex YCTPONCTB B ceTU. COOTBETCTBEHHO, BCe
BbI30Bbl HAYMHAIOTCA C 0bpaLLeHns K NpMBPaTHUKY Ana npeobpa3oBaHusa HabpaHHoro Homepa B IP-agpec. Mpu aTom
NpvBpaTHUK MOXeET 3anpocuTb y cepBepa RADIUS aBTopusaumio AaHHOMO 3BOHKA M NepeaaTth 3anofnHeHHble aTpubyThbl
Called-Station-Id (30) — HabpaHHbI HoMep, n Calling-Station-Id (31) — Homep Bbi3biBatowwero aboHeHTa. Cepeep
RADIUS nposepsieT 6anaHc nonb3oBatens, TapudHbIi NnaH Ha Bbi3biIBaeMoe HanpaseneHune, n ecnv 6anaHc
no3BonseT, To nepeaaet naket Access-Accept, B KOTOPOM MOXET yKa3aTb MakCMmarnbHoe BpemMs CoeanHeHns ans
AaHHOro nonb3oBaTtens no AaHHOMY HanpaeneHuio. OBbIYHO aTa MHOPMaLUS yKkasbiBaeTcsa B aTpnbyTe
h323-credit-time, vendor 9 (Cisco).
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Cxema opraHusaumm cetu

B cnyyae, ecnv aBTopusaumsi NnpoLua ycrneLwHo, Nocne corfiacoBaHns BCcex NapamMeTpoB yCTaHaBNMBaETCS
coeVHeHVe Mexay Bbi3blBAaeMbIM W BbI3blBaOLWUM TepMyHanamu. MNpu 3ToM NpyMBpaTHUK NepeaaeT Ha cepeep
RADIUS naket o Hayane coeanHeHusi (Accounting-Start), B KOTOpOM yka3biBaeT napameTpbl YCTaHOBIIEHHOTO
coenHEHMNA.

B cnyyae, ecnv TepMuHansl HAXo04ATCS B O4HON CETU, TO obLLeHne Mexay HUMK Npou3BoanTCs Hanpsmyto. Ecnn
BbI3bIBAaEMbIVi TEPMUHAN HAXOAMTCA B APYrON CETU, TO OBLLeHe Mexay TepMuHanammn Nnpou3BoAUTCS Yepes OANH U3
LWto30B. Takke BO3MOXEH BapuaHT, korga obLleHue KnmeHTa npon3BoanTCcs TOMbKO C NpUBpaTHMKOM. B atom criyyae
NPVBPAaTHUK BbIMOMHAET (DYHKLUM NPOKCK, N peanbHble IP-agpeca TepMmMHanoB ckpbiBaloTcs. Takas cxema paboThl
NPUMEHSETCH, ECNN KaHarmn Hanpsamyro Mexay TepMuHanamu no Kavectsy Xyxe (Hanpumep, 6onbluve notepu
IP-nakeToB nnbo 3agepxkn), YeM Mexay NPMBPATHUKOM U KaXKObIM TEPMUHANOM.

Mo okoHYaHWUM coeanHEHUS NPUBPATHUK NepecbinaeT Ha cepep RADIUS naket ¢ nHdopmaumen o 3aBepLumBLLIEMCS
3BOHKe. B nakeTe ykasblBaloTCA BpeMs COeanHEHWs, NPUYMHa 3aBepLUEHUs COeAMHEHUs 1 apyrue napameTpsi. 1o
3TuM gaHHbimM cepeep RADIUS npoBoauT Tapudukaumio ceccum, cnmcaHme CpeacTB v 3anuch B XXypHarn cobbiTui.

[na asTopusaumu nonb3osatenen Tdoll moxeT npumeHaTees IVR no cneaytollen mogenu:
1. ABoHeHT TchOI1 HabmpaeT ropogckorn Homep focTyna onepatopa |IP-tenedoHun. Mpu aTom TpyoKy nogHUMaeT
w3 IP-tenedonnm (Hanpumep, Cisco 3640 c nnatow E1), noaKMOYEHHBIN K 3TOW NINHUM.

2. llnto3 3arpyxaeT 3ByKoBoW ¢ann (06bI4HO * . au ) C 3anNMCaHHbIM NPUrMaLIeHneM 1 NPOUrpbLIBAET ero abOHEHTY.
[Mpu aTom 06bIYHO NpeanaraeTcs BBECTM HOMEP M NWH-KOA, NpeonnadyeHHon TenedoHHOM KapThbl.

3. MNocne BBOOA onpeaenéHHoro KonuyecTaa Lmdp NPon3BoAMNTCS aBTopM3aumsi C BBEAEHHLIMU AAaHHBIMW Ha
cepeepe RADIUS. Mpu atom HoMep kapTbl 06bI4HO 3anuckiBaeTcs B atpubyTt User-Name (1), a nuH-kog — B
atpmbyT Password (2).

4. B cny4ae ycnelwHon astopu3aummn cepep RADIUS npucbinaet nakeT Access-Accept, B KOTOPOM yKa3blBaeT
KONMUYeCTBO OCTaBLUMXCH CPEACTB Ha cHeTy. [inst aToro ucnoneaytotcs atpubyThl h323-credit-amount u
h323-currency ¢ vendor=9 (Cisco). LLinto3 IP-TenegoHnn 3arpyxaet COOTBETCTBYHOLLME FONIOCOBbLIE haiinbl,
npourpbiBaeT abOHEHTY OCTATOK CPEACTB Ha CHETY U MpeanaraeT BBECTU HOMEP, MO KOTOPOMY Heobxoanmo
BbINOMNHWTL BbI30B. CriegyeT 3aMeTUTb, YTO B OCHOBHOM |P-TenedoHusi BeirogHa ANns 3BOHKOB Ha GonbLune
paccTosHUs (MeXayropofHue U MexXayHapoaHbIe 3BOHKN).

5. MNocne BBOAa HOMepa NPOU3BOAMUTCS NOBTOPHAas aBTopusauns Ha cepsepe RADIUS, npu 3TomM AONOMHUTENBHO
nepepaetcsa atpubyT Called-Station-Id (30), B koTopom 3anucbiBaeTcs HabpaHHbIN HOMep. B 3aBucmumocTyn ot
ocTaTka CpeAcTB Ha CHETY U CTOMMOCTU MUHYTbI COeANHEHNS NO 3TOMY HanpasneHuto cepeep RADIUS
BblUMCNSAET MakCMManbHOe BpeMsi CeCCMM U nepedaeT BbluMCneHHoe BpeMs B nakeTe Access-Accept B atpubyTe
h323-credit-time. MNpwn oTcyTCcTBMM B 3anpoce Ha ayTeHTudukaumo atpmbyta Called-Station-Id (30) cepsep
R-ADIUS otgaeTt atpubyT h323-return-code (9,103) co cnegytowmm 3Ha4YeHNEM:

— 0 — nonb3oBaTenb aKTUBEH;
— 1 - nonb3oBaTesb He CYLLIECTBYET;

— 2 — nonb3oBaTenb 3abNoKMpOBaH.

1. MNocne nonyyeHns NoNoXuTensHoro oteerta ot cepepa RADIUS winto3 IP-TenedoHnn yctaHaBnmBaeT CoeaMHeHNEe
¢ BbI3blBaeMbliM aboHeHTOoM. CoeamHeHune ByaeT pa3opBaHo, eCnv ANUTENbHOCTb CECCUM COCTaBUT KONMMYECTBO
CeKyHf, BblYMCIEHHOE Ha NpeabiayLieM Lare.

2. MNpwn ycTaHoeneHun coeguHeHns Ha cepep RADIUS otcbinaercsa naket Accounting-Start, npu pa3pbiBe — naket
Accounting-Stop.
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O0Lue ceBegeHus

Konnektop tpaduka UTMS

O6wue cBegeHus

JaHHbI Mogynb NpegHasHayYeH onga cbopa nepeuyHoOM nHopmauum o Tpaduke B chopmate NetFlow, ero
KOHBepTaummn Bo BHyTpeHHun chopmat UTMS n knaccudmkaumm. Micnonb3oBaHue AONOMHUTENBHBLIX KONEKTOPOB
Tpaduka No3BOMNSET CHU3UTL Harpy3Ky Ha cepBep, Ha KOTOPOM paboTaeT SAPO CUCTEMBI, @ TaKKe KOPPEKTHO
obpabatbiBaTb MHpopmMaumio oT nocTasLumkoB NetFlow, HaxoaALwmxcs B NOACETSX C NepecekatoLMMmcs agpecHbIMU
npocTpaHcTBamu. VcnonHsembin ann HasbiBaeTcs utm5 traffic collector U HaxoaMTCs B AUPEKTOPUM
/netup/utm5/bin.

B crangapTHon koHurypaumm cuctemsl UTMS goctyneH oamH konnektop Tpadwuka - System. [ina gobaenenus n
MCMNONb30BaHUS AOMOMNHUTENBHbLIX KONNEKTOpoB TpebyeTcs oTaenbHas nuueHans. NpoBepntb Hanuyne n cpok
OENCTBUSA NULEH3MM, @ TaKKe Y3HaTb MakCMMaIbHO JOMNYCTMMOE KOMMYECTBO KOMMEKTOPOB Anst TEKYLLEN NMUEH3NN
MOXHO B uHTepdence agMmmHuctpatopa UTMS (cwm. : JluueHsum, basoBbin mogynb).

HacTpolkn B3aumoaencTBus ¢ KOnneKkTopom co cTopoHbl sapa UTMS HaxogsaTca B nHTepdence agMmHmucTpaTopa, B
rpynne Hacmpotiku, Ha cTpanuue Konnekmopsi mpaguka (cM. Konnektopbl Tpaduka Ha cTp. 91).

KoHdomrypaumoHHbIn chann

Mo ymonyaHuto konnektop Tpaduka UTMS Ha UNIX-cuctemax ncnonb3yeTt KOHUrypaLMoHHbIN dhann
/netup/utm5/utm5_ traffic collector.cfq.

dopmat KoHUrypaumoHHoro channa:
rnapamMeTp=3HadeHue

Habop cnmBonoB 40 3HaKa paBeHCTBA ABMNSAETCA HAa3BaHWEM NapaMeTpa, nocne — 3HadeHnem napametpa. [Npobenbl
yuuTbiBaoTCs. [ycTble CTPOKM UrHopupytotes. CTpoka, HaunHarLwascs ¢ cumeona #, cuUMTaeTcs KOMMEHTapUeM.

Cnncok BO3MOXKHbIX napamMeTpoB:

MapameTp Bo3MoOXHble 3Ha4yeHue no OnucaHue
3Ha4veHus yMon4aHuio

core_host IP-agpec 127.0.0.1 Agpec cepBepa, Ha KOTOPOM 3anyLleHo 34po
(obs3aTenbHbIn UTMS.
napametp)

core port or 1 0o 65534 12758 Moprt, Ha koTopom saapo UTM5 cnywaet Stream
(obs3aTenbHbINn (napameTp stream bind portB
napametp) KOHpMrypaLmoHHoM aiine sapa).

tc_login CTpoKa collector TlorvH ons goctyna k sgpy UTM5. 3apgaetca Ha

cTpanuue “CuctemHble nonb3oBartenu” B
WHTepderce agMmMHUcTparopa.

tc_password CTpoKa collector Maponb ans goctyna k agpy UTMS. 3apaetca Ha
cTpaHuue “CnctemHble nonsb3osatenn” B
MHTepderice agMmmHucTpaTopa.

tc_name CTpoKa traffic_collector YHUKanbHOE NMS KOMNMEKTopa B CUCTEME.
3apaeTca B HaCTpoMKax Konnekropa Ha
cTpaHuue “Konnektopbl Tpaduka” B UHTEpderice

agMuHUCTpaTopa.

nfbuffer host Crtpoka 0.0.0.0 IP-agpec, Ha koTopom GyaeT npocnywmnBaTbcs
UDP-nopt gnsa npvema notoka NetFlow.

nfbuffer port Crtpoka 9997 [MopT, Ha KOTOpPOM A4PO NPUHUMAET NOTOK
NetFlow.
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KoHdou1rypaunoHHsIn dansn

MapameTp Bo3MoXxHble 3Ha4yeHue no OnucaHue
3Ha4yeHus yMon4aHuio

nfbuffer bufsize HarypanbHoe ycTaHasnmBaeTcs Pa3smep 6ycdepa UDP-cokeTa, ncnonb3yemoro
ymcro oC ans npuema notoka NetFlow.

log level Yucno 1 OnpepenseTt ypoBeHb COOGLLEHWI, KOTOPbIE
or0po3 nonagarT B NOTOK COOOLLIEHWNNA.

log file main

MyTb K cbaviny

CraHgapTHbIN NOTOK
oLInbokK

darin 0CHOBHOIo NOTOKa COOOLLEHUNA.

log file debug

MyTb Kk hanny

CTtaHOapTHbI NOTOK
oLmnbok

®dainn notoka cooOLLEeHUn ¢ AnarHoCTUYECKOW 1
0TnagoyHoON HpopmaLumen.

log file critical

MyTb K dbaviny

CraHgapTHbIN NOTOK
oLmnbok

dann NnoToka CoOOLLEHMI O KPUTUYECKNX
oLmbkax.

rotate logs

yes, on, enable

PoTtauus oTknoyeHa

BkntoyaeT potauumio log-channos.

max_logfile count Yucno He orpanunyeHo MakcumanbHoe KonmM4ecTBo XpaHUMbIX
log-channos.
max_logfile size Pa3smepB 10485760 Pa3smep log-charvina, npy 4OCTUXKEHUM KOTOPOro
HanTax NPOU3BOAUTCS pOTaLUS.

tc pid file

MyTb k paviny

/var/run/utm5_traffic
_collector.pid

MyTb k PID-channy konnektopa Tpadumka.
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BeeneHune

ABTOMaTunyecKasa permcrpauus

BBeaeHue

B 6unnuHroson cucteme UTM5 npegycMoTpeHbl ABa BapuaHTa akTMBauuy npegoniadyeHHbIX MHTepHET-KapT Ans
Nnony4yeHust ycnyrm KOMmyTMpyemoro 40CTyna: rocTeBow A0CTYN U 06bIYHBIN 4OCTYN C aBTOMAaTU4ECKON perncrpauunen
none3oBarens. B nepeom cnyyae nonb3oBarernb, COEAUHAACH BNEpPBbIE, UCNOMb3YET N3BECTHBIV eMy roCTEBOW NOMMH
1 naponb 1 perncTpupyertcs B cucteme. llocne permcrpaumm oH 3axoguTt B CUCTEMY, UCNOMb3yst COOCTBEHHbIE
napameTpbl JocTyna. Bo BTopom cnyyae nonb3oBatens BBOAUT Homep v MNMH-koa cBoel kapTbl B Ka4eCTBe NorvHa u
napons Ans KOMMyTUPYEMOro COEAMHEHUS], MOCIE Yero Nofb3oBaTenb OyaeT aBTOMaTUYECKN 3aperncTpupoBaH B
cMcTeme u cpasy nonyuut goctyn B VHTepHeT.

[na peanu3aumm aBToMaTM4EeCKON perncTpauum nonb3oBarenen aTuMm Asyma cnocobamm Heobxoammo co3naTtb
TapudHbIV NNaH 1 NOAKIIOYNUTL K HEMY YCINyry KOMMYTUPYEMOro 4OCTyna ¢ COOTBETCTBYHOLLEN CTOUMOCTbIO
COeAVHEHMWIN MO KOMMYTUPYEMbBIM JIMHUSAM.

Mocne co3gaHus TapudHOro NnaHa HeobxoaMMO creHepupoBaTh My NpeaoniadyeHHbIX MHTEPHET-KapT U NPUBA3aThb
MX K CO34aHHOMY TapuHOMY NnaHy.

FocteBOM gocTyn

B cnyyae peanusaumu rocteBoro 4ocTtyna Heobxoanmo co3fatb NoMnb30BaTenNs, IOMMH U Naponb KOToporo 6yayT
M3BECTHbI BCEM Nepe peructpaumein. Hanpumep, norvuH guest 1 naporns guest.

locTeBas yyeTHasi 3anvcb JoMmkHa ObITb HACTPOEHa TakMM 06pa3oM, YTOObI NONb30BaTENb MOr NOMYYUTbL 4OCTYN
TONbKO K BeG-MHTEpbency Anst akTuBaumMmn MHTEPHET-KapT. [Mpu HeobXxoaAMMOCT MOXHO Takke orpaHu4nMTbL BpeMst
coeguHeHus (Hanpumep, 600 cekyHaamn).

Heobxoammo co3gatb ycnyry KommyTupyemblii 4OCTyn Co cneaylowmummn napamerpamu: nyn — GUEST,
MakcumarnbHbI TanmayT — 600 cek., ctoumocTb coeanHeHns — 0 y. e. B vac.

Ha mappyTnsartope, nnbéo B UTM5, Heobxoammo co3pats nyn IP-agpecos ¢ nmeHem GUEST (Hanpumep,
172.16.0.0/16). MapLwpyTusatop HeO6XO0AMMO HACTPOUTb Takum 0Bpa3om, YTo6bI KNneHThl ¢ IP-agpecamu ns atoro
nyna Mornu nony4yaTtb A0CTYN TOMbKO K BEO-CepBepy, Ha KOTOPOM MPOM3BOANTCA akTMBaLus kapT, 1 kK DNS-cepBepy.
B uensx 6esonacHoCTu pekoMeHayeTcst opraHu3oBaTtb oTaenbHbi DNS-cepsep, koTopbivi He cBsi3aH ¢ Internet n
COAEPXUT TONbKO 3anucu, HeobxoanmMble KNMEHTY Ana JocTyna K BeG-cepBepy perncrpaumm.

Mocne aBTOpPMU3aUMN Ha BeO-cepBepe perncTpaunm MHTepHeT-kapT aboHEHT BbIOMPaET NyHKT MEHIO
ABTOperncTpauuns nonb3oBaTens 1 BBOAWUT AaHHbIE, yKasdaHHble Ha NHTepHeT-kapTe. Ecnv Bce gaHHble BBEAEHbI
BEPHO, 1 KapTa He Obina akTuBMpOBaHa paHee 1 He 3abnokuposaHa, To B UTM5 aBTomatnyecku 6yaeT cosfgaH HOBbIV
KapTOYHbIN NOnb3oBaTernb, U abOHEHT NOMyYnT MHAOPMAaLMIO O NOTUHE Y Napone AN NOAKIMIOYEHNs No
KOMMYTMpPYeMbIM nNuHUaM. Beibpas nyHkT meHio Bxoa B UTM Ha cTpaHuue pervctpaumm 1 ykasas fOrviH 1 naporb,
BblJaHHbIE CUCTEMOW NOCHe perncTpaummn, aboHEeHT CMOXET Nomny4uTb JOCTYN K CBOEMY NUYHOMY KaBuHeTy, rae ans
Hero JOCTyMHa CTaTUCTVKa ero NMLUeBoro cHYéTa.

[ocTtyn c aBTOMaTU4eCKOMN permcrpaumen

[na peanusaumMm MOMEHTarnbHOro A0CTyna No MHTEpHET-KapTam TpebyeTcst 4OMONMHUTENbHAA HAaCcTPOKa
RADIUS-cepBepa. B koHdurypaumnoHHom danne RADIUS-cepepa /netup/ utm5/radius5.cfg Heobxognmo
3apaTb napameTp

radius card autoadd=yes

Mocne nepesanycka RADIUS-cepep OyaeT aBTomatnyeckun permctpmposats nons3osartene B8 UTMS npu nepson
nonbITKe AOCTyNna no npeaoniadvyeHHbIM KapTam.
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[ocTtyn ¢ aBTOMatmyeckon perucTpaumen

[ns nony4eHns goctyna aboHeHT LOMKEH yka3aTb HOMEP MHTEPHET-KapThl B kKadecTse noru-Ha n NNH-kopa B kadectee
napons. Ecnv nonb3oBaTtens Nogkno4aeTcs No 3Tomn kapTte Bnepsble, TO RADIUS-cepBep nponssenér
aBTOMAaTUYECKYI0 permcTpaumio, 1 aboOHEHT MOMEHTArbHO NonyynT octyn B NHTepHeT. Mpu Kaxkaom HOBOM
noakKn4yeHnn nonb3oBaTerlb A0MKEH 6yp,eT BBECTM HOMEepP KapTbl B Ka4eCTBe JIormHa u r||/|H-KO,EI, B Ka4yecTBe napon4.
Mocne Toro kak 6anaHc KapTbl UCTEYET, NOSb30BaTENb JOMKEH aKTMBMPOBATbL HOBYIO KapTy.

CnegyeT oTMeTUTb, 4TO NogobHas aBTomaTnyeckasi permcTpaums BO3MOXHa TONbKO NPY MCNOMb30BaHWMM NPOTOKOMA
ayTeHTudumkaumm PAP. 3ToT cnocob no ymonyanuio ncnoneayercs Windows ans asropusauum npy MOAEMHOM
[OCTyne, No3ToMy B GOMbLUMHCTBE Cry4YaeB AOMNONHUTENbHBIX HACTPOEK He TpebyeTcsa. OgHako cnegyeT UMeThb B BUAY,
YTO MHOTAA HEOBXOAMMO MEHATL KOHUIypaLMIO KITMEHTOB, NPEXAe YeM OHW CMOTyT aBTOMaTUyeCcku
3aperncTpupoBaTbCs TakuM CrnocoboMm.

Ecnun gocTyn c aBToMaTn4eckon pernctpaumnen HacTpoeH NpasurbHO, TO NPU MEPBOM BXOAE NOMb30BaTens B XypHane
RADIUS-cepBepa AomkHbl NOSBUTLCS CrieaytoLume 3anucu:

?Debug: Oct 27 12:08:00 RADIUS Auth: Packet from <example.org>

?Debug: Oct 27 12:08:00 RADIUS Auth: User <5> connecting

ERROR: Oct 27 12:08:00 RADIUS DBA: Can't find login <5>

ERROR: Oct 27 12:08:00 RADIUS DBA: Can't find card login <000000005>

?Debug: Oct 27 12:08:00 RADIUS Auth: Attempt to add new Card user: <5>

?Debug: Oct 27 12:08:00 RADIUS DBA: Sending Auto-Add Request for Card-ID: 5

?Debug: Oct 27 12:08:00 RADIUS URFA[plugin]: DLink: SLID/SID/AID: 14/6/14

?Debug: Oct 27 12:08:00 RADIUS URFA[plugin]: Account <14> with balance <10.000>
?Debug: Oct 27 12:08:00 RADIUS Auth: Got AutoAdd 14 UID from core.

ERROR: Oct 27 12:08:00 RADIUS DBA: Can't find login <5>

?Debug: Oct 27 12:08:00 RADIUS DBA: login store iter->second.dialup.session count:0
Info: Oct 27 12:08:00 RADIUS Auth: User <5> added.

?Debug: Oct 27 12:08:00 RADIUS Auth: Auth scheme: PAP

?Debug: Oct 27 12:08:00 RADIUS Auth: PAP: <51154755> vs <51154755>

?Debug: Oct 27 12:08:00 RADIUS Auth: PAP: Authorized user <5>

?Debug: Oct 27 12:08:00 RADIUS Auth: Dialup session limit:0 session count:0 for user:5
?Debug: Oct 27 12:08:00 RADIUS Auth: Calculated maximum session time: 36000

?Debug: Oct 27 12:08:00 RADIUS DBA: dialup link up-date called for slink:14

?Debug: Oct 27 12:08:00 RADIUS DBA: soft dialup 1link update for slink:14 session count:1
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O0Lue ceBegeHus

PaboTa ¢ 3f1eKTpOHHOU NOYTOMU

O6wue cBegeHus

Cucrema UTM5 moxeT aBTOMaTU4eCKM OTMNPaBIATb NOMb30BaTENSAM HEKOTOPbIE COOBLLEHUS MO ANEKTPOHHON NoYTe
(ecnu agpec aneKTpOHHOW NoYThl Yyka3aH B CBOMCTBaxX Nonb3oBartens). [nobanebHble napaMeTpbl CUCTEMBI,
OTHOCSHLLMECS K OTNpaBKe NoyThbl, HaXoAaTcs B pasgene Hactponku B uHTepdenice agMuHucTparopa Ha cTp. 142.

OtnpaBska ocylecTBnseTcs Yyepes SMTP-cepsep, onpefensemMbii napameTpoM smtp relay. SMTP-cepsep gomkeH
6bITb NPaBUIILHO HACTPOEH M CBOEBPEMEHHO OTNPAaBNATL UCXoAsLMe COOBLLEeHUs He No3aHee 1 CeKyHAbl C MOMEHTa
norny4eHns AaHHbiX. 3agepxka B 06paboTke nepecbinaembix MMCEM MOXET Pe3Ko yXyAwunTb beicTpogencTeme
éunnuHra. PekomeHayeTcs ucnons3osath nokansHbii SMTP-cepsep.

CoobLeHuns MoryT ObITb CriegyrLLmMX TUMNOB:

— Cuyeta — oTnpaBka NPOMCXOAUT NpU BbICTABMNEHNM CHETA NOMNb30BATENIO, ECN B CBOWCTBAX NOMb30BaTeNs
BblOpaHa onums BbeicbinaTtb cueta no email (cM. : KoHTakTbl Ha cTp. 39), unu npu Boibope nyHkTa OTOoCnaTh Ha
email B KOHTEKCTHOM MEHIO JaHHOro cHéTa B OTYETE N0 AOKYMeHTaM (CM. OTYETbI N0 AOKYMeHTaM Ha cTp. 70).
Tema coobLLeHns onpegenseTcs CUCTEMHbIM NapamMeTpoM invoice subject. TekcT coobLleHns onpenenseTcs
CUCTEMHBbIM NMapaMeTpoM invoice text, a B NpunoxeHum cogepxurcs cuét (HTML-darin), hopmmpyembiin Ha
ocHoBe LabrnoHa gokymeHTa CYéT (cm. LLlabnoHbl JOKyMeHTOB Ha cTp. 83).

— YBepomrieHusi 0 NnaTexax — OTnpaBka NPONCXOAMT B MOMEHT MOCTYMIEHWA nnartexa Ha CYET nonb3oBaTens,
€Crnu B CBONCTBax nnartexa BbibpaHa cooTBeTCcTBYtoWwas onuus (cMm. : NMocbinate yBegomneHus Ha ctp. 102).
Tema coobuieHuns — Payment nofication. Tekct coobLueHnsa chopmupyeTcs Ha OCHoBe LWabnoHa, XpaHsLerocs B
CUCTeMHOM napameTpe payment notification message.

— YBegomMneHusi 0 COCTOAAHUM cyéTa — OTnpaBKa nponcxoauT, Korga ©anaHc nonb3oBaTens (693 yqéTa er,lJ,VITa)
nepecekaeT rpaHuLibl, 3afjaHHble CUCTEMHbLIM NapamMeTpoM notification borders, ecrnv oH 3aAaH. Tema
coobLLeHns onpeaenseTcs CUCTeMHbIM NapaMeTpoM notification message subject. TekcT coobLieHns
dhopmmpyeTcsi Ha OCHoBe LLIabroHa, XpaHsiLLerocs B CUCTEMHOM napameTpe notification message.
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PesepBHoe konuposaHue B[]

OG6GcnyXxunBaHne cUCTeMbl

Pe3epBHOe KonupoBaHue b/}

[ns npepoTeBpalleHns noTepu AaHHbIX HeobxoaMMO perynsapHoO Npou3BOAUTL pe3epBHoe konuposaHue Bl ¢
NMOMOLLLbIO LUTATHbIX cpeacTs cepsepa bl (cm. AokymeHTaumo k ncnonb3dyemon b1). PekomeHayeTtcs co3aasatb
pesepBHble konuv Bl nepen Bcemn HeTpyBManbHLIMK onepaumnamm ¢ 6a3on (apxmsauusa Tabnuu cnncaHuin, npsimoe
obpalleHne k base BpyyHyto, oTnaaka ckpuntos urfaclient u T. n.), a Takke Ha perynspHON OCHOBE, Kak MMHUMYM pa3
B MecsL,.

CyulecTBytoT jBa BuAa pe3epBHbIX KOMWIA: KpaTkasa 1 nonHasi. B nonHyto BxogaT Bce Tabnuupl B, B kpaTkyto — BCe,
Kpome Tabnuu co cnucanuamun. B ceasm ¢ 6onblumm 06beMomM Tabnumu co cnncaHusamMm cosgaHme NonHOM Konmm MoXeT
3aHumaTb AnuTensHoe Bpems. [Mpu npoBeaeHun aTon npouenypbl pekoMeHayeTcs octaHaenueaTtbh sgpo UTMS. B
NPOTMBHOM crny4yae AnvTenbHasi brokMpoBka Tabnui, MoOXeT NPUBECTU K aBapMNHOMY 3aBepLLeHuto paboTbl aapa.

[nsa KpynHbIX NPOEKTOB, Korda Tabnuubl 0cCOBEHHO BEMUKM U B TO e BPEMS ANUTENbHbIN NPOCTON GUINNMHIOBON
CUCTEMbI KpalHe HexenaTerneH, pekoMmeHayeTcs ncnonb3oaTthk slave-cepep B[, ¢ MTOMOLLBIO KOTOPOro MOXHO
co3aaTb Pe3epBHYH KOMWIO, HE OCTaHaBNUBAs GUINIUHT.

Bepudmkauusa uenoctHoctu bl

Mpwu 3arpy3ke agpa UTM5 ogHOBpeMEHHO C 3anofHEHNEM CUCTEMHOTO Kalla NpouCXoanT Bepudmrkaums 6assl
AaHHbIX. HaaeHHble HECOOTBETCTBUS B OTHOLLEHMU KILUMPYEMbIX AaHHbIX YCTPAHATCS aBTOMaTU4eCKn. ITH xe
AaHHble, Ho cofepxalumecs B 6ase, AOMKHbI BbITb UCNPaBNEHb! BPYYHYHO C UCNOMb30BaHWEM MHAOpMaLmMn 13
log-dhanna sepudpukaTopa.

OvpekTopusa xpaHeHuns log-cavina BepudukaTopa onpeaensieTcs 3HadeHneM CMCTEMHOTO napamMeTpa
log file verificator (M0 yMOnYaHwioo /netup/log/verificator.log). [INa Kaxa0ro HECOOTBETCTBUS
NPUBOASTCS:

— onucaHue owmnbkm ¢ ykasaHmem eé yposHsa (ERROR nnn WARNING);
— npegnonaraemMble ENCTBUSA MO YCTPaHEHMIO OLLINOKY;

— komaHga SQL (ecnu TpebyeTcs), akBMBaNeHTHas aBTOMaTMYeCcKoMy NCMPaBMEHNIO, KOTOPOEe ObINo MPUMEHEHO K
OaHHbIM B KaLle:

—-— WARNING slink 4876 exists only in dtagg periodic
—-- SQL DESC check slink exists and delete dtagg periodic entry for deleted slink
UPDATE dtagg periodic SET is closed=1 WHERE slink id=4876;

@ O6bekmel, nepeyucrieHHble 8 ver i fi cator. | og, He 3agpyxaromces cucmemod, He y4umbi8aromces npu
mapucghukayuu u He omobpaxkaromcsi 8 uHmepgpetice adMuHucmpamopa.

Mepen ucnpaeneHem oLIMGOK pekoMeHayeTcs ocTaHoBUTL sapo UTMS5 1 cosaath pe3epBHYHo Konuio 6asbl AaHHbIX
(no kpaiiHeit Mepe, Tabnuu, 3a0eMCcTBOBaHHbLIX B UCMPaBIeHUN).

B npoctenwem cnyyae ncnpaeneHve csoguTca K nogade log-canna sepudmkatopa Ha Bxog MySQL:
mysql UTM5 < /netup/utm5/log/verificator.log

Cne,u,yeT y4€eCTb, YTO HEKOTOpPbIE SQL-SaﬂpOCbI B Iog-cbaﬁne no YMON4YaHNO 3aKOMMEHTUPOBAHbI, TakK KakK UX
HenocpeacTBEHHOE NMPUMEHEHME MOXET NPUBECTU K NOTEPE AaHHbIX. [1py HaNUYMM Takux 3anpocoB cnenyetr
NPOBEPATb Kaxablv Clyyan No OTAENbHOCTU.
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ApxuBrpoBaHue Tabnuw, CnncaHuim

ApxuBupoBaHue Tabnuuy cnucaHumn

ApXvBUpPOBaHME NPUMEHSETCA K HEKOTOPbLIM Hanbornee BbICTPO pacTyLwmM Tabnmuam ¢ Lenbio CHU3WUTb HaknagHble
pacxofpl Ha onepauun BcTaBku. B xoge apxveunpoBaHusa Tabnuua nepeHocuTces (NeperMeHOBLIBAETCS) B apXMBHYIHO,
1 0QHOBPEMEHHO co3daéTtcs nycras (Tekylas) Tabnuua ¢ TeM e Ha3BaHWeM 1 TOW e CTPYKTYpOW 415 BHOBb
nocTynaLmx AaHHbIX. Onepaums MOXeT NPUMEHATLCA NePUOANYECKN NO Mepe pocTa Tabnuu. OrpaHnyeHns
OnuncaHbl HUXe.

B HacTosLLMIN MOMEHT MEXaHW3M apXV1BMPOBAHWS PaCNpPOCTPaHAET CBOe AeNCTBUE Ha criegytowme Tabnuubl:

Tabnuua Tun HassaHue nons parbl
discount transactions al 1 discount date

1

discount transactions 2 discount date

iptraffic all

tel sessions log 3 recv_date

tel sessions_detail 4

dhs sessions log 5 recv_date

dhs sessions detail 6

payment transactions 7 payment enter date
user log 8 date

dhcp leases log 9 updated

invoices 10 invoice date
invoice entry 11

invoice entry details 12

YT06bI NPOM3BECTM apxmMBMpoOBaHMe Tabnuu:
1. Mogkntounteck kK UTM5 yepes untepdeiic agmmHuctpaTopa.

2. Nepengute Ha cTpaHuuy ApxuBupoBaHue B[l B rpynne ctpanny Hactponku.

3. Ha)KMI/ITe| Cozfatb \B BEPXHEW YacTun CTpaHuLbl, YTOObI MPON3BECTY apXMBUPOBAHME.

ApXVBMPOBaHME MOKHO NMPON3BOAUTH HE Yallle OfJHOTO pasa B 28 AHel. Ecrv kHonka | Cosgate  |He aKTuBHa,
3HAYUT C MOMEHTa NpeablayLLero apXMBMPOBaHUSA NPOLLIIO MeHee 28 AHeN.

Ecnn Heobxogumo Npou3BoaMTE apXMBMPOBaHUE Yallle, YeM 3TO MO3BONSET AenaTtb UHTepdENC agMUHMCTpaTopa,
Bocnonb3yntechb ytunuton db_archiver (cm. YTunuta db_archiver Ha cTp. 249).
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l'eHepaTop cTtatucTmkm no npotokony NetFlow

BcnomoraTtenbHble YTUNUTDI

FeHepaTop cTtaTucTUKM No npotokony NetFlow

Ona amynauum paboTel Nonb3oBaTenemn n akcnopTa cratnctmku no npotokony NetFlow v.5 ncnone3yetcsa ytunura
utm5 flowgen, KOTOpas ycTaHaBMBAETCS B CreayoLLyo ANPEKTOpuIO: /netup/utm5/bin/utm5 flowgen. B
KOMaHZHOW CTpOKe MOXHO nepeaaTtb criefyoLlime napaMmeTpbi:

-h IP-agpec xocTa, Ha koTopbIn ByayT oTnpasneHsbl creHepupoBaHHble NetFlow-nakeTbl. 3HayeHne no
ymonyaHuio — 127.0.0.1.

-p MopT, Ha koTopbIn ByayT oTnpaBneHsbl creHepupoBaHHble NetFlow-nakeTbl. 3HayeHve Mo ymonyaHuio —
9996.

-c Konnuectso 3anucen NetFlow. 3HadeHue no ymonuaHutio - 65535.

-V Bepcus npotokona NetFlow. Mogaepxusatotca sepcun 5 n 9

-f B kauyecTBe nepecbinaembix AaHHbIX UCMONb30BaTh AaHHbIE U3 YKa3aHHOro darvina. Mo ymonyaHuio
MCNonb3ylTCA AaHHble N3 /dev/random. Tonbko ans NetFlow Bepcum 5.

-t MepuoagnyHocTb otnpasku naketoB NetFlow.

-s IP-agpec otnpasutens Tpadguka B 3anmcu NetFlow.

-d IP-agpec nonyyartensa tpacuka B 3anvcu NetFlow.

-z MopT nctovHnka Tpaduka B 3anucu NetFlow.

-x MopT nonyyatens Tpaduka B 3anncu NetFlow.

-n Homep AS nctoyHuka Tpadmka B 3anucu NetFlow.

-m Homep AS nonyuatens tpacuka B 3anucu NetFlow.

-i MHaekc Bxoaswero nHtepdgenca B 3anvcu NetFlow.

-o MHpekc ucxogawero nHtepderica B 3anncu NetFlow.

-b KonnyecTtBo nepegaHHbix 6anT B 3anuncu NetFlow.

-P KonunyecTtBo nepenaHHblx nakeTos B 3anunck NetFlow.

-7 TOS, ykasaHHbI B 3anmcu NetFlow.

-k TCP-cnaru B 3anmcu NetFlow.

-1 MaeHTudmkarop npotokona B 3anucu NetFlow. Hanpumep: 6=TCP, 17=UDP n 7. a.

-N IP-apgpec cniegytowiero mapwpyTtusatopa B 3anvcu NetFlow.

-u Mcnonb3oBaThb *.utm dain B ka4ecTBe UCTOYHMKA oTnpaBnsemMon ctatuctukmn NetFlow.

Cnepytowas komaHaa reHepupyeT oguH nakeT NetFlow ¢ ungopmaumen o 1048576 6antax, nepegaHHbIX Mexay
agpecamun 10.0.0.1 n 10.0.0.2:

/netup/utm5/bin/utm5 flowgen -c 1 -s 10.0.0.1 -d 10.0.0.2 -b 1048576

FeHepaTop ctaTucTkn no nportokony RADIUS

Ons amynsaumm paboTsl Nonb3oBaTenen n akcnopTa ctatnctuky no npotokony RADIUS ncnone3syeTcs ytunura
utm5 radgen, KOTOpas yCTaHaBMMBAETCA B CreAyIOLLYI0 ANPEKTOPUIO: /netup/utm5/bin/utm5_ radgen. B
KOMaHZHOWN CTpOKe MOXHO nepenaTtb criegyloLme napaMmerpbi:

-p MopT, Ha KOTOpbLIN cnegyeT oTnpaBuTb creHepupoBaHHble RADIUS-nakeTh.

-h IP-agpec, Ha KoTopbIN cnegyeTt oTnpaBuTb creHepupoBaHHble RADIUS-nakeThb!.
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Ytunuta get_nf_direct

-s CekpeTHoe cnoso anisa B3anmogenctansi ¢ RADIUS-cepeepom.

-c Kog RADIUS-nakeTa. 3HadeHue no ymonyanuto: 1 (Access-Request).

-1 WpeHtudpmkatop RADIUS-nakeTa. 3HayeHune no ymonyaxuio: 1.

-u Maponb nonb3oBaTens B OTKPLITOM BuAe. [laHHoe 3HavyeHne byaeT ncnonb3oBaHo npy hopmMupoBaHnm
aTpnbyta Password (kog atpubyTta 2).

-a 3HayeHuss aTpubyToB.

-b 3HaueHus atpubyToB B 6uHapHoM npeactaeneHumn (HEX ASCII).

-q BbICTpbIV pexnMm: He JoXnaaTbes oTeeTa.

-f Wwms darina, n3 kotoporo HeobxoamMmMo cuntatb ayTeHTUdukatop. No ymonyanuto: /dev/random

-v Moka3aTtb BEpCUIO YTUMNUTHI.

BoamoxHo YKa3aHune HeCKOJ1IbKMX anVIGyTOB. CTpOKa nveet CJ'IEJJ,yIOLIJ,VIﬂ dopmar:
vendor id:attr id:is digit:value

Monsi pasgeneHbl ABoeTouneM. [NepBoe none ykasbiBaeT Ha naeHTudukaTop BeHgopa. 3HadeHne no ymonyanuo: 0.
BTopoe none ykasbiBaeT Ha naeHTudpmkatop atpubyra.

TpeTbe none ncnonb3yeTcs AN yKazaHnsa Tuna AaHHblx: 0 - CTPOKOBbLIN, 1- LMAPOBOWA.

YeTBEpPTOE NMOMNE UCMONb3yeTcs AN nepegady camoro 3HaYeHusl.

Mpumepsl

1. ins oTnpaeku 3anpoca Ha aBTopu3aumio (Access-Request) Heo6XxoaMMO BbINOMHUTE CIEAYIOLLYH0 KOMaHAy:

/netup/utm5/bin/utm5 radgen -h 127.0.0.1 -p 1812 -s secret -u password -a 0:1:0:username

B pesynkrate 6yaet creHepupoBaH RADIUS-nakeT ¢ 3anpocom Ha aBTopv3aumio Ans nonb3oBaTens username C
naponem password.

2. [ins oTnpasku 3anpoca Ha akkayHTUHT (Accounting-Request) Heo6xoaMMO BLINONHWUTL CNEAYIOLLYI0 KOMaHAY:

/netup/utm5/bin/utm5 radgen -h 127.0.0.1 -p 1813 -s secret -a 0:1:0:username -a 0:40:1:1 -a
0:44:0:sessionidl -c 4

B pesynbrate Oyget creHepupoBaH RADIUS-nakeT ¢ 3anpocoM Ha akkayHTUHT AN NoNb30BaTeNns username, U
OyneT ykasaHo, YTO MpoUCXoanT OTKpbITUE ceccum (start). igeHTudmkaTop ceccnm sessionidl.

3. Ins oTnpasku 3anpoca Ha akkayHTUHT (Accounting-Request) Heo6xoarYMO BLINONHWUTL CNEAYIOLLYI0 KOMaHAY:

/netup/utm5/bin/utm5 radgen -h 127.0.0.1 -p 1813 -s secret -a 0:1:0:username -a
0:32:0:1ocalhost -a 0:40:1:2 -a 0:44:0:sessionidl -a 0:46:1:100 -c 4

B pesynbrate Oyget creHepupoBaH RADIUS-nakeT ¢ 3anpocoM Ha akkayHTUHT AN NoNb30BaTeNns username, U
OyoeT ykasaHo, YTO MpoMCXoauT 3akpbiTne ceccun (stop). MaoeHTtudmkarop ceccumn sessionidl. AnMTenbHOCTb
ceccuu (Acct-Session-Time) — 100 cekyHa.

Ytunuta get_nf_direct

YTtunuta get nf direct npegHasHadveHa Ans OpMUPOBaHUSA AeTarnbHbIX OTYETOB NO TpaduKy Ha OCHOBaHWK
COXpaHeHHOW NepBUYHOM MHGOPMaLLMK O TpaduKe.

WcnonHaembli pann HasbiBaeTca /netup/utm5/bin/get nf direct.

B komaHAHOW CTpoke MOXHO nepedaBaTthb criefyloLmne napameTpbl:

-D <myTb> Mmsa anpektopun, B KOTOPON HaxodsTcsa dannbl ¢ NepBUYHON MHOpMaLmen o Tpaduke.

-b <nyTes> Mmsa dpanna ¢ nepsryHOn nHpopmaumen o Tpaduke.
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-a MaoeHTudmkaTop NnUUEBOro cyeTa B cMCTeME, AN KOTOPOro hOpMUPYETCst OTYET.

-s <IP-ampec> Agdpec oTnpasuTens Tpaduka, Ans KOTOPoro opMmMpyeTcs OTYeT.

-d <IP-ampec> Agpec nonyyarens Tpaduka, Ans KOTOPOro (POPMUPYETCS OTYET.

-p <nopt> MopT oTnpaButens Tpaduka, 4ns KOTOPoro POPMUPYETCH OTHET.

-P <mopt> MopT nony4yatens Tpadwmka, Ans KOTOporo hoOpMUPYETCS OTHET.

-c <kJjacc> Knacc tpaduka, onsa kotoporo popmMmnpoBaTh OTYET.

-f <Bpemsa> Bpewms B popmate Unix Time Stamp, HauMHasa ¢ KOTOPOro hOpMMPOBaThL OTHET.

-t <Bpems> Bpewms B popmaTte Unix Time Stamp, no kotopoe chopMmmnpoBaTh oT4eT. Ecnn 3HauyeHue He
yKasaHo, UCMOomnb3yeTcs TEKYLLEE BPEMSI.

-1 <uucmno> MakcumanbHOe KONMYecTBO CTPOK, KOTOpble ByayT MCNONb30BaTbCA NPy (HOPMUPOBaHNA
otyeTa. [1o ymon4aHuio He orpaHNYeHo.

-e OTtobpaxaTb CTaTUCTUKY B pacLUMPEHHOM BUAE.

-C BobiBog B hopmate CSV.

-h BbiBog nHdOpMaummn o0 Bepcun 1 AoNyCTUMbIX NapameTpax KOMaHAHOW CTPOKW.

YTunuta utm5_payment_tool

YTunuta utm5_payment_tool npegHasHayeHa Ansi BHECEHWs MnaTexeit Ha NMUeBoi cyeT aboHeHTa C
MCMosib30BaHWEM CTOPOHHETO NPOrpamMMHOro obecnedeHus. BbI3oB yTUINMTbI OCYLLECTBIAETCS U3 KOMAHAHON CTPOKM
C yKasaHuem napameTtpoB. 3anycK yTUINnTbI MPOU3BOAUTCH KOMaHOOM:

/netup/utm5/bin/utm5 payment tool

MapameTpbl KOMaHOHOM CTPOKM HAYMHAKOTCS CO 3HaKa “ - ”, 3aTeM criedyeT HasBaHue Kioda 1 Yepes npoben
3HayeHue napameTpa. OBLLMIA CIMCOK BCEX KIOYel 1 NapaMeTpoB NPUBEAEH HIXKE.

Bce cTpokoBble 3Ha4YeHUs1 JOmMKHbI NepeaaBaTtbea B kogmposke UTF-8. Mopsaaok ykasaHusa napameTpoB HE MMeeT
3HaYeHus.

KoHdurypaumoHHbin cpann

Mo ymonuaHuio ytunuta utmS_payment_tool ncnone3syet KOHOUrypauMOoHHbIN danrn
/netup/utm5/utm5_ payment tool.cfg.

3HayeHnsa napameTpoB B KOHUIypaLMOHHOM hanne AN 3TOW YTUAUTLI UMetoT 60MbLIMI MPUOPUTET, YEM 3HaYEHNS
napameTpoB, yka3aHHblE B KOMaHAHOW CTPOKe.

dopmat koHdUrypaumoHHoro canna:

rnapaMeTp=3HaueHue

Ha60p CMMBOJ10B A0 3HaKa paBeHCTBa ABNAETCA Ha3BaHUEM NapaMeTpa, nocrne — 3Ha4eHnem napamertpa. I'Ipo6er|b|
YYUTbIBAKOTCA. nyCTbIe CTPOKU UTHOPUPYHOTCA. CTpoKa, HaunHatoLLasicsa ¢ cMMmBona #, cuntaetcs KOMMEHTapunem.

Cnuncok BO3MOXHbIX MapaMeTpoB U KITHoYen KOMaHOHOW CTPOKU:

Knroy MapameTp 3HayeHme no OnucaHue
yMon4yaHuro
-h <IP-azmpec> core host 127.0.0.1 Appec cepBepa, Ha KOTOPOM 3anyLLeHO S4p0
UTMS.
-P <noptr> core port 11758 MopT, Ha koTopom sigpo UTM5 cnywaet URFA.
-1 core_user init Jlorvn gns poctyna k sapy UTM5. 3apgaetcd Ha

cTpanuue “CuctemHble nonb3oBartenu” B
UHTepderice agMmMHUcTpaTopa.
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Knroy MapameTp 3HayeHue no OnucaHue
yMonyaHuro
-p core password init Maponb ansa goctyna k agpy UTM5. 3apaetca Ha
cTpaHuue “CuctemHble nonb3oeartenu” B
WHTepderice agMmmHUCTpaTopa.
-k user comment nycras ctpoka KommeHTapun ana aboHeHTa.
-L admin comment nycrasi CTpoka KommeHTapwin ons agmmHucTpartopa.
-c currency id 810 (RUR) ID BantoTbl NNaTtexa (TPEx3HaYHbIN LMdPOBON
Kon).
-m payment method 0 (onnarta ID metoga nnatexa. MonHbIi CNMCOK AOCTYMHbIX
HanM4HbIMK) MEeTOo40B CMOTPUTE B CIPaBOYHUKE B HTEpdence
agMuHUCTpaTopa.
-1i turn_on_internet  no OTKpbITb OCTYN B VIHTEPHET Nocne BHeECEHUSI
nnarexa: yes / no.
-e accoun id He 3agaHo Howmep nuuesoro cyéta aboHeHTa.
-a external number He 3agaHo BHeLlLHWIn nuueBor c4ET aboHeHTa.
-b payment 0.0 Cymma nnarexa.

Ytunuta db_archiver

Ytunuta db_archiver ncnonbayetcs npu obHosneHnn UTM5S 1 npegHasHaveHa Ansi NpoBepKX 1 NpUBEAEHUS
cTpykTypbl B[l B cooTBETCTBME TpeboBaHMAM HoBoW Bepcun sapa UTMS5. Kpome Toro, yTunuTa no3sonser
apxvBupoBaTb Tabnuubl, Noanexaiue apxvBaLuin.

WcnonHaemblii pann HasbiBaeTca /netup/utm5/bin/db _archiver.

B komaHAHOW CTpoke MOXHO nepedaBaTtb criefyloLne napameTpbl:

-a ApxvBupoBatb Tabnuubl, Nnognexaiime apxmsauum.
-c <myTb> [MyTb K KOHpUrypaunoHHomy danny UTMS.
Mo ymonyaHuio: /netup/utm5/utm5.cfg

-d 3anucaTb B log-hann pa3nuumsa mexay Tekylien cTpyktypon B n ctpyktypon B[,
Heobxogumown anga paboTtbl HoBow Bepcun UTMS.

-e OBHOBUTbL TOMbLKO Te CToNOLbI Tabnuy, KOTopble NOMeYeHb! AN 0GHOBMNEHWS KOMMNaHUen
NetUP.

-f O6HOoBUTL BCe cTONOLbI, hopMaT KOTOPbIX OTNIMYaeTcst oT popmarta B HoBol Bepcun UTMS.

-g O6HOBUTbL TAabNMUbI, Nognexalume apxmsauum.

-i OBHOBUTb MHAOEKCHI.

-n Ona MySQL He cuutaTbh 3a U3MEHEHNe CTPYKTYPbl MEPBUYHbIN Koy 6e3 3HaYeHnsi no
ymonyanuto. [ina PostgreSQL He cunTaTh 3a U3MEHeHMe CTPYKTYpPbl NEPBUYHbLIN KMHOY C
orpaHudeHnem He null.

-t Bepudumumnpoatb apxuBHble Tabnumupl.

-1 MpuocTtaHoBute aencteusa sapa UTMS, Tpebytowme 3anncu B BLl. 310 TpebyeTtca ans
apxuBauuu Tabnuy 6e3 ocTaHOBKM sapa. OTOT NnapameTp crneayeTt UCMornb30BaTb COBMECTHO C
napameTpom -a

-q He TpeboBaTb noaTBEPKAEHMSA ASNCTBUA U MMHUMU3MPOBATL KONMUYECTBO 3anucen B
log-hann. 310 MmoxeT noTpeboBaTbCs, HanpMMep, NPY UCMONb30BaHNW 3TOW YTUAWTBLI MO
pacnucaHuio.

-u OBHOBUTL CTPYKTYPY 6a3bl AaHHbLIX. TOT MAapPaMeTp UCMONb3YeTCst COBMECTHO C NapamMmeTpaMm

NetUP

-e, -f, -g u -i. Hanpumep: -uef
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Ytunuta db_archiver

-v BeiBectn B log-hann onucanme cTpykTypbl B HoBoM Bepcun UTMS.

-x <login> Jlornn anga coegmHeHus ¢ sapom no npotokony URFA.

-y <password> [laponb gna coegmHeHus ¢ agpom no npotokony URFA. JlorvH n naponb Ans coeanHeHus ¢
agpom no npotokony URFA moryT noTpeboBaTbCs TONbKO €CNM OHW OTIIMYAKTCA OT yKa3aHHbIX
B KOHMrypaLumoHHOM chanrne sapa.

-?, -h BbiBOg cnpasku.
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BHumaHme!

KoHTpoOnbHbIe NpUMepbl

BHumaHume!

@ Bce KOHMposbHbIe MPUMEPSDI 8bIMOJIHAIOMCS KOPPEKMHO mosibKo rpu pabome UTM5 ¢ demo-nuyeHsued.

KoHTponbHbIM NpuMmep Ana nepenayn tpaduka

KoHTponbHbI Npumep npegHasHaveH AN NPoBEPKN KOPPEKTHOCTU OYHKLMOHMPOBaHWS GUNMMHIOBON CUCTEMBI
NetUP UTM5 Ha Bawem cepsepe. CyTb NpoOBEpKN 3aKntovaeTcs B 3arpy3ke B 6asy gaHHbIX NapameTpoB NATK
nonb3oBarenen n aMynsaumMm paboTbl 3TUX Nonb3oBaTenen B Te4eHne Tpéx mecsueB. Heobxoammble aaHHbIe Anst
3arnycka KOHTPOSbLHOrO NpuMepa BXOASAT B KOMNNEKT noctasku GunnuHroson cuctembl NetUP UTMS.

@ BHumatue!
OcmaHosume cepauchl, KPUMUYHBIE K U3MEHEHUI0 dambl Ha cepeepe.

1. OcTaHoBWTE AAPO BUNMMHIOBOW CUCTEMBI utm5 core.
2. YcraHoBuTe gaty Ha cepsepe Ha 00 yacos 00 muHyT 1 anpens 2003 roga.
Ons FreeBSD:

date 0304010000

Ons Linux:

date 0401000003

1. Ansa 3arpy3ku aHHbIX B 6a3y BbINOJTHUTE KOMaHAbl:

mysgladmin drop UTM5

mysqladmin create UTMS

mysgl UTM5 < UTM5 MYSQL kp.sql

mysqgl -f UTMS < UTM5 MYSQL update.sql

2. OTpepakTupyite hann kp.pl: yKaxuTe, Ha Kakom NopTy S4p0 OUINIMHIOBOW CUCTEMbI MPUHUMAET

NetFlow-nakeTbl, a Talke NyTb K ytunute, reHepupytowien NetFlow-naketbl — utm5 flowgen (06bl4HO
/netup/utm5/bin/utm5 flowgen).

3. 3anyctute 9Apo BUNANHIOBON CUCTEMbI utm5_core.
4. 3anyctuTe nporpaMmMmy kp.pl KOMaHAON:

perl kp.pl
B npouecce paboTbl nporpaMmMbl Aata Ha cepeepe bynet meHaTbeda ¢ 1 anpens 2003 r. go 1 wionsa 2003 r. Takum
obpasom, Oyaet amynvpoBaHa paboTa TeCTOBbIX NOMb30BaTENel B TEHEHNE TPEX MEeCALEB: anperns, mas, noHsa 2003 r.

B cny4yae koppekTHon paboTbl BUNNNHIOBOM CUCTEMbI NOMYYEHHbIE BAMW 3Ha4YeHUs nocne oTpaboTkm nporpammel
kp.pl AOMKHBI COBMaAaThb C yKasaHHbIMK B Tabnuuax.

Mocne BbINOMIHEHNSA KOHTPOMNBHOIO NpumMepa YCTaHOBUTE KOPPEKTHYHO AaTy Ha cepBepe.

MepBbin mecsy, (anpenb 2003 r.)

cli1 cli2 cli3 cli4 cli5
O6bem B aeHb, Mb 0,5 2 4 10 40
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cli1 cli2 cli3 cli4 cli5
KonunyecTtBo aHen 30 30 30 30 30
O6bem 3a mecsau, Mb 15 60 120 300 1200
CTonmocTb eanHnLbI 0,2 0,2 0,2 0,15 0,15
npeBbILLEHUS]
MNpeponnayeHo, Mb 50 50 50 500 500
CTOMMOCTb NpPEBbILLEHNS] 0 2 14 0 105
AbBoHnnara 3 100 100
Ocratok -3 -5 -17 -100 -205
Bropon mecau (man 2003 r.)
cli1 cli2 cli3 cli4 cli5
O6bem B geHb, Mb 1 2,5 5 20 50
KonnyecTtBo aHen 31 31 31 31 31
O6bem 3a mecau, Mb 31 775 155 620 1550
CTonmocTb eanHnLbI 0,2 0,2 0,2 0,15 0,15
npeBbILLEHUS]
MNpeponnayeHo, Mb 50 50 50 500 500
CTOMMOCTb NMpPEBbLILLEHNS 0 55 21 18 157,
5
AboHnnara 3 3 3 100 100
Ocrartok -6 -13,5 -41 -218 462,
5
Tpetun mecsay (noHb 2003 1)
cli1 cli2 cli3 cli4 cli5
O6bem B aeHb, Mb 1,5 3 6 30 60
KonunyecTtBo aHen 30 30 30 30 30
O6bem 3a mecsau, Mb 45 90 180 900 1800
CTOMMOCTb €ANHULLbI 0,2 0,2 0,2 0,15 0,15
npeBbILLEHUNS]
MNpeponnayeHo, Mb 50 50 50 500 500
CTOMMOCTb NpPEBbILLEHNS] 0 8 26 60 195
AboHnnara 3 3 100 100
OcrTatok -3 -11 -29 -160 -295
WToro octatok -9 24,5 -70 -378 -757,
5

NetUP
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KoHTponbHbIV NpuMep 45151 KOMMYTUPYeMOoro A4ocTyna

KOHTpOﬂbeIﬁ npumMmep AnsA KOMMyTupyemMmoro oocrtyna

KOHTpOnbHbIN NpUMep nNpeaHasHayYeH AN NPOBEPKN KOPPEKTHOCTU (PyHKLIMOHMPOBAHUS GUNINMHIOBON CUCTEMBI
NetUP UTM5 Ha Bawewm cepaepe. CyTb NpOBEPKU 3aKIOYaeTcs B 3arpy3ke B 6a3y AaHHbIX MapameTpoB Tpex
nonb3oBartenen 1 aMynaumum paboTbl 3TUX Nonb3oBaTeneln B TedeHne Tpéx mecaues. Heobxoanmble faHHbIe ons
3arnycka KOHTPObHOIO NpUMepa BXOAST B KOMMNIEKT nocTtaBku GunnuHrosoi cuctembl NetUP UTMS.

@ BHumaHue!
OcmaHo8uMme cepauchl, KPUMUYHBIE K UBMEHEHUI0 dambl Ha cepeepe.

1. OctaHoBUTE AP0 BUNNMHIOBOM cucTeMbl utm5_core.
2. YcraHoBuTe gaty Ha cepepe Ha 00 yacos 00 muHyT 1 anpens 2003 roaa.
[Ons FreeBSD:

date 0304010000

Onsa Linux:

date 0401000003

1. Ans 3arpy3ku AaHHbIX B 6a3y BbINOMHUTE KOMaHAbI:

mysgladmin drop UTM5

mysgladmin create UTM5

mysql UTM5 < UTM5 MYSQL kp dialup.sql

mysql -f UTM5 < UTM5 MYSQL update.sql

2. OTpepaktupyiiTe dann kp_dialup.pl: yKaxuTe, Ha Kakom nopty npouecc utm5_radius npMHMMaeT nakeTbl
Radius Accounting , a Tawke nyTb K yTunute, reHepupytorlein RADIUS-nakeTbl — utm5_ radgen (06bl4HO
/netup/utm5/bin/utm5 radgen).

3. 3anyctute apo 6unnuHroson cuctembl utm5 core n RADIUS-cepeep utm5 radius.

4. 3anyctute nporpamMmmMy kp_dialup.pl KOMaHAoON:

perl kp dialup.pl

B npouecce paboTbl nporpaMmmbl fata Ha cepeepe 0yaet meHATbes ¢ 1 anpensa 2003 . 4o 1 uonst 2003 r. Takum

obpasom, byaet amynupoBaHa paboTa TeCToBbIX NOMNb30BaTenel B Te4eHe TpExX MecsaueB: anpens, mas, noHsa 2003 r.

B crnyyae koppekTHoi paGoThbl GUNMUHIOBO CUCTEMbI MOMYYEHHBLIE BAMW 3HAYEHUs Nocne oTpaboTkn kp dialup.pl

[OMKHbI COBMajaTh C ykasaHHbIMU B Tabnuuax.
Mocre BbINOMHEHUs KOHTPOSILHOTO NprYMepa YCTaHOBUTE KOPPEKTHYIO AaTy Ha cepsepe.

Mep.bit Mecsy, (anpenb 2003 r.). Konuuyectso aHei — 30.

dialup1 dialup2 dialup3
8.00-19.59 20.00-7.59 8.00-19.59 20.00-7.59 8.00-19.59 20.00-7.59
OnutenbHoCcTb B AeHb, 0,1 0,1 0,2 0,2 0,3 0,3
yac
O6bem 3a mecsul, 4ac 3 3 6 6 9
CrtoumocTs, y.e./yac 1 2 1 2 1
CToMMOCTb, Y.€. 3 6 6 12 9 18
A6oHnnara 10 10 10
Ocrartok -19 -28 -37

NetUP 253
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Btopon mecsy, (man 2003 r.). Konnyectso gHen — 31.

dialup1 dialup2 dialup3

8.00-19.59  20.00-7.59 8.00-19.59 20.00-7.59 8.00-19.59 20.00-7.59
OnutensHocTb B AeHb, 0,1 0,1 0,2 0,2 0,3 0,3
yac
O6bem 3a mecsu, 4yac 3,1 3,1 6,2 6,2 9,3 9,3
CToumocTb, y.e./uac 1 2 1 2 1 2
CToMMOCTb, Y.€. 3.1 6,2 6,2 12,4 9,3 18,6
AboHnnara 10 10 10
OcrTatok -19,3 -28,6 -37,9

Tpetun mecay (uioHb 2003 r.). Konnyectso gHen — 30.

dialup1 dialup2 dialup3
8.00-19.59  20.00-7.59  8.00-19.59  20.00-7.59  8.00-19.59  20.00-7.59
OnutenbHocTb B AeHb, 0,1 0,1 0,2 0,2 0,3 0,3
yac
O6bem 3a mecsl, 4Yac 3 3 6 6 9
CrtoumocTb, y.e./yac 1 2 1 2 1
CToMMOcCTb, Y.€. 3 6 6 12 9 18
AbBoHnnara 10 10 10
Ocratok -19 -28 -37
WToro octatok -57,3 -84,6 -111,9

KoHTponbHbLIN npumep ans TenedgoHum

1. ,D,J'Iﬂ 3arpy3ku 0asbl AaHHbIX C AaHHbIMU O11A KOHTPOJIbHOIO npuMepa BbINOJTHATE KOMaHAbl:
mysgl UTM5 < /netup/utm5/tests/UTM5 tel kp clean.sql

mysgl -f UIM5 < /netup/utm5/UTM5 MYSQL update.sql /dev/null 2>&l

2. 3anyctute RADIUS-cepBep 1 94p0 GUnnMHroBon cuctemsi.
3. [insa 3arpy3ku TecToBbIX AaHHbIX N3 CDR-anna BbINONHUTE KOMaHAy:

/netup/utm5/bin/utm5 send cdr -c /netup/utm5/utm5 send cdr.cfg -s /netup/utm5/tests/src.cdr

B pesynbrate B 6a3y AaHHbIX OyayT 3arpyXeHbl U NpoTapudmumpoBaHbl TeNnedOoHHbIE 3BOHKM N0 ABYM TECTOBbIM
aboHeHTam B utone 2005 r.

4. YcTaHoBUTE coeuHEHME C APOM Yepe3 uHTepdenc agMmHncTpaTopa.

B cucteme gomxkHbl NpucyTCTBOBaTL ABa TECTOBLIX abOHEHTa.

HacTpoikn ABoHeHTa 1: 3akpenneHHbI TenedoHHbI Homep 5409652, nnaH Tapud 1.
HacTponkn AGoHeHTa 2: 3akpenneHHbI TenedoHHbIn Homep 5409653, nnaH Tapud?2.

B cucTeme Takke OOMKHbI NPUCYTCTBOBaTL TENE(OHHbIE HanpaBneHnst U TapudHbIE MaHbl COrMacHO BPEMEHU CYTOK
W OHAM Hefenu:

30Ha Mpedukc (kom)
Mocksa(1) 7095
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3oHa Mpedwmke (kon)

Cankr-MNeTtepbypr 7812
(2)

MTC (m06.) (3) 7910, 7915, 7916,
7917

YenabuHck (4) 7351

TiomeHb (5) 7345

Wrtanusa (6) 81039

®paHuus (7) 81033

CypnaH (8) 810249

HacTtponku TapudHoro nnaHa 1:

becnnaTHbIA nopor — 5 cek.

OnuTenbHOCTbL HaYyanbHOro nepuoga — 60 cexk.

LWar Tapudmkaumm HadanbHoro nepuoga — 10 cek.

LWar Tapudumkauum cnegyiollero nepuoga — 1 cek.

Pasmep eanHuubl Tapudgukaumm — 60 cek.

AboHeHTCcKas nnata—10y. e.

CtommocTb YKa3aHa B YCNOBHbIX egnHnLuax

CTOMMOCTb 3BOHKOB MO TapudHOMy nnaHy 1:

3oHa Pa6ouune BbixogHble

AHN AHn

00:00 —9:00 9:00 — 23:59:59
Mocksa(1) 0,1 0,2 0,1
Cankr-MNeTtepbypr (2) 0,2 0,4 0,3
MTC (m06.) (3) 0,2 0,3 0,2
YenabuHck (4) 0,4 0,6 0,4
TiomeHb (5) 0,5 0,8 0,6
Utanusa (6) 1 1,3 1,1
PpaHums (7) 1,2 1,6 1,2
CypnaH (8) 2.1 2,9 2,5

HacTpowkn TapudpHoro nnaHa 2:

BecnnatHein nopor — 0 cek.

OnutenbHoCTb HayanbHoro nepmoga — 60 cek.

LWar Tapudukaumnmn HavanbHoro nepuoga — 10 cexk.

War Tapudmkauum cnegytoilero nepmnoga — 1 cek.

AboHeHTCKaa nnata—5vy. e.

Pa3mep eanHuubl Tapudmkaumm — 60 cek.

CToMMOCTb yKasaHa B YCMOBHbIX eAnHULaXx.
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KOHTpOnbHbIN NpuMep Ans tenedoHum

CTOMMOCTb 3BOHKOB MO TapuUHOMY nnaHy 2:

30Ha Pabouune BbixogHble
OHU AHN
00:00 —9:00 9:00 —23:59:59

Mocksa(1) 0,08 0,15 0,08

CaHkr-MNeTtepbypr (2) 0,15 0,22 0,2

MTC (m06.) (3) 0,2 0,3 0,2

YenabuHck (4) 0,35 0,5 0,4

TiomeHb (5) 0,4 0,7 0,4

Wtanusa (6) 1,2 1,5 1,2

dpaHuums (7) 1,5 1,9 1,5

CypnaH (8) 2,4 3,1 2,3
TecToBble TenedoHHble 3BOHKM aboHeHTa 1:

OaTta 30Ha OnutenbHOCTb OnutenbHOCTb Ctoumoctb3a CtoumocTb

(oKkpyrneHHas) MMUHYTY

01.07.05 C.-Metepbypr 730 730 0,4 4,867
11:20:00 2)

01.07.05 MTC (m06.) 4200 4200 0,3 21
15:55:40 (3)

01.07.05 YensabuHck 174 174 0,6 1,74
21:05:00 4)

02.07.05 TiomeHb (5) 724 724 0,6 7,24
01:25:00

03.07.05 Wtanusa (6) 601 601 1,1 11,018
11:15:00

04.07.05 ®paHums (7) 3714 3714 1,6 99,04
21:53:00

05.07.05 CynaH (8) 24 30 29 1,45
12:13:00

06.07.05 Mocksa(1) 64 64 0,1 0,107
01:25:00

07.07.05 ®paHuus (7) 7201 7201 1,6 192,027
11:05:20

08.07.05 MTC (m06.) 1925 1925 0,3 9,625
21:25:00 (3)

09.07.05 YensabuHck 721 721 0,4 4,807
09:55:00 4)

10.07.05 YenabuHck 9 10 0,4 0,067
08:05:00 (4)

11.07.05 Wtanus (6) 1372 1372 1 22,867
04:35:00

12.07.05 YensabuHck 84 84 0,6 0,84
13:10:00 (4)

13.07.05 CynaH (8) 193 193 2.1 6,755
01:05:00
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KOHTpOnbHbIN NpuMep Ans tenedoHum

Oata 30Ha OnutenbHOCTbL OnutenbHOCTb Ctoumoctb3a CtoumocTb
(oKkpyrneHHas) MUHYTY
14.07.05 ®paHuns (7) 420 420 1,6 11,2
16:03:00
15.07.05 YenabuHck 2352 2352 0,6 23,52
18:04:00 (4)
16.07.05 Utanus (6) 54 60 1,1 1,1
19:15:00
17.07.05 Mocksa(1) 23 30 0,1 0,05
16:35:00
18.07.05 Mocksa(1) 1325 1325 0,2 4,417
14:10:00
19.07.05 TiomeHb (5) 1271 1271 0,8 16,947
23:01:00
20.07.05 C.-MeTepGypr 721 721 0,2 2,403
00:35:00 ()
21.07.05 Utanus (6) 13 20 1 0,333
00:35:00
22.07.05 Mocksa(1) 82 82 0,2 0,273
10:22:00
23.07.05 C.-Metepbypr 3 3 0 0
06:16:00 (2)
24.07.05 CynaH (8) 3125 3125 2,5 130,208
01:14:00
25.07.05 CynaH (8) 1099 1099 2,9 53,118
12:19:00
26.07.05 C.-Metepbypr 1221 1221 04 8,14
13:45:00 )
27.07.05 Mocksa(1) 70 70 0,2 0,233
11:05:00
28.07.05 C.-Metepbypr 132 132 0,4 0,88
15:17:00 )
29.07.05 Mocksa(1) 1925 1925 0,2 6,417
12:25:00
30.07.05 Utanus (6) 134 134 1,1 2,457
21:25:00
31.07.05 Mocksa(1) 85 85 0,1 0,142
02:00:10
Wroro: Utanus (6) 2174 2187 37,775
YenabuHck 3340 3341 30,973
(4)
Mocksa (1) 3574 3581 11,638
MTC (Mo6.) 6125 6125 30,625
3)
TiomeHb (5) 1995 1995 24,187
CynaH (8) 4441 4447 191,531
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KOHTpOnbHbIN NpuMep Ans tenedoHum

Oata 30Ha OnutenbHOCTbL OnutenbHOCTb Ctoumoctb3a CTOMMOCTbL
(oKkpyrneHHas) MUHYTY
C.-Metepbypr 2807 2807 16,29
(2)
®paHumsa (7) 11335 11335 302,267
35791 35818 645,287

TecTtoBble TenedoHHble 3BOHKM aboHeHTa 2:

Dara 3o0Ha OnutenbHOCTb OnuTtenbHOCTb CroumocTb3a CtouMmocTb
(oKkpyrneHHas) MUHYTY

01.07.05 Mocksa(1) 19 20 0,08 0,027

04:15:10

02.07.05 ®paHuns (7) 71 71 1,5 1,775

14:25:30

03.07.05 Mocksa(1) 1234 1234 0,08 1,645

18:11:24

04.07.05 Wrtanus (6) 939 939 1,2 18,78

01:21:10

05.07.05 Mocksa(1) 15 20 0,08 0,027

07:12:23

06.07.05 C.-Metepbypr 43 50 0,22 0,183

17:22:13 )

07.07.05 CypnaH (8) 18 20 3.1 1,033

22:45:52

08.07.05 C.-MeTepbypr 20 20 0,22 0,073

09:10:15 2)

09.07.05 Mocksa(1) 81 81 0,08 0,108

12:32:16

10.07.05 TiomeHb (5) 345 345 0,4 2,3

19:11:25

11.07.05 Wtanusa (6) 607 607 1,2 12,14

02:50:38

12.07.05 YenabuHck (4) 4521 4521 0,35 26,373

06:00:20

13.07.05 C.-Metepbypr 92 92 0,22 0,337

13:11:45 )

14.07.05 MTC (m06.) (3) 165 165 0,3 0,825

10:12:28

15.07.05 Mocksa(1) 13 20 0,15 0,05

15:27:13

16.07.05 Mocksa(1) 441 441 0,08 0,588

11:58:22

17.07.05 C.-Metepbypr 1002 1002 0,2 3,34

14:17:23 )

18.07.05 Wtanusa (6) 1935 1935 1,5 48,375

20:34:31
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KOHTpOnbHbIN NpuMep Ans tenedoHum

Oata 30Ha OnutenbHOCTb OnutenbHOCTb Ctonmoctb3a CtoMmMocTb
(okpyrneHHas) MUHYTY

19.07.05 Mocksa(1) 11741 11741 0,15 29,353

11:15:53

20.07.05 Mocksa(1) 4232 4232 0,15 10,58

17:52:33

21.07.05 YenabuHck (4) 261 261 0,5 2,175

19:20:41

22.07.05 TiomeHb (5) 594 594 0,4 3,96

02:16:14

23.07.05 Wrtanus (6) 334 334 1,2 6,68

15:47:22

24.07.05 ®paHuus (7) 955 955 1,5 23,875

11:17:27

25.07.05 TiomeHb (5) 1245 1245 0,7 14,525

22:34:51

26.07.05 Mocksa(1) 6977 6977 0,15 17,443

10:37:21

27.07.05 Mocksa(1) 1316 1316 0,15 3,29

14:47:29

28.07.05 C.-Metepbypr 2892 877 0,15 2,193

08:45:23 (2)

28.07.05 C.-Metepbypr 2892 2015 0,22 7,388

08:45:23 (2)

29.07.05 Utanusa (6) 775 775 1,5 19,375

11:04:03

30.07.05 MTC (m06.) (3) 231 231 0,2 0,77

18:05:11

31.07.05 Mocksa(1) 492 492 0,08 0,656

23:14:43

Wroro: YenabuHck (4) 4782 4782 28,548
Wtanusa (6) 4590 4590 105,35
MTC (m06.) (3) 396 396 1,595
Mocksa (1) 26561 26574 63,766
TiomeHb (5) 2184 2184 20,785
CypnaH (8) 18 20 1,033
C.-Metepbypr 6941 4056 13,515
2)
®paHuus (7) 1026 1026 25,65

46498 43628 260,241
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BeeneHune

UHTerpaumnsa c 1C:IMpeanpunatue

BBeaeHue

Mogynb cuHxpoHusaumm nHdopmaumm mexagy UTM5 n 1C:Mpeanpustne 8 noctaBnseTcd HaWvM NapTHEPOM -
komnaHuew Moptan tOr. Anga nonyyeHus 6onee nogpobHON MHopMaUmMKn, nepenanTte no ceoinke
portal-yug.ru/services/dev/detail.php?ID=1085.

@DyHKLMOHaNbHbIE BO3MOXHOCTN MOAYNS:

— nepepava uHcdopmauun mexay bunnuHroson cuctemonn UTMS n cuctemon 1C:Mpegnpusatne 8;
— CUHXPOHM3aLMSA AaHHbIX MeXay 3TUMKU CUCTEMaMu;

— peructpaums nHgopmaumm o nnartexax B ounnuHroeon cucteme UTM5;

— nepepava gaHHbix no npotokony TCP/IP ¢ nogaepxkon SSLv3;

— He TpebyeT uameHeHusa koHdpurypauum 1C:MNpeanpusatue - MoxeT pabotatb ¢ 4OpabOTaHHBLIMWU KOHUrypaumnsimu;

— npoBeneHne onepauunin B cucteme 1C:Mpeanpusitve 8 Hag cnedyroLwyMy TUNAMU JaHHbIX:
— peructpaumsi, UaMeHeHue 1 yaaneHue nHopMaLun O KOHTpareHTax;

— perucTpaums MHdopmauum o nnarexax;

— peructpaumsi MHgopmaLmm 0 c4eTax; No BbLIGOPY NONb30BATENS PEMMCTPUPYIOTCSA NMGO AOKYMEHTbI "CueT", NnGo

"Peanusauunsa ToBapos u ycnyr";
— perucTtpaumsa nHgopmaumm 0 NO3LUAX CHETOB;

— perucTpauus BblJaHHbIX cHETOB-(hakTyp (ecnu BoibpaH pexum "PernctpupoBaTe peanusauumio yenyr").

YcTtaHoOBKa

[ns ncnone3oBaHns Mogyns cMHxpoHusaumm nHcopmaumm mexagy UTMS n 1C:Mpeanpustune 8 Heobxoammo

npnobpecTn COOTBETCTBYIOLLYIO NULEH3NIO. [TpoBEpUTL Hanuune n CPok AENCTBUA NMLEH3NM MOXHO B MHTepdence

agmuHucTpaTtopa UTMS (cm. : NluueHsnnm, nyHkT Mogynb nHterpauum c 1C).

[nsi paboTbl MOOyNs CMHXPOHM3aLUMK Heobxoanmo ybeamTbes, Y4To 3HaveHne napametpa nxt_bind_port B caiine

utm5.cfg coBnagaet ¢ HOMEPOM NopTa 4151 NOAKIOYEHUS!, YKa3aHHbIM B HAaCTPOKax MOAYNS CUHXPOHU3ALIMN.

WHCTpyKUMs No ycTaHOBKE Camoro MOAYINsi CUHXPOHM3aLuW npueegeHa B AOKyMeHTauum npoussogutenst (Moptan

HOr).
Moaynb uHTerpaumm B uHTepdence agMMHMUCTpaTopa

Mopynb uHTerpaumm npeacrasneH B uHTepdenice agmuHuctpatopa UTMS cneaytowmmmn ctpaHyuyamm: 1C
HacTpouku, 1C nonb3oBaTtenu, 1C nnatexu 1 1C cyeta.
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http://www.portal-yug.ru/services/dev/detail.php?ID=1085

Mogaynb nHTerpaunn B MHTepdence agMmmHucTparopa

Ha ctpaHuue 1C HacTpomkmu 3a4ar0TC HACTPOMKM CUHXPOHM3aLUMKn. Cama CUHXPOHM3aLNA MHULMMPYETCS TOMBKO CO
ctopoHbl 1C. Mpu cMHXpOHM3aLMKn Bce nonb3oBartenu, cyeta un nnatexu ns UTM5S otnpaensatotea B 1C, a Takke
NPOUCXOAMT nonyyeHue nnarexen “B obpatHyto ctopoHy” (13 1C B UTMS5). B HacTpomnkax MOXHO BKIOYUTb Unu
OTKIMIOYNTL CUHXPOHMN3ALMIO KaXA0W U3 CyLLHOCTEN (B criydae nonb3oBaTenemn — OTAenNbHO ANA HEKOTOPbIX TUMNOB), a
TaKkKe orpaHNynTb €€ BpeMeHHbIMWU pamKamu.

E init@10.1.2.6 {AgMAHACTPaTOP) =1oix]

CucTema  HacTpodkk  Momowe

— rTMonb3osarenn

OTNPAENATE NONL30BATENER
[ ] CMHEpOHHEHPOBATE KAPTOHHGIX NONb30EATENER
CHHXPOHM3MPOBATE NONB30BATENEA C MYCThIM HMEHEM
CHHXPOHHSHPOBATE NONL30BATENEA € MycToiM MHH
CHHXPOHMSHPOBATE NONL30BATENEA € MycToiM KN

or (oot vaneol3]
o [t ool

1C HACTPORKK Cuera

1C NoMb30EATEMM I OTnpasnATs C4eTa

1C nnatexn oT |:

S T
1C HacTpofikK Mnarexm

OTNPABNATE MNATEHH
Mony4aTe NnaTexH

or (oot aneol3]
o [t ool

CoxpaHHTE.

FopA4an knagmwa; --

BpemA cepeepa: 09,0609 20:37 GMT4+04:00

@ Ha cmopoHe 1C makxe cyuwecmayrom HacmpouUKu, pa3peliarouue CUHXPOHU3ayuro omoesbHbIX CyuwHocmeu.
CuHxpoHusayusi kaxxkdol omderibHOU CywHOCMU MPoUcXxo0um yCrieWwHO MOJIbKO 8 MOM CJlyyae, ecriu OHa
paspeweHa kak 8 UTM5, mak u e 1C.

@ lnamexu u cyema CUHXPOHU3UPYIOMCS MOsbKO Orisi CUHXPOHU3UPOBaHHbIX Mosib308ame-iel, m. e. ecru
nonb3o08amerib bbirl y0anéH 0 CUHXPOHU3aUUU Ulu HacmpoUKaMu UCKITIOYEH U3 e€ paMOoK, €20 rninamexu u
cyema He omobpassmcsi 8 cucmeme 1C.
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Mopgynb nHTerpaumm B HTephence agmmHmucTparopa

Ha ctpanuue 1C nonb3oBaTenu nepeyncrneHbl Bce Nonb3oBatenu, 3apernctpmpoBaHHble B UTM5, nx ctatyc no
OTHOLLEHMIO K CUHXPOHM3aummu ¢ 1C 1 BpeMs nocnegHen cuHxpoxHusaumm. CtaTyc BelgeneH LBETOM:
CUVHXPOHU3MPOBaH — 3enéHbii, PacCUHXPOHU3NPOBaH — XEénTbI, He CMHXPOHM3UPOBaH — KPACHbIW.

@10.1.2.6 {AgMvHKCTPaTOR)

CucteMa  HacTpodkn  MowMowb

€NH W FpYNMkl

TapHiHEauHa

OTHETH

AononHTENEHD

1C HacTpokH
1C nonb3oBaTeny
1C nnatexm

1C cuera

O nporparire

1C nonb3oBaTenM

FOpAYaA KNasHWa: —

=101 x|
| 2y OBHoBMTE |
= 1D nonezosatend| Morud HanmeHosaHne ‘ Bpema nucneﬂn‘..‘ 1CID 1C craTyc
1 user Haha 06.05,.2009 19:.., CHHXPOHH3HPOBAH |
iz card_000000001 iZard User 06,05,2009 19:... CHHXPOHMEMPOBAH
3 card_000000002 Zard User 06.05.2009 19:... CHHXPOHHZHPOBEH
4 user? 06.05,2009 19:.., CHHXPOHHIHPOBAH
5 card_000000011 iZard User 06,05,2009 19:... CHHXPOHMEMPOBEH
(5] userd 06.05.2009 19:... CHHXPOHH3HPOESH
7 boban 06.05.2009 19 CHHXPOHH3MPOBAH
.
] kest2 123 He yCTaHoEneHD ParccHXpOHHEHpOBaH —
10 test3 He yCTaHoENEHD PACCHHXPOHHIHPOBAH
11 card_000000012 iZard User He ycTaHoEneHo He CHHxpoHKzMpoEaH
1z card_000000013 Card User He yCTaHoEneHD He CHHXPOHHZHMpOEaH
13 lalala He yrTaHoBneHo He: CHHXpOHH3MpOBaH
14 gree He ycTaHoEneHo PaCCHHXPOHMIHPOBAH
15 WY He yCTaHoEneHD He CHHXPOHHZMpOEaH
16 A W He yCTaHoENEHD PACCHHXPOHHIHPOBAH
17 nra He ycTaHoEneHo He CHHxpoHKzMpoEaH
18 dynashape_test He yCTaHoEneHD He CHHXPOHHZHMpOEaH
19 mail_test He yCTaHoENEHD PACCHHXPOHH3IHPOBAH
20 group_user He ycTaHoEneHo PaCCHHXPOHMIHPOBAH
21 web_user He yCTaHoEneHD ParccHXpOHHEHpOBaH
22 tariff_user He yCTaHoENEHD He CHHXPOHHIHPOBAH =

Monesosatensd Ha CTpaHrue | 100

CrpaHiua |E| nz 1

Bpema cepeepa:  09,06,09 22:19 GMT+04:00

KOHTEKCTHOE MEHI0 CnCKa Nonb3oBaTenen CoaepXnT crnenywwne HectaHoapTHble

NYHKTbI:

— YctaHoBuTb 1C cTaTtyc (aKTUBEH, KOrAa BblAeNieH OAUH Nosib3oBaTefb) —

NPUHYANTENBHO YCTAHOBUTL BblAENEeHHOMY MOnb30BaTento Npon3BornbHbIi 1C craTtyc
(BbIBUpaeTcs n3 BoinagatoLero cnucka). Ecnm yctaHasnuaeTcs craTtyc

CHHXpOHMU3UpPOBaH 1N PaccMHXpoHU3npoBaH, HeobxoarMo Takke BeecTtn 1C ID
[aHHOro nonb3oBaTens.

x

C cTatyc - CBOWCTEA

TNorkH - |at3

CTaTYE |PaEEMHXpDHM3HDDBaH - ‘

| ' Ok J‘ L OTHEHE ‘

@ lpoussornbHyto cMeHy cmamyca criedyem Ucnob308amb C OCMOPOXHOCMbIO, [MTOCKObKY MO2YM 803HUKHYMb
83auMHble Hecoomeemcmeusi Mexdy bazamu UTM5 u 1C.

— YctaHoBUTb cTatyc He cuHxpoHu3npoBaH (aKTVIBeH TaKXxe nNnpu MHOXXeCTBEHHOM Bbl,qeﬂeHVlVl) -
NPUHYONTENBbHO YCTaHOBUTL BblAENIEHHOMY NOoNb30BaTeNIi0 UJM NoNnb3oBaTeNAM CTaTyC He cuHXpoHu3anpoBaH.

Ha ctpaHuuax 1C nnarexum n 1C cyeTa aHanormyHo otobpakeHbl NnaTexm u cyera.
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Cnocobbl WwennuHra Tpaduka

MpunoxeHus

CnocoObI wennuHra Tpadmka

LLlernuHr — 310 orpaHMyeHne NponyckHOM cnocobHOCTM KaHana Ans aboHEeHTOB ceTu nepegayn gaHHbix. Mo
XapakTepy orpaHu4eHus LUEWMUHT MOXET OblTb:

— CTaTn4yecknm (I'IOCTOFlHHbIM, T. €. 3aBUCALLNM TOMNbKO OT TapudHOro nnaHa);

— AVHaMUyYecknM (MeHsLWMMCS B 3aBUCMMOCTY OT 06bEMOB M3pacxodoBaHHOIO Tpaduka, a Takke OT BpeMeHN
CYTOK).

Cucrema UTM5 npegocTtaBnsieT BO3MOXHOCTb HACTPOUTL AN OTAENbHbIX BUOOB Tpadumka, yenyr n Tapudos Kak

CTaTUYECKUN, TaK U OUHAMNYECKUI LLIENTNHT.

PerynuposaHwue npomnyckHol crnocobHoCTU kaHana akTu4eckn MPOMCXOANUT Ha MapLUpyTu3aTopax. B kavecTse Takmx
YCTPOMCTB MOryT BbicTynaTe PC-MapLupyTtusartopsl, MmapLupyTtnsaTtopbl Cisco, ynpaensieMble KOMMYTaTopbl U T. M.
B3anmopencTane GUNNMHIOBON CUCTEMBI C 3TUMU YCTPONCTBAMWN MOXET MPOUCXOANTL Crneayowmnm o6pasom:

1. CpeactBamm BHeLWWHMX cKpunToB. Mo HekoTopomy cobbITuIO (Hanpymep, Npy pacxofoBaHUKU ONpeaenéHHoro
KonuyecTsa Tpaduka) BUNNMHroBas cuctema sanyckaeT BHELLHUA CKPUNT YNpaBneHns Lennepom, KOTOpbIn
MEHSIET NMPOMYCKHY CNOCOBHOCTL KaHana (unv, BO3MOXHO, pa3pblBaeT coeanHeHve). B napamerpax ckpunty
06bI4HO nepepaétca IP-agpec nonb3oBaTens 1 HOBOE 3HaYeHWEe YCTaHOBINEHHON ANt HEro NPOMNYCKHOW
cnocobHoCTU.

CKpuNT BbI3bIBAET BHELLHWE YTUMWTbI yNpaBneHns Tpadnkom (Hanpumep, tc 13 naketa iproute?2 B criyyae
Linux n ipfw B cnyyae FreeBSD ¢ BKNIOYEHHON (PYHKLMOHANBHOCTLIO dummynet). [nA MCNONb30BaHMA AaHHbIX
yTUNUT MOXeT TpeboBaTbCHa NpegBapuTenbHas HaCTPoViKa onepauMoHHON cucTembl nnu ctopoHHero MO.

1. Mpu nomowm RADIUS-aTpubyToB (B cnyyae ycnyr nepefayu tpacduka u KommyTupyemoro goctyna). B oteete Ha
3anpoc ayteHTudmkaumn RADIUS-cepBep MOXeT oTnpaBnaTb atpnbyT unmn Habop atpmbyToB, onpeaenéHHbI aAns
naHHoro aboHeHTa 1 gaHHoro NAS 1 cogepxalumin B cebe MHCTPYKLUK MO YNpaBrneHWHo NPoMnyCKHOM CMNOCOOHOCTbLIO
yCTaHaBMMBaeMoro coeguHeHus. B gaHHom cnyyae Heobxoauma nogaepikka 3To BO3MOXXHOCTM NPOorpaMMHbIM
obecneyeHnem co ctopoHbl NAS. Takoln nogaepkkor obnaaatoT, B YacTHOCTW, MapLipyTuaaTtopsl Cisco.

Mpn AaHHOM cnocobe yrnpaBreHus NPonyckHasi COCOBHOCTL 3a4aeTC B MOMEHT YCTAHOBIEHWNS COEAMHEHWS], U eé
KOpPPEKTUPOBKA B 3aBUCMMOCTM OT U3PaCXOA0BaAHHOMO Tpadhmka NPOUCXOANT He MTHOBEHHO MpU AOCTUXEHUN
onpeaenéHHoro 3Ha4eHusi, a TorbKO NpU CreayrLLEeM COeaUHEHNN.

OnucaHHble cnocobbl perynmpoBaHua I'lpOI'IyCKHOI;I cnocobHocTH MOTYT NPUMEHATLCA KaK OTAENIbHO, TakK U
OHOBPEMEHHO.

Cwucrema UTMS npegnaraet criegyrowmii NOAX0A K LWENMNUHTY:

1. B cnyyae wennmHra ¢ NOMOLLbIO BHELLHWUX CKPUMTOB NepeaaBaemble CKpUNTY NapaMeTpbl HacTpanBaloTCs Ha
ctpanuue NMpaBuna firewall (cm. UHTepdbenc agpmuHucTpartopa: NMpasuna firewall Ha cTp. 76). Kaxxgoe npasuno
accounmMpoBaHO C OAHUM UITN HECKOMBbKUMM COBBLITUAMU, NPU HACTYNNEHUN KOTOPbIX BbINOMHAETCS BHELLHWUIA CKPUNT
C 3apaHHbIMK napameTpamu. MyTb K CKPUNTY yKasbiBaeT NnepeMeHHas firewall path B KOHUrypaLnMoHHOM
danne utm5 rfw.cfq.

— CTaTu4ecKkuin LIENMMUHI MOXHO peann3oBaTtb C MOMOLLBbIO MPaBW, BbINOMHAEMbIX, HAanNpuMep, Npu HaCcTynneHuun
cobbiTnsi BknroueHne UHTepHeTa.

— O1HaMn4ecKkuin WewnuHr (BO3MOXEH NPY HanM4Mn COOTBETCTBYHOLLETO MOAYNSA) OCYLLECTBASETCA NpaBunamu,
BbIMOMHAEMbIMU MPW HACTYMNEHUN cobbITUIN YCTaHOBNEHUE NPONYCKHOW cnocobHocTu, U3ameHeHune
NPONyCKHOM CNOCOGHOCTU 1 CHATUE OrpaHMYeHun BxogsLLero (ucxoadawero) kaHana. CobbiTusi nepBbIX ABYX
TMNOB NPOUCXOAAT B TOT MOMEHT, KOrga CyMMapHoe KONn4ecTBo Tpadumka 3a OTHETHbIN Neprog nepexoanT Yyepes
onpenenéHHble rpaHnLbl, a cobbiTne CHATUE orpaHUYEHU — NpU 3aKpbITUM OTYETHOIO Nepuoaa unu nNpu
yOoaneHun cepBUCHOW CBA3KW. Ecnin HacTpoeHbI pasHble rpaHnLbl Ansi pa3HbiX BPEMEHHBIX A1Mana3oHoB, COObITUSE
no6oro TMna MoryT Takke NPONCXOAUTb NPY HAaCTYNINEHN BpEMEHU Hadarna/okoH4YaHust ananasoHa. O 3agaHum
rpaHuy, cMm. UHTepcperic agMmuHncTpatopa: [intHaMmuyeckoe wennupoBaHue Ha cTp. 88.

(@) Modynb duHamuyeckozo weiinunza mpebyem omoenbHOU NUUEH3UU.
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2. C nomoubio RADIUS-atpunbyTos:

— Cratnyeckuin WevnuHr HacTpameaeTcsa Ha Bknagke RADIUS-napameTpbl Ha cTpaHuue Yenyra B rpynne
Tapudmkauus (cv. UHTepcenc agpmuHncTpaTopa: Yenyru Ha cTp. 53).

— OWHaMW4ecKuin LWEeVNUHT (BO3MOXEH NPY HANMMYMN MOJYNSA AMHAMUYECKOrO LIENMNMHIA) HacTpanBaeTcs Ha
Bknagke RADIUS-napametpbl Ha cTpaHuue [JuHamuyeckoe wennupoBaHue B rpynne Hactpoinku (cm.
UHTepdpenic agpMuHucTpatopa: [luHamuyeckoe wennmpoBaHue Ha cTp. 88). [inga kaxaon ycnyru, Hapsay
rpaHvuamu notpebneHns Tpadwmka, MoxHo 3agatb RADIUS-aTpmbyThl, ycTaHaBnMBarLme nponyckHyo
cnocobHoCTb kaHana. [inHamnyeckoe n3mMeHeHne atpmbyToB B 3aBMCMMOCTM OT NOTpebnéHHoro Tpaduka
obecneynBaeTcs UICNONb30BaHNEM NEpPEMEHHbIX, BbIBMpaeMbIX U3 cnvcka.

MapameTtpbl RADIUS

Hwxe npvBegéH npumep RADIUS-aTtpubyTta ans guHammnyeckoro wennuHra Ha mapLuytusatope Cisco.

— ID BeHgopa — 9;

ID aTpubyTa - 1;

Twun aTpmubyTa — CTpOKa;

3HayeHune —

lcp:interface-config#l=rate-limit input IN BANDWIDTH BITS
IN CISCO NORMAL BURST IN CISCO EXTENDED BURST

conform-action transmit exceed-action drop

MNepen otnpaskon AaHHoW cTpokn Ha NAS cuctema noacTaBnseT BMeCTO NepeMeHHon IN BANDWIDTH BITS
YMCIOBOE 3HAYEHME NPOMNYCKHOM CNOCcCoBHOCTM (OUT/C) Ansa nonb3oBaTtens, 3aBucsLLee o1 NoTpebnéHHoro Tpadumka n
3agaHHbIX rpaHuy. OcTanbHble NnapaMeTpbl UHTEPNPETUPYOTCA cneayowmum obpasom:

IN CISCO NORMAL BURST —Konu4ecTBo 6aiT, nepecbinaembix 3a oauH scrneck (burst). PaccuntbiBaeTcs kak noTok
3a 1.5 cek. Npu 3agaHHON nornoce NponyckaHus.

IN CISCO_EXTENDED BURST — BO3MOXHO€ KONMMYeCcTBO 6anT CBEPX HOPMbI (T. €. CBEPX

IN CISCO_NORMAL BURST), NepecbifiaeMoe 3a O4MH UHTepBan npu KpaTtkoBpeMEeHHOM MOBbILLEHUW Harpy3Kku.
Mocne Toro kak NoTpayYeHo, BOCNOMHAETCS 3a CHET NPONYCKHOW CnocobHOCTY B Nepuoabl, Korga Harpy3ka Huxe
MaKkcMmanbHO pa3pelléHHon. PaccumntbiBaeTcs Kak 2* IN_ CISCO NORMAL BURST.

MocneaytoLme MHCTPYKUMK YKa3biBatoT, YTO Tpaduk B Mpegenax paspeLléHHon NponyCckHOW CocobHOCTU € YHETOM
AONYCTUMbIX MPEBbILIEHNI MPONYCKAeTCA MapLUpyTM3aTopoM (conform-action transmit), @ Npy NPeBbILLEHUN
Harpysku 1 ncdepnanum EXTENDED BURST npuxogsiine naketbl gaHHbix ceepx NORMAL_BURST urHopupytotcs
(exceed-action drop).

BHewHUe ckpunTbl

Hwxe npvBegeHbl npyMepbl ncnonHaemsix dannos. MNpegnonaraetcs, 4To co3gaHbl npasuna firewall 4na cobbiTun
YcTaHoBneHue nNponyckHon cnocobHocTn, UameHeHne NponycKHOW CnocobHOCTH 1 CHATME OorpaHUYeHUn, 1
ANsi KaXA0ro 13 HUX 3adaHbl napameTpbl CkpunTa B hopmare:

UID UIP UBITS UMASK BANDWIDTH [0]1]2]

MepBble NATb NApaMeTPOB NPeaCcTaBnAoT cOO0N nepemMeHHble. MNpu BbI30BE CKpUMNTa OHM OyayT 3aMeHEHbl CBOUMM
3HaYEHNAMM:

UID naeHTUUKaTop NonbL3oBaTens
UIP agpec nornb3oBaTens

UMASK Macka cetu

UBITS KONMMYecTBO GUT B Macke ceTu
BANDWIDTH TeKyllasi CKOPOCTb COeaANHEHNS
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B kauecTBe nocnegHero napamMmeTpa Hado ykasatb 3HadeHue 0, 1 unu 2 B 3aBUCUMOCTY OT TUNa cobbITuA:
— 0 — CHATMe orpaHuyYeHui;
— 1 - YcTtaHoBrneHue NPonyckHOW CNOCOGHOCTY;

— 2 — 3meHeHue I1pOI'IyCKHOl7I CMOCOGHOCTM.

Linux
Mpumep ans nporpaMmHoro wewinepa iproute2 8 OC Linux.

Mpeanonaraetcs, YTO NpeaBapUTENbHO BbINOSHEHbI cneaywouine KoMmaHabl:

tc gdisc add dev eth0 root handle 1: htb

— co3gaHa ovepedb (gdisc, queueing discipline), accouunpoBaHHas ¢ BXogALWMM MHTepdencom eth0, nMmerowas
naeHTndukatop 1. nsa ovepean BeibpaH meToq ynopsigovenus htb (Hierarchy Token Bucket), otnnyatowmiics
NPOCTOTOM U BbICOKNM BbICTPOAENCTBUEM.

tc class add dev eth0O parent 1: classid 1:1 htb rate 100mbit ceil 100mbit burst 200k
tc class add dev ethO parent 1:1 classid 1:10 htb rate lmbit burst 20k

— CO3[1aH KOPHEBOW knacc ovyepeamn (root class) c ugeHTudukatopom 1:1, UMeLWUA rapaHTMPOBaHHYO
nponyckHyto cnocobHocTb 50 M6uT/cek (rate 50mbit)C BO3MOXHOCTbIO NoBbieHns Ao 100 M6ut/cek npy Hannynm
HE3aHATOWN NPOMNYCKHOM CNOCOBHOCTM (ceil 100mbit), nponyckaembli Benneckamu pasamepoM no 200 K6 (burst
200k). OH BygeT ncnomnb30BaTbCs Kak pOAUTENBCKUIN AN BCEX OCTarbHbIX KITACCOB M pacnpeaensaTb Mexay HUMm
NPOMYCKHYI0 CNOCOBHOCTL, NPEAOCTaBMNAA MM BO3MOXHOCTb 3aHUMaTh (borrow) opyr y Apyra HENMCNONb3yeMyto HYacTb.
Takxke co3gaH knacc ¢ ngeHtudukatopom 1:10, UMeLOLLMIA NPOMYCKHY cnocobHocTb 1 MBuT/cek 6€3 BO3MOXHOCTM
NpeBbILLEHWS, U NPeAHa3HaYeHHbIN ANns NponyckaHus Tpaduka HeonpeaenéHHo NPUHAANEeXHOCT U3 ovepeau.

tc filter add dev eth0 parent 1: protocol ip prio 3 handle 1 fw classid 1:10
— co3gaH punbTp, HaNPaeASLWMUIA HeKNaccMULMPOBaHHbIE MaKeTbl U3 O4epeau B KIacc C HaMMeHbLLEN NMPOMYCKHON
CMNOCOBHOCTbLIO.

B panbHelwem npu BbI3oBe CKpUNTA Mo COOLITUIO YCTaHOBMEHME NPONYyCKHOW CMOCOGHOCTH NPoMcXoanT
cnepyoLee:

— cospaétca npasuno iptables, nomevarollee BxogaLme nakeTsl Tpaduka, HanpaeneHHble Ha AaHHbIn IP-agpec (npu
HeobxoaUMOCTH aHanorM4yHbIM 06pa3oM BbINONMHAETCH LENMNUHI UCXOAALLEro Tpaduka, Ans Yero cnegyer co3aaTb
oTAenbHoe NpaBumIo);

— c030aéTcs HOBbIV hUNLTP, OTNPaBASAOLLMIA MOMEYEHHbIE TakuM 06pa3oM nakeTbl B HOBbIN KNacc;
— CO3[aéTCA HOBBbIW KNacc C yKka3aHHON NPOMyCKHON CMOCOGHOCTBIO.

Mo cobbiTio U3meHeHune HpOHYCKHOﬁ cnocoGHoCTU nponcxoanT uSMeHeHne I'IpOI'IyCKHOVI cnocoBHoCTH Knaccea, a
no cobbiTuio CHATUE OrpaHM‘IEHMﬁ —yAaneHue camoro Krnacca, COoTBETCTBYHOLLEero dunbTpa M Npasuna iptables.

Tpaduk, He nonagarowuin Nnog AercTerne GUNBLTPOB (T. €. TPUHaANEeXaLlnii NoNb30oBaTeNaM, ANs KOTOPbIX LWENMNUHT He
HaCTPOEH), He CTaBUTCS B 0Mepedb, a MPOoMyCcKkaeTcd HeNnocpeaCTBEHHO.

Coaepxumoe ncnonHsiemoro danna:
#!/bin/bash if="ethl" echo $* echo "First create: tc gdisc add dev $if root handle 1: htb"
case "$6" in

0) iptables -t mangle -D FORWARD -s 0/0 -d $2/$3 -3 MARK
--set-mark $1 tc filter del dev $if parent 1: protocol ip prio 3 handle $1 fw classid 1:$1
tc class del dev $if parent 1:1 classid 1:$1 htb rate $5kbit burst 20k;;

1) iptables -t mangle -A FORWARD -s 0/0 -d $2/$3 -j MARK
--set-mark $1 tc filter add dev $if parent 1: protocol ip prio 3 handle $1 fw classid 1:$1
tc class add dev $if parent 1:1 classid 1:$1 htb rate $5kbit burst 20k;;
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2) tc class change dev $if parent 1:1 classid 1:$1 htb rate $5kbit burst 20k;; *) echo "Usage:
‘basename $0° {UID UIP UBITS UMASK BANDWIDTH [0|1]2]}" >&2 exit 64;; esac

FreeBSD

Mpumep ncnonHsiemoro carna ans nporpaMmHoro wevnepa dummynet B OC FreeBSD.

Mpw BbI3OBE CKpMNTa NO cobbITUIO YCTaHOBNEHUEe NPONYyCKHOW CNOCOBHOCTU co3aaéTcs kaHan (pipe) ¢
OrpaHMYEeHHOM MPOMYCKHOM CNOCOBHOCTLIO, a Takke NPaBuIo, KOTOPOE HaMNpaeBnsieT BXOAALWMUA Tpadmk JaHHOTO
nonb3oBarens Ha nHTepdence em0 B CO3fAaHHbI kaHan. o cobbituio U3meHeHne NponycKHOM cNOCOGHOCTHU
N3MEHSETCA NpomnyckHasi CnocobHOCTL KaHana, a no cobbiTMio CHATUE orpaHUYeHUn — yaoansieTcs kaHan u
COOTBETCTBYIOLLEE NPABUIIO.

CkpunTt paboTaeT KOPPEKTHO NPV MHOTOMPOXOAHOM pexnme 06paboTkm npaBun (koMaHaa sysctl
net.inet.ip.fw.one_passAoanaBosBpaumeaHaHeHMGO)

#!/bin/sh case "$6" in 0) /sbin/ipfw delete $1 /sbin/ipfw pipe delete $1;; 1) /sbin/ipfw pipe
$1 config bw $5Kbit/s /sbin/ipfw add $1 pipe $1 ip from any to $2/$3 via em0;; 2) /sbin/ipfw
pipe $1 config bw $5Kbit/s;; esac

NMepeMeHHbIe WwabnoHoB

Hwxe npuBeaéH cnncok nepeMeHHbIX, KOTopble MOryT UCNOoNb30BaThCs B WabnoHax (cm. LLlabnoHbl AOKYMEHTOB Ha
cTp. 83).

NMepemMeHHbIe

I'IepemeHHble, BXxoaduine B LWabnoHkbl, AenaTcda Ha HeCKOJ1bKO rpynn:

— [okymeHT
HaumeHoBaHue Tun OnucaHue
document.number int32 Homep gokymeHTa
document.alt_number string AnbTepHaTUBHbIA HOMEP AOKYMEHTa
document.date int32 [arta co3gaHus goKkymeHTa

— Monb3oBartenb
HaumeHoBaHue Tun OnucaHue
user.id int32 ID aboHeHTa
user.full_name string HaumeHoBaHne aboHeHTa
user.login string JlornH aboHeHTa
user.password string Maponb aboHeHTa
user.actual_address string dakTnyeckmin agpec
user.juridical_address string KOpuaunyeckun agpec
user.home_telephone string HomaluHuni TenedoH
user.work_telephone string Pabounit TenedoH
user.mobile_telephone string Mo6unbHbIn TenedgoH
user.tax_number string MHH aboHeHTa
user.kpp_number string KM aboHeHTa
user.icq_number string Howmep ICQ
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HaunmeHoBaHue Tun OnucaHue

user.web_page string Beb6-cTpaHuua

user.district string ParoH

user.building string CtpoeHnve

user.entrance string Moobesn

user.floor string OTax

user.flat_number string KesapTtupa
user.personal_manager string MepcoHankeHbIN MeHemxep
user.basic_account int32 ID ocHOBHOrO NMLEBOrO cyeTa
user.passport string Macnopt

user.email string E-mail

user.comments string KommeHTapui
user.bank_account string BaHkoBckun cyet
user.bank_name string HaumeHosaHune 6aHka
user.bank_city string lopopn G6aHka

user.bank_bic string BUK

user.bank_corr_account string KoppecnoHaeHTCckuin cuet
user.currency_short_name string KpaTtkoe HavmeHOBaHwe BamntoThl
user.currency_full_name string lMonHoe HanmeHoBaHWe BantoThl
user.currency_code int32 Kopg BanioThbl
user.params.{param_id} string [JononHuTenbHeI napametp aboHeHTa ¢ ID {param_id}
user.contacts.{contact_id}.email ®) string E-mail nononHutensHoro koHTtakTa ¢ ID {contact_id}

user.contacts.{contact_id}.full_name string lMonHoe HanmeHoBaHWe JOMNONMHUTENBHOMO KOHTakTa ¢ 1D
{contact_id}

user.contacts.{contact_id}.short_nam  string KpaTtkoe HanmeHoBaHWe JOMONMHUTENBHOMO KOHTakTa ¢ 1D

e {contact_id}
user.contacts.{contact_id}.position string JomkHocTb gononHuTensHoro koHTakTa ¢ ID {contact_id}
user.contacts.{contact_id}.reason string Onwncanne gononHuTensHoro koHTakTa ¢ ID {contact_id}

user.contacts.{contact_id}.telephone  string TenedoH pgononHuTensHoro koHTakTa ¢ ID {contact_id}

a. MepemeHHas {param_id} MOXeT npuHUMaTh 3HayeHus LenouncnerHoro ID gon. napameTpa aboHeHTa

b. MepemeHHas {contact_id} MmoxeT npuHnMaTh 3Ha4eHns headman - pykoBoguTens, booker - 6yxrantep, nMbo LenoYncneHHbIn NopsAKOBbIV
HOMEp AOMNOMHUTENBHOTO KOHTaKTa, Ha4YMHas ¢ eAUHULbI

— JluueBowm cuet

HaumeHoBaHue Tun OnucaHue
account.account_id int32 ID nuueBoro cyeTa
account.external_id string BHewHun ID nuueBoro cyeta
account.balance double  BanaHc

account.credit double  Kpegut

account.vat_rate double HACB %
account.sale_tax_rate double HCIMB %
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HaumeHoBaHue Tun OnucaHue
account.access_card_number string Homep kapTtbl goctyna IPTV
— MpoBangep
HaunmeHoBaHue Tun OnucaHue
provider.full_name string [lonHoe HanmeHoBaHWe NocTaBLLMKa
provider.short_name string KpaTkoe HanMmeHoBaHue nocrasLymka
provider.juridical_address string KOpuaundeckuin agpec
provider.actual_address string dakTnyeckuin agpec
provider.tax_number string VHH
provider.kpp_number string KIri
provider.chief_full_name string MonHoe nms pykoBoanTens
provider.chief_short_name string KpaTkoe nms pykosoautens
provider.booker_full_name string MonHoe nmsa Byxrantepa
provider.booker_short_name string Kpatkoe nms byxrantepa
provider.bank_account string BaHkoBckuii cyet
provider.bank_name string HanmeHoBaHve GaHka
provider.bank_city string lMopop GaHka
provider.bank_bic string BUNK
provider.bank _corr_account string KoppecnoHgeHTCcKnin cHeT
— [oroBsop
HavmeHoBaHue Tun OnucaHue
contract.number int32 ID nepBoro gorosopa
contract.name string HanmeHoBaHMe nepBoro Jorosopa
contract.date int32 [arta co3gaHus nepeoro gorosopa
contract.{contract_id}.number () int32 ID gorosopa ¢ nopsakosbIM HomepoB {contract_id}
contract.{contract_id}.name string HanmeHoBaHue goroeopa ¢ nopsakoBbiM Homepom {contract_id}
contract.{contract_id}.date int32 [ara cosgaHusa goroBopa ¢ nopsakoBbiM HomepoM {contract_id}
user.connect_date int32 [ata nogkntodeHns nonb3oBaTens (oTobpaxaeTcs B hopmate
unixtime)
user.connect_date..date_short string [ara nogknioyeHus nonb3oBatens (oTobpaxaeTtcs B opmare

OO.MM.ITTT)

a. MepemeHHas {contract_id} npyH1MMaeT 3HauyeHne NopsaKoBOro HoMepa AoroBopa aboHeHTa, HauMHas ¢ eAUHULbI

— Mnarex
HaumeHoBaHue Tun OnucaHue
payment.id int32 ID TpaH3akuun nnatexa
payment.amount_in_currency double Cywmma B BantoTe
payment.amount_absolute double Cymma B cucteMHol BantoTe
payment.date.actual int32 [ara nnaTtexa
payment.date.enter int32 [arta BHeceHusi
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HaunmeHoBaHue Tun OnucaHue
payment.date.burn int32 [Oata cropaHus
payment.document_number string Homep nnartexHoro gokymeHTa
payment.comments.user string KommeHTapun gnsa nonb3oaTtens
payment.comments.admin string KommeHTapui ona agMuHucTpaTopa
payment.hash string Xaw-kof
payment.currency_rate double  Kypc BantoTbl
payment.currency_short_name string KpaTtkoe HaumeHoBaHWe BantoTbl
payment.currency_full_name string lMonHoe HanmeHoBaHWe BantoTbl
payment.currency_code int32 Kog Bantotbl

— Cyert
HaumeHoBaHue Tun OnucaHue
bill.sum_without_tax double Cymma 6e3 Hanoros
bill.sum_with_tax double  Cymma c Hanoramu
bill.size int32 KonnuyecTtBo CTpOK B cuete
bill.period_start int32 [ata Ha4yana nepuoga
bill.period_end int32 [aTta koHua nepuoga
bill.balance_when_created double BanaHC B MOMEHT BbICTaBrneHus
bill.debt double 3apomkeHHOCTb
bill.payment_amount double Cymma nnatexa 6e3 yyera Hanoros
bill.payment_amount_with_tax double Cymma nnatexa C y4€TOM Hanoros
bill.date int32 Hata

— CBopka petanusauum 3BOHKOB
HaumeHoBaHue Tun OnucaHue
summary.periodic_fee double  Cymma cnvcaHuii No Nepruoguyeckum ycnyram
summary.total_fee double  Cymma cnucaHuii no ycryram tenedgoHnm
summary.other_fee double  Cymma cnucaHuii No NpoYnM ycryram
summary.local.charges double Cymma cnvcaHuii 3@ MECTHbIE BbI30BbI
summary.local.count double  KonuyectBo MECTHbIX BbI3OBOB
summary.local.duration double  CymmapHas AnuMTenbHOCTb MECTHBLIX BbI3OBOB
summary.innerzone.charges double  AHanorvyHo Ans BHYTPU3OHOBbLIX BbI3OBOB
summary.innerzone.count double
summary.innerzone.duration double
summary.intercity.charges double  AHanoOrMyHo ANs MEXAYropo4HMX BbI30BOB
summary.intercity.count double
summary.intercity.duration double
summary.international.charges double  AHanorMyHo Ans MeXxXayHapoAHbIX BbI30BOB
summary.international.count double
summary.international.duration double
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— cepBUCHbIe cBA3ku IPTV

HavmeHoBaHue Tun OnucaHue
iptv.access_card_number int32 Homep kapTbl goctyna IPTV
iptv.activation_code.part1 string Kop aktuBauwmm kapTbl 4ocTyna, YacTtb 1. Kog aktmBaumm coctomT

13 LUeCTUN YacTewn, ANs KaXaom YyacTu eCTb CBOS NepeMeHHas,
oTnuyaLwascs Lmdpon B KoHue (.part2,.part3 n 1. 4.)

UTepupyembie nepeMeHHbIe

[lanee npvBefeHb! rpynnbl NEPEMEHHbIX, BMECTO KOTOPbIX MOACTABNAETCH MaccuB 3Ha4YeHUi. MepemMeHHble U3 3TuX
rpynn criedyeT pacnonaratb B LWaGnoHe B CTpoke Tabnumubl. B aTom cnyyae npu reHepauuy JOKyMeHTa B Tabnuuy
ByneT aBToMaTnyeckun obGaBneHo HeOBXOANMMOe KONMYECTBO CTPOK, YTOGbI BMECTUTbL BCE 3HAYEHMs.

UTepupyemble NnepeMeHHble TakKe AeNsTCA Ha HECKOMBbKO rpymnmn:

— WUrepatopbl Tabnuubl IP-rpynn

HaumeHoBaHue Tun OnucaHue
ipgroup.login string JlorvH IP-rpynnbl
ipgroup.password string Maponb IP-rpynnb
ipgroup.mac string MAC agpec
ipgroup.ip string IP agpec
ipgroup.mask string Macka nogcetu
ipgroup.gateway string LWnto3

@ Umepamopsl mabnuuys! IP-2pynn no3eonsrom ebisecmu UHGopMayur mosibKo 0 HeOuHaMmu4vecKkux IP-epynnax,
051 komopbix nose JloeuH He mycmoe u IP-adpec He paseH 0.0.0.0

— WUTtepaTopbl Tabnuubl NOAKMIOYEHHbIX TapudoB

HavmeHoBaHue Tun OnucaHue
tariff.name string HanmeHoBaHue Tapuda
tariff.cost double  CtoumocTb
tariff.account_id int32 ID nuueBoro cyeta
— WUrepaTopbl cyeta
HavmeHoBaHue Tun OnucaHue
bill_entry.id int32 [MopsiakoBbI HOMEP NO3MLMK, HAYMHAsA C eQUHULbI
bill_entry.name string HanmeHoBaHue nosuumu
bill_entry.price double LleHa
bill_entry.quantity double  Konuyectso
bill_entry.sum_with_tax double  Cymma c Hanoramu
bill_entry.sum_without_tax double Cymma 6e3 Hanoros
bill_entry.tax double  Cymma Harnora
bill_entry.tax_rate double CraBka Hanora B %
bill_entry.unit_name string Pa3smepHoCTb (Bo3BpaLLaeTcs Koy Ans 3aMeHbl)
bill_entry.unit_code string Kog pasmepHoCTM (Bo3BpaLLaeTcs KoY Ars 3aMeHbI)
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HaunmeHoBaHue Tun OnucaHue

bill_entry.alt.price double  AnbTepHaTuBHas LeHa

bill_entry.alt.quantity double  AnbTepHaTMBHOE KONNYECTBO

bill_entry.alt.unit_name string AnbTepHaTUBHaA pa3mMepHOCTb (BO3BPALLLAETCA KITHOY AN
3aMeHbl)

bill_entry.alt.unit_code string AnbTepHaTUBHBIV KOA pa3MepHOCTH (BO3BpaLLaeTCs KoYy Ans
3aMeHbl)

— WrepaTopbl AgeTanusauun 3BOHKOB

HaumeHoBaHue Tun OnucaHue

call.id int32 MopsiakoBbIN HOMEp BbI3oBa B Tabnuue
call.zone string HanmeHoBaHWe 30HbI

call.direction string HanmeHoBaHve HanpaBneHus

call.date int32 [aTa Bbi3oBa

call.calling_number string Boi3biBatowmit Homep
call.called_number string BbI3biBaeMbIn HOMep

call.called_prefix string Bbi3biBaembIn npeduke

call.duration int32 [OnntenbHOCTb Bbl30Ba

call.type string Tun BbI30Ba (BO3BpAaLLAETCH KINOY AN 3aMeHbI)
call.cost double  [MonHasa cTtoMmocTb BbI30Ba

— WrtepaTopbl NnapamMeTpoB CepBUCHbLIX CBA30K YCIyrM KOMMYTUpPYeMoro Aoctyna

HaumeHoBaHue Tun OnucaHue

dialup.login string TlorvH

dialup.password string Maponb

dialup.cid string 3HayeHue napametpa CID
dialup.csid string 3HayeHune napametpa CSID

— WUTtepaTopbl NnapameTpoB CepBUCHbLIX CBA30K ycrnyru hotspot

HavmeHoBaHue Tun OnucaHue
hotspot.login string JloruH
hotspot.password string Maponb

— WrtepaTopbl napaMeTpoB CepPBUCHbLIX CBA30K yCnyru TenegoHumn

HavmeHoBaHue Tun OnucaHue

telephony.login string TlorvH

telephony.password string Maponb

telephony.number string TenedoHHbI HOMep
telephony.incoming_trunk string Bxogsawmii TpaHk
telephony.outgoing_trunk string Vexoaawmin TpaHk
telephony.pbx string 3Ha4veHune napametpa PBX ID
telephony.cid string 3HayeHue napametpa CID
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Tunbl LWWabnoHoB

B 3aBucmMmocTH oT TMNa wabrnoHa B HEr0 MOryT BXOAUTb NEPEMEHHbBIE U UTEPUPYEMbIE NMEPEMEHHbBIE U3 CeaYLLINX
rpynmn, NePeYnNCrEHHbIX BbILLE:

®
| =
e
5 i
o [
o T
] o
© A
o c ®
> o s
- c " =)
x s (V]
© © =) Q. [}
e |=5 T o s
] © 1] | =
- = ) [ ) ©
[} [} = = < = =
T T © x m [*] [}]
Q (&) c < x O oI
nOKyMeHT . . . . . .
MNonb3oBarenb * . . . . . .
JlnueBon cyer o c o c o c
nPOBaﬁnep . . . . . . .
norOBop . . . . . . .
Mnarex .
Cuer c c
CBoaka getanusauumn 3BOHKOB .
CepBucHble cBA3ku IPTV c o
Utepatopsbl cyeta . .
UtepaTtopbl Tabnuubl IP-rpynn c o
UTepaTopbl Tabnuubl NoakntoYeHHbIX TapudoB . .
UtepaTopbl geTanusaunm 3BOHKOB .

MoaudukaTopbl nepeMeHHbIX

Mogandukatopbl nepeMeHHbIXx Npeobpa3sytoT 3Ha4YeHus1, NoAcTaBnsgeMble BMECTO nepeMeHHbIX. [JoCTynHbI
cnegyoLwme TUMbl MOANMUKATOPOB:

HaumeHoBaHune Tun Tun OnucaHue
aprymeHTa pesynbrarta

translate string string 3aMeHsieT Ha 3HaYeHWe U3 Cnucka 3aMeHbl NPy NOIHOM
COBMaZieHNN 3HaUEHNs NePeMEHHOI 1 Krloya 3ameHb! )

replace string string 3aMeHsieT Ha 3HaYeHVe 13 CNCKa 3aMeHbl YacTb 3HAYEHUS
nepeMeHHO, COBNaAatoLLyto C KIMYOM 3aMeHb!

date_short int32 string Hata B oopmare OO/MM/TTTT

date_long int32 string Nata B hopmate «dO»Mecsua T

date_time int32 string Bpems B hbopmate MM.A0 HY:MM

duration int32 string OnutenbHocTb B popmaTe YY4:MM:CC

sum_to_string double string CyMMa nponucbio

a. cm. UHTepdeiic agmuHucTpaTopa: 3ameHa B AOKYMeHTaX Ha ctp. 87
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YTto6bl NnpyMeHnTb MogudmKkaTop, Npy co3naHmnm nonb3oBatenbckoro noss B LibreOffice, nepenante B MeHto Bcmaeka
> [lona > [JononHumernbsHoO, Bbibepute BKNaaky lepemeHHble, BbIGEPUTE HYXXHYIO NEepPEMEHHYIO 1 B none HasesaHue
yKaxuTe nMsa MogmdukaTopa nocne uMeHn oyHKLMKU, pasaenms ux AByMs TOYKaMM:

[anee BcTaBbTE MOANMDULIMPOBAHHYIO NEPEMEHHYIO B HY)KHOE MECTO LuabnoHa.
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